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'COUNTY OF MONTEREY STANDARD AGREEMENT

This Agreement is made by and between the County of Monterey, a political subdivision of the

State of California (hereinafter “County”) and:
Panoramic Software, Inc.

(hereinafter “CONTRACTOR?).

In consideration of the mutual covenants and conditions set forth in this Agreement, the parties

agree as follows:

1.0

2.0

3.0

4.0
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GENERAL DESCRIPTION:

The County hereby engages CONTRACTOR to perform, and CONTRACTOR hereby agrees

to perform, the services described in Exhibit A in conformity with the terms of this Agreement.
The goods and/or services are generally described as follows:

Provide:

Web based software subscription, database hosting, technical support and maintenance for the PG-ProWeb
solution that tracks information on behalf of Health Department, Public Guardian clients conserved.

PAYMENT PROVISIONS:

County shall pay the CONTRACTOR in accordance with the payment provisions set forth in
Exhibit A, subject to the limitations set forth in this Agreement. The total amount payable by
County to CONTRACTOR under this Agreement shall not exceed the sum of:s 169,500.00

TERM OF AGREEMENT:

301 The term of this Agreement is from July 1, 2020
June 30, 2023

to
, unless sooner terminated pursuant to the terms of this

Agreement. This Agreement is of no force or effect until signed by both CONTRACTOR

and County and with County signing last, and CONTRACTOR may not commence
work before County signs this Agreement.

3.02 The County reserves the right to cancel this Agreement, or any extension of this

Agreement, without cause, with a thirty day (30) written notice, or with cause
immediately.

SCOPE OF SERVICES AND ADDITIONAL PROVISIONS:

The following attached exhibits are incorporated herein by reference and constitute a part of
this Agreement:

Exhibit A Scope of Services/Payment Provisions
Exhibit B Other: service Level Agreement
Exhibit C Disaster Recovery Plan
Exhibit D Business Associate Agrecment

Panoramic Software, Inc.
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5.0 PERFORMANCE STANDARDS:

501

502

503

CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’s agents, employees,
and subcontractors performing services under this Agreement are specially trained,
experienced, competent, and appropriately licensed to perform the work and deliver the
services required under this Agreement and are not employees of the County, or immediate
family of an employee of the County.

CONTRACTOR, its agents, employees, and subcontractors shall perform all work in a safe
and skillful manner and in compliance with all applicable laws and regulations. All work
performed under this Agreement that is required by law to be performed or supervised by
licensed personnel shall be performed in accordance with such licensing requirements.

CONTRACTOR shall furnish, at its own expense, all materials, equipment, and personnel
necessary to carry out the terms of this Agreement, except as otherwise specified in this
Agreement. CONTRACTOR shall not use County premises, property (including equipment,

instruments, or supplies) or personnel for any purpose other than in the performance of its
obligations under this Agreement.

6.0 PAYMENT CONDITIONS:

6.01

6.02

6.03

6.04

Prices shall remain firm for the initial term of the Agreement and, thereafter, may be adjusted
annually as provided in this paragraph. The County does not guarantee any minimum or
maximum amount of dollars to be spent under this Agreement.

Negotiations for rate changes shall be commenced, by CONTRACTOR, a minimum of ninety

days (90) prior to the expiration of the Agreement. Rate changes are not binding unless
mutually agreed upon in writing by the County and the CONTRACTOR.

Invoice amounts shall be billed directly to the ordering department.

CONTRACTOR shall submit such invoice periodically or at the completion of services, but in
any event, not later than 30 days after completion of services. The invoice shall set forth the
amounts claimed by CONTRACTOR for the previous period, together with an itemized basis
for the amounts claimed, and such other information pertinent to the invoice. The County
shall certify the invoice, either in the requested amount or in such other amount as the County
approves in conformity with this Agreement and shall promptly submit such invoice to the
County Auditor-Controller for payment. The County Auditor-Controller shall pay the amount
certified within 30 days of receiving the certified invoice.

7.0 TERMINATION:

7.01

Revised 8/7/19

During the term of this Agreement, the County may terminate the Agreement for any reason
by giving written notice of termination to the CONTRACTOR at least thirty (30) days prior to
the effective date of termination. Such notice shall set forth the effective date of termination.
In the event of such termination, the amount payable under this Agreement shall be reduced in
proportion to the services provided prior to the date of termination.

Panoramic Software, Inc.
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8.0

9.0

7.02 The County may cancel and terminate this Agreement for good cause effective immediately
upon written notice to CONTRACTOR. “Good cause” includes the failure of
CONTRACTOR to perform the required services at the time and in the manner provided
under this Agreement. If County terminates this Agreement for good cause, the County may
be relieved of the payment of any consideration to CONTRACTOR, and the County may
proceed with the work in any manner, which County deems proper. The cost to the County
shall be deducted from any sum due the CONTRACTOR under this Agreement.

7.03 The County’s payments to CONTRACTOR under this Agreement are funded by local, state
and federal governments. If funds from local, state and federal sources are not obtained and
continued at a level sufficient to allow for the County’s purchase of the indicated quantity of
services, then the County may give written notice of this fact to CONTRACTOR, and the
obligations of the parties under this Agreement shall terminate immediately, or on such date

thereafter, as the County may specify in its notice, unless in the meanwhile the parties enter
into a written amendment modifying this Agreement.

INDEMNIFICATION:

CONTRACTOR shall indemnify, defend, and hold harmless the County, its officers, agents, and
employees, from and against any and all claims, liabilities, and losses whatsoever (including
damages to property and injuries to or death of persons, court costs, and reasonable attorneys’ fees)
occurring or resulting to any and all persons, firms or corporations furnishing or supplying work,
services, materials, or supplies in connection with the performance of this Agreement, and from any
and all claims, liabilities, and losses occurring or resulting to any person, firm, or corporation for
damage, injury, or death arising out of or connected with the CONTRACTOR’s performance of this
Agreement, unless such claims, liabilities, or losses arise out of the sole negligence or willful
misconduct of the County. “CONTRACTOR’s performance” includes CONTRACTOR’s action or

inaction and the action or inaction of CONTRACTOR’s officers, employees, agents and
subcontractors.

INSURANCE REQUIREMENTS:

9.01 Evidence of Coverage: Prior to commencement of this Agreement, the Contractor shall
provide a “Certificate of Insurance” certifying that coverage as required herein has been
obtained. Individual endorsements executed by the insurance carrier shall accompany the

certificate. In addition, the Contractor upon request shall provide a certified copy of the policy
or policies.

This verification of coverage shall be sent to the County’s Contracts/Purchasing Department,
unless otherwise directed. The Contractor shall not receive a “Notice to Proceed” with the
work under this Agreement until it has obtained all insurance required and the County has
approved such insurance. This approval of insurance shall neither relieve nor decrease the
liability of the Contractor.

9.02 Qualifying Insurers: All coverage’s, except surety, shall be issued by companies which hold

a current policy holder’s alphabetic and financial size category rating of not less than A- VII,
according to

Panoramic Software, Inc.
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9.03

Revised 8/8/19 MRD 4 0of 10

the current Best’s Key Rating Guide or a company of equal financial stability that is
approved by the County’s Purchasing Manager.

Insurance Coverage Requirements: Without limiting CONTRACTOR’s duty to
indemnify, CONTRACTOR shall maintain in effect throughout the term of this

Agreement a policy or policies of insurance with the following minimum limits of
liability:

ommercial General Liability Insurance: including but not limited to premises and
operations, including coverage for Bodily Injury and Property Damage, Personal Injury,
Contractual Liability, Broad form Property Damage, Independent Contractors, Products
and Completed Operations, with a combined single limit for Bodily Injury and Property
Damage of not less than $1,000,000 per occurrence.
(Note: any proposed modifications to these general liability insurance requirements shall
be attached as an Exhibit hereto, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

Requestor must check the appropriate Automobile Insurance Threshold:
Requestor must check the appropriate box.

I:I Agreement Under $100,000 Business Automobile Liability Insurance: covering

all motor vehicles, including owned, leased, non-owned, and hired vehicles, used in
providing services under this Agreement, with a combined single limit for Bodily
Injury and Property Damage of not less than $500,000 per occurrence.

/ Agreement Over $100,000 Business Automobile Liability Insurance: covering
all motor vehicles, including owned, leased, non-owned, and hired vehicles,
used in providing services under this Agreement, with a combined single limit
for Bodily Injury and Property Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications to these auto insurance requiremenis shall be
atlached as an Exhibit hereto, and the section(s) above thal are proposed as not

applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

Workers’ Compensation Insurance: if CONTRACTOR employs others in the
performance of this Agreement, in accordance with California Labor Code section 3700

and with Employer’s Liability limits not less than $1,000,000 each person, $1,000,000
each accident and $1,000,000 each disease.

(Note: any proposed modifications to these workers’ compensation insurance
requirements shall be attached as an Exhibit hereto, and the section(s) above that are
proposed as not applicable shall be lined out in blue ink. All proposed modifications are
subject to County approval.)

‘ofessional Liability Insurance: if required for the professional services being
provided, (e.g., those persons authorized by a license to engage in a business or profession
regulated by the California Business and Professions Code), in the amount of not less than
$1,000,000 per claim and $2,000,000 in the aggregate, to cover liability for malpractice or
Agreement ID: p,oe e Software, Inc.
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9.04

errors or omissions made in the course of rendering professional services. If professional
liability insurance is written on a “claims-made” basis rather than an occurrence basis, the
CONTRACTOR shall, upon the expiration or earlier termination of this Agreement,
obtain extended reporting coverage (“tail coverage”) with the same liability limits. Any
such tail coverage shall continue for at least three years following the expiration or earlier
termination of this Agreement.

(Note: any proposed modifications to these insurance requirements shall be attached as
an Exhibit hereto, and the section(s) above that are proposed as not applicable shall be
lined out in blue ink. All proposed modifications are subject to County approval.)

Other Requirements:

All insurance required by this Agreement shall be with a company acceptable to the
County and issued and executed by an admitted insurer authorized to transact Insurance
business in the State of California. Unless otherwise specified by this Agreement, all such
insurance shall be written on an occurrence basis, or, if the policy is not written on an
occurrence basis, such policy with the coverage required herein shall continue in effect for

a period of three years following the date CONTRACTOR completes its performance of
services under this Agreement.

Each liability policy shall provide that the County shall be given notice in writing at least
thirty days in advance of any endorsed reduction in coverage or limit, cancellation, or
intended non-renewal thereof, Each policy shall provide coverage for Contractor and
additional insureds with respect to claims arising from each subcontractor, if any,
performing work under this Agreement, or be accompanied by a certificate of insurance

from each subcontractor showing each subcontractor has identical insurance coverage to
the above requirements.

endorsement naming th ; of Monterey. its officers, agents. a ees as
Additional Tnsureds with respect to liability arising out of the CONTRACTOR’S work,

including ongoing and completed operations, and_shall further provide that such

insurance is primary insurance t , insuran r self-insurance maintained by the
nd that the insurance of the Addition reds shall not alled upon
contribute to _a loss covered bv tl TRACTOR’S insurance. The required
endorsement form for Commercial General Liability Additional Insured is ISO Form CG
20 10 11-85 or CG 20 10 10 01 in tandem with CG 20 37 10 01 (2000). The required

endorsement form for Automobile Additional Insured endorsement is ISO Form CA 20 48
02 99.

Prior to the execution of this Agreement by the County, CONTRACTOR shall file
certificates of insurance with the County’s contract administrator and County’s
Contracts/Purchasing Division, showing that the CONTRACTOR has in effect the
insurance required by this Agreement. The CONTRACTOR shall file a new or amended
certificate of insurance within five calendar days after any change is made in any
insurance policy, which would alter the information on the certificate then on file,
Acceptance or approval of insurance shall in no way modify or change the indemnification
clause in this Agreement, which shall continue in full force and effect.

Panoramic Software, Inc.
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CONTRACTOR shall always during the term of this Agreement maintain in force the
insurance coverage required under this Agreement and shall send, without demand by
County, annual certificates to County’s Contract Administrator and County’s
Contracts/Purchasing Division. If the certificate is not received by the expiration date,
County shall notify CONTRACTOR and CONTRACTOR shall have five calendar days to
send in the certificate, evidencing no lapse in coverage during the interim. Failure by
CONTRACTOR to maintain such insurance is a default of this Agreement, which entitles
County, at its sole discretion, to terminate this Agreement immediately.

10.0 RECORDS AND CONFIDENTIALITY:

10.1 Confidentiality; CONTRACTOR and its officers, employees, agents, and subcontractors

10.2

10.3

104

10.5

shall comply with any and all federal, state, and local laws, which provide for the
confidentiality of records and other information. CONTRACTOR shall not disclose any
confidential records or other confidential information received from the County or
prepared in connection with the performance of this Agreement, unless County
specifically permits CONTRACTOR to disclose such records or information.
CONTRACTOR shall promptly transmit to County any and all requests for disclosure of
any such confidential records or information. CONTRACTOR shall not use any
confidential information gained by CONTRACTOR in the performance of this Agreement

except for the sole purpose of carrying out CONTRACTOR’s obligations under this
Agreement.

County Records: When this Agreement expires or terminates, CONTRACTOR shall
return to County any County records which CONTRACTOR used or received from
County to perform services under this Agreement.

Maintenance of Records; CONTRACTOR shall prepare, maintain, and preserve all
reports and records that may be required by federal, state, and County rules and
regulations related to services performed under this Agreement. CONTRACTOR shall
maintain such records for a period of at least three years after receipt of final payment
under this Agreement. If any litigation, claim, negotiation, audit exception, or other action
relating to this Agreement is pending at the end of the three-year period, then
CONTRACTOR shall retain said records until such action is resolved.

Access to and Audit of Records: The County shall have the right to examine, monitor
and audit all records, documents, conditions, and activities of the CONTRACTOR and its
subcontractors related to services provided under this Agreement. Pursuant to Government
Code section 8546.7, if this Agreement involves the expenditure of public funds in excess
of $10,000, the parties to this Agreement may be subject, at the request of the County or
as part of any audit of the County, to the examination and audit of the State Auditor
pertaining to matters connected with the performance of this Agreement for a period of
three years after final payment under the Agreement.

Royalties and Inventions: County shall have a royalty-fiee, exclusive and irrevocable
license to reproduce, publish, and use, and authorize others to do so, all original computer
programs, writings, sound recordings, pictorial reproductions, drawings, and other works
of similar nature produced in the course of or under this Agreement. CONTRACTOR
shall not publish any such material without the prior written approval of County.
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11.0 NON-DISCRIMINATION:

12.0

13.0

11.01 During the performance of this Agreement, CONTRACTOR, and its subcontractors, shall
not unlawfully discriminate against any person because of race, religious creed, color, sex,
national origin, ancestry, physical disability, mental disability, medical condition, marital
status, age (over 40), or sexual orientation, either in CONTRACTOR’s employment
practices or in the furnishing of services to recipients. CONTRACTOR shall ensure that the
evaluation and treatment of its employees and applicants for employment and all persons
receiving and requesting services are free of such discrimination. CONTRACTOR and any
subcontractor shall, in the performance of this Agreement, fully comply with all
federal, state, and local laws and regulations which prohibit discrimination. The provision
of services primarily or exclusively to such target population as may be designated in this
Agreement shall not be deemed to be prohibited discrimination.

COMPLIANCE WITH TERMS OF STATE OR FEDERAL GRANTS:

If this Agreement has been or will be funded with monies received by the County pursuant to a
contract with the state or federal government in which the County is the grantee, -
CONTRACTOR will comply with all the provisions of said contract, to the extent applicable to
CONTRACTOR as a subgrantee under said contract, and said provisions shall be deemed a part
of this Agreement, as though fully set forth herein. Upon request, County will deliver a copy of
said contract to CONTRACTOR, at no cost to CONTRACTOR.

INDEPENDENT CONTRACTOR:

In the performance of work, duties, and obligations under this Agreement, CONTRACTOR is
always acting and performing as an independent contractor and not as an employee of the
County. No offer or obligation of permanent employment with the County or County
department or agency is intended in any manner, and CONTRACTOR shall not become entitled
by virtue of this Agreement to receive from County any form of employee benefits including
but not limited to sick leave, vacation, retirement benefits, workers’ compensation coverage,
insurance or disability benefits. CONTRACTOR shall be solely liable for and obligated to pay
directly all applicable taxes, including federal and state income taxes and social security, arising
out of CONTRACTOR’s performance of this Agreement. In connection therewith,
CONTRACTOR shall defend, indemnify, and hold County harmless from any and all liability
which County may incur because of CONTRACTOR's failure to pay such taxes.

Panoramic Software, Inc.
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14.0 NOTICES:

Notices required under this Agreement shall be delivered personally or by first-class, postage

pre-paid mail to the County and CONTRACTOR’S contract administrators at the addresses
listed below:

FOR COUNTY: FOR CONTRACTOR:
Sarah House
Departmental Information Systems Manager I Jeff Vogg‘g‘ldb“rg
Name and Title Name and Title
1270 Natividad Road 32932 Pacific Coast Highway, #14-482
Salinas, Ca. 93906 Dana Point, CA 92629
Address Address
831-755-4531 877-558-8526
Phone: Phone:

15.0MISCELLANEOQUS PROVISIONS.

15.01 Conflict of Interest: CONTRACTOR represents that it presently has no interest and agrees
not to acquire any interest during the term of this Agreement, which would directly, or

indirectly conflict in any manner or to any degree with the full and complete performance of
the services required to be rendered under this Agreement.

15.02 Amendment: This Agreement may be amended or modified only by an instrument in writing
signed by the County and the CONTRACTOR.

15.03 Waiver: Any waiver of any terms and conditions of this Agreement must be in writing and
signed by the County and the CONTRACTOR. A waiver of any of the terms and conditions

of this Agreement shall not be construed as a waiver of any other terms or conditions in this
Agreement.

15.04 Contractor: The term “CONTRACTOR” as used in this Agreement includes

CONTRACTOR’s officers, agents, and employees acting on CONTRACTOR’s behalf in the
performance of this Agreement.

15.05 Disputes: CONTRACTOR shall continue to perform under this Agreement during any
dispute.

15.06 Assignment and Subcontracting: The CONTRACTOR shall not assign, sell, or otherwise
transfer its interest or obligations in this Agreement without the prior written consent of the
County. None of the services covered by this Agreement shall be subcontracted without the

prior written approval of the County. Notwithstanding any such subcontract, CONTRACTOR
shall continue to be liable for the performance of all requirements of this Agreement.

_ Panoramic Software, Inc.
Agreement ID: o7/01020 - 06/30/2023
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15.07 Successors and Assigns: This Agreement and the rights, privileges, duties, and obligations of
the County and CONTRACTOR under this Agreement, to the extent assignable or delegable,
shall be binding upon and inure to the benefit of the parties and their respective successors,
permitted assigns, and heirs.

15.08 Compliance with Applicable Law: The parties shall comply with all applicable federal,
state, and local laws and regulations in performing this Agreement.

15.09 Headings: The headings are for convenience only and shall not be used to interpret the terms
of this Agreement.

15.10 Time is of the Essence: Time is of the essence in each and all of the provisions of this
Agreement.

15.11 Governing Law: This Agreement shall be governed by and interpreted under the laws of the
State of California; venue shall be Monterey County.

15.12 Non-exclusive _Agreement: This Agreement is non-exclusive and both County and

CONTRACTOR expressly reserve the right to contract with other entities for the same or
similar services.

15.13 Construction of Agreement: The County and CONTRACTOR agree that each party has
fully participated in the review and revision of this Agreement and that any rule of
construction to the effect that ambiguities are to be resolved against the drafting party shall
not apply in the interpretation of this Agreement or any amendment to this Agreement.

15.14 Counterparts: This Agreement may be executed in two or more counterparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same
Agreement.

15.15 Authority: Any individual executing this Agreement on behalf of the County or the
CONTRACTOR represents and warrants hereby that he or she has the requisite authority to
enter into this Agreement on behalf of such party and bind the party to the terms and
conditions of this Agreement.

15.16 Integration: This Agreement, including the exhibits, represent the entire Agreement between
the County and the CONTRACTOR with respect to the subject matter of this Agreement and
shall supersede all prior negotiations, representations, or agreements, either written or oral,
between the County and the CONTRACTOR as of the effective date of this Agreement,
which is the date that the County signs the Agreement.

I5.17 Interpretation of Conflicting Provisions: In the event of any conflict or inconsistency
between the provisions of this Agreement and the Provisions of any exhibit or other
attachment to this Agreement, the provisions of this Agreement shall prevail and control.
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16.0 SIGNATURE PAGE.

IN WITNESS WHEREOF, County and CONTRACTOR have executed this Agreement as of the day

and year written below.

COUNTY OF MONTEREY CONTRACTOR
By: Q i
Contracts/Purchasing Officer L de § nel gb’g”h' a e § P ¢
Date: Contractor’s Business Name*
By:
Department Head (if applicable) By: =
Date: (Sigﬂature of Chairﬁesident, or
2 Vice-President) * ‘_
By: J é(F’(& Wk \/t(r{éufj ﬂ(‘(’hﬂ“ﬁ‘—‘
Board of Supervisors (if applicable) ,?/ e and Title
Date: Date: ( P %7ﬁ &
Approved as ggﬂggmy:
By: @m& Vuaaw{o’ Deputy County Cdunsel
Ascs04sCaTEAEounty Counsel
Date: 4/22/2020 By:

Approved as fo Fiscal Provisions?

Butew Plowsan Assistant Auditd

By:

4/2?}2020 Auditor/Controller

Date:

Approved as to Liability Provisions?

By:

Risk Management

Date:

Date:

County Board of Supervisors’ Agreement Number:

(Sigrature of Secretiry, Asst, Secretary,
CFO, Treasurer or As? 'Ijeasure) *

Setd vt q Scerer sy

r-Controller

Name and Title

?// 27 /20

» Approved on (date):

*INSTRUCTIONS: If CONTRACTOR is a corporation,
corporation shall be set forth above together with the signatures of two (2) specified officers per California Corporations Code
Section 313. If CONTRACTOR is a i

above together with the signatures of two (2) managers. If CONTRACTOR is a partnership, the full legal name of the
partnership shall be set forth above together with the signature of a partner who has authority to execute this Agreement on
behalf of the partnership. If CONTRACTOR is contracting in an individual capacity, the individual shall set forth the name of
the business, if any, and shall personally sign the Agreement or Amendment to said Agreement.

'Approval by County Counsel is required
*Approval by Auditor-Controller is required
*Approval by Risk Management is necessary only if changes are made in paragraphs 8 or 9
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EXHIBIT A
SCOPE OF SERVICES/PAYMENT PROVISIONS

County of Monterey
And
PANORAMIC SOFTWARE, INC.

This Exhibit A shall be incorporated by reference as part of Agreement attached hereto governing work to be
performed under the attached referenced Agreement, the nature of the working relationship between the County
of Monterey, a political subdivision of the State of California (hereinafter referred to as “COUNTY™) and

Panoramic Software, Inc. (hereinafter referred to as CONTRACTOR) and specific obligations of the
CONTRACTOR.

I.  Scope of Services

CONTRACTOR will provide software subscription and hosting services for the PG-ProWeb solution,

technical support/maintenance, application training as requested/approved by COUNTY, and professional
services not covered under the recurring software subscription and technical support/maintenance costs.

A. Software Subscription Services

1.

CONTRACTOR grants to COUNTY all access and use of PG-ProWeb by COUNTY authorized
Users. There is not minimum or maximum number of users that will input data into the system.

Subscription is a non-exclusive, royalty-free and non-transferable license for COUNTY s business
purposes.

CONTRACTOR shall under the terms and conditions of this Agreement, provide software support,

database access, and all other services described in this Agreement solely to COUNTY “authorized
users”.

CONTRACTOR shall be responsible for all software upgrades and maintenance to ensure the
application, database, and operating systems and all other functions representative of the
infrastructure is at the latest supported version and application is configured to be compatible with
the latest updates without impacting the COUNTY use of the solution.

Report Development as requested by COUNTY.

Data Extract/Data Dump: CONTRACTOR will upload a daily or weekly data replication to a secure
SFTP site and provide COUNTY access to download the COUNTY data.

Technical support and configuration changes necessary when changes are needed for the banking,
reporting, and uploads to the PC-ProWeb solution.

COUNTY Responsibility:

¢ Ensuring that only authorized users access Software.

* Setting up new users that will input data into the system and the ongoing addition/deletion of
new/existing users.

¢ All data entered in the system will be owned by the County.

B. Technical Support

1.

CONTRACTOR shall provide technical support and maintenance as needed during the term of this
Agreement. Attached and incorporated as part of this Agreement as EXHIBIT B — SERVICE LEVEL
AGREEMENT AND ESCALATION PROCESS defines the support level provided under this
Agreement by CONTRACTOR.

C. Training

1
Agreement between County of Monterey and
Panoramic Soltware, Inc.
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CONTRACTOR will provide the following training options:

1. On site training: CONTRACTOR will provide training to County on an “as-requested” and “as-
approved” basis by County in the amount of $1200 per training session. There will be no travel
reimbursement allowed during this Agreement.

2. Remote Web Based Training: CONTRACTOR will provide online web based training using a secure
conference line provided by County included in the recurring software subscription costs. Remote
training shall be coordinated for a date/time that is mutually agreeable by both parties.

D. Professional Services

For services not covered under the recurring costs for software subscription and technical
support/maintenance, the rate will be $170/Hour.

E. Hosting, Accessibility, Uptime, and Ownership of Intellectual Property

1. CONTRACTOR agrees to host Software and database with web based access to County authorized
users pursuant to this Agreement.

2. CONTRACTOR is responsible for any data loss or breaches that occur in CONTRACTOR hosted
environment. COUNTY is responsible for any data loss at the point of downloading the data and/or
reports and the data exists on COUNTY environment and device/s.

3. CONTRACTOR is not responsible for user’s computer hardware or computer operating system

failure which restrict the users’ ability to access the Software up and to the point of logging into the
Software portal.

4. CONTRACTOR will be responsible for maintaining and securing the hosted environment and data
from any attempted breaches, hacking attempts, and any other malicious attempted attack on the
CONTRACTOR environment and will notify COUNTY according to the requirements specified in
the Business Associate Agreement attached as Exhibit D to this Agreement.

5. Disaster recovery specifications and backup schedule is defined in Exhibit C - Disaster Recovery
Plan attached and incorporated as part of this Agreement.

6. The data input by COUNTY belongs to the COUNTY and CONTRACTOR shall not use, reproduce,
distribute, utilize, sell, share, or distribute COUNTY data which is separate and distinct from the
Software application.

F. Schedule of Rates

CONTRACTOR will provide the Named User Licensing and services associated with this Agreement.
The following table reflects the breakdown of costs by category:

Year 1 Year 2 Year 3
71172020 - THi2021 - 7112022 - 71112020 -

Description Rate Monthly 630/2021 630]2022_ 63072023 63072023
Software subscription/maintenanceftechnical support $4,500.00 $54,000.00 $54,000.00 | $54,000.00
Amount allocated for professional services that are not included in the
recurring software subscription/maintenanceftechnical support to be on
an “as-needed" and "as-approved by County” basis. $170.00 $7,500.00

Yearly Subtotal | | l $ 54,000.00 $ 54,000.00 ' $54,000.00 | $ 7,500.00 |

Total $169,500.00

G. Term of Agreement

1. The term of this Agreement shall be from July 1, 2020 through June 30, 2023 unless sooner
terminated pursuant to the terms specified in Section 3.02 of body of this Agreement.

2
Agreement between County of Monterey and
Panoramic Software, Inc.
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2. Upon the termination of the subscription services, CONTRACTOR shall provide to COUNTY the
data in machine readable format and delete data after sixty (60) days. CONTRACTOR shall not
utilize, share, store or otherwise use COUNTY data.

H. Payment Provisions

1. For the services described in this Agreement, the maximum obligation of the County will be
$169,500. The payment conditions as specified in Section 6 of the body of this Agreement shall

apply.

2. County does not guarantee any minimum or maximum amount of dollars to be spent under this
Agreement.

3. Invoices shall be submitted by CONTRACTOR to County on a monthly basis.
4. Invoices shall be mailed to:

Monterey County Health Department — Public Guardian’s Office
1441 Schilling Place — North

Salinas, CA 93901

Attn: Accounts Payable Public Guardian

3
Agreement between County of Monterey and
Panoramic Software, Inc.
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EXHIBIT B
SERVICE LEVEL AGREEMENT — ESCALATION PROCESS

Panoramic Software, Inc.

Service Level Agreement —
Escalation Process

PANORAMIC
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[SERVICE LEVEL AGREEMENT — ESCALATION PROCESS]
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[SERVICE LEVEL AGREEMENT - ESCALATION PROCESS]

Overview

This document details the Service Level Agreement (SLA) between Panoramic Software Inc. (“Panoramic”,

‘us”, “we") and its customers (“you”). This SLA applies separately to each application hosted by Panoramic
Software.

Service Level Agreement

1
(@)

2.
(@)

General Terms

Panoramic Software has the objective of achieving the quality levels it has set for its application support,
operation and hosting services described in this Agreement.

99% Prime Time Service Availability

Panoramic Software maintains a production environment for the provision and rendering of its services
in the United States. Data access within the environment is available on a 24-hour per day, 7-days per
week basis, divided into prime hours of 7 am to 7 pm PST on regular customer work days with a service
availability objective of 99% uptime, and non-prime hours of 7 pm to 7 am PST on regular customer work

days and all day on customer non-work days with a service availability objective of 95% with the exception
of:

(i) Periods of Scheduled maintenance, which Panoramic Software will perform (if needed) on
Sunday between the hours of 6 am and 12 pm PST at each data center to which a customer is
linked,;

(ii) Loss of service due to circumstances that are normally covered under “Force Majeure” clauses ,
such as power outages due to weather, fires, floods, other acts of nature, strikes, lock-outs, and
acts of war or sahotage,;

Calculated uptime for the Prime-Time hours and Non-Prime-Time hours for that quarter as follows:

Prime-Time Uptime = 1 - (#-of-hours-of-prime-DTITota!-number—of—hours—of—prime-time)

Non-Prime-Time Uptime = 1 — (#-of-hours-of-non-prime-DT / Total-number-of-hours-of-non-prime-time)

Where Downtime (DT) is defined as the period of time that the Panoramic software/system is not

Panoramic Software, Inc.
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[SERVICE LEVEL AGREEMENT — ESCALATION PROCESS]

accessible to the end-users or a critical process is not functioning properly at a critical time (defined
below as an “"Urgent” Priority request (see below)). . Intermittent downtime for a period of less than 5
minutes will not be counted towards any Downtime Periods.

Outage Notification

During its regular business hours (7:00AM — 5:00PM PST), Panoramic Software will respond to Support
Ticket or Support Phone Call within 15 minutes to reports of an outage or significant performance issue.
After access and/or performance has been restored, details of the cause of the outage or performance
issue will be provided to the customer’s “critical contact”. Panoramic Software has created an email
account (support@panosoft.com) for customers to communicate their support issues to Panoramic.
This account is set up to forward emails to to support staff in Panoramic Software who can investigate
an issue and determine an effective solution to correct the problem.

Anytime a customer feels they have an urgent issue they directly may call the Support Team or Project
Manager to help solve a particular critical issue at 1-877-558-8526.

Services Definition

Panoramic Software Inc's Service Level Agreement below defines the categories, priorities, and
response times . In addition, we have defined our Service Level Targets so that our customers know
what to expect from our support and operational services.

The following tables describe the Services, Support Request Categories, Request Priorities, and the
Request Priority Response Time supported by Panoramic Software.
Panoramic or the Customer can open a ticket request for service or report an issue in Panoramic

Software's ticketing system. The ticket will include, at a minimum, a description of the issue/request
and steps to duplicate where possible, date-time of the issue/request, name of the requestor, Support
Request Category, Priority, and the actual time to resolve. Before closing a ticket, Panoramic Software
will verify/confirm with the original requestor that the issue/request has been resolved/completed.

Panoramic Software, Inc.
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Panoramic Software Services

Panoramic Software has developed the following Services and their corresponding target level as
defined in the following table.

Service Target Level
Application Availability (Prime) 99%
Application Availability (non-Prime) 95%
Application Hours Available (Prime) 7am -7 pm PST
Application Hours Available (non-Prime) 7pm-—7amPST .
Application Support 7 am -5 pm PST (or Emergency Outage) '
Maintenance Window Sunday 6 am — 12 pm PST (see Maintenance

Window section for more details)

Test and implement application upgrade! 1 week
Application configuration modification 2 week

(changes under 2 hours)

“Purge” Cases upon written request from the 1 week
customer's Contract Contact

Incorporate new form letters into the 1 week
application based on customer-provided
Word templates.

1 Panoramic Software Application upgrades that include planned maintenance and enhancements are scheduled on a
weekly basis. If a Panoramic Software System-Wide defect is found, depending on the severily, it might be migrated fo
production on an exception basis. In either case Panoramic will notify customer in advance. Application Configuration
changes that do not require the application to be refreshed can be accommodated on a daily and emergency basis. If a
configuration change requires an application refresh, then the normal weekly schedule would apply unless required in a

daily (emergency) release. Releases o production are controlled through the Panoramic Software IT Administration and
Support Teams.

Panoramic Software, Inc.
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Administration Support Request Categories
Requests for support will be typed into three broad categories as defined in the following table:

Support Request Category Definition
Configuration Changes Existing field label or attribute changes
Maintenance Defined to be any IT Administration work

required to keep the system functioning as
designed. This includes but may not be limited
to apply bug fixes, system patches, data value
based modifications (note 1), scheduled
releases, database monitoring and tuning, and
making any routine updates at no additional
cost under the maintenance agreement.
Examples of “routine” changes are updating
options in a drop down field; minor report
modifications fike formatting changes or adding
a summary count; adding new form lefters;
adding a new field to a system page; or minor
cosmetic changes to pages.

Enhancements requested by the customer Changes that require new database fields or
(different than "Software Enhancements” modification fo existing application objects:
referred to in the Software Maintenance Modules, Screens, New Fields, New Values,
Agreement, as those refer to enhancements to | and New Reports. Enhancement requests (not
the base product that all customers receive) covered under standard Support) will be

evaluated, prioritized and quoted individually.

Note 1: "Data value based modification” = A customer may request that Panoramic Software clean up data which has
been entered incorrectly, and they don't have the access to change it. An example is a user voids the wrong check, and
then unvoids it through the system. The judge to whom the annual accounting is submitted doesn’t want to see erroneous
transactions. Panoramic Software can clean up the data error but will require written authorization from the Customer’s
Contract POC to authorize this type of change because of auditing requirements.

Panoramic Software, Inc.
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Request Priority
Support requests will be assigned a priority in accordance with the following table:

[SERVICE LEVEL AGREEMENT — ESCALATION PROCESS]

Priority Level Reason Example
Urgent No Workaround - Multiple resources Application Server Down
(people/fprocesses are down) or a critical _
process is not functioning properly at a Router/Switch Down
fical tiriei
Glicalitis DNS Server Down
High Workaround — Multiple resources (single) — cannot login
(people/processes are down)
(group) — application bug
Medium Workaround - A single user is impacted Application enhancement
but not down. request
{Most requests fall into this priority) Code Table Change Request
A single user is somewhat impacted by Workflow Change Request
the issue.
A group is somewhat impacted by the
issue.
Low Workaround - A single user is somewhat | Application enhancement
impacted by the issue request
Workflow Change Request

Panoramic Software, Inc.
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Request Priority Response Time
Responses to requests will be within the following times 98% of the time measured on a quarterly basis.

Priority Level | Acknowledgement Problem Diagnosis Resolution Time

*dependent upon problem
complication and customer
engagement and turn around
time (Change Control Process)

Urgent 5 minutes As required 2 hours*
High 5 minutes As required 1 week

Medium 5 minutes As required 2 weeks
Low 5 minutes As required 3 weeks

Support Level Definitions:

Level-1:

Level-1 support is the first line support, typically referred to as the Help Desk.
The responsibilities of this level are:
¢ To be available to answer user calls during normal operation hours.
¢ To be able to help users with any usability issue that is covered in either training manuals or
user and system documentation.
¢ To document all issues that are reported, and see the issue through to resolution.
¢ To interface with Level-2 support when issue cannot be resolved at the level-1.

Level-2:

Level-2 support is responsible for handling any calls that Level-1 does not have the knowledge or
technical ability to handle. The staff at this level typically has more technical knowledge about the
specifics of the system than do the Level-1 staff. The main purpose of Level-2 support is to investigate
the issues in more detail and determine whether the issue is a system problem or a user training issue.
The responsibilities of this level are:

Panoramic Software, Inc.
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¢ Perform analysis to determine whether it is a user training issue, system configuration issue, or
a system problem / bug.

e Work with Level-1 support if the issue is a training or system setup issue.
e  Work with Level-3 support if the issue is a system problem or bug.

Level-3;

Level-3 support is responsible for handling all issues that are determined to be system problems / bugs.
Typically, this level is staffed by members of the product development team.
The responsibilities of this level are:

¢ Coordinate with level-2 support to understand and further document the issue.

e Perform detailed analysis of the issue, working with the appropriate development team
members when needed.

¢ Determine the appropriate course of action to mitigate the issue.
Level-4

Level-4 support handles issues beyond the scope of Level-3. These may be related to the
infrastructure applications are hosted on. These fixes affect all customers of Panoramic Software.

e The responsibilities of this level are:
¢ Support the toolkit upon which all applications are built

¢ Maintain servers, URLs, Web Services and Data Bases required to adhere to the availability of
the production environment.

Panoramic Software, Inc,
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EXHIBIT C
DISASTER RECOVERY PLAN

Overview

Panoramic Software Inc. hosts its web applications on the Amazon Cloud. Amazon Web Services (AWS)
provides state of the art infrastructure utilizing innovative architectural and engineering approaches.

Panoramic Software Inc., has chosen to host its applications on AWS, because of a combination of security,
reliability, and scalability.

Panoramic intends to provide the highest percentage of uptime possible. To do this we must make decisions
regarding the course of action which will restore service the fastest. It isn’t always clear what is causing the

outage and decisions must be made as to the nature of the “disaster” and potential ramifications of different
responses.

There are 5 levels of disaster which could affect the accessibility of the software Panoramic provides to its
customers. This document will detail the response to each of these disaster levels.

Terminology

Some terminology will be important throughout this document.
EC2 (Elastic Compute Cloud) - Server Instance, which contains programs and configuration files.

AMI (Amazon Machine Image) - pre-configured operating system and virtual application software which is
used to create a virtual machine within the Amazon Elastic Compute Cloud (EC2)

EBS (Elastic Block Storage) - highly available, highly reliable storage volumes that can be attached to a running
Amazon EC2 instance.

53 (Simple Storage Service) - Long term data storage, designed to provide 99.999999999% durability and
99.99% availability of objects over a given year.

Backup Scheme
Panoramic’s backup scheme uses Redgate SQL Backup Pro, to schedule database backups. These backups are

performed at regular intervals. Redgate manages this process, as well as compresses the backup files.

This backup scheme gives us the ability, using the weekly full backups, in combination with the nightly
differential and hourly logs, to restore to within an hour of any point in time.

 Every hour, an hourly differential backup is taken
* Every night, a full day differential backup is taken
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»  Weekly full database backups are taken early on Sunday mornings

On the schedule outlined above, each of these backup files, is copied from the Database Sever to a separate

server within our AWS infrastructure, On the same schedule, each of these backup files is copied to our S3
storage within AWS,

In addition to these two locations within AWS, on an hourly basis, all backups are sync’d with a server located at
our Southern California office.

Disaster Recovery

Level 1 - Single EC2 Instance Down

Circumstance

Our production environment runs on 3 EC2 instances. If one of these EC2 instances fails all applications will be
unavailable until the instance returns to service or is duplicated and placed in to service.

Action 1

Initial response is to re-boot instance, and restore service. If instance will not reboot and cannot be
accessed, then Action 2 will be pursued.

Action 2

A new AMI (Amazon Machine Image) is spun up from a snapshot of the production AMI and existing
EBS volumes are attached.

Result

In the case of a level 1 disaster, customers will experience up to 2 hours of down time with no data loss when
service is resumed.

Level 2 - Amazon Availability Zone Down for Extended Time

Circumstance

AWS provides multiple redundant Availability Zones within an AWS Region. If the Availability Zone our

production environment is located in fails, or loses communication, all applications will be down until service is
restored.

Action
Panoramic will boot new AMI in alternate zone within the same Region.

Panoramic Software, Inc. .
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Panoramic will then configure EC2 and restore data from hourly backups from S3.

Result
Customers will experience downtime of up to 6 hours and potentially the loss of up to 2 hours of data.

Level 3 - AWS Region Inaccessible

Circumstance

If the entire AWS region within which our production environment is hosted fails or become inaccessible, all
applications will be down until service is restored or the environment is duplicated.

Action

Panoramic will spin up a new AMI in new region.

The AMI will be configured to production specifications (AMI snapshots do not transfer across AWS regions)
Data will be restored from hourly backups in S3

Result
Up to 12 hours of down time and up to 2 hours of data loss

Level 4 - AWS Gone

Circumstance
The entire AWS infrastructure is inaccessible for an extended period of time.,

Action

Panoramic will configure instances on new hosting infrastructure
Data will be restored from nightly offsite backup

Result

Up to 3 Days of downtime and up to 24 hours of data loss
Access to documents uploaded within applications would only be restored after AWS restoration.

Panoramic Software, Inc.—n
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EXHIBIT D

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”), effective July 1 , 2020
(“Effective Date”), is entered into by and among the County of Monterey, a political subdivision of the State
of  California, on  behalf of the Health Department  (“Covered  Entity”)  and

Panoramic Software, Inc. (“Business Associate”) (each a “Party” and collectively
the “Parties”).

Business Associate provides certain services for Covered Entity (“Services™) that involve
the use and disclosure of Protected Health Information that is created or received by Business Associate
from or on behalf of Covered Entity (“PHI”). The Parties are committed to complying with the Standards
for Privacy of Individually Identifiable Health Information, 45 C.F.R. Part 160 and Part 164, Subparts A and
E as amended from time to time (the “Privacy Rule”), and with the Security Standards, 45 C.F.R. Part 160
and Part 164, Subpart C as amended from time to time (the “Security Rule”), under the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA™), as amended by the Health Information Technology
for Economic and Clinical Health Act and its implementing regulations (“HITECH”). Business Associate
acknowledges that, pursuant to HITECH, 45 C.F.R. §§ 164.308 (administrative safeguards), 164.310
(physical safeguards), 164.312 (technical safeguards), 164.316 (policies and procedures and
documentation requirements) and 164.502 ef. seq. apply to Business Associate in the same manner that
such sections apply to Covered Entity. The additional requirements of Title XII1 of HITECH contained in
Public Law 111-005 that relate to privacy and security and that are made applicable with respect to
covered entities shall also be applicable to Business Associate. The Parties are also committed to
complying with the California Confidentiality of Medical Information Act, Ca. Civil Code §§ 56 ef seq.
(“CMIA”), where applicable. Business Associate acknowledges that the CMIA prohibits Business
Associate from further disclosing the PHI it receives from Covered Entity where such disclosure would
be violative of the CMIA. The Parties are also committed to complying with applicable requirements of the
Red Flag Rules issued pursuant to the Fair and Accurate Credit Transactions Act of 2003 (“Red Flag Rules™).
This Agreement sets forth the terms and conditions pursuant to which PHI, and, when applicable,
Electronic Protected Health Information (“EPHI™), shall be handled. The Parties further acknowledge
that state statutes or other laws or precedents may impose data breach notification or information security
obligations, and it is their further intention that each shall comply with such laws as well as HITECH and
HIPAA in the collection, handling, storage, and disclosure of personal data of patients or other personal
identifying information exchanged or stored in connection with their relationship.

The Parties agree as follows:

1 DEFINITIONS

All capitalized terms used in this Agreement but not otherwise defined shall have the
meaning set forth in the Privacy Rule, Security Rule and HITECH.

2. PERMITTED USES AND DISCLOSURES OF PHI

2.1 Unless otherwise limited herein, Business Associate may:

(a) use or disclose PHI to perform functions, activities or Services for, or on behalf of,
Covered Entity as requested by Covered Entity from time to time, provided that such use or
disclosure would not violate the Privacy or Security Rules or the standards for Business Associate
Agreements set forth in 45 C.F.R. § 164.504(e), exceed the minimum necessary to accomplish the
intended purpose of such use or disclosure, violate the additional requirements of HITECH
contained in Public Law 111-005 that relate to privacy and security, or violate the CMIA;

BAA- Health Department Revised 12/12/2014
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3.

(b) disclose PHI for the purposes authorized by this Agreement only: (i) to its
employees, subcontractors and agents; (ii) as directed by this Agreement; or (iii) as otherwise
permitted by the terms of this Agreement;

(c) use PHI in its possession to provide Data Aggregation Services to Covered Entity as
permitted by 45 C.F.R. § 164.504(e)(2)(i}(B);

(d) use PHI in its possession for proper management and administration of Business
Associate or to carry out the legal responsibilities of Business Associate as permitted by 45
C.F.R. § 164.504(e)(4)(i);

(e) disclose the PHI in its possession to third parties for the proper management and
administration of Business Associate to the extent and in the manner permitted under 45 C.E.R. §
164.504(e)(4)(ii); provided that disclosures are Required by Law , or Business Associate obtains
reasonable assurances from the persons to whom the information is disclosed that it will remain
confidential and used or further disclosed only as Required by Law or for the purpose for which it
was disclosed to the person, and the person notifies the Business Associate of any instances of
which it is aware in which the confidentiality of the information has been breached;

(f) use PHI to report violations of law to appropriate Federal and state authorities,
consistent with 45 C.F.R. § 164.502(j)(1);

(g) de-identify any PHI obtained by Business Associate under this Agreement for further
use or disclosure only to the extent such de-identification is pursuant to this Agreement, and use
such de-identified data in accordance with 45 C.F.R. § 164.502(d)(1).

RESPONSIBILITIES OF THE PARTIES WITH RESPECT TO PHI

3.1 Responsibilities of Business Associate. With regard to its use and/or disclosure of PHI,

Business Associate shall:

(a) use andfor disclose the PHI only as permitted or required by this Agreement or as
otherwise Required by Law;

(b) report to the privacy officer of Covered Entity, in writing, (i) any use and/or
disclosure of the PHI that is not permitted or required by this Agreement of which Business
Associate becomes aware, and (ii) any Breach of unsecured PHI as specified by HITECH, within
two (2) days of Business Associate’s determination of the occurrence of such unauthorized use
and/or disclosure. In such event, the Business Associate shall, in consultation with the Covered
Entity, mitigate, to the extent practicable, any harmful effect that is known to the Business
Associate of such improper use or disclosure. The notification of any Breach of unsecured PHI
shall include, to the extent possible, the identification of each individual whose unsecured PHI
has been, or is reasonably believed by the Business Associate to have been, accessed, acquired,
used or disclosed during the Breach.

(c) use commercially reasonable safeguards to maintain the security of the PHI and to
prevent use and/or disclosure of such PHI other than as provided herein;

(d) obtain and maintain an agreement with all of its subcontractors and agents that
receive, use, or have access to, PHI pursuant to which agreement such subcontractors and agents

Page 2
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agree to adhere to the same restrictions and conditions on the use and/or disclosure of PHI that
apply to Business Associate pursuant to this Agreement;

(e) make available all internal practices, records, books, agreements, policies and
procedures and PHI relating to the use and/or disclosure of PHI to the Secretary for purposes of
determining Covered Entity or Business Associate’s compliance with the Privacy Rule;

(f) document disclosures of PHI and information related to such disclosure and, within
ten (10) days of receiving a written request from Covered Entity, provide to Covered Entity such
information as is requested by Covered Entity to permit Covered Entity to respond to a request by
an individual for an accounting of the disclosures of the individual’s PHI in accordance with 45
C.FR. §164.528, as well as provide an accounting of disclosures, as required by HITECH,
directly to an individual provided that the individual has made a request directly to Business
Associate for such an accounting. At a minimum, the Business Associate shall provide the
Covered Entity with the following information: (i) the date of the disclosure, (ii) the name of the
entity or person who received the PHI, and if known, the address of such entity or person; (iii) a
brief description of the PHI disclosed; and (iv) a brief statement of the purpose of such disclosure
which includes an explanation of the basis for such disclosure. In the event the request for an
accounting is delivered directly to the Business Associate, the Business Associate shall, within
two (2) days, forward such request to the Covered Entity. The Business Associate shall

implement an appropriate recordkeeping process to enable it to comply with the requirements of
this Section;

(g) subject to Section 4.4 below, return to Covered Entity within twenty-one (21) days of
the termination of this Agreement, the PHI in its possession and retain no copies, including
backup copies;

(h) disclose to its subcontractors, agents or other third parties, and request from Covered
Entity, only the minimum PHI necessary to perform or fulfill a specific function required or
permitted hereunder;

(i) ifall or any portion of the PHI is maintained in a Designated Record Set:

(i) upon ten (10) days’ prior written request from Covered Entity, provide
access to the PHI in a Designated Record Set to Covered Entity or, as directed by
Covered Entity, the individual to whom such PHI relates or his or her authorized
representative to meet a request by such individual under 45 C.F.R. § 164.524: and

(ii) upon ten (10) days’ prior written request from Covered Entity, make any
amendment(s) to the PHI that Covered Entity directs pursuant to 45 C.F.R. § 164.526;

() maintain policies and procedures to detect and prevent identity theft in connection
with the provision of the Services, to the extent required to comply with the Red Flag Rules;

(k) notify the Covered Entity within five (5) days of the Business Associate’s receipt of
any request or subpoena for PHI. To the extent that the Covered Entity decides to assume
responsibility for challenging the validity of such request, the Business Associate shall cooperate
fully with the Covered Entity in such challenge;

Page 3
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(1) maintain a formal security program materially in accordance with all applicable data
security and privacy laws and industry standards designed to ensure the security and integrity of
the Covered Entity’s data and protect against threats or hazards to such security

The Business Associate acknoﬁledges that, as between the Business Associate and the Covered Entity, all
PHI shall be and remain the sole property of the Covered Entity.

3.2 Additional Responsibilities of Business Associate with Respect to EPHL In the event
that Business Associate has access to EPHI, in addition to the other requirements set forth in this
Agreement relating to PHI, Business Associate shall:

(2) implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of EPHI that Business
Associate creates, receives, maintains, or transmits on behalf of Covered Entity as required by 45
C.F.R. Part 164, Subpart C;

(b) ensure that any subcontractor or agent to whom Business Associate provides any
EPHI agrees in writing to implement reasonable and appropriate safeguards to protect such EPHI;
and

(c) report to the privacy officer of Covered Entity, in writing, any Security Incident
involving EPHI of which Business Associate becomes aware within two (2) days of Business
Associate’s discovery of such Security Incident. For purposes of this Section, a Security Incident
shall mean (consistent with the definition set forth at 45 C.F.R. § 164.304), the attempted or
successful unauthorized access, use, disclosure, modification, or destruction of information or
interference with systems operations in an information system. In such event, the Business
Associate shall, in consultation with the Covered Entity, mitigate, to the extent practicable, any
harmful effect that is known to the Business Associate of such improper use or disclosure.

33 Responsibilities of Covered Entity. Covered Entity shall, with respect to Business
Associate: :

(a) provide Business Associate a copy of Covered Entity’s notice of privacy practices
(“Notice™) currently in use;

(b) notify Business Associate of any limitations in the Notice pursuant to 45 C.F.R.
§ 164.520, to the extent that such limitations may affect Business Associate’s use or disclosure of
PHI;

(¢) notify Business Associate of any changes to the Notice that Covered Entity provides
to individuals pursuant to 45 C.F.R. § 164.520, to the extent that such changes may affect
Business Associate’s use or disclosure of PHI;

(d) notify Business Associate of any changes in, or withdrawal of, the consent or
authorization of an individual regarding the use or disclosure of PHI provided to Covered Entity
pursuant to 45 C.F.R. § 164.506 or § 164.508, to the extent that such changes may affect Business
Associate’s use or disclosure of PHI; and

() notify Business Associate, in writing and in a timely manner, of any restrictions on

use and/or disclosure of PHI as provided for in 45 C.F.R. § 164.522 agreed to by Covered Entity,
to the extent that such restriction may affect Business Associate’s use or disclosure of PHI.
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4. TERMS AND TERMINATION

4.1 Term. This Agreement shall become effective on the Effective Date and shall continue in
effect unless terminated as provided in this Article 4. Certain provisions and requirements of this
Agreement shall survive its expiration or other termination as set forth in Section 5.1 herein.

4.2 Termination. Either Covered Entity or Business Associate may terminate this Agreement
and any related agreements if the terminating Party determines in good faith that the terminated Party has
breached a material term of this Agreement; provided, however, that no Party may terminate this
Agreement if the breaching Party cures such breach to the reasonable satisfaction of the terminating Party
within thirty (30) days after the breaching Party’s receipt of written notice of such breach.

4.3 Automatic Termination. This Agreement shall automatically terminate without any
further action of the Parties upon the termination or expiration of Business Associate’s provision of
Services to Covered Entity.,

44 Effect of Termination. Upon termination or expiration of this Agreement for any reason,
Business Associate shall return all PHI pursuant to 45 C.F.R. § 164.504(e)(2)(ii)(D) if, and to the extent
that, it is feasible to do so. Prior to doing so, Business Associate shall recover any PHI in the possession
of its subcontractors or agents. To the extent it is not feasible for Business Associate to return or destroy
any portion of the PHI, Business Associate shall provide Covered Entity a statement that Business
Associate has determined that it is infeasible to return or destroy all or some portion of the PHI in its
possession or in possession of its subcontractors or agents. Business Associate shall extend any and all
protections, limitations and restrictions contained in this Agreement to any PHI retained after the
termination of this Agreement until such time as the PHI is returned to Covered Entity or destroyed.

5; MISCELLANEQUS

5.1 Survival. The respective rights and obligations of Business Associate and Covered Entity
under the provisions of Sections 4.4, 5.1, 5.6, and 5.7, and Section 2.1 (solely with respect to PHI that
Business Associate retains in accordance with Section 4.4 because it is not feasible to return or destroy
such PHI), shall survive termination of this Agreement until such time as the PHI is returned to Covered
Entity or destroyed. In addition, Section 3.1(i) shall survive termination of this Agreement, provided that
Covered Entity determines that the PHI being retained pursuant to Section 4.4 constitutes a Designated
Record Set.

5.2 Amendments; Waiver. This Agreement may not be modified or amended, except in a
writing duly signed by authorized representatives of the Parties. To the extent that any relevant provision
of the HIPAA, HITECH or Red Flag Rules is materially amended in a manner that changes the
obligations of Business Associates or Covered Entities, the Parties agree to negotiate in good faith
appropriate amendment(s) to this Agreement to give effect to the revised obligations. Further, no
provision of this Agreement shall be waived, except in a writing duly signed by authorized representatives
of the Parties. A waiver with respect to one event shall not be construed as continuing, or as a bar to or
waiver of any right or remedy as to subsequent events. )

53 No Third Party Beneficiaries. Nothing express or implied in this Agreement is intended
to confer, nor shall anything herein confer, upon any person other than the Parties and the respective
successors or assigns of the Parties, any rights, remedies, obligations, or liabilities whatsoever.
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5.4 Notices. Any notices to be given hereunder to a Party shall be made via U.S. Mail or
express courier to such Party’s address given below, andfor via facsimile to the facsimile telephone
numbers listed below.

If to Business Associate, to:
eamic Software, by

Attn:_Jedf vous 4laldburg
Tel: q44- 510 - 4552

Fax: =

If to Covered Entity, to:
County of Monterey, Health Dept.
1270 Natividad Road, Salinas, Ca 93906
Attn:  Elsa Mendoza Jimenez, Director of Health Services
Tel: 831-755-4526
Fax:  831-755-4797

Each Party named above may change its address and that of its representative for notice by the giving of
notice thereof in the manner hereinabove provided. Such notice is effective upon receipt of notice, but
receipt is deemed to occur on next business day if notice is sent by FedEx or other overnight delivery
service. :

5.5 Counterparts; Facsimiles. This Agreement may be executed in any number of
counterparts, each of which shall be deemed an original. Facsimile copies hereof shall be deemed to be
originals.

5.6 Choice of Law; Interpretation. This Agreement shall be governed by the laws of the State
of California; as provided, however, that any ambiguities in this Agreement shall be resolved in a manner
that allows Business Associate to comply with the Privacy Rule, and, if applicable, the Security Rule and
the CMIA.

5.7 Indemnification. Contractor shall indemnify, defend, and hold harmless the County of
Monterey (hereinafter County), its officers, agents, and employees from any claim, liability, loss, injury,
cost, expense, penalty or damage, including the County’s reasonable cost of providing notification of and
of mitigating any acquisition, access, use or disclosure of PHI in a manner not permitted by this BAA,
arising out of, or in connection with, performance of this BAA by Contractor and/or its agents, members,
employees, or sub-contractors, excepting only loss, injury, cost, expense, penalty or damage caused by
the negligence or willful misconduct of personnel employed by the County. It is the intent of the parties
to this BAA to provide the broadest possible indemnification for the County. Contractor shall reimburse
the County for all costs, attomeys’ fees, expenses, and liabilities incurred by the County with respect to
any investigation, enforcement proceeding or litigation in which Contractor is obligated to indemnify,
defend, and hold harmless the County under this BAA. This provision is in addition to and independent

of any indemnification provision in any related or other agreement between the Covered Entity and the
Business Associate.
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IN WITNESS WHEREQF, each of the undersigned has caused this Agreement to be duly executed in its
name and on its behalf as of the Effective Date.

COUNTY OF MONTERE Y, ON BEHALF OF [BUSINESS ASSQCIAT, L
THE HEALTH DEPARTMENT

By: By: @q?\‘ a0 J'C’[ Uxﬂ(
Print Name: Elsa Mendoza Jimenez PrintName: D Lz ,,L Una S ( ((7 Foy
Print Title: Director of Health Services Print Title: C -E‘J

Date: Date: 2(/ 2 ?// ?"’
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