This Agreement is made by and between the County of Monterey, a political subdivision of the
State of California (hereinafter “County”) and:

CareMessage
(bereinafter “CONTRACTOR”).

In consideration of the mitual covénarts : ‘ d oond ons, set Ho th.in this Agreement, the parties
agree as follows:

RACTOR hereby
'th thé terms of this

4.0

4,01  The following attached exhlblts are incorporated hereln by reference and constitute a part of

this Agreement:
Exhibit A Scope of Services/Payment Provisions

ExhibitB  Agreement Modifications/Additional Provisions

ExhibitC  Business Associate Agreement
ExhibitD  Automobile Insurance Exemption/Madification Justification
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5.0 PERFORMANCE STANDARDS,

Carcbusirges 5,01 CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’s agents, employees,

(' and subcontractors performing services under this Agreement are-speeialiy trained,
experienced, competent, and appropriately licensed to perform the work and deliver the
services required under this Agreement and are not employees of the County, or immediate
family of an empleyee of the County.

5.02 CONTRACTOR its agents employees and subcontractors shall perform all work in a safe

5.03
nece ssary to cérry. out-the terms
Agreement CONTRAGTO [

7.0  TERMINATION.

7.01 During the term of this Agreement, the County may terminate the Agreement for any
reason by giving written notice of termination to the CONTRACTOR at least thirty (30)
~ days prior to the effective date of termination. Such notice shall set forth the effective date
of termination. In the event of such termination, the amount payable under this Agreement
shall be reduced in proportion to the services provided prior to the date of termination.

7.02  -Fhe-Gouaty-may cancel and terminate this Agreement for good cause effective-imemediately-
-upen— written notice to -CONTRAGFOR. “Good cause” includes the failure of
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care Vs 4 & CONTRACTOR to perform the required services at the time and in the manner provided
I%F under this Agreement, %GeﬁﬂWenninﬂ{es-ﬂﬁs—Agmms&Ffm—geed-sauses—the-Geum}L

']

7.03  The County’s payments to CONTRACTOR under this Agreement are funded by local, state
and federal governments. If funds from local, state and federal soutces are not obtained and
continued at a level sufficient to for the County’s purchase of the indicated quantity

of services, then the County: miay givié '\%iftténsrtoxiqg of this fact to CONTRACTOR, and

the obligations of thépattie shall terminate immediately, or on such
‘ ie, uitle§s;in the meanwhile the parties

s Adpesanen; tho Cont
werage d§ requited. her
, X TR ie - -

All coverage’s, except surefy, d"by companies which hold a cutrent policy
holder’s alphabetic and financial size category rating of not less than A~ VII, according to
the current Best’s Key Rating Guide or a company of equal financial stability that is
approved by the County’s Purchasing Manager. i ‘

9.03  Insurance Coverage Requirements: Without limiting CONTRACTOR s duty to indemnify,
CONTRACTOR shall maintain in effect throughout the term of this Agreement a policy or
policies of insurance with the following mipimum limits of liability:
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Commercial General Liability Insurance, including but not limited to premises and
opetations, including coverage for Bodily Injury and Property Damage, Personal Injury,
Contractual Liability, Broad form Property Damage, Independent Contractors, Products and
Completed Operations, with a combined single limit for Bodily Injury and Property
Damage of not less than $1,000,000 per occurrence.
(Note: any proposed modifications to these general liability insurance requirements shall
be attached as an Fxhibit hereto, and the section(s) above that are proposed as not

applicable shall be lined out in blue ink. All proposed modifications are subject lo County
approval.)

oposed as not
biect to County

R« ernp
g Labot: Code section 3700
' . $1,000,000 each

: rgest 1f professional
ther:than‘an occurrdnce basis, the

e t riginiation,of this:Agieement, obtain

tac .
I

termindtion of thisAigreement.
(Note.: “apy, proposed modi

approval.)

9.04 Other Requircments:

All insurance required by this Agreement shalt be with a company acceptable to the County
and issued and executed by an admitted insurer authorized to transact Insurance business in
the State of California, Unless otherwise specified by this Agreement, all such insurance
shall be written on an occurrence basis, or, if the policy is not written on an occurrence
basis, such policy with the coverage required herein shall continue in effect for a period of
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three years following the date CONTRACTOR completes its performance of services under
this Agreement,

Each llablhty policy shall provide that the County shall be given notice in writing at least
thirty days in advance of any endorsed reduction in coverage or limit, cancellation, or
intended non-renewal thereof. Each policy shall provide coverage for Contractor and
additional insureds with respect to claims arising from each subcontractor, if any,
performing work under this Agreement, or be accompanied by a certificate of insurance
from each subcontractor showing each subcontractor has identical insurance coverage to the
above requirements.

icers. agents, and employees as
"2,{'_ th‘ respect fo: habm ‘ ansmg out of 1 the C@NTRACTOR’S work,
mcludmg ongomg a,ncl _compie

senc n th s certificate, ‘evidencmg‘-..‘no lapse ity fcoverage during: jferim. Failure by
CONT RA TOR tg malntam;.such dsa, default of this Ag &ment, which entitles
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Ww@ Eﬂ@ 10.02 Countx Records, MWW%M&M

od-orreceived-from-County—

10,03 Maintenance of Records. ~ CONTRACTOR. shall prepare, maintain, and preserve all
reports and records that may be required by federal, state, and County rules and regulations
related to services pe_rformed under this: Agrcement CONTRACTOR shall maintain such

i aun e o_t,natlon‘ udit gxce f_ton, or other action relating to
g end ofithe thrée ve; penod -ihen CONTRACTOR shall

ie pe orman__ of tlus Agree
t.;unlawfully e .

. Yy @ ﬁ'e Of ch ’ehscnmma ' n?‘CONTRACTOR and any
subcontractor shiall, ;.in the performance, of this A greementi flly comply with all federal,
state, and local law afd regulahons Whlch‘.pl“ohihlt ‘discrimination. The prov1snon of
services primarily or exclisively:s: “tatget population as may be designated in this
Agreement shall not be deemed to be prohlblted discrimination.

12.0 COMPLIANCE WITH TERMS OF STATE OR FEDERAL GRANTS.

12.01 1f this Agreement has been or will be funded with monies received by the County pursuant
to a contract with the state or federal government in which the County is the grantee,
CONTRACTOR will comply with all the provisions of said contract, io the extent
applicable to CONTRACTOR as a subgranteé under said contract, and said provisions shall
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be deemed a part of this Agreement, as though fully set forth herein. Upon request, County
will deliver a copy of said contract to CONTRACTOR, at no cost to CONTRACTOR,

13.0 INDEPENDENT CONTRACTOR.

13.01 In the performance of work, duties, and obligations under this Agreement, CONTRACTOR
is at all times acting and performing as an independent contractor and not as an employee of
the County. No offer or obligation of permanent employment with the County or particular
County department or agency is intended in any manner, and CONTRACTOR shall not
become entitled by virtue of this"Agreeniértto rece

ion; Coverage,Zinstiranc
d.obligited ‘fo pay din

income faxes dnd social security; i
Agreement. In contibetion ther

o

Cotnty -barmless from..an

: TOR 1&pré it-presently has no intetest and agrees
not to acquire any interest -duein ny-of this' Agreement, which would directly, or
indirectly conflict in any manner ot to ‘any degree with the full and complete performance
of the services required to be rendered under this Agreement,

15.02 Amendment. This Agreement may be amended or modified only by an instrument in
writing signed by the County and the CONTRACTOR,
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15,03 Waiver, Any waiver of any terms and conditions of this Agreement must be in writing and
signed by the County and the CONTRACTOR. A waiver of any of the terms and conditions
of this Agreement shall not be construed as a waiver of any other terms or conditions in this
Agreement.

15.04 Contractor, The term “CONTRACTOR” as used in this Agreement includes
CONTRACTOR’s officers, agents, and employees acting on CONTRACTOR’s behalf in
the performance of this Agreement

15.05 Disputes. CON TOR hall continue ﬁé"r'f""u:”

dispute.

under this Agreement during any

Assmmnent and Subcnntraotmg Thc COH TRAC'I‘OR sell or otherwise

shall not [ gn,

similar servme ;

15.13 Construction of Ap;rceme £ The: ‘CONTRACTOR agree that each party has
fully participated in the review and revision of this Agreement and that any rule of
construction to the effect that ambiguities are to be resolved against the drafting party shall
not apply in the interpretation of this Agreement or any amendment to this Agreement,

15.14 Countetparts. This Agreement may be executed in two or more counterparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same
Agreement.
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15.15 Authority. Any individual executing this Agreement on behalf of the County or the
CONTRACTOR represents and warrants hereby that he or she has the requisite authotity to
enter into this Agreement on behalf of such party and bind the party to the terms and
conditions of this Agreement,

15.16 Integration, This Agreement, including the exhibits, represent the entire Agreement
between the County and the CONTRACTOR with respect to the subject matter of this
Agreement and shall supersede all prior negotiations, representations, or agreements, either
written ot oral, between the County and the CONTRACTOR as of the effective date of this

Agreement, which is the date that the Catiity: bigns the Agreement,

15.17

nflicting Provisions. In the’event ofany conflict or inconsistency
between, the proyisicns “of this ‘Agieemient dnd the!Pravisiony of any exhibit or other
attachmrient to this Agreement, the provisions.of this Agréement shall prevail and control,

- 1hi Séction et Blak inténiiond]
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16,0 SIGNATURE PAGE.

IN WITNESS WHEREOF, County and CONTRACTOR have executed this Agreement as of the day
and year written below.

COUNTY OF MONTEREY CONTRACTOR

By: CareMessage ..~
Contracts/Purchasing Officer . , inesgame*

COUNTY:OF MONTEREY
Appm\kﬁ’ﬁﬂﬁ}ﬂﬁbﬂﬂﬁ 1311‘9}/4"' IS,

#nd non-profit corporations, the full
atures of two specified officers. If
: . “forth above together with the signature of a
partner who has authority to execute this Agreement 1¥'of the partnership. If CONTRACTOR is contracting in an
individual capacity, the individual shall set forth the name of the business, i any, and shall personally sign the Agreement,

*INSTRUCTIONS: If CONTRAGTOR is-a’ eorpora n inchuding
legal name of the cmporatlon shall’bé !

'Approval by County Counse] is required
Approval by Auditor/Controller is required
*Approval by Risk Management is required only if changes are made in sections 7 or 8
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Addendum

To the Standard Agreement by and between the
County of Montercy, hereinafter referred to as “County”

AND
CareMessage, hereinafter referred to as “CONTRACTOR”
The County of Monterey Standard Agreement shall be modified as follows:

Clause 1,01 under GENERAL DESCRIPTION is deleted in its entirety and replaced as follows:
0 he-Coustv-hereb 2 A Heormm—and CO RACTOR herebyv-asreas

- - PHEET0

1,01 The County hereby engages CONTRACTOR to provide or otherwise make available, and
CONTRACTOR hereby agrees to provide or otherwise make available, the services described in Exhibit
A in conformity with the terms of this Agrecment. The goods and/or services are generally described as
follows: Provide a text and voice messaging patient communication systetn.

Clause 5.01 under PERFORMANCE STANDARDS is deleted in its entirety and replaced as
follows:

5.01 CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’ s agents, employees, and
subcontractors performing services under this Agreement are trained, experienced, competent, and
appropriately licensed to perform the work and deliver the services required under this Agreement and are
not employees of the County, or immediate family of an employee of the County.

Clause 7.02 under TERMINATION is deleted in its entirety and replaced as follows:
02 the-Countyomay-cancel-and ferminatethis groemeitt-for pood-cause-effective-immedi

702  Either party may cancel and tetminate this Agreement for good cause effective fifteen (15) days
afler written notice to the other party if the breach is not cured within such fifieen (15) day period. “Good
cause” includes the failure of CONTRACTOR to substantially perform the required services at the time
and in the manner provided under this Agreement and the failure by County to timely pay amounts due
under this Agreement,
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Clause 8.0 INDEMNIFICATION is deleted in i
%) ontractor-shall-indennify_defend and b

ke s

ts entirety and replaced as follows;

> “s .

B

8.0 INDEMNIFICATION

8,01 Indemnification by CONTRACTOR. CONTRACTOR agrees to indemnify and hold County,
its Affiliates and their respective dirostors, officers, employees and agents harmless from and against any
and all losses, damages, liabilities, judgments, penalties, fines, costs, and expenses (including reasonable
aftorneys’ fees) (collectively “Damages™), arising out of or in connection with any third party claim that
the Service, when used by County or an Authotized User in accordance with, and without breach of, this
Agreement, infringes a United States patent, copyright or trademark. If the Service is held, or believed by
CONTRACTOR, to so infrings, CONTRACTOR may, at its option and expense, (i) replace the Service,
without additional charge, with a functionally equivalent and non-infringing product; (ii) modify the
Service to avoid the infringement in a functionally equivalent and non-infringing manner; or (ii) obtain a
license for County to continue use of the Service at no additionat charge to County, If CONTRACTOR,
determings in its reasonable discretion to not pursue the remedies set forth in subclauses (1), (if) or (iii) of
this Section 8.01, CONTRACTOR may terminate this Agreement and refund to County any prepaid (but
unapplied) fees. This Section 8.01 states CONTRACTOR’s sole liability and County’s exclusive remedy
for any claim of intellectual property infringement by CONTRACTOR,

8.02 Indemnification by County. Except to the extent CONTRACTOR hag an indemnification
obligation under Section 8,01, County agrees to indemnify and hold CONTRACTOR and its directors,
officers, employces and agents harmless from and against any and all Damages arising out of or in
convection with any third party claim (i) that any material, information, process or data provided by
County to CONTRACTOR pursuant to this Agreement infringes a United States patent, trademark or
copyright, (ii) arising out of or related to County Information, or (iii) arising out of or related to County’s
or an Authorized User’s (or a third party using an Authorized User’s credentials) usc of the Service,
including, but not limited to, messages sent to or from Patients through the Service. County’s
indemnification obligation under subelanse (if) of this Section 8,02 will not apply if the claim is a direct
tesult of CONTRACTORs use of County Information other than as permitted by this Agreement,

8.03  Indemnification Procedure, For each of the indemnification obligations set forth in Section
8.01 and 8.02, (i) the indemnified party(ies) will give the indemnifying party (A) prompt written notice of
such claims, provided that the failure or delay to notify the indemnifying party will not relieve the
indemnifying party from any liability that it may have to an indemnified party under this Agreement so
long as the failure or delay will not have materially prejudiced the defense of such claim; (B) reasonable
assistance in defending the claim; and (C) sole autharity to defend ot sefile such claim, and (if) the
indemnified party(ies) will not be required to consent to a judgment against it or enter info a settlement
that is prejudicial to it. If an indetonifying party in Section 8.01 or 8.02 elects not to defend any such
claim, the indemnified party(ies) will have the option, but not the duty, to reasonably settle or defend the
claim at its cost and the indemnifying party will indemnify the indemnified party(ies) for such settlement
or defense and any Damages finally awarded against the indemnified party(ics) attributable to such claim.
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Clause 10.01 Confidentiality under RECORDS AND CONFIDENTIALITY is deleted in ifs entirety
and replaced as follows:
0.0 arfidentinli

10,01  Confidentiality. A. Definition of Confidential Information. “Confidential Information”
means all information disclosed or otherwise made available by a Party (when disclosing information, the
“Disclosing Party”) to the other Party (when receiving information, the “Receiving Party”), whether
verhally, visually, or in writing, that is designated as confidential or that reasonably should be understood
to be confidential given the nature of the information and the circumstances of disclosure, Confidential

- Information of CONTRACTOR includes, but is not limited to, the terms of this Agreement (including,
without limitation, fee and payment terms), its proprietary technology, computer programs, software,
source and object codes, marketing plans, technology and technical information, product plans and
designs, and business processes, Confidential Information of County includes, but is not limited to,
County Information, protected health information, Patient records (including medical records and other
health information) and any other data or information related to the business or other affairs of County, an
Authorized User, or Patient. However, Confidential Information does not include any information that
the Receiving Party can show by competent evidence (i) is or becomes generally known to the public
without breach of this Agreement, (ii) was known to the Receiving Patty prior to its disclosure by the
Disclosing Party and not subject to a confidentiality obligation, (iii) was received from a third party
authorized to make such disclosure without an obligation of confidentiality, or (iv) was independently
developed by the Receiving Party without reference to or use of the Disclosing Party’s Confidential
Information,

10,01 B, Protection of Confidential Information, The Parties recognize that in connection with this
Agreement, they each may obtain Confidential Information of the other Party. The Receiving Party will
(i) treat all Confidential Information of the Disclosing Party with at least the same degree of care that it
uses to protect the confidentiality of its own similar information (but not less than reasonable care), (i)
not use any Confidential Information of the Disclosing Party for any purpose outside the scope of this
Agreement, and (iii) except as otherwise authorized by the Disclosing Party in writing, not disclose
Confidential Information of the Disclosing Party except to those of its and its affiliates’ employees,
contractors and agents who need to know such information for purposes consistent with this Agreercent
and who have signed confidentiality agreements with the Receiving Party containing protections no less
stringent than those in this Agreement, Neither Party will disclose the terms of thig Agreement to any
third party other than its affiliates, legal counsel angd accountants except with the other Party’s prior
written consent. Notwithstanding anything to the contrary in this Agreement, CONTRACTOR will
comply with the confidentiality and other terms of the Business Associate Agreement attached hereto as
Exhibit C.
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10.01  C. Compelled Disclosure. The Receiving Party may disclose Confidential Information of the
Disclosing Party to the extent compelled by law, if the Receiving Party gives the Disclosing Party
commercially reasonably prior writton notice of the compelled disclosure (if legally permitted) and
reasonable assistance, at the Disclosing Party’s request and cost, if the Disclosing Party wishes to contest
the disclosure or seek confidential treatment thereof,

Clause 10.02 County Records under RECORDS AND CONFIDENTIALITY is deleted in its

10,02 County Records. Upon termination or expiration of this Agreement for any reason, (i) except
for Confidential Information of County held by CONTRACTOR in accordance with its document
retention practices, cach Party will return to the other Party or, if consented to in writing by the other
Party, certify the destruction of, all Confidential Information of the other Party in its possession or
control, and (if) the rights granted pursuant to Section 2 of Exhibit B will immediately terminate and
CONTRACTOR will cease to provide County and Authorized Users access to and use of the Service,

Clause 10.03 Maintenance of Records under RECORDS AND CONFIDENTIALITY is deleted in
its entirety and replaced as follows:
003 Maintenanoe-of-Record N

10.03 Maintenance of Records. CONTRACTOR shall prepare, maintain, and preserve all reports and

records that may be required by federal, state, and County rules and regulations related to services
performed under this Agreement. CONTRACTOR shall maintain such records for a period of at least
three years after receipt of final payment under this Agreement as conveyed by County to
CONTRACTOR in writing, If any litigation, ¢laim, negotiation, audit exception, or other action relating
to this Agreement is pending at the end of the three year period, then CONTRACTOR shall retain said
tecords until such action is resolved.

Clause 10.04 Access to and Audit of Records under RECORDS AND CONFIDENTIALITY is
deleted in its entirety and replaced as follows:
1/ A AL “"‘-3- £y b, =

......

10.04 Access to and Audit of Records. The County, at its own cost, shall have the right to examine,

monitor and audit all records, documents, conditions, and activities of the CONTRACTOR and its
subcontractors related to services provided under this Agreement. Pursuant to Government Code section
8546.7, if this Agreement itivolves the expenditure of public funds in excess of $10,000, the parties 1o this
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Agroement may be subject, at the request of the County or as part of any audit of the County, to the
examination and audit of the State Auditor pertaining to matters connected with the petformance of this
Agreement for a petiod of three yeats after final payment under the Agrecment.

Clause 10.05 Royalties and Inventions under RECORDS AND CONFIDENTIALITY is deleted in
its entirety:
(3,0 Royalti
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EXHIBIT-A

To the Standard Agreement by and between the
County of Monterey, hereinafter referred to as “County”
AND
CareMessage, hercinafter referred to as “CONTRACTOR?”

Scope of Services / Payment Provisions

L SCOPE OF SERVICES

Contractor will provide a text and voice messaging patient communication system approved by
the County with the objective to reduce no-shows, increase patient engagement and satisfaction
and improve overall patient cutcomes,

CONTRACTOR shall provide services and staff, and otherwise do all things necessary for or
incidental to the performance of work, as set forth below:

A. Appointment Reminders

1. Establish an automated appointment reminder system to County patients, which will be
provided through text and voice messaging.

2. Provide messages in either English or Spanish. Message shall be in the patient’s language of
preference, :

3. Provide pre-appointment information to the patient as needed.

4. Include a feature that allows a patient to confirm or cancel the appointment.

3. Collect patient RSVP data and place it into a simple color coded report to show County who
has confirmed, did not respond, or is unable to make the appointment. This information shall be
provided in real time to staff via the CareMessage dashboard {app.caremessage,org).

B. Follow-up and Data Collection

1. Conduct general outreach to include clinic closure messages, prescription refill reminders
etc.

2. Provide for clinical follow-up, which shall consist of breast cancer screening reminders,
cervical cancer screening reminders, medication reminders etc.

3. Allow the County to send surveys and collect data from any patient population. The County
can then review results in real time and use our analytics engine to quantify both engagement and
self-reported data.

C. Health Management

1. Provide health management programs based on specific patient and provider needs, including
co-morbidities. Programs shall include, but not limited to, type 2 diabetes, maternal health,
nutrition, exercise, smoking cessation and depression.

2. Existing CareMessage health management, medication adherence and health literacy programs
will be provided to Monterey County and minor customization efforts can be undertaken to meet
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the needs of the local patient population (up to the limits described in the ‘Fees’ and ‘Overages’
sections). Clinical staff will be able to tcach out to patients quickly and easily through evidence-
based health management programs described above.

3, Provide information in either English or Spanish., Information shall be in the patient’s
language of preference.

D. Data, Analytics and Reporting

1. Provide a system that allows for the County to generate reports, which shall include
visualization of the data on an individual and population level.

2. Provide technical assistance as needed.

E. Cloud-based Access

1. Provide a platform that is entirely cloud-based.

2. Utilize FireHost Secure Cloud or equivalent.

3. Not requite installation of software on County IT system.

4. Ensure system accessibility from any device with an internet connection.

F. Security and Safeguarding of Patient Information

1. Store data and back up on a HIPAA-Compliant server with 128-bit SSL encryption.

2. Ensure the data in transit from server to computer screen is HI'TPS encrypted.

3. As part of the electronic HIPAA authorization feature, transmit an initial welcome message to
patient informing them that they will start receiving text messages regarding their health.

G. Implementation
1. Provide the following services during the implementation phase;

a, Conduet initial needs assessment to document detailed use cases and resources
required for implementation
b. Provide County with access to testing environment
¢. Host project-planning discussion to identify inputs and develop timelines to address the
following criteria (involve additional CareMessage team members as necessary);

o Research goals and evaluation metrics

o Program content requirements for new or existing content

o Interoperability needs between CareMessage platform and customer database
d. Execute upon activities defined in project plan, providing regular progress updates to
appropriate stakeholders
e. Prior to interface completion, execute batch upload of patient demo graphic,
scheduling, and any other relevant data via excel file or comma delimited file/character
separated file (csv) upload.
f. Provide evaluation and reporting tools to track relevant data
g Provide training materials and webinar(s) to familiarize County with platform
functionality
h. Host pre-launch discussion to review final inputs and impact to staff workflow
L Determine ongoing communication cadence to ensure County needs are addressed in a
timely manner
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H. Additional Items

1. Contractor shall not “go-live” unttl County has approved matetial and implementation plan,
County, in collaboration with the Contactor, shall test programs and applications prior to laynch.
2. Contractor shall provide the County with technical support as needed and will make
modifications as required to ensure functionality of the program,

L Project Schedule

CONTRACTOR shall produce the following deliverables by the dates indicated below:

DELIVERABLE TIMEFRAME FOR COMPLETION

Implementation 2-4 months commencing 5-7 business days
from teceiving written permission to proceed
from County.

Go-Live 24 hours from County approval,

COUNTY acknowledges that the overall project completion timeline is dependent on
COUNTY providing quick and timely responses and approvals to allow the
CONTRACTOR to continue with deliverables outlined.

1L PAYMENT PROVISIONS
1. COMPENSATION/ PAYMENT
County shall pay an amount not to exceed $98,800 for the performance of all things
nhecessary for or incidental to the performance of work as set forth in the Scope of Work.
CONTRACTOR'S compensation for services rendered shall be based on the following

rates or in accordance with the following terms:

Contractor shall provide technical support as needed as part of the cost.

Implementation $5,000 upon contract execution and $5,000
upon successful implementation one month
following the “go-live” date (Total
$10,000).

Flat Monthly Fee, which shall include: $3,700 per month for up to 60,000 patients,
1) Unlimited utilization of the immediately following the "go-live" date
CarcMessage platform and the services
outlined in I. Scope of Services
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Overages

Patient Limit (exceeding 60,000 patients) | 2 options:

1) $1l/patient/month for up to 4,500
additional patients (in addition to the
standard $3,700/month fee); or

2) Flat monthly fee of $7,000 for up to
100,000 total patients enrolled

Additional Messages (exceeding 20 | $20/message

messages customized for Monterey
County)

There shall be no travel reimbursement allowed during this Agreement,

CONTRACTOR warrants that the cost charged for services under the terms of this
contract are not in excess of those charged any other client for the same services
performed by the same individuals.

B2 CONTRACTORS BILLING PROCEDURES

NOTE: Payment may be based upon satisfactory acceptance of each deliverable, payment
after completion of each major part of the Agreement, payment at conclusion of the
Agreement, etc.

County may, in its sole discretion, terminate the contract or withhold payments claimed
by CONTRACTOR for services tendered if CONTRACTOR fails to satisfactorily
comply with any term or condition of this Agreement.

No payments in advance or in anticipation of services or supplies to be provided under
this Agreement shall be made by County.

County shall not pay any claims for payment for services submitted more than twelve
(12) months after the calendar month in which the services were completed.

DISALLOWED COSTS: CONTRACTOR is responsible for any audit exceptions or
disallowed costs incurred by its own organization ot that of its subcontractors.
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EXHIBIT-B
ADDITIONAL PROVISIONS

This Exhibit B supplements the County of Montersy Standard Agreement (the
“Standard Agreement”) by and between the County of Monterey, a political subdivision of the State of
California, and CareMessage (“CONTRACTOR” or “CareMessage’”) (each a “Party” and collectively,
the “Parties’) and is incorporated therein by reference. Capitalized terms not defined herein shall have
the meanings given to them in the Standard Agreement,

1. DEFINITIONS

“Affiliate” means any entity that directly or indirectly controls, is controlled by, or is vnder common
control with County. *“Control,” for purposes of this definition, means direct or indirect ownership or control of
more than 50% of the voting interests of the County,

“Agreement” means the Standard Agreement and ali Werk Orders, exhibits, schedules, or addenda
attached to this Agreement or that reference this Agreement,

“Authorized User” meaos an employee, consultant, contractor, or agent of County who is authorized by
County to use the Service and to whom County (or CareMessage at County’s request) has supplied a wser
identification and password.

“County” means the County of Menterey and its Affiliates,

“County Information” means any data or information transmitted, posted, or entered by County or
Authorized Users threngh, onto, or into the Service,

“Work Order” means a document specifying the Service to be provided by CareMessage under this
Agreoment. The initlal Work Order is attached hereto as Exhibit A. Work Orders are incorporated into this
Agreement by reference, “Work Order” may also be referred to in the Agreement as “Scope of Services.”

“Patient” means any patient of County with whom or to whom County communicates or intends to
communicate health appointment and/or health-related alerts via the Service.

“Site” means the CareMessage Internet site through which the Service is made available (available at
hitp://app.caremessage.org).

“Service” means CareMessage’s mobile health platform, including the ability o send and receive health-

related text, email and/or voice messages, made available for County’s use by CareMessage, and such other services
identified in a Work Order,

2. SERVICES

2.1 Provision of Service. Subject to the terms and conditions of this Agreement, CareMessage granis
County and its Authorized Users a non-exclusive, non-sublicensable, non-transferable, worldwide right and license
during the term of this Agreement (the *“Term'") to access via the Intertiet and vse the Setvice solely for County’s
internal business purposes.  County’s subscription o the Service is neither centingent on the delivery of any future
Service functlonality or features nor dependent on any oral ot wrilien public comments made by CareMessage
regarding any futnre Setvice functionality or features.

2.2 County Responsibilities. Only Authotized Users may access and use the Servics. Each
Authorized User will be assigoed a unique user identification name and password (a “User ID™) for access to and
use of the Service. Rights of any Authorized User to use the Service cannot be shared or used by more than one
individual. CareMessage will not disclose User IDs to any third party without the prior written consent of County,
unless otherwise required by law. County is responsible for ensyring the security and confidentiality of all User IDs.
County is responsible for Authorized Users’ compliance with, and any Authotized User’s breach of, this Agreement.
Any transactions and ali information submitted under a User ID will be deemed to have been performed or
submitted by the Authorized User associated with that User ID, County agrees to maintain a current list of User IDs
authorized to access and use the Service and to provide CareMessage with such list in weiting upon request,




County is responsible for obtaining and maintaining any hardware, software and other equipment
as may be necessary to conneot to, access or othetwise use the Service via the Internot,

23 Use Restrictions. County will not, and will not allow Authorized Users or other third parties to:
(i) sublicense, assign, distribute, share, sell, rent, transfer or otherwise make tho Service, or any portion thereof,
available to any third party, (ii) modify or make derivative works of the Service or any portion thereof, (iii) provide,
or make available, any links, hypertext or otherwise (other than a “bookmark” from an Internet browser) to the Site
or Service or “frame” or “mirror” any portions of Site on any server or wireless or Interpet-based device, (iv) reverse
engineer, disassemble, decompile or otherwise attempt to discover the sourgs code or underlying structure, ideas or
algorithms of the Service or any portion thereof, {v) access or use any part of the Service to build a competitive
produet ot service (vi) seek to hack, break or otherwise circumvent any sccurity mechanism on the Site or the
Service or any host, network, or account related thereto or otherwise attempt to gain unauthorized access to the Site
or the Service, (vii) use the Service in a manner that poses a secutity or service risk to CareMessage or to afry
County of CareMessage or that disrupts or threatens the Service or the software or systems used to host the Site or
the Service (including, but not limited to, interfering with, intentionally overloading, or disrupting the integrity or
petformance of the Site or the Service, whether or not by using “bots,” “spiders” or other automated system), (viii)
use the Service, or transmit any information ot material through the Service, for any unlawful purpose or in a way
that violates, infrihges, or misapproptiates the rights of any third party (including, but not limited to, property rights
or privacy rights), (ix) aceess the Service for purposes of monitoring its availability, performance or functionality or
for any other benchmarking or competitive purposes, unless otherwise agreed in writing by CarcMessage, or (x)
othetwise use the Service in any manner that exceeds the scope of use permitted under this Agreement. County will
not, and will require that all Authorized Users not, remove any copyright, trademark, proprietary rights, disclaimer
or warning notice included on or embedded in any patt of the Site or Service.

County agrees that it and Authorized Users will not use the Service in a manner, or iransmit any
information or material through the Service, that violates (i) CareMessage’s standard published Policies then in
offect or (if) applicable local, state or federal laws or regulations, including, but not limited to, the Telephone
Consumer Protection Act (47 U.S.C. § 227) (“TCPA”), the Controlling the Assault of Non-Solicited Pornography
and Marketing Act of 2003 (“CAN-SPAM"™), and the Health Insurance Portability and Agcountability Act of 1996,
as amended (“HIPAA™),

County agrees to use the Service solely {o send and receive health appoiniment and/or other
health-related information to and from Patients. Without limiting the other provisions of this Section 2.3, County
agrees that it and Authorized Users will not use or seck to use the Service to transmit any message, information,
symbol ot other communication that is infringing, threatening, defamatory, fraudulent, false, misleading, deceptive,
likely to mislead or deceive, tortious, offensive or abusive, or of an indecent, obscene or menacing chataoter, or that
promotes, incites, or instructs in matters of crime, or for the purpose of causing annoyance, inconvenience or
unnecessary atarm, distress or panic to any person. Further, County and its Authorized Users will not use orseek to
use the Service for the purpose of providing any warning or notification about a serious and imminent risk to the
safety of persons or property {e.g., emergency services),

County will immediately notify CareMessage of any unauthorized wse of the Service upon
becoming aware of such unauthorized use, CareMessage may monitor County’s and Authorized Users’ use of the
Setvice, but shall have no obligation to do so. CareMessage may audit the messages sent through the Service.

CareMessage reserves the right fo not send any message or immediately suspend access to the
Service, or both, if it reasonably belicves that County’s or an Authorized Uset’s use of the Service is in violation of
this Section 2.3. Suspension of the Service will ot telieve County from its obligation o pay all amounts dus under
this Agresment or otherwise limit CareMessage’s rights or remedies.

3. PROPRIETARY RIGHTS

31 Reservation of Rights. CareMessage (aud its licensors, where applicable) own all right, title and
interest in and to the Service and all patent rights, copytights, trademark rights and other inteliectual property rights
that aro part of or otherwise assoclated with the Service (other than with respect to County Information), as well as
any revisions, modifications, enhancements and derivative works of the Service together with the intellectual




property rights therein, Except for the limited rights expressly granted to County and Authorized Users by this
Agtreement, this Agresment does not transfer any proprictary right or interest in the Service from CareMessage (or
any of its licensors) to County, Anthorized Users or anyone else, CareMessage retains all rights not expressly
granted in this Agreement. Unless otherwise provided in a Work Order, if applicable, CareMessage owns all work
product, ineluding, but not limited to, all inventions, improvements, and original works of authorship, and all
intellectual property rights assoclated therewith, created by CareMessage under or with respect to a Work Order.

3.2 Feedback. County grants to CarcMessage & royalty-free, worldwide, irrevocable, perpetual,
transferable, sublicensable, non-exclusive licenss to incorporate into the Service, use, commercialize, and otherwise
fully exploit, in any way and for any purpose, any suggestion, enhancement request, recommendation, correction or
other feedback provided by County or Authorized Users relating to the Service.

4, COUNTY INFORMATION

4,1 Access to County Information. For CareMessage to provide the Setvice as confemiplated by this
Agreement, it will be necessary for County to disclose to CareMessage, and enable CareMessage to have access to
and use, County Information. By transmitting, posting or entering County Information fhrough, onto, ot into the
Service, County grants CareMessage a worldwide, royalty-free, irrgvocable, and non-exclusive license to access and
use such County Information to provide the Service and as otherwise contemplated by this Agreement, County
represents and warrants that it has the autherity to grant CareMessage the rights set forth in the preceding senfence,

4.2 Ovwnership of County Information, As between CareMessage and County, County retaitis
ownership of all County Information and, except for the limited rights granied to CareMessage by Section 4.1, this
Agreement does not transfer any proprietary right or interest in County Information from County to CareMessage,
County represents and warrants that it possesses all rights, consents and periissions necessary to use, input, and
disclose County Information in connection with the Service. County is solely responsible for County Information
and. represents and warrants that no County Information will: (i) infringe or violate any third party intelleciual
property rights, publicity rights, or privacy rights; ot (jii) contains any vinses or programming toutines that could
damage or surreptitiously intercept or exproptiate any system, data, or personal information,

4.3 Use of County Information. CareMessage will only use County Information to provide the
Setvice and as otherwise contemplated by this Agreement. In providing the Service, CarcMessage may share
County Information with third party service providers who will have access to such County Information as needed to
perform their functions, but may not wse or disclose County Information for other purposes. In addition,
CaroMessage may, during and afier the Term, (i) collect (but only during the Term) atd analyze County Information
relating to the use and performance of various aspects of the Service and related systerns and technologies, (1i) use
‘County Information to imptrove and enhance the Service and for other development, diagnostic and corrective
purposes in connection with the services provided by CareMessage and (iii) disclose or utilize such data in aggtregate
or other de-identified form in connection with its business.

44 No Control over Information. County acknowledges that CareMessage exercises no control
over, and will net have any liability for, the accuracy, content, or destination (other than that designated by County)
of any County Information. It is County’s sole responsibility to ensute that County Information, and the usc thereof
by County and Authotized Users, complies with all applicable laws and rogulations and Patient instructions, If
LCounty becomes aware that a Patient does not wish to continue to receive messages from County, County must take
all necessary steps to ensure that the Patient does not receive any further messages from County through the Service,

5. [Intentionally omitted)
6. WARRANTIES AND DISCLAIMERS

6.1 Each Party represents and warrants that: (i) it has the full right, power and authority to enter into
this Agreement and to porform its obligations hereunder and (i) this Agreement constitutes the legal, valid and
binding obligation of such Party, enforceable in accordance with its terms, except as such enforceability may be
litnited by (A) applicable laws; (B) bankruptcy, insolvency, reorganization, moratorivm or similar laws how or




hereafter in effect, affecting or limiting the enforcement of creditors’ rights genetally; and (C) the discretion of the
appropriate court with respect to specific performance, jnjunctive relief or other equitable remedics,

6.2 Effeclive as of all times during the term hereof that County communicates with Patients, County
represents and warrants that it has obtained all Patient consents and permissions necessary to send and receive all
messages to and from each Patient, using the Setvice,

6.3 Disclaimer. EXCEPT AS EXPRESSLY PROVIDED IN SECTION 6.1, NEITHER
CAREMESSAGE NOR ITS LICENSORS MAKE ANY REPRESENTATIONS OR WARRANTIES OF ANY
KIND WITH RESPECT TO THE SERVICE OR THIS AGREEMENT, WHETHER EXPRESS, IMPLIED,
STATUTORY OR OTHERWISE, AND SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, TITLE, OR NON-INFRINGEMENT, TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, NEITHER CAREMESSAGE NOR ITS LICENSORS MAKES ANY REPRESENTATIONS
OR WARRANTIES REGARDING THE COMPREHENSIVENESS, CORRECTNESS, OR ACCURACY OF
ANY INFORMATION PROVIDED THROUGH THE SERVICE OR THAT THE SERVICE WILL BE
UNINTERRUPTED, COMPLETELY SECURE, ERROR FREE, FREE FROM VIRUSES OR HARMLFULL
COMPONENTS, FREE FROM DATA LOSS OR DAMAGE, OR THAT ANY ERRORS OR DEFECTS WILL BE
CORRECTED, NEITHER CAREMESSAGE NOR [TS LICENSORS MAKE ANY REPRESENTATIONS OR
WARRANTIES AS TO THE RESULTS THAT MAY BE OBTAINED FROM COUNTY'S USE OF THE
SERVICE OR THAT TRANSMISSIONS WILL BE INSTANTANEOUS. ALL TECHNOLCGY, SOFTWARE,
FUNCTIONS, CONTENT, IMAGES, MATERIALS, AND GTHER DATA OR INFORMATION PROVIDED BY
CAREMESSAGE OR ITS LICENSORS ARE PROVIDED “AS-IS,”

7, (Intentionally omitted]
8. LIMITATION OF LIABILITY

8.1 Limitation of Liability. EXCEPT AS PROVIDED IN THIS SECTION 8.1, IN NO EVENT
WILL EITHER PARTY'S AGGREGATE LIABILITY ARISING OUT OF OR RELATED TO THIS
AGREEMENT EXCEED THE TOTAL AMOUNT ACTUALLY PAID BY COUNTY UNDER THIS
AGREEMENT IN THE TWELVE (12) MONTH PERIOD IMMEDIATELY PRECEDING THE FORMAL
WRITTEN NOTICE OF THE CLAIM FOR LIABILITY. THE LIMITATION ON LIABILITY SET FORTH IN
THE PRECEDING SENTENCE WILL NOT APPLY () IN CASES OF GROSS NEGLIGENCE OR WILLFUL
MISCONDUCT, () IN REGARD TO SECTION 10.01 OF THE ADDENDUM (“CONFIDENTIALITY™) OR
SECTION 8.0 OF THE ADDENDUM (“INDEMNIFICATION™), OR (IIT} CLAIMS FOR PAYMENT OF FEES
OWED UNDER THIS AGREEMENT,

8.2 Exclusion of Consequential and Related Damages, EXCEPT IN REGARD TO SECTION
1001 OF THE ADDENDUM (“CONFIDENTIALITY”) AND SECTION 8.0 OF THE ADDENDUM
(“INDEMNIFICATION"), IN NO EVENT WILL EITHER PARTY HAVE ANY LIABILITY TO THE OCTHER
PARTY FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES,
UNDER ANY THEORY OF LIABILITY, EVEN IF A PARTY HAS BEEN ADVISED OF THE POSSIBILITY
OF THOSE DAMAGES. THE DISCLAIMER IN THIS SECTION WILL NOT APPLY TO THE EXTENT
PROHIBITED BY LAW,

8.3 Web Disruption. An Authorized User’s access to the Service may be subject to limitations,
delays or other disruptions inherent to the use of the Internet. In no event will CareMessage be liable for any
damages (whether in contract or in tort) attributable to the public web infrastructure or an Authorized User’s.
inability to conneot to the Internet.

8.4 Telecommunication Provider Disruption. County understand that CarcMessage is in part
reliant on telecommunication carriers and -other third party suppliers (collectively refetred to as
“Telecommunication Providers”) to deliver messages to Patients, and any failure by a Telecommunication
Provider to deliver a message subsequent to CareMossage’s successful delivery of a message to the




Telecommunication Provider is beyond the control of CareMessage. County will not hold CareMessage liable, and
CareMessage shall not be liable, in respect of any such failure,

9. TERMINATION

9.1.1  Termination of this Agreement will not relieve County of its obligation to pay any fees
payable to CarcMessage for the period prior to the effective date of termination.

912  [Intentiomally omitted]

9.1.3  Sections 3.2,4.3, 6.3, 8, and 11 of this Exhibit B and Sections 10,01, 8,0 and 10.02 of lhe
Addendom will survive the termination or expiration of this Agreement.

10, HIPAA COMPLIANCE, In providing the Service, CareMessage is a ‘‘Business Associate” to County,
which is a “Covered Entity,” for purposes of HIPAA, to the extent applicable, and the parties agres that they are
bound by the terms of the Business Associate Agreement attached hereto as Exhibit C,

11. GENERAL PROVISIONS

11.1  Change in Service. CareMessage has the right to change, modify, and otherwise convert the
software, hardware and/or technology used to provide the Service without notice, provided, however, that the basic
functionality and quality of the Service will not be materially affected.

112 Amendment. The Parties may agree to expand, reduce or otherwise modify a Work Order
through an Amendment, signed by both Parties,

113 Anti-Corruption. County has not received or been offered any illegal or improper bribe,
ldckback, payment, gift, or thing of value from a CareMessuge employee or agent in connection wilh (his
Agreement. Reasonable gifts and entertainment provided in the ordinary course of business do not viclate the
restriction in this section, If County learns of any violation of the restriction in this section, CareMessage requests
that County promptly notify CareMessage.

114 Export Control. County agrees that it will not, ditectly or indirectly, export or re-export, or
knowingly permit the export or re-export of, any information, software or technology underlying or related to the
Service (including any documentation related thereto) or any technical information about the Service without fully
complying with the export control laws of the United States,

11.5  Relationship of the Parties. The Partics are independent contractors. This Agreement does not
and shall not be deemed to create a partnership, franchise, joint venture, agency, fiduciary or employment
telationship between the Parties. Neither Party shall have any right, power or authority to create any obligation,
express ot implied, on behalf of the other. This Agreement is non-oxclusive and either Party may contract with
other parties for the procurement ot sale of comparable services,

11.6  No Third-Party Beneficiaries. Except as expressly provided herein, there are mo third party
beneficiaries to this Agreement,

117 [Intentionally omitted)
11.8 Wiaiver; Remedies. No failure or delay by either Party in exercising any right under this
Agreemont will constitute a waiver of that right, Other than as expressly stated herein, the remedies provided herein

are in addition to, and not exclusive of, any other remedics of a Party at law or in equity.

119  Severability. If any provision of this Agreement is held 1o be invalid or unenforceable for any
reason, the remaining provisions of this Agreement will contimue in full force without belng impaired or Invatidated




in any way. The Parties agree to replace any invalid provision with a valid provision that most closely approximates
the intent and economio effect of the invalid provision.

1110 Assignment. County may not assign any of ifs rights or obligations under this Agreement,
whether by operation of law or otherwise, without the prior written consent of CarcMessage (which consent will not
be unrensonably withheld). Subject to the terms of this section, this Agreement will bind and inure to the benefit of
the Parties, their tespective successors.and petmitted as signs,

11.11  Governing Law; Attorneys’ Fees, This Agreement, and anvy disputes artising out of or rolated
hereto, will be governed exclusively by the internal laws of the State of California, without regard to its conflicts of
laws rules. The prevailing Party in any action will be entitled to recover, as part of its damages, its reasonable legal
costs and expenses, including attorneys’ fees, for bringing and maintaining such action, In addition, County is liable
for all reasonable expenses (including debt collection expenses and legal fees and costs) incurred by CarcMessage
for recovery of monies duc from the County uynder this Agreement,

1112 Venue. The state and federal courts located in San Francisco, California will have exclusive
Jurisdiction over any dispute relating to this Agresment, and each Party consents to the exclusive jurisdiction and
venue of those courts.

1113 Publicity. County grants CareMessage the right to use County’s name and logo as a CareMessage
customer on CareMessage’s website, in marketing material (including, but not limited to, in email communications
with prospestive CareMessage customers), and during discussions with current or prospective clients and donors and
industry analysts, The Partics agree to issue a mutually acceptable press release to announce County’s use of
CareMessage’s services within thirty (30) days after execution of this Agreement.

1114 Conflict. If there is a conflict or inconsistency among this Exhibit B, a Work Order, or the
County of Monterey Standard Agreement, the conflict or inconsistency will be resolved according to the following
order of precedence: the County of Montercy Standard Agreement, this Exhibit B, the Work Order.

1115 Force Majewre. Neither Party shall be deemed to be in violation of this Agreetent (other than
with respect to payment) if prevenied from performing its obligations for any reason beyond its control and that such
Party is unable to overcame through the exercise of commercially reasonable diligence (a “Force Majeure™),
including, but not limited to, disruption of the Internet, acts of God, the elements, floods, sitikes, labor difficulties,
ot laws, rules or regulations of the federal, state or local government, or any agency thereof; provided, however, that
if any Force Majeure event ocouss, the affeoted Party will give prompt written notice to the other Party and will
make commercially reasonable efforis to minimize the impact of the event,

11.16  [Infentionally omitted)

1117  Approved Subcontractors. None of the services covered by this Agreement shall be
subconiracted without the prior written approval of the County,




EXHIBIT-C
BUSINESS ASSOCIATE AGREEMENT

'This Business Associate Agreement (“Agreement”), effective ’Z { (8 . 20 L5
(“Effective Date”), is entered into by and among the County of Monterey, a political subdivision of the State
of California, on behalf of the Health Department (“Covered Entity”) and CarcMessage (“Business
Associate”) (each a “Party” and collectively the ‘“Parties”).

Business Associate provides certain services for Covered Entity (“Services™) that involve
the use and disclosure of Protected Health Information that is created or received by Business Associate
from or on behalf of Covered Entity (“PHI™), The Parties ate committed to complying with the Standards
for Privacy of Individually Identifiable Health Information, 45 C.F.R. Part 160 and Part 164, Subparts A and
E as amended from time to time (the “Privacy Rule”), and with the Security Standards, 45 C.E.R, Part 160
and Part 164, Subpart C as amended from time to time (the “Security Rule’”), under the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”), ag amended by the Health Information Technology
for Economic and Clinjcal Health Act and its implementing regulations (“HITECH™). Business Associate
acknowledges that, pursuant to HITECH, 45 CFR. §§ 164.308 (administrative safeguards), 164.310
(physical safeguards), 164.312 (technical safeguards), 164.316 (policies and procedures and
documentation requirements) and 164,502 et seq. apply to Business Associate in the same manner thaf
such sections apply to Covered Entity. The additional requirements of Title XIII of HITECH contained in
Public Law 111-005 that relate to privacy and security and thal are made applicable with respect to
covered entities shall also be applicable to Business Associate. The Parties are also committed to
complying with the California Confidentiality of Medical Information Act, Ca. Civil Code §§ 56 ef seq.
(“CMIA”), where applicable. Business Associate acknowledges that the CMIA prohibits Business
Associate from further disclosing the PHI it receives from Covered Entity where such disclosure would
be violative of the CMIA. The Parties are also committed to complying with applicable requirements of the
Red Flag Rules issued pursuant to the Fair and Accurate Credit Transactions Act of 2003 (*Red Flag Rules”).
This Agreement sets forth the terms and conditions pursuant to which PHI, and, when applicable,
Electronic Protected Health Information (“EPHI™), shall be handled. The Parties further acknowledge
that state statutes or other laws or precedents may impose data breach notification or information security
obligations, and it is their further intention that each shall comply with such laws as well as HITECH and
HIPAA in the collection, handling, storage, and disclosure of personal data of patients or other personal
identifying information exchanged or stored in connection with their relationship.

The Parties agree as follows:

1. DEFINITIONS

All capitalized terms used in this Agreement but not otherwise defined shail have the.
meaning set forth in the Privacy Rule, Security Rule and HITECH.

2, PERMITTED USES AND DISCLOSURES OF PHI
2.1 Unless otherwise limited herein, Business Associatc may:
{a) use or disclose PHI to perform functions, activities or Services for, or on behalf of,
Covered Entity as requested by Covered Entity from time to time, provided that such use or

disclosure would not violate the Privacy or Security Rules or the standards for Business Associate
Agreements set forth in 45 CF.R. § 164.504(¢), exceed the minimum necessary to accomplish the
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intended purpose of such use or disclosure, violate the additional requirements of HITECH
contained in Public Law 111-005 that relate to privacy and security, or violate the CMIA;

(b) disclose PHI for the purposes authorized by this Agreement only: (i) to its
employees, subcontractors and agents; (ii) as directed by this Agreement; or (iii) as otherwise
permitted by the terms of this Agresment;

(¢} use PHI in its possession to provide Data Aggregation Services to Covered Entity as
permitied by 45 C.F.R. § 164.504(e)(2)(i)(B);

(d) use PHI in its possession for proper management and administration of Business
Associate or to carry out the legal responsibilities of Business Associate as permitted by 45
CFR, § 164.504(e)(4)i);

(e) disclose the PHI in its possession to third parties for the proper management and
administration of Business Associate to the extent and in the manner permitted under 45 CF R, §
164,504(c)(4)(ii); provided that disclosures are Required by Law , or Business Associate obtains
reasonable assurances from the persons to whom the information is disclosed that it will remain
confidential and used or further disclosed only as Required by Law or for the purpose for which it
was disclosed to the petson, and the person notifies the Business Associate of any instances of
which it is aware in which the confidentiality of the information has been breached,;

{f) use PHI to report violations of law to appropriate Federal and state authorities,
consistent with 45 C.F.R. § 164.502()(1);

(g) de-identify any PHI obtained by Business Associate under this Agreement for further
use or disclosure only to the extent such de-identification is pursuani to this Agreement, and use
such de-identified data in accordance with 45 C.F.R. § 164.502(d)(1).

3. RESPONSIBILITIES OF THE PARTIES WITH RESPECT TO PHI

3.1 Responsibilities of Business Asgsociate. With regard to its use and/or disclosute of PHI,
Business Associate shall:

(a) use and/or disclose the PHI only as permitted or required by this Agreement or as
otherwise Required by Law;

(b) report to the privacy officer of Covered Entity, in writing, (i) any use and/or
disclosure of the PHI that is not permitted or required by this Agreement of which Business
Associate becomes aware, and (ii) any Breach of unsecured PHI as specified by IITECH, within
two (2) days of Business Associate’s determination of the occurrence of such unauthorized use
and/or disclosure. In such event, the Business Associate shall, in consultation with the Covered
Entity, mitigate, to the extent practicable, any harmful effect that is known to the Business
Asgociate of such improper use or disclosure. The notification of any Breach of unsecured PHI
shall include, to the extent possible, the identification of each individual whose unsecured PHI
has been, or is reasonably believed by the Business Associate to have been, accessed, acquired,
used or disclosed during the Breach.

(¢) use commercially reasonable safeguards to maintain the security of the PHI and to
prevent use and/or disclosure of such PHI other than as provided herein;
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(d) obtain and maintain an agreement with all of its subcontractors and agents that
receive, use, or have access to, PHI pursuant to which agreement such subcontractors and agents
agree to adhere to the same restrictions and corditions on the use and/or disclosure of PHI that
apply to Business Associate pursuant to this Agreement;

(¢) make available all internal practices, records, books, agreements, policies and
procedures and PHI relating to the use andior disclosure of PHI to the Secretary for purpoeses of
determining Covered Entity or Business Associate’s compliance with the Privacy Rule:

(f) document disclosures of PHI and information related to such disclosure and, within
ten (10) days of receiving a written request from Covered Entity, provide to Covered Entity such
information as is requested by Covered Entity to permit Covered Entity to respond to a request by
an individual for an accounting of the disclosures of the individual’s PHI in accordance with 45
CER, §164.528, as well as provide an accounting of disclosures, as required by HITECH,
directly to an individual provided that the individual has made a request directly to Business
Associate for such an accounting, At a minimum, the Business Associate shall provide the
Covered Entity with the following information: (i) the date of the disclosure, (ii) the name of the
entity or person who received the PHI, and if known, the address of such entity or person; (iii) a
brief description of the PHI disclosed; and (iv) a brief statement of the purpose of such disclosure
which includes an explanation of the basis for such disclosure. In the event the request for an
accounting is delivered directly to the Business Associate, the Business Associate shall, within
two (2) days, forward such request to the Covered Dntity. The Business Associate shall
implement an appropriate recordkeeping process to enable it to comply with the requirements of
this Section;

() subject to Section 4.4 below, return to Covered Entity within twenty-one (21) days of
the termination of this Agreement, the PHI in its possession and retain no copies, including
backup copies;

(h) disclose to its subcontractors, agents or other third parties, and request from Covered
Entity, only the minimum PHI necessary to perform or fulfill a specific function required or
permitted hereunder;

(iy ifall or any portion of the PHI is maintained in a Desighated Record Set:

i) upon ten (10) days’ prior written request from Covered Entity, provide
access to the PHI in a Designated Record Set to Covered Entity or, as directed by
Covered Entity, the individual to whom such PHI relates or his or her authorized
representative to meet a request by such individual under 45 CF.R, § 164.524; and

(ii) upon ten (10} days” prior writtent request from Covered Entity, make any
amendment(s) to the PHI that Covered Entity directs pursuant fo 45 C.F.R, § 164.526;

() maintain policies and procedures to detect and prevent identity thefl in connection
with the provision of the Services, to the extent required to comply with the Red Flag Rules;

(k) notify the Covered Entity within five (5) days of the Business Associate’s receipt of
any request or subpoena for PHL. To the extent that the Covered Entity decides to assume
responsibility for challenging the validity of such request, the Business Associate shall cooperate
fully with the Covered Entity in such challenge;
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(1) maintain a formal security program materjally in accordance with all applicable data
seeutity and privacy laws and industry standards designed to ensure the seourity and integrity of
the Covered Entity’s data and protect against threats or hazards to such security

The Business Associate acknowledges that, as between the Business Associate and the Covered Entity, all
PHI shall be and remain the sole property of the Covered Entity.

3.2 Additional Responsibilities of Business Associate with Respect to EPHI. In the event
that Business Associate has access to EPHI, in addition to the other requirements set forth in this
Agreement relating to PHI, Business Associate shall;

(2) implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of EPHI that Business
Associate creates, receives, maintains, or transmits on behalf of Covered Entity as required by 45
C.F.R. Part 164, Subpart C;

(b) ensure that any subcontractor or agent to whom Business Associate provides any
EPHI agrees in writing to implement reasonable and appropriate safeguards to protect such EPHI,
and

(c} repott to the privacy officer of Covered Entity, in writing, any Security Incident
involving EPHI of which Business Associate becomes aware within two (2) days of Business
Associate’s discovery of such Security Incident, For purposes of this Section, a Security Incident
shall mean (consistent with the definition set forth at 45 CF.R. § 164.304), the attempted or
successful unauthorized access, use, disclosure, modification, or destruction of information or
interference with systems operations in an information system. In such event, the Business
Associate shall, in consultation with the Covered Entity, mitigate, to the extent practicable, any
harmful effect that is known to the Business Associate of such improper use or disclosure.

3.3 Responsibilities of Covered Bntity, Covered Entity shall, with respect to Business
Associate;

a) provide Business Associate a copy of Covered Entity’s notice of privacy practices
b PY
(*Notice™) currently in use;

(b) notify Business Associate. of any limitations in the Notice pursuant to 45 C.F.R.
§ 164,520, to the extent that such limitations may affect Business Associate’s use or disclogure of
PHI;

(¢} notify Business Associate of any changes to the Notice that Covered Entity provides
to individuals pursuant to 45 CFR. § 164.520, to the extent that such changes may affect
Business Associate’s use or disclosure of PHI;

(d) notify Business Associate of any changes in, or withdrawal of, the consent er
authorization of an individual regarding the use or disclosure of PHI provided to Covered Entity
pursuant to 45 C.F.R. § 164.506 or § 164.508, to the extent that such changes may affect Business
Associate’s use or disclosure of PHI; and
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(¢) notify Business Associate, in writing and in a timely manner, of any restrictions on
use and/or disclosure of PHI as provided for in 45 CFR. § 164.522 agreed to by Covered Entity,
to the oxtent that such restriction may affect Business Associate’s use or disclosure of PHI.

4, TERMS AND TERMINATION

4.1 Term, This Agreement shall become effective on the Effective Date and shall continue in
cffect unless terminated as provided in this Article 4. Certain provisions and requirements of this
Agreement shall survive its expiration or other termination as set forth in Section 5.1 herein.

4.2 Termination, Bither Covered Entity or Business Associate may terminate this Agreement
and any related agreements if the terminating Party determines in good faith that the terminated Party has
breached a material term of this Agreement; provided, however, that no Party may terminate this
Agreetuent if the breaching Party cures such breach to the reasonable satisfaction of the terminating Party
within thirty (30) days after the breaching Party’s receipt of written notice of such breach.

4.3 Automatic Termination. This Agreement shall automatically terminate without any
further action of the Parties upon the termination or expiration of Business Associate’s provision of
Services to Covered Entity,

4.4 Effect of Termination. Upon termination or expiration of this Agreement for any reason,
Business Associate shall return all PHI pursuant to 45 C.F.R. § 164.504(e}2)(iD(D) if, and to the extent
that, it is feasible to do 0. Prior to doing so, Business Associate shall recover any PHI in the possession
of its subcontractors or agents. To the extent it is not feasible for Business Associaie to return o destroy
any portion of the PHI, Business Associate shall provide Covered Entity a statement that Business
Associate has determined that it is infeasible to return or destroy oll or some portion of the PHI in its
possession or in possession of ity subcontractors or agents. Business Associate shall extend any and all
protections, limitations and restrictions contained in this Agreement to any PHI retained after the
termination of this Agreement until such time as the PHI is returned to Covered Entity or destroyed.

5, MISCELLANEQUS

5.1 Survival. The respectivs rights and obligations of Business Associate and Covered Entity
under the provisions of Sections 4.4, 5.1, 5.6, and 5.7, and Section 2.1 (solely with respect to PHI that
Business Associate retains in accordance with Section 4.4 because it is not feasible to return or destray
such PHI), shall survive termination of this Agreement until such time as the PHI is returned to Covered
Entity or destroyed. In addition, Section 3.1¢i) shall survive termination of this Agreement, provided that
Covered Entity determines that the PHI being retained pursuant to Section 4.4 constitutes a Designated
Record Set.

52 Amendments; Waiver. This Agreement may not be modified or amended, except in a
writing duly signed by authorized representatives of the Parties. T'o the extent that any relevant provision
of the HIPAA, HITECH or Red Flag Rules is materially amended in a manner thaf changes the
obligations of Business Associates or Covered Entities, the Parties agree to negotiate in good faith
appropriate amendment(s) to this Agreement to give effsct to the revised obligations. Further, no
provision of this Agreement shall be waived, except in a writing duly signed by authorized representatives
of the Partics. A waiver with respect to one event shall not be construed as continuing, or as a bar to or
waiver of any right or remedy as to subsequent events.
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5.3 No Third Party Beneficiaries, Nothing express or implied in this Agreement is intended
to confer, nor shall anything herein confer, upon any person other than the Partics and the respective
successors or assigns of the Parties, any rights, remedies, obligations, or liabilities whatsoever.

5.4 Notices. Any notices to be given hereunder to a Party shall be made via U.S. Mail or
express courier to such Party’s address given below, and/or via facsimile to the facsimile telephone
numbers listed below.

If to Business Associate, to:
CareMessape
360 Pine Street, Suite 600
San Francisco, CA 94104
Atin:  Ben Ferry, Manager of Finance and Administration

Tel:  (978) 604-5979

Fax:

If to Covered Entity, to:
Monterey County Heslth Departmont
1270 Natividad Road, Salinas CA 93906
Attn:  Ray Bullick, Director of Health
Tel: (831) 755-4526
Fax: (831) 7554797

Each Party named above may change its address and that of its representative for notice by the giving of
notice thereof in the manner heteinabove provided, Such notice is effective upon receipt of notice, but
receipt is deetned to ocour on next business day if notice is sent by FedEx or other overnight delivery
service.

3.5 Counterparts; Facsimiles. This Agreement may be executed in any number of
counterpats, each of which shall be deemed an original, Facsimile copies hercof shall be deemed to be
originals,

5.6 Choice of Law; Jnterpretation. This Agreement shall be governed by the laws of the State
of California; as provided, however, that any ambiguities in this Agreement shall be resolved in a manner
that allows Business Associate to comply with the Privacy Rule, and, if applicable, the Security Rule and
the CMIA.

5.7 Indemnification. Contractor shall indemnify, defend, and hold harmless the County of
Monterey (hereinafter County), its officers, agents, and cmployees from any claim, liability, loss, injury,
cost, expense, penalty or damage, including the County’s reasonable cost of providing notification of and
of mitigating any acquisition, access, use or disclosure of PHI in a manner not permitted by this BAA,
arising out of, or in connection with, performance of this BAA by Contractor and/or its agents, members,
employees, or sub-contractors, excepting only loss, injury, cost, expense, penalty or damage caused by
the negligence or willful misconduct of personnel employed by the County. It is the infent of the partics
to this BAA to provide the broadest possible indemnification for the County. Contractor shall reimburse.
the County for all costs, attorneys’ fees, expenses, and liabilities incurted by the County with respect to
any investigation, enforcement proceeding or litigation in which Contractor is obligated to indemnify,
defend, and hold harmless the County under this BAA, This provision is in addition to and independent
of any indemuification provision in any related or other agrecment between the Covered Entity and the
Business Associate,
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IN WITNESS WHEREOF, each of the undersigned has caused this Agreement to be duly exccuted in its
name and on its behalf as of the Effective Date, '

COUNTY OF MONTEREY, ON BEHALF OF CAREMESSAGE

THE HEALTH DEPARTMENT )

By: ‘% By: — -

Print Name: Ray Bullick Print Name: U ] ne@+ ; _S WAL K
Print Title: Ditector of Health Ptint Title: CEO

Date: [-6 ~ CD Date: (7/ [ g l/ {5
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EXHIBIT-D

To the Standard Agreement by and between the
County of Monterey, hereinafter referred to as *“County”
AND
CareMessage, hereinafter referred to as “CONTRACTOR”

AUTOMOBILE INSURANCE EXEMPTION/MODIFICATION JUSTIF ICATION

In respect to Section 9.0, Insurance Coyerage Requirements!

County agrees to exempt CONTRACTOR from the Business Automobile Liability Insurance
requirement. The Scope of Services outlined in EXHIBIT-A will be done electronically and by
telephone. No automobiles are required in the performance of said services,




