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File ID A 18-196 No. 18

NMonterey County
Beard of Supervisors
168 West Alisal Straet,
1st Floor
Salinas, CA 93901
Board Order 831.755.5066

Agreement No.: A-13945

Upon motion of Supervisor Salinas, seconded by Supervisor Phillips and carried by those members
present, the Board of Supervisors hereby:

2. Approved and Authorize the Director of Health or Assistant Director of Health to sign a
Participation Agreement with Oregon Community Health Information Network, Inc. (OCHIN) to pilot
CareMessage Corporation’s (CareMessage) text and voice messaging patient communication system
through OCHIN’s electronic interface for the period retroactive from May 15, 2018 to May 14, 2019, for
a total contract amount not to exceed $68,000; and

b. Accepted the recommendations of the Director of Health or Assistant Director of Health regarding
the following non-standard provisions in the Participation Agreement: indemnification, watranties,
limitation of liability and termination; and

¢. Authorized the Director of Health or Assistant Director of Health to sign up to three (3) future
amendments fo this Agreement where the amendments do not exceed 10% of the original contract
amount ($6,800) and do not significanily change the scope of work.

PASSED AND ADOPTED on thig §t day of June 2018, by the following vote, to wit:

AYES:  Supervisors Alejo, Salinas, Phillips, Parker and Adams
NOES: None
ABSENT: None

I, Valerie Ralph, Clerk of the Board of Supervisors of the County of Monterey, State of California, hereby certify that the
foregoing is a true copy of an original order of said Board of Supervisors duly made and entered in the minutes thereof of
Minute Book 81 for the meeting June 5, 2018,

Dated: June 19, 2018 Valerie Ralph, Clerk of the Board of Supervisors
File ID: A 18-196 County of Monterey, State of California

e WP
by /7 \(JED

\ ‘\f JoeT G. Pablo, Deputy
o

.
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& Approve and Authorize the Director of Health or Assistant Director of Health to sign a
Participation Agreement with Oregon Community Health Information Network, Inc. (OCHIN) to pilot
CareMessage Corporation’s (CareMessage) text and voice messaging patient communication system
through OCHIN’s electronic interface for the period retroactive from May 15, 2018 to May 14,
2019, for a total contract amount not to exceed $68,000; and

b.  Accept the recommendations of the Director of Health or Assistant Director of Health regarding
the following non-standard provisions in the Participation Agreement: indemnification, warranties,
limitation of liability and termination; and

c. Authorize the Director of Health or Assistant Director of Health to sign up to three (3) future
amendments to this Agreement where the amendments do not exceed 10% of the original contract
amount ($6,800) and do not significantly change the scope of work.

RECOMMENDATION:
It is recommended that the Board of Supervisors:

a. Approve and Authorize the Director of Health or Assistant Director of Health to sign a
Participation Agreement with Oregon Community Health Information Network, Inc. (OCHIN) to pilot
CareMessage Corporation’s (CareMessage) text and voice messaging patient communication system
through OCHIN’s electronic interface for the period retroactive from May 15, 2018 to May 14,
2019, for a total contract amount not to exceed $68,000; and

b. Accept the recommendations of the Director of Health or Assistant Director of Health regarding
the following non-standard provisions in the Participation Agreement: indemnification, warranties,
limitation of liability and termination; and

c. Authorize the Director of Health or Assistant Director of Health to sign up to three (3) future
amendments to this Agreement where the amendments do not exceed 10% of the original contract
amount ($6,800) and do not significantly change the scope of work.

SUMMARY/DISCUSSION:

The Health Department Clinic Services Bureau (Health Department) operates nine community clinic
sites designated as Federally Qualified Health Center Look-Alikes (FQHC-LA), which provide
preventative, primary, and specialty medical care services. The Health Department has been a
member of the OCHIN collaborative since 2007, which allows for access and usage of Epic’s
Practice Managetment (PM) and Electronic Medical Record (EMR) systems.

Through the years, OCHIN has provided valuable health information technology support and services
to the Health Department during the course of the Epic PM and EMR System implementation and
utilization, and continuously offers innovative tools, such as CareMessage, to improve the patient
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experience.

CareMessage operates a technology platform that allows medical providers to connect with patients -
though text and voice messaging to reduce jJaﬁent nd-shows, increase ‘p'at"ient engagement and health
education, and improve overall patient outcomes. When the Health Department entered into an
Agreement with CarcMessage in 201 5, CareMessage did not have the functionality to interface with
Epic. Through this pilot project, OCHIN and CareMessage will collaborate to establish initial
integration between Epic and CareMessage. Approval of this Participation Agreement, will allow the
Health Department to participate in the pilot project and provide critical feedback to the success of
this project, With a successful integration, the Health Department will be able to access system
benefits such as automated patient communication reports, real-time patient appointment scheduling
and a reduction in‘'manual entry. Negotiation with OCHIN surrounding a provision in this Agreement
was delayed further than anticipated and Clinic Services seeks retroactive approval to May 15, 2018
to allow the implenientation of the program to move forward as planned.

This work supports the Monterey County Health Department 2011-2015 Strategic Plan Initiative(s):
2) Enhance community health and safety by emphasizing prevention. It also supports one of more of
the ten essential public .hgalth'_services, specifically: (3) Inform, educate an empower people about
health issues, and (7) Link people to needed personal health services and assure.the provision of
health care when otherwise unavailable.

OTHER AGENCY INVOLVEMENT:
County Counsel, the Auditor-Controller and Contracts/Purchasing have reviewed the Agreement.

Risk Management hés not dpproved the nonstandard indemnification, warranties, limitation of Tiability
and termination pifci?isions. ‘The Health Department recommends moving forward as the Participation
Agreement has the potential to significantly improve the CareMessage platform and is a cloud based
software service that will riot require on-site training or assistance. If the Participation Agreement is
approved, the Standard Agreement between CareMessage atid County of Monterey will terminate.
The Participation Agreement is on file with the Clerk of the Board.

FINANCING:

Sufficient appropriations are available in FY 2018-19 Proposed Budget of Clinic Services Burgau,
Health Department (4000-HEA007). The Agreement is funded by revenues from Medi-Cal and
Medicare. There is no financial impact to the General Fund resulting from approval of this Agreement._

BOARD OF SUPERVISORS STRATEGIC INITIATIVES:
Check the related Board of Supervisors Strategic Initiatives:

OEconomic Development:
¢  Through collaboration, strengtheti economic development to ensure a diversified and healthy
econorﬁy. |
OAdministration:
«  Promote an organization that practices efficient and effective resource management and is
recognized for re’sponsiveness,.strong customer orientation, accountability and transparency.
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®Health & Human Services:
¢  Improve health and quality of life through County supported policies, programs, and services;
promoting access to equitable opportunities for healthy choices and healthy environments in
collaboration with communities.
Olnfrastructure:
»  Plan and develop a sustainable, physical infrastructure that improves the quality of life for
County residents and supports economic development results.
OPublic Safety:
*  Create a safe environment for people to achieve their potential, leading businesses and
communities to thrive and grow by reducing violent crimes as well as crimes in general.

Prepared by: Sheena Morales, Management Analyst I1I, x1393 fz/_
Approved by: Elsa M. Jimenez, Director of Health, x4526

Attachment:
Participation Agreement is on file with the Clerk of the Board
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OCHIN CareMessage Participation Agreement & Terms of Service

The County (defined below) is a member of OCHIN Inc., an Oregon nonprofit corporation (“OCHIN”). Pursuant to
CareMessage’s agreement with OCHIN (the “CareMessage-OCHIN Agreement”), the County may access and use
CareMessage’s Service (defined below) through OCHIN’s efectronic interface (the “OCHIN Imterface”), pursuant to the terms
of this Terms of Service (this “Agreement”) and, if applicable, the County’s agreement with OCHIN (the “County-OCHIN
Agreement”). This CAREMESSAGE TERMS OF SERVICE (this “Agreement”) governs the use of the Service by the
County and its Authorized Users (defined below), and constitutes a binding agreement between the County and CareMessage.

BY ACCESSING OR USING THE SERVICE, THE COUNTY AGREES TO BE BOUND BY THIS AGREEMENT.

IF THE COUNTY DOES NOT AGREE TO BE BOUND BY THIS AGREEMENT, DO NOT ACCESS OR USE THE
SERVICE.

1. DEFINITIONS

“Acknowledgement Agreement” means an agreement pursuant to which the County indicates its wish to use the
Service and agrees to the terms of this Agreement.

“Affiliate” means any entity that directly or indirectly controls, is controtled by, or is under common contro! with the

County. “Control,” for purposes of this definition, means direct or indirect ownership or control of more than 50% of the
voting interests of the subject entity.

‘“Authorized User” means an employee, consultant, contractor, or agent of the County who is authorized by the

County to use the Service and to whom the County (or CareMessage at the County’s request) has supplied a user identification
and password.

“County” means the entity that executes an Acknowledgment Agreement, and such entity’s Affiliates.

“County Information” means any data or information transmitted, posted, or entered by the County or Authorized
Users through, onto, or into the Service or transmitted, transferred or otherwise delivered to CareMessage for incorporation
into or use with the Service.

“Patient” means any patient of the County with whom or to whom the County communicates or intends to
communicate health appointment and/or héalth-related alerts via the Service.

“Policy” means any CareMessage policy regarding the Service made available by CareMessage.
“Site” means the Internet site through which the Service is made available.

“Service” means CareMessage’s mobile health platform, lincluding the ability to send and receive health-related text,
email and/or voice messages, made available for the County’s use through the OCHIN Interface, and as more specifically set
forth in Exhibit C attached hereto and incorporated herein by this reference.

2 SERVICES

2.1 Provision of Service. Subject to the terms and conditions of this Agreement, CareMessage grants the County
and its Authorized Users a non-exclusive, non-transferable, worldwide right during the Term (defined in Section 10) to access
via the Internet and use the Service solely for the County’s internal business purposes. The County will access and use the
Service through the OCHIN Interface.

22 County Responsibilities. Only Authorized Users may access and use the Service. Each Authorized User
will be assigned a unique user identification name and password (a “User ID™) for access to and use of the Service. Rights of
any Authorized User to use the Service may not be shared or used by more than one individual. CareMessage will not disclose
User IDs to any third party without the prior written consent of the County, unless otherwise required by law. The County is
responsible for ensuring the security and confidentiality of all User IDs. The County is responsible for Authorized Users’
compliance with, and any Authorized User’s breach of; this Agreement. Any transactions and all information submitted under
a User ID will be deemed to have been performed or submitted by the Authorized User associated with that User ID. The

County agrees to maintain a current list of User IDs authorized to access and use the Service and to provide CareMessage with
such list in writing upon request.
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The County is responsible for obtaining and maintaining any hardware, software and other equipment as may
be necessary to connect to, access or otherwise use the-Service via the Internet.

23 Use Restrictions. The County will not, and will not allow Authorized Users or other third parties to: (i)
assign, distribute, share, sell, rent, transfer or otherwise make the Service, or any portion thereof, available to any third party,
(ii) modify or make derivative works of the Service or any portion thereof, (iii) provide, or make available, any links, hypertext
or otherwise (other than a “bookmark” from an Internet browser) to the Site or Service of “frame® or “mirror” any portions of
Site on any server or wireless or Internet-based device, (iv) reverse engineer, disassemble, decompile or otherwise attempt fo
discover the source code or underlying structure, ideas or algorithms of the Service or any portion thereof, (v) access or use
any part of the Service to build a competitive product or service (vi) seek to hack, break or otherwise circurnvent any security
mechanism on the Site or the Service or any host, network, or account related thereto or otherwise attempt to gain unauthorized
access to the Site or the Service, (vii) use the Service in a manner that poses a security er service risk to CareMessage or to any
client of CareMessage or that disrupts or threatens the Service or the software or systems used to host the Site or the Service
(including, but not limited to, interfering with, intentionally overloading, or disrupting the integrity or performance of the Site
or the Service, whether or not by using “bots,” “spiders™ or other automated system), {viii) use the Service, or transmit any
information or material through the Service, for any unlawful purpose or in a way that violates, infringes, or misappropriates
the rights of any third party (including, but not limited to, property rights or privacy rights), (ix) access the Service for purposes
of monitoring its availability, performance or functionality or for any other benchmarking or competitive purposes, unless
otherwise agreed in writing by CareMesSage, or (x) otherwise use the Service in any manner that exceeds the scope of use
permitted under this Agreement. The County will not, and will require that all Authorized Users not, temove any copyright,
trademark, proprietary rights, disclaimer or warning notice included on or embedded in any part of the Site or Service.

The County agrees that it and Authorized Users will not use the Service in a manner, or transmit any
information or material through the Service, that violates (i) CareMessage’s standard published Policies then in effect or (ii)
applicable local, state or federal laws or regulations, including, but not limited to, the Telephone Consumer Protection Act (47
US.C. §227) (“TCPA”), the Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003 (“CAN-
SPAM"), and the Health Insurance Portability and Accountability Act of 1996, as amended (“HIPAA™).

The County agrees to use the Service solely to send and receive health and/or social-service appointment
and/or other health and/or social service-related information to and from Patients and/or clients. Without limiting the other
provisions of this Section 2.3, the County agrees that it and Authorized Users will not use or seek to use the Service to transmit
any message, information, symbol or other communication that is infringing, threatening, defamatory, fraudulent, false,
misleading, deceptive, likely to mislead or deceive, tortious, offensive or abusive, or of an indecent, obscene or menacing
character, or that promotes, incites, or instructs in matters of crime, or for the purpose of causing annoyance, inconvenience or
unnecessary alarm, distress or panic to any person. Further, the County and its Authorized Users will not use or seek to use
the Service for the purpose of providing any warning or notification about a serious and imminent risk to the safety of persons
or property (e.g., emergency services).

The County will immediately notify CareMessage of any unauthorized use of or suspected unauthorized use
of the Service upon becoming aware of such unauthorized use or suspected unauthorized use. CareMessage may monitor the
County’s and Authorized Users” use of the Service, but shall have no obligation to do so. CareMessage may audit the messages
sent through the Service.

CarcMessage reserves the right to not send any message or immediately suspend access to the Service, or
both, if it reasonably believes that the County’s or an Authorized User’s use of the Service is in violation of this Section 2.3.
Suspension of the Service will not limit CareMessage’s rights or remedies.

3. PROPRIETARY RIGHTS

3l Reservation of Rights. CareMessage (and its licensors, where applicable) own all right, title and interest
in and to the Service and all patent rights, copyrights, trademark rights and other intellectual property rights that are part of or
otherwise associated with the Service (other than with respect to County Information), as well as any revisions, modifications,
enhancements and derivative works of the Service together with the intellectual property rights therein. Except for the limited
rights expressly granted to the County and Authorized Users by this Agreement, this Agreement does not transfer any
proprietary right or interest in the Service from CareMessage (or any of its licensors) to the County, Authorized Users or anyone
else. CareMessage retains all rights not expressly granted in this Agreement.
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32 Feedback. CareMessage has not agreed, and does not agree, to treat as confidential any suggestion or idea
for improving or otherwise modifying any of CareMessage’s products or services that the County or Authorized Users provide
to CarcMessage (“Feedback”). Nothing in this Agreement or in the parties’ dealings arising out of or related to this Agreement
will restrict CareMessage’s right to use, profit from, disclose, publish, keep secret, or otherwise exploit Feedback, and
CareMessage may do each of the foregoing without compensation to or credit to the County or Authorized Users.

4. CLIENT INFORMATION

4.1 Access to County Information. For CarcMessage to provide the Service as contemplated by this
Agreement, it will be necessary for the County to disclose to CareMessage, and enable CareMessage to have access to and use,
County Information. By transmitting, posting or entering County Information through, onto, or into the Service or transmitting,
transferring or otherwise delivering County Information to-CareMessage, the County grants CareMessage a worldwide, royalty-
free, irrevocable, and non-exclusive license to access and use such County Information to provide the Service and as otherwise

contemplated by this Agreement. The County represents and warrants that it has the authority to grant CarcMessage the rights
set forth in the preceding sentence.

42 Ownership of County Information. As between CareMessage and the County, the County retains
ownership of all County Information and, except for the limited rights granted to CarcMessage by Section 4.1, this Agreement
does not transfer any proprietary right or interest in County Iiformation from the County to CareMessage. The County
represents ahd warrants that it possesses all rights, consents and permissions necessary to use, input, disclose, transfer, and
deliver County Information in connection with the Service. The County is solely responsible for County Information and
represents and warrants that no County Information will: (i) infringe or violate any third party intellectual property rights,
publicity rights, or privacy rights; or (ii) contain any viruses or programming routines that could damage or surreptitiously
intercept or expropriate any system, data, or personal informatiomn.

43 Use of County Information. CareMessage will only use County Information to provide the Service and as
otherwise contemplated by this Agreement. In providing the Service, CareMessage may share County Information with third
party service providers who will have access to such County Information as needed to perform their functions, but may not use
or disclose County Information for other purposes. In addition, CareMeéssage may, during and after the Term, (i) collect (but
only during the Term) and analyze County Information relating to the use and performance of various aspects of the Service
and related systems and technologies, (ii) use County Information to improve and enhance the Service and for other
development, diagnostic and corrective purposes in connection with the services provided by CareMessage or utilize such data
in aggregate or other de-identified form in connection with its internal business purposes.

4.4 No Control over Information. The County acknowledges that CarcMessage exercises no coutrol over, and
will not have any liability for, the aceuracy, content, or destination designated by the County or an Authorized User of any
County Information. It is the County’s sole responsibility to ensure that County Information, and the use thereof by the County
and Authorized Users, complies with all applicable laws and regulations and Patient instructions. Ifthe County becomes aware
that a Patient does not wish to continue to receive messages from the County, the County must take all necessary steps to ensure
that the Patient does not receive any further messages from the County through the Service.

Sl CONFIDENTIALITY

5.1 Definition of Confidential Information. “Confidential ¥nformation” means all information disclosed or
otherwise made available by CareMessage or the County (when disclosing information, the “Disclosing Party”) to the other
(when receiving information, the “Receiving Party”), whether verbally, visually, or in writing, that is designated as
confidential or that reasonably should be understood to be confidential given the nature of the information and the
circumstances of disclosure. Confidential Information of CarcMessage includes, but is not Limited to, its proprietary
technology, computer programs, software, source and object codes, marketing plans, technology and technical information,
product plans and designs, and business processes. Confidential Information of the County includes, but is not limited to,
County Information, Patient records (including medical records and other health information) and any other data or information
related to the business or other affairs of the County, an Authorized User, or Patient. However, Confidential Information does
not include any information that the Receiving Party can show by competent evidence (i) is or becomes generally known to the
public without breach of this Agreement, (ii) was known to the Receiving Party prior to its disclosure by the Disclosing Party
and not subject to a confidentiality abligation, (jii) was received from a third party authorized to make such disclosure without
an obligation of confidentiality, or (iv) was independently developed by the Receiving Party without reference to or use of the
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Disclosing Party’s Confidential Information. [Notwithstanding the foregoing, information that is Protected Health Information
(“PHY”) shall not be deemed “Confidential Information” for purposes of this Agreement and instead shall be governed by the
Business Associate Agreerment attached hereto as Exhibit B.}

5.2 Protection of Confidential Information. CareMessage and the County recognize that in connection with
the County’s use of the Services, they each may obtain Confidential Information of the other. If CareMessage or the County
obtains Confidential Information of the other, such Confidential Information will remain the property of the Disclosing Party,
and the Receiving Party will (i} treat the Disclosing Party’s Confidential Information with at least the same degree of care that
it uses to protect the confidentiality of its own similar information (but not less than reasonable care), (ii) only use the Disclosing
Party’s Confidential Information in furtherance of the Receiving Party’s obligations under this Agreement, provided, that the
Receiving Party may not translate or make detivative works of such Confidential Information without the Disclosing Party’s
prior written consent, and (iii) except as otherwise authorized by the Disclosing Party in writing, not disclose the Disclosing
Party’s Confidential Information except to those of its and its Affiliates’ employees, contractors and agents who need to know
such information for purposes consistent with this Agreement and who have signed confidentiality agreements with the
Receiving Party containing protections no less stringent than those in this Agreement. Neither CareMessage nor the County

will disclose the terms of this Agreement to any third party other than its affiliates, legal counsel and accountants except with
the other Party’s prior written consent.

53 Compelled Disclosure. The Receiving Party may disclose Confidential Information of the Disclosing Party
to the extent compelled by law, if the Receiving Party gives the Disclosing Party commercially reasonably prior written notice
of the compelled disclosure (if legally permitted) and reasonable assistance, at the Disclosing Party’s request and cost, if the
Disclosing Party wishes to contest the disclosure or seek confidential treatment thersof.

6. Subcontract of Work. CareMessage may subcontract certain portions of the work to be performed by CareMessage
under this Agreement to affiliates or other third parties (each, a “Subcontractor™). No arrangement with a Subcontractor will
relieve CareMessage of any of its obligations under this Agreement, including, but not limited to, obligations regarding the -
protection of County’s Confidential Information.

7. WARRANTIES AND DISCLAIMERS

7.1 Effective as of all times during the term hereof that the County communicates with Patients, the County
represents and warrants that it has obtained all Patient consents and permissions necessary to send and receive all messages to
and from each Patient, using the Service:

7.2 Disclaimer. NEITHER CAREMESSAGE NOR ITS LICENSORS MAKE ANY REPRESENTATIONS
OR WARRANTIES OF ANY KIND WITH RESPECT TO THE SERVICE OR THIS AGREEMENT, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, AND SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE, OR NON-INFRINGEMENT, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW. NEITHER
CAREMESSAGE NOR ITS LICENSORS MAKES ANY REPRESENTATIONS OR WARRANTIES REGARDING THE
COMPREHENSIVENESS, CORRECTNESS, OR ACCURACY OF ANY INFORMATION PROVIDED THROUGH THE
SERVICE OR THAT THE SERVICE WILL BE UNINTERRUPTED, COMPLETELY SECURE, ERROR FREE, FREE
FROM VIRUSES OR HARMFUL COMPONENTS, FREE FROM DATA LOSS OR DAMAGE, OR THAT ANY ERRORS
OR DEFECTS WILL BE CORRECTED. NEITHER CAREMESSAGE NOR ITS LICENSORS MAKE ANY
REPRESENTATIONS OR WARRANTIES AS TO THE RESULTS THAT MAY BE OBTAINED FROM THE COUNTY"S
USE OF THE SERVICE OR THAT TRANSMISSIONS WILL BE INSTANTANEQUS. AlL TECHNOLOGY,
SOFTWARE, FUNCTIONS, CONTENT, IMAGES, MATERIALS, AND OTHER DATA OR INFORMATION PROVIDED
BY CAREMESSAGE OR ITS LICENSORS ARE PROVIDED “AS-IS.”

8. INDEMNIFICATION

8.1 Indemnification by CareMessage. CareMessage agrees to indemnify and hold the County and its respective
directors, officers, employees and agents harmless from and against any and.all losses, damages, liabilities, judgments,
penalties, fines, costs, and expenses (including reasonable attorneys’ fees) (collectively “Damages™), arising out of or in
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connection with any third party claim that the Service, when used by the County or an Authorized User in accordance with,
and without breach of, this Agreement, infringes a United States patent, copyright or trademark. If the Service is held, or
believed by CareMessage, to so infringe, CareMessage may, at its option and expense, (i) replace the Service, without additional
charge, with a functionally equivalent and non-infringing product; (if) modify the Service to avoid the infringement in a
functionally equivalent and non-infringing manner; or (iii) obtain a license for the County to continue use of the Service at no
additional charge to the County. If CareMessage determines in its reasonable discretion to not pursue the remedies set forth in
subclauses (i), (ii) or (iii) of this Section 8.1, CareMessage may tertninate this Agreement,

8.2 Indemnification by County. Except to the extent CareMessage has an indemnification obligation under
Section 8.1, the County agrees to indemnify and hold CareMessage and its directors, officers, employees and agents harmless
from and against any and all Damages arising out of or in connection with any third party claim (i) that any material,
information, process or data provided by the County to CareMessage pursuant to this Agreement infringes a United States
patent, trademark or copyright, (ii) arising out of or related to County Information, or (iii) arising out of or related to the
County’s or an Authorized User’s (or a third party using an Authorized User’s credentials) use of the Service, including, but
not limited to, messages sent to ot from Patients through the Service. The County’s indemnification obligation under subclause

(ii) of this Section 8.2 will not apply if the claim is a direct result of CareMessage’s use of County Information other than as
permitted by this Agreement.

83 Indemnification Procedure. For each of the indemnification obligations set forth in Section 8.1 and 8.2, (i)
‘the indemmnified party(ies) will give the indemnifying party (A) prompt written notice of such claims, provided that the failure
or delay to notify the indemnifying party will not relieve the indemnifying party from any liability that it may have to an
indemnified party under this Agreement so long as the failure or delay will not have materially prejudiced the defense of such
claim; (B) reasonable assistance in defending the claim; and (C) sole authority to defend or settle such claim, and (i) the
indemnified party(ies) will not be required to consent to a judgment against it or enter into a settlement that is prejudicial to it.
I an indemnifying party in Section 8.1 or 8.2 elects not to defend any such claim, the indemnified party(ies) will have the
option, but not the duty, to reasonably settle or defend the claim at its cost and the indemnifying party will indemnify the
indemnified party(ies) for such settlement or defense and any Damages finally awarded against the indemnified party(ies)
attributable to such claim.

9. LIMITATION OF LIABILITY

9.1 Limitation of Liability. EXCEPT AS PROVIDED IN THIS SECTION 9.1, IN NO EVENT WILL
CAREMESSAGE’S AGGREGATE LIABILITY ARISING OUT OF OR RELATED TO THIS AGREEMENT EXCEED
ONE YEARS WORTH OF FEES RECEIVED BY CAREMESSAGE RELATING TO THE COUNTY’S SUBSCRIPTION
TO THE SERVICER. THE LIMITATION ON LIABILITY SET FORTH IN THE PRECEDING SENTENCE WILL NOT
APPLY () IN CASES OF GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, (Il) IN REGARD TO SECTION 5
(“CONFIDENTIALITY”) OR SECTION 8§ (“INDEMNIFICATION”), OR (IlI) IN REGARD TO THE BUSINESS
ASSOCIATE AGREEMENT.

9.2 Exclusion of Consequential and Related Damages. EXCEPT IN REGARD TO SECTION 5
(“CONFIDENTIALITY”) AND SECTION 8§ (“INDEMNIFICATION”), IN NO EVENT WILL EITHER PARTY HAVE
ANY LIABILITY TO THE OTHER PARTY FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR
PUNITIVE DAMAGES, UNDER ANY THEORY OF LIABILITY, EVEN IF A PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF THOSE DAMAGES. THE DISCLAIMER IN THIS SECTION WILL NOT APPLY TO THE EXTENT
PROHIBITED BY LAW.

- 93 Web Disruption. An Authorized User’s access to the Service may be subject to limitations, delays or other
disruptions inherent fo the use of the Internet. In no event will CareMessage be liable for any damages (whether in contract or
in tort) attributable to the public web infrastructure or an Authorized User’s inability to connect to the Internet.

9.4 Telecommunication Provider Disraption. The County understands that CareMessage is in part reliant on
telecommunication carriers and other third party suppliers (collectively referred to as “Telecommunication Providers™) to
deliver messages to Patients, and any failure by a Telecommunication Provider to deliver 2 message subsequent to
CareMessage’s successful delivery of 2 message to the Telecommunication Provider is beyond the control of CareMessage.
Telecommunication Providers are not Subcontractors of CareMessage and the County will not hold CareMessage liable, and
CareMessage shall not be liable, in respect of any such failure.
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10. TERM AND TERMINATION

(a) Term of Agreement. The term of this Agreement will begin on the Effective Date and last for a period of 12 months.
Either party may terminate this Agreement (i) upon fifteen (15) days’ written notice of material breach to the other party if
such breach remains uncured at the expiration of such period or (ii) immediately if the other party becomes the subject of a
petition in bankruptcy or any other proceeding relating to insolvency, receivership, liquidation or assignment for the benefit of
creditors. Neither the expiration nor earlier termination of this Agreement shall release either party from any obligation, which
has accrued as of the date of termination.

10.1 Termination.

10.1.1 CareMessage may terminate this Agreement upon written notice to the County if the County has
materially breached this Agreement and the breach has not been substantially cured within thirty (30) days afier the date of
CareMessage’s written notice (such thirty (30) day period shall not apply if the breach is not curable). Such written notice will
dsscribe in reasonable detail the breach and, if applicable, the steps CareMessage reasonably believes to be necessary to cuire
such breach.

10.1.2  CareMessage may terminate this Agreement immediately (with no opportunity to cure) upon written
notice if the County commences, or has commenced against it, bankruptcy proceedings in any jurisdiction and such proceedings
are not dismissed within thirty (30) days, makes a general assignment for the benefit of its creditors, becomes insolvent, has a
receiver appointed for it or its business, ceases operations or is liquidated or dissolved. '

10.1.3  Upon termination or expiration of this Agreement for any reason, (i) except for Confidential
Information of the County held by CareMessage in accordance with its document retention practices, each party will return to
the other party or, if consented to in writing by the other party, certify the destruction of, all Confidential Information of the
other party in its possession or control, and (ii) the rights granted pursuant to Section 2 will immediately terminate and
CareMessage will cease to provide the County and Authorized Users access to and use of the Service, '

10.1.4  Sections 3.2, 4.3, 5, 7.3, 8, 9, 10.2.4, and 12 of this Agreement will survive the termination or
expiration of this Agreement.

10.1.5 The County’s payments to CareMessage under this Agreement are funded by local, state and
federal governments. If funds from local, state and federal sources are not obtained and continued at a level sufficient to allow
for the County’s purchase of the indicated quantity of services, then the County may give written notice of this fact to
CareMessage, and the obligations of the parties under this Agreement shall terminate immediately, or on such date thereafter,

as the County may specify in its notice, unless in the meanwhile the parties enter into a written amendment modifying this
Agreement.

11. HIPAA COMPLIANCE. In providing the Service, CarcMessage is a “Business Associate” to the Couaty, which is
a “Covered Entity,” for purposes of HIPAA, to the extent applicable, and the parties agree that they are bound by the terms of
the Business Associate Agreement attached heréto as Exhibit B and which is incorporated herein by reference.

12, GENERAL PROVISIONS

12.1  Change in Service. CareMessage has the right to change, modify, and otherwise convert the software,
hardware and/or technology used to provide the Service, provided, however, that the basic functionality and quality of the
Service will not be materially affected. CareMessage will provide OCIIN at least 48 hours’ written notice of any changes,
modifications, or conversions of the software, hardware and/or technology used to provide the Service.

122 Export Control. The County agrees that it will not, directly or indirectly, export or re-export, or knowingly
permit the export or re-export of, any information, software or technology underlying or related to the Service (including any

documentation related thereto) or any technical information about the Service without fully complying with the export control
laws of the United States,

123 Relationship of the Parties. CareMessage is an independent contractor of the County. This Agreement
does not and shall not be deemed to create a partnership, franchise, joint venture, agency, fiduciary or employment relationship
between the parties. Neither party shall have any right, power or authority to create any obligation, express or implied, on

behalf of the other. This Agreement is non-exclusive and either party may contract with other parties for the procurement or
sale of comparable services.
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124  Notices. Except as otherwise specified in this Agreement, all notices related to this Agreement will be in
writing and may be given by personal delivery (including delivery by messenger or by overnight courier service), by certified
mail, postage prepaid, return receipt requested, or by email to the recipient’s address as follows:

If to OCHIN OCHIN
1881 SW Naito Parkway
Portland, OR 97201
c/o Abby Sears, CEQ

If to CareMessage: CareMessage
332 Pine St, Unit 300
San Francisco, CA 94104
c/o Vineet Singal, CEO

If to the County: To the County’s address set forth in the Acknowledgement Agreement.

Either party may, by notice to the other, specify a different address or email for notice purposes. Notice will
be deemed to have been received upon receipt or refusal of delivery by the intended recipient, as evidenced by the records of
the messenger, delivery service or the U.S. Postal Service. For notices sent by email, notices will be deemed to have been
received on the same business day as the mailing (if sent before 5 p.m. (San Francisco time) on a business day) or the business
day following mailing (if sent after 5 p.m. (San Francisco time) on a business day).

125 Waiver; Remedies. No failure or delay by either party in exercising any right under this Agreement will
coustitute a waiver of that right. Other than as expressly stated herein, the remedies provided herein are in addition to, and not
exclusive of, any other remedies of a party at law or in equity.

12.6  Severability. If any provision of this Agreement is held to be invalid or unenforceable for any reason, the
remaining provisions of this Agreement will continue in full force without being impaired or invalidated in any way. The

parties agree to replace any invalid provision with a valid provision that most closely approximates the intent and economic
effect of the invalid provision.

127 Assignment. The County may not assign any of its rights or obligations under this Agreement, whether by
operation of law or otherwise, without the prior written consent of CarsMessage (which consent will not be unreasonably
withheld). Subject to the terms of this section, this Agreement will bind and inure to the benefit of the parties, their respective
successors and perinitted assigns. Should OCHIN terminate its agreement with CareMessage, and CarcMessage agrees to

assignment of the OCHIN agreement to County, County agrees to pay for any costs incurred by OCHIN for keeping the
interface between County and CareMessage functional.

128 Governing Law; Attorneys’ Fees. This Agreement, and any disputes arising out of or related hereto, will
be governed exclusively by the internal laws of the State of California, without regard to its conflicts of laws rules. The
prevailing party in any action will be entitled to recover, as part of its damages, its reasonable legal costs and expenses, including
attorneys’ fees, for bringing and maintaining such action.

129  Publicity. If the County consents in writing, CareMessage may use the County’s name and logo as a
CareMessage customer on CareMessage’s website, in marketing material (including, but not limited to, in email

communications with prospective CareMessage customers), and during discussions with current or prospective clients and
donors and industry analysts.

12.10  Eatire Agreement. This Agrcement is the entire agreement between CareMessage and the County regarding
the subject matter hereof and supersedes all prior and contemporaneous agreements, proposals or representations, written or
oral, conceming its subject matter, whether with CareMessage, OCHIN or otherwise. No modification, amendment, or waiver
of any provision of this Agreement will be effective unless in writing and signed by the party against whom the modification,

amendment or waiver is to be asserted. However, if there is a conflict or inconsistency between this Agreement and the County-
OCHIN Agreement, this Agreement will prevail.
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12.11  Force Majeure. Neither CareMessage nor the County shall be deemed to be in violation of this Agreement
if prevented from performing its obligations for any reason beyond its control and that such party is unable to overcome through
the exercise of commercially reasonable diligence (a “Force Majeure™), including, but not limited to, disruption of the Internet,
acts of God, the elements, floods, strikes, labor difficulties, or laws, rules or regulations of the federal, state or local government,
or any agency thereof; provided, however, that if any Force Majeure event occurs, the affected party will give prompt written
notice to the other party and will make commercially reasonable efforts to minimize the impact of the event.

Exhibits Contaired in this Agreement:
e Exhibit A —Participation Agreement & Terms of Service Acknowledgement
¢ Exhibit B - OCHIN CareMessage Pricing
e Exhibit C — Service Features
e ~Exhibit D - Statement of Work for Phase I Pilot
o Exhibit E — Existing County BAA with CareMessage
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EXHIBIT A

OCHIN CareMessage Participation Agreement & Terms of Service Acknowledgment

The undersigned (the “County”) hereby acknowledges and agrees as follows:

L.

This Terms of Service Acknowledgment is made in favor of CareMessage, a California nonprofit
corporation (“CareMessage”).

The County is a member of OCHIN Inc., an Oregon nonprofit corporation (*OCHIN™),

The County wishes to access and use CareMessage’s mobile health services (the “Services™)
through OCHIN’s electronic interface.

The County has been provided a copy of CareMessage’s Terms of Service (the “Terms of
Service”) regarding the Services.

The County understands and agrees that its access to and use of the Services is governed by, among
other things, the Terms of Service and agrees to the Terms of Service. County and CareMessage
acknowledge that by agreeing to the Terms of Service they are mutually terminating any other
agreement between County and CareMessage.

Effective Date: 5/15/2018
County of Monterey Health Department OCHIN |
= DocuSlgned by:
£t

Signed by Signed by | ﬂ_\lf:j:i_ A
Print Name: Print Name: Abby Sears
Title: Title: <EC
Address for Notices: Address for Notices:
1270 Natividad Rd. 1881 SW Naito Parkway
Salinas, CA 93906 Portland, OR 97201

c/o Abby Sears, CEO

searsa@ochin.org

TS TI T Y

) 9 waifae-Cghealler N[y

Tt N 50unﬁ_; of Pnntarey
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EXHIBIT B

OCHIN CAREMESSAGE PRICING

Description UnitCost | #Units | Cost ]
Setup and Configuration 57,500 1 57,500
Credit ' (7,500} 1 ($7,500)
Total Cost _ s0
Description UnitCost | & Units Cost
$65,000 1 $65,000

CareMessage Application Fee {Pass Through
Cost)

s 0-10k patients = 58,250

e  10-25k patients = $20,300

e 25-50k patients = $36,550

e 50-100k patients = $65,000

= 100-200k patients = $97,500

$3,000 1 $3,000
CareMessage Interface Maintenance

Total Annual Maintenance $68,000

**Subscription based pricing will be billed on a monthly basis as a pass through on your monthly OCHIN bill

10
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EXHIBIT C

SERVICE FEATURES

The Service includes, but is not limited to, the following features:

L.

2
3.
4.
5

Appointment reminders
Group outreach

Health education programs
Direct messaging

Secure cloud-based access

11



DocuSign Envelope ID: 66A1981A-8762-4E81-BC63-66E00D0E1E61

EXHIBIT D

'STATEMENT OF WORK

Date: 3/22/2008
JIRA#: OPT-6457

CareMessage Phase 1 Pilot Integration: Patient Update and
Appointment Reminder Interfaces with County of Monterey
Health Department

Engagement Overview

The purpose of this project is to implement appointment reminders and patient updates by way of HL7 feeds
between QCHIN EPIC Service Area Members and CareMessage. This is a pilot project to establish the initial
integration between OCHIN and CareMessage. This pilot will set the standard for OCHIN’s integration with
CareMessage, making User Acceptance Testing and member feedback critical to the success of this project and
future rollouts. ‘

Approach and Assumptions

Phase 1: Appointment Reminders, Appointment Confirmations, Appointment Cancellations and Patient
Updates

* AService Area would enroll in an appaintment reminder program with CareMessage.
¢ Abi-directional HL7 SIU interface as well as an outgoing HL7 ADT will be used.
» The SIU interface will trigger messages from OCHIN EPIC to CareMessage with information about the
appointment far each patient.
» CareMessage will then use that information to contact the patient by way of phone call or text and send
SIU messages with either confirmation or cancelled information to OCHIN EPIC that will file in real time.
* The outgoing ADT interface will be used to update patient demographic information in CareMessage.
* Inalignment with OCHIN’s stance on confidential health information exchange, filtering for vulnerable
patient populations will be implemented for this connection as follows:
o OCHIN will not send any ADT updates for confidential patient types (999C, Confidential,
Confidential-MH, Unk Confidential)
o Forthe SIU, OCHIN will not send messages out if the patient meets the following criteria:
*  Confidential patient type (as detailed above)
= Block Mail flag is set to Yes
*  Visit type is: Confidential Counsel&Test, Off Site Visit, Abstraction, BH Care Coordination
*  Active Guarantor Type is Confidential or Family Planning
= Block calls for appointment box is checked

12
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o This means that patients that meet the above criteria will not receive appointment reminder
calls or confirmations via this integration. In addition, patient demographic updates will not be
transmitted to Care Message for confidential patient types.

Phase il:

Phase Il will include a bidirectional orders and results interface (ORM/ORU). Outreach campaigns and education
programs must be defined as a prerequisite for this interface. Project is currently being scoped and is dependent
on vendor capability; timeline TBD. Member will be expected to participate in User Acceptance Testing.

Connectivity

OCHIN Epic will send real time encounter based HL7 messages via TCP/IP (OCHIN standard connectivity
protocol for interfaces) that are triggered when users create patients, update patient information and
schedule appointments for that patient.

Success Criteria/Deliverables

*  OCHIN will have a bi-directional HL7 integration with CareMessage for appointment reminders, This
includes an outgoing ADT interface from OCHIN to CareMessage, an outgoing SiU interface from OCHIN
to CareMessage, and an incoming SIU interface from CareMessage to OCHIN.

* Training documents and user guides specific to OCHIN will be created by CareMessage

»  Workflows will be provided to members hy OCHIN

* CareMessage will participate in build and testing activities

¢ Pilot Site members will participate in use acceptance testing

» Maintenance for product use and troubleshooting will be provided

Pilot Site Roles and Responsibilities

Pilot sites are expected to contribute to the implementation process, provide feedback on product use, discuss

barriers, participate in regularly scheduled calls as well as any additional ad-hoc calls, and participate in user
acceptance testing (UAT).

Workflows for this product will be developed. Member feedback may be needed and members will be expected
to provide feedback on workflows, when asked.

User acceptance testing is expected to take two to three weeks and will involve communication with the pilot
site, OCHIN project manager, and team members from CareMessage {as needed). Expected timeline for UAT will
be as follows:

Timeline: We ask that participating providers be able to participate in the following Pilot Activities and
Timelines:

- Kickoff: Must attend a kick off meeting {Qutlook invite to be sent to identified site cantact for

each member)

Dependencies

*  Signed MSA between OCHIN and CareMessage and in place prior to project kick off

13
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VPN setup between CareMessage and OCHIN prior to interface development work starting
Pilot site agreements signed

Pilot site contacts and CareMessage project contacts provided to OCHIN Project Manager
A new incoming SIU Bridges interfaces must be purchased from Epic.

Outbound ADT Bridges interface and Mirth Gateway will need to be configured to filter messages for
any new service areas that wish to use CareMessage.

Member participation in project, especially UAT
CareMessage participation in entirety of prbject
Pilot member participation in both phase | and phase Il

Limitations and Out of Scope

Risks

Any incorming SIU messages outside of confirmation and cancellation messages for Phase 1 are out of
scope. J

As Care Message provides reporting éapabilities within their platform, and Reporting WorkBench will
not be utilized, OCHIN will not provide reporting support for this integration project.

Training will be limited to user guide documentation will not include live training

Pilot will create a standard implementation for use across the collaborative by OCHIN members;
therefore customizations will be limited, and will require review for approval

Increased traffic to the Mirth appliance may cause performance issues if a large number of service areas

utilize these interfaces. This may result in the need for OCHIN to expand the current Mirth

infrastructure in order to meet the demands for capacity.

OCHIN has never done an incoming StU interface, there will be considerations and problems that are
unknown at this time.

As this is a pilot project, there may be unknowns that we discover during implementation.

Phase 1 allows a cell phone to be used for this program which could be a workflow/training issue during
patient registration. Cell phone numbers must be entered into the cell phane section. If a cell phone
number is used as the home number for that patient, it will need to be entered twice.

Because this is a pilot for a new product integration, OCHIN will make every effort to provide workflows

and user documentation that is complete, but edits and additions may be necessary post UAT and go-
live.

14
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Name Organization Title/ Role Eméil
Jessie Brown OCHIN Project Manager brownj@ochin.org
Kristen Wolden OCHIN Interface Team lloydk@ochin.org
Supervisor, Project
Oversight
Bekki Wilson CareMessage Implementation bwilson@caremessage.org
Project Manager
Milestones
R -
Milestone Due Date esponsible Deliverable/dependency
Party
Completion of UAT, training documentation
Move to production 5/21/18 | OCHIN complete, workflows complete
Stabilization begins 5/21/18 | OCHIN Go Live
Stabilization ends, project closed 6/8/18 | OCHIN Hand off to maintenance

Pricing and Terms

Fees

All services related to this project as outlined in this Statement of Work, shall be performed as defined below.

Cost)

CareMessage Application Fee {Pass Through

Description Unit Cost -{ # Units Cost

Setup and Configuration $7,500 1 $7,500

OCHIN Credit ($7,500) 1 ($7,500)

Total Cost S0

Description Unit Cost # Units Cost
$65,000 1 $65,000 |

« 0-10k patients = $8,250

e 10-25k patients = $20,300

¢  25-50k patients = $36,550

« 50-100k patients = $65,000
e 100-200k patients = $97,500

15
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$3,000 1 $3,000
CareMessage Interface Maintenance

Total Annual Maintenance $68,000
*Pricing valid for 30 days unless otherwise noted.*

Travel Fees

* No travel is anticipated and not included in this SOW
Payment Terms

1. Member shall be responsible for all Fees as identified in this Statement of Work, and any Change Orders,

as applicable.
2. Invoicing will occur as follows, 30 days after receipt of the certified invoice in the Auditor-Controller’s
Office.
Payment Trigger Description Payment
1°t Month Live 1/12% of Annual Maintenance $5,667
Signatures

Signature is required to accept this SOW. By signing below, each party agrees to the proposed purchase and
authorizes work to begin. (Signatures to follow on next page)

County of Monterey Health Department OCHIN, Inc.
1270 Natividad Rd. 1881 SW Naito Parkway
Salinas, CA 93906 Portland, OR 97201
. DosuSigned by:
By: By: %MM i
Authorized Signature Authorized Signature
Name: Name: Yedda Traw1Ack

Title: A, Title: €00

Date: Date; 4/20/2018

16
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QCHIN Internal Approval:

OCHIN, Inc.
1881 SW Naito Parkway
Portland, OR 97201

By:

Authorized Signature

Name:

Title:

Date:

Ramona Morseman

DocuSigned by:

WWM

SECCETATEACT ..

17
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EXHIBIT E
BUSINESS ASSOCIATE AGREEMENT

This Businsss Assoclate Agreement (Agteemetit™), cffective % é 18, wl§

(“Bffeotive Date”), is-entered into by and aroong the Couttly of Montetcy, a politicel subdivision of the State
of California, on behalf of the Health Depariment (“Covered Entlty”) and CaroMogsage (“Bysiness
Associate”) (each a “Party” and colleciively the “Parties”),

Buainess Assoclate provides oertain services for Covered Entify (“Setvioes”) that involye
the use and disolosure of Protecied Health Information that is created or recelved by Buslnes Assoolate
from ot on behalf of Covéred Eutity (‘PHI”). The Parties ate comsitted to complylng with the Standards
for Privacy of Individually Identifiable Health Information, 45 C,F.R. Part 160 and Part 164, Subparts A and
B as imended from time to time (the “Privacy Rule), and with the Security Standards, 45 CR.R, Part 160
and Part 164, Subpart C a5 amended from tims to ime (o “Seoutity Rule™), under the Health Insuranco
Fortabllity and Accountability Act of 1996 (“HIPAA™), as amended by the Health Information Technology
for Hoonomis and Clinjcal Health Act and fta imiplementing regulations (“HITECH?), Businegs Asgocigle
soknowledges that, pursuant to HITECH, 45 CER, §§ 164308 (administretive safosuards), 164310
(physioal safoguards), 164.312 (teohmical safoguaids), 164316 (policies and procedures snd
dooumentation requirements) and 164,502 oL sag. apply to Business Assooiate in the same mannet that
such sections apply to Covered Enilty, ‘The additions] requirements of Title XIII of HITECH contabned In
Public Law 111-005 that relate to privacy and secutity and ihat are made applicable with respect to
covered entitles shull also be applicablo to Business Assoolate. The Patties are also commitfed to
complylug with the California Confidentiality of Medical Information Act, Ca. Clvil Code §§ 56 e seq.
(“CMIA), whete applicable, Business Assoclate acknowledges that the CMIA prohibits Business
Associate from further disolosing the PHE it recoives ftom Covered Entity where sisoh disolosure would
bo violative of the CMIA. Tho Pasties ate also committed ks cotmplying with applioable requiretnents of the
Red FlagRules issued pursuant to the Fair and Acourate Credit Transsctions Act of 2003 (“Red Flag Rules™),
This Agreement sefs forth the terms and conditions pursuant to which PHI, and, when applicable,
Elestronic Profected Health Information (“EPHT”), shall be handled, The Partles further acknowledge
thal state statutes or other Jaws o precedents may impose data breash notification or information seoutity
obligations, and it is their farthet intention that each shall comply with such faws as well as HITECH eitd
HIPAA in the ollection, handling, storage, asd disslomure of personal data of patients or other personal
Identifying informntion exchanged or stared In conneation with thelr relationship.

The Pariies agres as follows;
L. DEFINITIONS

All capitalized terms used in this Agresment but not otherwise defined shall have the
meantag set forth in the Privacy Rule, Secutity Rule and HITHCH,

2 KR! USES AND Dis _ ESOFP
21 Unless ofherwise limited hereln, Businsss Assoslato may:

(a) use or disclose PHI to petform funetions, gotivities or Services for, ot on behalf of,
Covered Entity as requosted by Covered Enlity from Hime to time, provided that such tse or
disclosure would not violate the Privacy or Secutity Rules or the standards for Business Assoclate
Agroemonis set forth in 45 CFR. § 164.504(¢), exceed the mintmum necessary to acoomplish the
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inteaded purpose of such vee or disclosurs, violate the additfonal requirenents of HITHCH
contained in Public Law 111.005 that retats lo privacy and security, or viclate the CMIA;

{b) disclose PHI for ehe powposes anthodized by this Agreement only: (i ko dis
employeos, subconiractors and sgents; (If) as directed by this Agresmert; or (iff) as otherwise
permitied by the terms of thia Agrectnant: ‘

{c} use PHI in its posgession 1o provide Data Aggrogation Services to Covored Entity ag
permitled by 45 CFR. § 164,504 (eM 2B '

(d} use PHI in it possession for proper mansgement and adminlstrtion of Business
Asmocista of fo cany out tie legal responsibilities of Business Associate as permitied by 45
CFR. § 164.504(H{4)1y;

(e} dlsclose the PHE in its passceslon 1o third parties for the props: Ingtagemont and
admindstration of Business Associato bo the cxtent and in the manner permitted ander 45 OFR, §
164.504(SXAX1); provided that dlsclosures ste Requirsd by Law , or Business Assotiate obtabns
reasonable Bssutetony from the petsons to whom the informtion i disclosed that it will remain
confidential and used or further disclosed only as Required by Law or for the purpose for which it
was disclosed to the person, and the parson notifies the Buainess Assoclate of any instances of
which it Is aware in which the confidentiality of the information has been broached;

{f) vse PHY 10 report violations of law to appropriato Pederal and stats suthorities,
consistent with 45 C.FR, § 164.502(%1);

(g) de-ideukify ety PHI obtaltied by Business Assoniate under itds Agresment for further
use or disolorure ogly to the extent such de-identification s pursuant to this Agreement, and use
such de-[dentified data th ascordance with 45 O FR, § l_ﬂ.fﬁz(ﬁ)(i}. )

3 RESPONSIRILITIRS OF THE PARTIES WT'rh RESPECT'T0 PHI
3.1 sponsibiliies of » With regard to its use and/or disclosute of PH,
Busitiesy Assoutate ¢hall:

{2) vy andfon dlmbse the PHT only as permiited o requlmd by this Agroement or as
otherwise Requited by Law;

(b) repott to the privagy officer of Covered Bntity, in welting, () any ygo and/or
disclosura of the PHI that i nol pormitted or required by ihis Apresment of which Busfieys
Asaoclate becomes awaro, and (1i) any Breash of unsecured PH] 84 speaified by BITECH, within
two (2) days of Business Assoolate’s determination, of the cocartence of such unatirrlzed yse
snd/ot disclosure, In such svent, the Busineas Associato shall, In consultation With the Covered
Entlty, tmitigate, fo the exfent trastioshle, any hasmfal effect that i3 krown 1o the Business
Associate of such impropar we v disolosurs, The notification of any Breach of unsecursd PHI
ahall include, to the sxtent posaible, the SdentiBication of each Individual whose unsocured PHT
has boen, o is reasonsbly believed by the Business Associals to have been, accessed, soquired,
used or dizsclosed during the Bressh,

() uso commercially reasonable safeguands to maintain the secutity of the PHI and to
prevent usc and/or disolosura of guch PHI other than ag provided hersin;

Page 2
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{d) obtain and maintain ah agresment with all of its subconitactors and agents that
reoeive, Usc, or have access to, PHI pursuaat to which agresment suoh sybcantractors and agents
agree to adhere to the same restrintions and couditions ot the use andlor disolosure of PR that
apply to Business Associate pursuant fo this Agreetnent;

(¢) mako available all internal practioes, records, books, ggreements, policies and
procedures and PHI relating to the use andor disclosure of PHI 1o the Scoretary for purposes of
determintng Covered Entity or Business Assoolate’s compHance with the Privaoy Rule;

(® document disclosures of PHI and information related to such disolosure and, witkin
tan (10} days of recelvitig a written request from Coyered Entity, provide to Covered Entity such
information as is requested by Covered Entlly to permit Covered Bntlty to respond to & requost by
an individual for an acoounting of the disclosutes of the individual’s PHI in accordance with 45
CE.R. § 164.528, ns well as provide an accouting of disolosures, as toquired by HITECH,
direcily to an individual provided that the individual has tade a roquest direotly to Business
Asuoolats for such an acconting. At & minimum, the Business Assoclate shall provide the
Covered Eatity with the following juformation: (1) the date of the disclosurs, (if) the name of the
entity or person who reosived the PHI, and i€ known, the address of such entity or persoty; (ifi) o
hrief description of the PHY disclosed; and (Iv) @ brlef statement of the putpose of such disclosure
which Includes an explanation of the basis for such disclosure. In the event the request for an
accounting is delivered directly to the Business Agsociate, the Buslness Associate shall, within
two (%) days, forward such request to the Covered Entity. The Business Associate shall

Implement an appropriate revordkesplng process to enable it to comply with the requirements of
this Section; ' ;

() subjoct to Section 4.4 below, retarn to Covored Entity within twenty-one (21) days of
the termination of this Agreemont, the PHI in its possession and retatn no coples, including
copies;

(b) disclose to its suboontractors, agents of other third parties, and reqﬁest from Covered

Entity, ouly the minirmum PHI nocessary to pecform or fulfil] specifie function tequited or
pertnitted hevoundat:

iy ifall orany portlon of the PUL is maltelned in a Deslgnated Resotd Set:

€5 upon ten (10) days' prior written tequest from Covered Entity, provide.
dooese fo the PHI in e Desigoated Record Set to Covered Entity or, as directed by
Covored Bntity, the individual to whom such PHI relafes or his or her authorized
repregentative to meot a request by such individual under 45 CFR. § 164.524; and

(i) upon ten (10) days' prior writers request from Covered Batlty, make sny
atnendmeni(s) to the PHI that Covered Bntity directs pursuant to 45 C.R, § 164.526;

(i) mairtain policies and procedures to defeot and provent identity theft in connection
with the provision of the Services, to the extent required to conaply with the Red Flag Rules;

(k) notify the Covered Entity within five (5) days of the Busipess Associate’s receipt of
any request or subpoena for PHL To the extent that the Covered Entity deoides to assume

responsibility for ohallenging the validity of such request, the Busitiess Assooiate shall cooperate
fully with the Covered Entlty in sych challenge;
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(1) ropintain a formal seeurlty propram materlally in scootdanpe with il applicabls daty
secedty wd privacy fawy and indualry standards designed to-chsufo the securily and inlegrity of
the Covered Brtity’s dota and protect against threats or hazatds 1o uch security

The Business Assoclate acknowlodges that, as betwoen the Business Assoglate and the Covered Entity, all
P shall be and remain the sole property af the Covered Entisy,

32 Additiontll Respopaiblifties of usitzm Assooiate with Resp RPHY, 1f the cvont
that Businesd Associato has sccess fo EPHI, in addition to the other requirements set forth in this
Agrecment telating to PHI, Busitices Assoeiate ghall;

() implement adminigirative, physical, and fechnical safoguards that reatonably and
appropriately proteot the confidentlalliy, Intogrity, and availabllity of EPEI that Busiess
Asgociate oreated, reobives, malnlaing, or tanstnite on behalf of Covered Enity as required by 45
C.FE. Fart 164, Subpant C; .

(b) epsure (st sny suboonlmetor or agent to whom Business Assoclate provides any

EPHI agtess in weiting o implemant reasenable ggd appropriate aafoguards tn prolect such EPHI:
and

{e) report to the priviey offloer of Covered Enfity, In writing, atty Socurity furident
involving EPHI of whish Busincss Assocats becutres aware within two (2) days of Buginess
Associate’s discovery of such Secunty Tecidett, For purposcs of this Bection, 8 Secarlty Hicident
dhall mean (consistent with tho definltion sct forth at 45 CFR, § 164.304), the atterrpted or
succesiful ynaythorized nacess, use, disclosure, tiodificntion, or destrustion of Information or
interfarence with systems operations in an information sygern, In sush event, the Buxiness
Associate shall, In consulistion with the Covered Bntity, mitigste, o the exiont practicable, any
harmft effect thet is kiown to the Business Associate of such imtproper tse or dsclomits,

3.3 Reipendibilitls of Covered Folity. Covered Bntity shall, with respect to Busness
Associate: ’
(8} provide Busingss Associate u copy of Covared Entity’s notice of privacy prackices
{"Notles™) aomently io yse;

hotify Business Associate. of any Hmitsflons [n the Notice pusuant o 45 CER,

(b) _
§ 164,520, to the exient that such Himbiathons may affiot Business Associate’s yse of dlsciogure of
PHL

{+) notify Businest Associate of any changes to the Noties fhay Covered Entity provides
to individusle pursuant to 45 CER. § 164520, to the extast that sych changes may sffset
Business Assoutale’s nse or disclogure of PHI

(d) notify Business Associate of any changes In, of withdrawal of, the consent er
euthorization of an individual regarding the use or disclasnrs of PRI provided to Covered Entity

pursuant lo 43 CFR, § 164,306 or § 164,308, to the extent thet such changes may affect Business
Assoclate's use or dlsclosure of PHI; and
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(e} . notify Business Associate, In weiting and in a timely mrianner, of any restrictions op
vae and/or diselosure of PHI 4 provided for it 45 GFR. § 164,522 agreed 1oy Covered Ensigy,
to the extent that sush restriction may sffecd Buslivess Assoclate’s use or-disclosurs of PHI,

4. Tummg AND TERMINATION -

4.1  Tem, This Agreement shall becorne effectlys on the Effeotive Data and shall contio In
offeot viless teominated a9 provided in this Artiole 4. Cerlaln provisions and requirements of thig
Agresmment shall survive Hs sapitalon of other termination as set fotth in Seotion 5.1 herein,

43 Aufomafic Termjnstion, This Agreemers shall sulotatically ferminate without aay
further action of the Partles upon the terminabion or oxpliation of Buslicss Assocledo’s provision of
Seivice to Covered Eutity,

44 Effect of Ternrination. Upon termitation or expiration of this Agreemani for any reason,
Buslness Assoolats ghall retusn alt PRI pursuant to 45 CF.X, § 164.504(eX2)HXD) 3, and to the sxtent
that, It ig Feasibls to do so, Prior fo doing so, Business Associate shall recover any PHI jo the posseaston
of its subcontractors or agents, Ty the extent I} is not feasible for Busineis Assoclsic 1o reburn or destroy
soy portion of the PHI, Business Assoclate sball provids Covered Eotity a statowment that Bosiness
Astociuto bay deterinined that it is infensible to telum or deairoy oll ot same portion of the FHY in ik
possession or in possession, of Ita suhconirmeions ar #gents. Busiuess Awsociaty shutll extend any and alf
Protections, limitations and restrictions contalned Iy this Agteoment to g0y PHI tefained aker the
teemisatlon of this Aprecment unti! such time as the PHT Js retunied to Coveted Batity or destroyed,

5. MISCRLLANEQUS

51 Survivgl The repective rights aad obligations of Business Assosia and Coversd Entiy
under the provistons of Sections 4.4, 5.1, 5.6, and 5.7, and Beotion 2.1 (solely with respect to PHI that
Buxiness Associata rotains in scoordance with Section 4.4 because it is not feasible to rebum or destray
such FHY), shall survive termination of thig Agrosnient unti] such time as the PHY. ls returmed jo Covered
Ertlty or destroped. Jn addition, Section 3.1(1) shall survive termization of this Agreement, provided that

Coveted Bnity detesmites that the PFI being refalned pursuant to Sectlon 3.4 constitutes 2 Deslgnated
Recond Sel,

52 Amepdyents; Waiver, This Agreement may rot bo modified o¢ amended, except #n 4
witlng duly slgned by authorized representatives of the Parties, "Ta the extent that any telovant provislon
uf_ﬂm_HI_PAA_. HITECH or Red Flag Rules is wraterially amehded in & manner thaf changes fhe

provision of this Agreetnent shall bo waived, except it a writing duly signed by apthorized ;.‘cprm:xtaﬁvﬁ
of the Paties, A waiver with zespect to one ovent shafl ok be construed as conttnuing, or as & bar ko or
weiver of any right or remedy ay to subsequent events,

Papa$
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5.3  No Third Party Beneficiaries, Nothing express or implied in this Agroernont Is intended
to confer, nor shall anything herein confer, vpon aty person other than the Parties atd the respestive
suceessors o asslgns of the Parties, any rights, ramedies, obligntions, or labilitles whatsoever,

54 MNotioss, Any notices o bo plven herounder o o Party shall be made via U.S, Mall o

vipress courier 1o euch Parly's addrass glven below, andior via fsorimlle to the facslmile totephane
nutnbeirs Halad below,

I to Business Assoclat, to;
CareMegsage

Fo:: {830) 255;%?22

Each Party namod sbave may ohange it addrees and that of its reprosontalive for notice by the giving of
solice theveof [n the manner heteinabove provided, Such notioe la effestlve upon recefp! of notice, kot
recelpt fs deemed to ocour on next business dey f notlce 1s sent by Fedbx, or other overafght delivery

service, 1

53 Countemary: Pacsiwsilos, This Agroemert may be exeouted i eny mumber of
counletparts, each of which shall be deemed an otiginal, Facsitile caplies hereof shall be destned to ke
otiginals,

56 Cholee of Lt Interprctation. This Apreenes shal] be governed by the laws of the State
of Califortde; a3 provided, however, that any ambiguitiey in this Agreemeitt shatl be rasolved in & smanber
g allows Bugitess Asvoolate to somply with the Privacy Ruls, and, If epplicable, the Becurity Kulo and

5.7 Indemoification. Contractor shall indemnify, defend, and hold harmlegs the County of
Monigrey (herelnafier Counly), Us offisory, 4geats, and emplayers from any claim, Uability, loss, Itjury,
sost, expansc, penslty of damage, inluding the Counly's reasonsble cost of providing totification ofand
of mitigating any asquisition, #ocess, use or diselosure of PHI in & manner 1ot ponmifted by this BAA,
arising out of, or in connection with, performance of this BAA by Contractor p.m!?:: its agents, mermbers,
emplayees, or subcontractory, excepting only loss, Infury, cost, expense, penalty or damage tamsed by
the negligence or willfyl fiscondust of personnel employed by the Cownty, It is the intent of the parties
fo this BAA. to provide fite broadest possible indernpification for the Coutly. Coniraclor shall reimburse
the County fot all costs, attomeys® foes, expenicn, and lisbifitios incurted by the County with repect to
any investigation, enforcesnent proceding or Iitigation In which Contracior is obligated to Indoimmfy,
defend, and hold hanmieas the County under thls BAA, This provision is in addition &o and ind
gfﬁ amy ind;:nuif'hliztiun provision in any related or other agrosment between the Covered Bntity and the

DESE ASIOCEAS,
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IN WITNESS WHEREQY, each of the wndersigned has caused this Agreement to be duly exeouted in its
natne and on ity behalf us of the Bffecttve Dats, :

COUNTY OF MONTEREY, ON BEHALF OF CAREMESSAGE

e
Print Name: Ray Bulliok Prind Nagsier . Umm‘. VG
Print Ttfle: Direntor of Beslth et (0
paw__ k-6 /G . Data afig/15
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