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County of Moniersy
Contract Number: 13-20245

Exhibit A
HIV Prevention Program
Scope of Waork

Mission Statement

The goals of the California Depariment of Public Health, Office of AIDS (CDPHIOAY are: (11 to

minimize new HIV infections; and, (2) o maximize the: numbaer r*f paople with HiV infection who
access appmmiate care, treatment, support, and prevention services. The services required by the
HIV Prevention Program Scope of Work {SOW) in this Cooperative Agreement Contract are

mnq istent with, and are dasigned to support, these goals.

Searvice Dverview

The Contractor agress to administer the MV P‘revenéicr Program (HPP)Y and (o ensure the provision of
HiV prevantion &er‘véces as desciibed in this SOW. The Cordractor may provide direct clier t services
exclusively or subconiract all or part of the client services. The Contractor ensures that, if all or part of
the clisnt services is supmntradsa to other service providers, all services provided by the
subzontractor wili be monitored by the Confractor in accordance with the HPP.

The Coniractor will plan, develop, and ensure the delivery of prevention services to clients. Sr«mmm
should be designed (o meet the identified needs of individuals that are HIV positive and/or at high-risk
for HiV in the California Project Area {CPA),

The Local Health Jurisdiction (LHJ) will identify one HPP Coordinator who will attend the OAMIV
Pravention Branch required meetings whan convened.

Services to be Performed

Services must be consistent with the California HIV Prevention Srogram funded by the Centers for
Qiaeasp Control and Prevention (CDC) PS12-1201 grar‘t I response 1o the Natlonal HIV/AIDS

Sirategy (NHAS) and CDC's P812-1201 grant, OA aims o support the implementation of high impact
prevention strategies which identify new positives, ink them inio aqu adity MV medical care and support
HiVepositive individuals with preventive services, CA’s prevention plan also includes structural
intervegntions, such as condarn  distribution, haalth care reforn planning and  education on
nonprescription syringe saie in pharmacies, which are consistent with NHAS goals.

O% has developead the Tier fand Tier i sys:e*‘w o help LHUs proritize among the many evidenced-
ased approaches to Hiv p;ever? o Ul rently required or recomme med by the CC. The Tier | and

Tier U system (s designed to provide fiexibility for LH.Js to make decisions that work at the local level, at

the same time it priovitizes the evidence-based interventions that can best meet the goals of the NHAS.

LHJs must ensure that activities des‘grated as Tier | are provided, using any resources avaiiable to the
LHJ, before using OA prevention funding for Tier I activities (with the exception of Hepatitis O virus
HC ,f testing). HOV antitody testing, while designated a Tier 1} activity, may be conduciad by the LHJ
,,«l.i%out first ensuring that alf Tier | activities are being conducted within the LHJ




Lounty of Montsrey
Contract Nurmm 13-20245

Exhibit A
HIY Provention Program
Scope of Work
Tiar § Core Servicaes

2 §« LHJs funded by QA's ;;{we*ztm 0 cooperative agresment contract must mest monitoring and
vatuation requirenants sel by OA and must provide these core services,

:d gatad MV testing
L r,kagmiw are (LT
Fariner Seprices,

o

@ indiidals: and

O

Other Tier | Services:

g, Roufing, Opt-out HIV Tasting in Healthcars Settings,
0. Retenbon and Re-engagement in Care;

o HIV Medication Treatment Adherance:

d. Prevention with Positives (PWPy;

e. mz&g;atwi Heaith Servicss;

£ Syringe Services Programs, and

g. Condom Distr butsor {Reguired.

Additionally LHJs must

a. ?ﬁ:«'sm :afr'- an allernative test site (ATS) ATS testing mu be ENONYMOLS 2 ad provided for fres
b Assign a staff membar tu attend to health cars reform | ues, for a prop r:s“”z on oftime o be
d«:ztzs-'z ned by ihe LHD and
WMeet the subsl fary requiremerts thal support MY testing, PS, ang LTU services,

Tony b A bl st ey
Tigr i Activities:

favicral Interventions for Prioritizad Migh-risk Negative Peopiz, and
¢ Zocinl Marketing, Media and Mcbs zation

TIER | CORE SERVICES:
a. Targeted HIV Testing to Prioritized High-Risk Target Populations

1. LHJs shall admiruster HIV testing by oroviding anon YINOUS andior cont) f;im tial HIV testing
services {with or without counseling) to individuals 2t hi igh risk for HIV. Testing services may
inciude: assessment of client needs regarding HIV ransmission: client-canterad prevantion
counseling, risk-raduction p* nnirky, end raferrals {o olher services. L“‘iuS funded for festin g
non-haaith care ‘o@ﬁiﬁ(}‘; are requirad 1) establish systems for inking r ety dhagnosed HiV
nositive or preliminarily chigrts into medical care with a verifisd medical visit ensure that

chients are oifersd P9 s an d astablish a plan for refaring dients 1o ui,m ;ﬁeven&m LroErams.

.L‘
-3
<
3]
<',

2 individusls seeking testing services shall be in ?" rmed about the valdity and ace WIECY of ths

v L L
antibedy test before consent to test is oblainad, Witten consent is 2 reguired for festing in
}

non-heaith care seltings; oral consent Sfﬁ'QL 2 for ATS testing, and oral consent is afiowed

Zx




County of Montersy
Contract Number 13-20245

Exhibit A
HIV Prevention Program
Scope of Work

for testing in heaith care settings. Al individuals fested with OA funds In non-health care setiings
shall be given the resuits of their test in person.

La3

Funded agencies must ensure alf HiV counseling interventions are provided by staff members
who have succassfully compiated the Basic Tounselor Skills T asm\ in addition, test kit
operators are required o complale an annual compstency asse ssment tes ? to maintain thelr
certification for {esting client samples.

4. Al funded LHJs must ensure that it contracted testing sifes maintain appropriate
documentation. This inciudes the LMJ's written protocols for the local testing program, signed
statements of confidentisiity by staff, testing forms, invoices, efc. All documentation must be
mainiained for three yaars plus the current year.

_O?

Written qualily assurance pia*‘:s are reguired by sites conducting point-of-cars rapid HIV lesis
waived under the federal Clinical Laboratary Improvement Act (CLIAY. These plans must be
submitted to QA for review by the Testing Specialist for comprehensiveness and compliance
with State and Federal requirements.

8. LHJs must increase the number of newly identified HIV posiiive tests by al least 0.1 percent
anniiaily,

¢

The contracior must maintain a referrg! list with contadt information. The referral kst must be
updated annually.

b, Program Desgription and Other Requirements

The contractor shali set up and enter dala into the COPHIOA's Local BEvaluation Ondine (LEO)
process monitoring system for alf testing and Heaith Educstion/Risk Reduction (HE/RR) activities.

1. Activities wili be documenied by
&, Comgleting the appropriate CDPH/OA LEC data f@s‘ms
b, Entering initial client data into the LED systerm within & pusiness days of each client
encountar, and
o, Qompleting and closing sach chient record within 3 months of the initial client encounter.

o. Linkage to Care Services for ali Newly Diagnosad HIV Positive Individuals

1. All LHds that recaive OA prevention funds ars required to provide LTC.

2. LTCisthe pmrem of assisting newly MV diagnosed persons to enter inte HIV medical care.
LTC is a core activily required of all OAfunded HIV testing sites in both medical and non-
madical setlings.

3. LTC s considerad (o be achisved when @ newé; ¢l aqmwa HIV positive person is seen by a

haalth care provider {e.g ., physician, physician assistant, nuree practitioner) (o receive meding!
care for his or har MV infection. The s J:arcia d sal by Health Resources and Ssrvices

T-.
3
=
¥
2
(]
=¥
[




County of Monterey
Contract Mumber 1320245

Exhiibit A
HIV Prevention Program
Soope of Work

4 Administration (HRIA) s that the newly HIYV diagnosed individual attends an HIV ical
appointment within 90 days of diz ,gms;a.
a.

HIV testing coondinators must zat:ab dsh poboiss and {3!‘;‘;:‘;@(3{3'“8“1 describing a system for
referring indoviduals with prefimingr a d confirmed MV positive test rasulls (o a medicsl
provider for HIV nare, in designing ihis system, coordinators should include identification of HIv
nare providers, referrals 1o :.'a»d,\,a. care, and verification of client’s attendance ai thair first
appoirimant

8. Avariety of different mechanisms may be used in v’"rif'y inciuding iz" mf
medical visit forms, kickbaok o ds, andior disnt seifreport. Al verified visits mus! be entered

o the HIV Counselor information Form {GIFY and entered inte LED Q.:'f':io, coftection system.
Y

nitad fo, yveriied

d. Partner Sgrvices

1o AR LHJs that receive (04 prevention funds are required o provide PS,

2. LHds must offer PS o sl ;%13;3% newly dingnosed as HIV positive, as well as, those fving with
HIV who have participated in recent nisky hehavior and may have exposed f*’{i” grato HIY, LHSs
should assess PS activities & ;d cuicomes, and implement provider outreach programs o
enhance PE with key community providers.

)
i1

Every L must maintaln a stalf mamber to coordinats the PS activities of tha :HJ. Han ikl
;a« the infrasiructure 1o only provide an offer f{h, oo iawaratm Wi tf 4 ﬁ iseass intervantion
Spacialist from the State STD Control Branch must be established and ainis meri for

comprehensive PR activities,

Yoy

itles supporting P including staff sataries and
wreas for third-party notification. P% afiocations may not be
used 1o pay for MV testing, counseling, or ather prevention aclivities.

4. Funds allocated for PS may be used for 2 any act
benefts fraveld, iraining, and raso

i

&

All Lids shall maintain 2 comprahensive witten P8 o it
review of 3 '"tr*f" performance with appropriate standards
piang, and the ava i oility of and raferral to HIV tasting prz‘wﬂ‘

HOV testing, and HIV medical care as appr cpriate.

&, Local programs shioudld track the number, type and cutcomes of PS activities provided b
antering date into LEO and review ihis dats routinely.

OTHER TIER | BERVICES:
2. HIV Testing in Healthcare Settings

1T LHdsthate o fund HIV Testing in Healthcare Setlings wil work with local health care
settings o ~:‘«‘2’,$th¢"~" can implemant and increase n:m-, w2, Optout HIV testing, Ti‘.:aa» 58 i’z““zg.»z
may include but ammﬂm ted 0 hospital smergancy depariments and privary care clinies in
cormminiy haalth care satlings.
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County of Monterfny
Contract Number: 13-20245

Exhibit &
HIY Prevention Program
Snope of Work
Funding for routing, opt-out HIV testing cannol be used {o pay for HIV {esting staff,

This funding can only pay for HIV testing (1., test kits and olher testing costs) when g patient
has no other payer fﬂr heaith care serv Mes s\a‘ﬁ\ i35 the payer of last resori),

h. Retention and Re-engagement inte Care

Retgntion and Re-angagament in Care ideniifis 5 HIV positive patients vulnsrabis to not
aitending HIV medical a"s@;mm»rit% oL ""ai v, as well as, out-of-reatment HIV positive
individuals, and works with the HIV positive i d dual to stay in or return 1o HIY medical care.

LHE's conducting these services are responsibls for determining the most effective approaches
for achieving active collaboration between local prevention and care providers (o provide
ratention and re-engagement services. in order to decrease duplication of effort and ensure
maximum impact of retention and re- erxqaqe-nen’( iniewentians LHds that fund or provide
Retention and Ravengagc-ma nt in Cars services will demonstrate active coliaboration and
coordination with Care sties

CA's LEO or AlDS Regiona! Information and Evaluation System (ARIE

£3) must be used to
document and record Retention and Re-engagement in Care aclivities.

. HIVY Medicalion Treatment Adherence

HiY Medication Treatment Adherence sendices support the appropriate and consisient use of
antiretroviral (ARV) medicines to maximize thelr benefits in sustaining heaith and suppressing
viral inad.

OA will fund HIV medication treatment adherance interventions o any patient{s} living with HIY
having difficultly taking ARVs as prasoribed.

LiJs that elec to fund or provide HIV Medication “fma"mmrtt Adherance should inclde
oL %ab«.} ation with health care providers, medica! case managers, and sthers working with HIV
positive individuats. HIY Medication Treatment w‘hezeme activities should include:

« Regular screening of HIY infacled indiiduals to determine whether they are on ARV
therapy,

» Routine assessment of realment adherence using the adherence questions listed on the
LEC HE/RR form or in ARIES, as well as monitoring of viral load suppression to wentify
individuals who would benefit from reatment adherence interverttions,; and

» Appropriate referrals for those not on ARY ih@mgies and for those identified as having
challenges in maintaining adherence to thelr HIV medication requirements. “'h is may include
delivering freatment adberence mfarveniions, consuitation with health care providers or
referral to HIV medication treaiment adherence services.
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Counly of Monterey
Coniract Number: 13200458

Exhibi
HIY Pravention Program
Soope of Work
DA pravention funds canned be used io pay for medications or medical services, P :f’*’f‘;a@ng
«u; plies 1o agaist with medicelion adnerence is an acceptahie expansa when used within
treatment edherence intervention programs.

QA requires LHJs o use LEO or ARIES 1o track service ulilizahion by clients referred to
rreatment adherence interventions,

avention with Positives

The gusl BE8S ﬁewi} ms,» 3w o Sevices and Behavioral intarventions for MY Positive
Individua a‘* is tw 2a%e fh% *wmu:,;a of @,ar White-funded clinics or HiV care
;}”C:’;:def's 3 that resources

i
m and, 1o the sxtent
avioral, &tmf‘iz'; Por M:} med 4 ica ‘s‘;éamentions for HIV posltive paople,

7 for community- based PWP inferventions

RERD-N

5, # whz-' edect o fund or condunt QWF Sarvices will select af feast one Ryan White-funded
or MV care provider who can initate behavioral rigk sereenng within thelr medical sefiing

fes conducting Pk :e:mms ‘(‘viif administer the LEC Group Sa F
Guastionnaire {GSAL}"; and the Substancs Abuse and Mantal line 3

tiels! , G SBoresnsy
(BAMIBE) 1o HIV positive individuals and enter the results in LEC

AQEC:;

For Lds thas fund ‘»«w’ e é:}vi ¥ f intervent z.m:, sefected interventions must be evidence-hassed
and designed f"r.* N positive people or Miy pcsiw maople and thelr sexugl ineadie sharing
LRSS,

i a slite choose io refer clients gt risk of sansmitting HIV o community-based HIV behavioral

ﬁfmwz tons, thoss interventions must also be evidence-based and designed 10 target MV

pm?va Of seradiscordant =‘€;£a€im~<:‘*§g~* if othar svidence-based intervent Qi & #re adapied (o
the population, documeniation of the adaptation should e submitiad to OA for approval

i actcfition to MY be&hav'r‘rai' werventions, LHJs providing PUF services must identity and refer
o culturally approprigte mental health and sUBSIENce USE SEMVICas A3 Peeded

Al stalt menmbers who faciliiate evider ,<;~0“z r::: in w‘mmom st have completsd training in
the intervention. Supsnisors must mo imtervention is administered with

fidelty and follow the curricuium and miermﬁ.;ur} "?n tias as defined by the intervention,

s ghould be used to dosument and record client assessments and reforrals
Y Behgvioral interventions will be recorded and monitorad usirg the LED aysiem. Al
evaiuation reguired by evidence-based interventions must he o compligted and be maintained
within LEO.

Iy (3 of 40
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County of Monterey
Contract Numbsr 13-20245

Exhibit &
HIV Prevention Program
Scope of Work

&, integrated Health Services

1. Activities for integration of screening for and moniloring of Hepatitis, TB, and STDs for HIV
positive individuals will be determined by each LHJ and will vary depending on the needs and
opportunities within each LML Aclivities may iclude, but are not limited to

«  Providing continuing medical education highlighting the benefits of compiiance with
recommended clinical monitoring to increase staff integration of screening;

«  Using ARIES or electronic health records to document clinica! testing of medical casg
managemant clients and Ryan YWhite clinic patients as appropriale; and/or

»  Supperting clisnt education that increases awareness of clirdeg! laboratory monitoning
standards and encouraging clients 1o talk with thelr health care providars about exposure of

tranzmission risks of Hepatitls, T8, and S3Ths.

N

Oa funding cannot be used to pay for clinlcsl laboratory tests, except for HIV testing and
Hepatitis screening

3. LHJs are required to report o thelr aclivities in thelr bl-annuagl progress reports,
f. Syringe Services Programs
1. LHJs may use thelr OA HIV prevaention funds to
+  Suppot efforts 1o increase proper synnge disposal among injection Drug Users (JQis);

»  Support local noreprescription syringe sales in pharmacies: this may take the form of
warki“g toy increase the number of pharmmacies providing non-prescription syringe sales
and/or encouraging {DUs to purchase slerde equipment in pharmacies which provide
non-prescription syrings sales. Allemately or additionally, LHJs may provide educationa
lerature or fraining about recent changas in pharmacy practice o iaw gnforcamert,
pharmacy staff, iDUs and health and sccial service professionals who work with DUs;

». Support poﬁc\; work necessary 1o facilifate structural change o expand access to stenie
syringes and/or improve sharps disposal among 1DUs, as long a5 the work does not includs
efforts to influence state, federal or local law.

P

LHJs may not use their OA HIV prevention funds o

« purchase needlas and syringes;

« fund staff lime used spacifically to distribute neadies or sSyringes;

« pay for delivery modes such vehicles or rent for fixed sites used specifically for distributing
neadias and syringes, andior

« conduct any activity designed to influence legislative changes at the Lonal, Stats, or Federal
level.

o) P oNE 4
Page 7 of 10
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County of Monterey
Conmact Number, 1 ..’5-§~. JELAs

Exhibit A
HIY Prevention Program
Soope of Waork

Condom Disteibution (Required)

The condom distribution program requirss LHJS 0 use OA P;W;dewz intogic data as wall g5 Lils
weatl knowledgs and rasourcas i em:z:: veriues inte the condom distribution program, ww'ﬁ
they will recelve condoms and educational material in distribute to hizh-rigk MQ@* popuiations in
iocations whare HIV/AIDS is most prevalent,

fry order for g venue io be z;"; ble for participation in the condom distribution program, ey
mists 1) provids ihm ww cesinazp at-:)-fi» that has éi‘i&:hs’fiéﬁf‘z HIVIAIDS cases: anci 2 have a
chientale {whota o partiall that is made up of ine targeted ropiiaticn,

LS will mamtain venues previnusty enrolied in t*e o disiribution oromram acdd
X [adiad ¥

C f*.
aciititional venues when possibie, and replace venues if formar venues st W parbnipating In the

parin
program.

Te enrolf a8 TN VEnUg, g, the LA must 8t out the Partivipating Venue

Yormation (P form,
Thergisnol 'zto Pons mrany eligible vanus

§ o
<3
:..a:.:h LALE can have participating in the program.

3

Candom orders cannot be placed by an LHG or & \;zf*»r entity on behaif of the pariicipating
vanug, Condom orders cannot be slaced by an L for distibution at a onedime e wvert, such &
health fairs, workshops, ralliss or oiher pres tions unless o ne events specifically target QA

¢ b

priovity populations and are part of the LMz ~E§”~'<§i% pravention intarventions,

Libls must includs information about their condom distribution plans in thelr blannual progress
FEieusicy

THER li SERVICES:

Hepatitis © Testing

OA funding ma y e usad o offer HOV testing 1o

pe st risk for MOV ?hcdg’? 0V tegting i a Tier i
‘M?csq{'t Y{‘gi‘)’n&{'??’"{:} T:\,.‘ g A,s:‘v':ieﬁ-/

fied by the assessment process to

i.H s gy conduct this activily

DA funds may be used for MOV laboratory tests, HOV rapid tests, and Home Access kits,
OA will provide training for ine rapid Clisowaived HOV and combsnation rapid Hiv/ r:"s’za
HIY counselors must be certified prior to adiministar zv m'ﬁ ’ww HC‘\/ rapid lest As 30; aihy
IV counsslors must take the Univara ity of Caly isco, Alliance Heglth *”«3;@& G-
H

CV training.

frafned HIV test counselors who are authorized i Calfifornia to pariom rgpid CLidwaived HiV

tests may also {59{?3;{? rapid "3 A-walved HOY and combinabion rapid Hiy 'H"‘w’ faats, HIY et

counselors padorming rapid CLIA-walved HC "J ‘zes;:s or rapid combinstion

including thoss gl
i

tests administerad by finger stick, will need 1o meet the sa aine performancs ar
Bments as that for rapid OLIA-waived HIV 1

fraining requ esiing.




County of Monterey
Coniract Mumber, 13-20245

Exhibit &
HIV Prevention Program
Scope of Work

HOV test informastion must be collectad on the OF and entered into LEG,

;

8. The Conlractor can integrate HIV and HOV testing services to increase the number of 1DUs and
Men who have Sex withy Men {\f?bi‘ﬂ& whe receive HIV testing services and | ﬁam thw HIV
status by offering MOV soreening In ccordination with HIV testing, COPFH/GA will aliow DU and
MBM clients 1o fest oniy for HCV if they choose not (o take an HIV lest

Behavioral Interventions for Prioritized High-risk Negative Peopls

1. The priority high-risk negative populations for the California project ares ara

s MEM, Including MSWIDU with strong emphasis on African-American and Latino MSM

s jUs;

s Transgender individuals, and

s High-Risk Negative individuals with Sexual and/or injection-sharing HIV positive or MSM
partners.

2. LHJs may provide high-risk HIV negative popu iations with evidence- based HiV hehavioral
interventions {o reduce the rate m‘ naw HIY infaction within identified high-risk target
populations, Behavioral interventions may include
« Targeted prevention activities {TRA} for high-risk HiVenegative parsons;
= individual level interventions (LY
= Group lpvel interventions { 3 ‘=':~: and
« Comprehensive Risk Counseling and Services (CROS) for individuals with multiple healih

needs.

3. intervention providers must screen poteniial participants prior {o starling the intervention fo
gnsure parl mpantg arg part of intended {arget population, and divert | ower risk and non- target
population individuals {o allernative resources. DA funds should not be used 1o support
interventions for low-risk negatives.

4. Al CA-funded behavioral interventions must be recarded in LEQ

Social Marketing, Media and Mebilization

1. OA has chosan the following heafth messages for secial marketing activities, madia, and
mobiization achvities:

« Benefits of early detaction of HIV wfaction;

= Need for routine and reguiar HIV health carg;

o  Benefits of ARV therapy for haalth of peopls Iving with HIV.

v Role of suppressed viral load in raducing HIV transmission

» Benefits of intagraled soreening for MIV, T8, 8T0s, and Hepatiis
s alue of initial and ongoing PS;

s infarmation about Community Viral Load, and




Exhibit A
MY Prevention Program
Scops of Work

»  Emerying messages from CDO or OA

SR LRI A

Z. Masseging must address one or mors of ihe heaith messages above and he targetsd fo B
%

stive people, o priority high-riak negative populations as definad by OA,

d demonstrated effective LiJs choosing {o condust social make
feibes must subimit a plan W CA& prisr *{3 starting a campa;gﬁ
datinition of the hesith issue being addressed and the rationale for it

E Hed L 2

3. ﬂw o Himided resources, LHJs should choose campaigns o

-

to promote Tesling, HIV Carg, ARV tharapy, PS5, g
&t MY services, as weall g3 the formative wor i«
‘i.z mnned 1o ensure community participation in i aign deveiopment. Monitonng and
§ sgtion activitizs must also be included m ! HJ'e may oraate new material unti
er documantation of a search for pra €f) s Pand justification for developing new
n*za’zearéaé iz submitted to and approved by QA

@ist describa (he heglth messages
of STV hepaidis, T8 s*:rwe**mq b

4 Prac:;mg&; an achivities will be dearly documanted in bhannual progress reports submitied 1o OA.
as well as grterad info LEQ.

4. Reporting Reguiremenis

&, Prograss Reports

Progress Reports are required on g bhannual pagls, and must be submitted to LM s assis
Operations mé«; ">§” Vi emw‘ T‘m DIGOrEss | %Orz for this pre fm? o oontract will cover \ne >\
months of ¢ report will be due on

February 15, SC-‘M.

-t

vices performed in Tie nds’or Tier il 2
'-.'é-::%{ rare for informati :m' Frogram
oy itams identified hwte vizits, technicg

The progress repons should sdoirass, 1)
recuiired information as outlined Intha |

Flany m; {éPP}, and 3 redevant in
assistancs and communication betwesn O

=

Fids must raport on 3 activites that sither the L. or subnontraciad agencies have implemented,
The progress report must follow th a guidance instructions that «
report template.

it be provided in the progress

"l
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unty of Monterey
£ “c:n?rzz«j: ’\éumber 13-20245

Exhbibit B
Budget Detall and Payment Provisions

Involcing and Payment

>

AL For services satisfactorily renderad, and upon *eg,e';zt and approval of the Involees, the State
agress (o compensate the Contractor for aciual exgenditures incuwred in ?:cs'danca with the
attachad budgst,

B. invoices must include the Agreement Number and Program Name and must be submitiad not
more frequently than monthly in armears. Each invoice for the quarter shall be submitted for
payment no mare than thirty (30} calendar days f{} owing the close of each quarter, uniess an
aiternate deadine s agreed {0 in wriling by t‘nn rogram contract manager. Direct all inguiries
o

invoice Desk
Calfornia Department of Public Health
Office of AIDS
"8 1700
516 Capitol Avenue, Suite 618
Q Box 897428
8 cramentn, CA S5888.74286

3

invoices shail

PN
Npve

Submit on Contracior lelterhead and signed by an authorized representative, sertifying that
the expenditures claimad represent actug ?Aw@'?“:wé’") for the sarvine performed under this
contract.

2y identify contract sgreement number,

3} ldentify the billing andfor per‘?armarce parind cover z«:s‘ by the invoicse,

4) Hemize costs for the billing pericd in the same or greater leval of detall as indicated in this

agreement. Subject fo *‘"ia terms of this agresment, reimbursement may only be sought for
those cosis and/or cost categories axpressly idant fiad as aliowable in inis agreemeant and

approved by CDPH.
Budget Contingency Clause

Ao itis mutually agreed that if the Budget Act of the currsnt year and/or any subsequent years
covered under this Agreemsnt does nol appro rate ufficient funds for the program, this
Agreement shall be of no further force and & fer, nthis event, the State shall have no liability
1o pay any funds whatsosver o Cantractor or .w;sé any oiher considerstions under this
Agreemant and Contractor shall not be oblig ated *z: D perform arn 1y provisions of this Agreement.

B. i funding for as":y {i al year is reduced or deleted by the Budget Act for purposes of this
program, the 8 shall have the option to sither cancel this Agreement with no Hability
ocourring to the ‘31’8{6’ or offer an agreemsnt an“m-:iment to Contractor to reflect the reducad
amaount

Prompt Payment Clause

Fayment will be made in accordane e t*, sm:é within the time spscified in, Government Code

W
Chapler 4 5, commencing with Section ¢
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County of Montaraey
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y
Cortract Mumber: 13.20248

Lkl

Exhibit 8
Hudget Detall and Payment Provisions

1§ 56,613 fur the budget pericd of 570113 through 12/3113,

w

Reimbursament shall be "mde or allowable w;x,
commansuraia with the stale fiscal vaar in whic
raceived

3 i ihe amount annually 8 x:;.‘ ares
ara performead andfor goods are

Timely Submission of Final Involos

Iy
93
&
3
&

A A final undisputed nvoloe sha iz %bfr itted for payment no more ihen sidy (80

Cdays
foflowing the eA"sf‘Ah'“z u{ srviination date of this agre

dearﬁém is c!CZ e i 10 i witing ‘o" ih progran cont ae‘z mE 4o sy :

“(zarx Fna-% saee”indicating st 3l paymend
; caazed and u“zaé no furiher payments are dar‘z
s i creiimrz, c'*.waw: ot iss honor ary dalinquent final i
prior written Siate approval of an aliternate final invoice

he Staie under th
'::u'-f»:tmd' The a“’?&% mav EH
f;z is 1o obiain

w0
(3]
m

oF

B, The Contractor is hereby advised of its obiigation to su "“"“aft ) the state, with the fing! hwolng,

compieted copy of the *Geontractor’s Release (Exhibit FY

Allowable Line ltem Shifis

A '*?ub;‘:;:; i e revievs an Q"’(}‘v‘(‘ of ing Slate, ine item shiflz kf upr o filtean peroert
{15%;) of ihe annual contract total, notto w\«r\,;es" a maximum of ane hundred housand
{3100, u{‘s }; :nmai%y re a= owed, 8¢ fong a8 the annual sgreement iial neither increasses nor
decreas

§QO 000 max e vy f sa*%

nacseordance ; (
’s‘ezn =h Qenameni, ;m Sm, shall arnual
ssted maximun,

pucy
.

annually and automatically z;d}d-’:&&?f by the
Said ac j\z:;trﬂm shall not requirs 3 formgd
inform the Condracior inwriting of the

Qo83 N
& i.:é E:g’

o on

Y z‘i} 13

S

R

2. Line dem shifts mesting this criteria shali not require a formal agreement amendmend,

88 frz»e ;::M?"ifuﬂh 3 gi.aii ad%e& to State requiremaents regarding the proosss o follow in regquesting
S %
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Expense Allowability / Fiscal Documentation

~ §n HP— iy s ! ) O S S el g pnd G
Aovoices, recsivad from the Contractor and accapled for paymeant by the Siate, shall not bs
S ' momd ot 3 2oL 5 e
deamed svidence of allowable agresment costs,

o

Contractor shall mamtain for review and audit and sup
documentation of sl expenses claimed pursuant 1o this
expensa afiowability,




. i the allowabiity of an expense cannol be delenmined by i

County of Manterey
Contract Number 13-20245

Exhibhit B
Budget Detall and Payment Provisions

ne Sigte bacause mvoice d(:ta{% fiscat
racords, o b:zf‘mp dooumeantaiion s nonexistent or inadequate according © generally sccepted
accounting principles or pfa“t;ve:a all questionabie cosis gy he ¢ s stiowed and pa ,'z'*'zem m..v
be withheld by the State. Upon recsipt of adequate documentation supporting a disailfowsd or
gusstionable expense, ré mbursement may resums for the amount sa»s" sntinied and deamed
ailowable.

Racovery of Querpayments

A,

Oy

Caontractor agrees that clal s based upon the terms of this ag ment or an audil inding andior
an audit finding that is appeaied and upheld, will be recoverss L t? : Siate by one of the
following options:

1 Co ntrac tor's remiftance o the State of the full amount of the audit exception within 30 days
following the Stale's requaest for repayment;

2y A repayment schedule which is agresable {0 both the State and the Cantractor,

The Siate resarves the nght o select which option, as ndicated above in ;: fagr'% A, will be
employed and the Contractor will be notified by the Stale in wriling of the claim procedure {o be
utifized.

Interest on the unpaid balance of the audit finding or debt will accrue at a rate equal {0 the
morthly average of the rate received on invastments in the Pooled Money Investment Fund
cowwmring an the date that an audit or examination finding i malied 1o the Contfracior,
heginning 30 days afler Contraciors receipt of the State's demand for repayment

if the Contractor has filed a valid appeal regarding the report of audit mch recovary of the
pverpayments will be defarred until a final administrative decision on the appeal has been
raaﬂhed if the Coniractor loses the fingl administrative appeal, Contractor shali repay, o the

State, the over-claimed or disaliowed axpenses, plus acorued intersst. Interest acorues from
thes Contraciors first receipt of Stale’s nolice requesting reimbursement of guestioned audit
costs o disaliowed expenses.



County of Montarey

Comract Mumber 13220048

FR VN

Exhibit B - Attachment |
HIY Prevention Program
Budgel {Year 1)

July 1, 2013 to Decermnber 31, 2043

A PERBONNEL 532,084
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TOTAL BURGET $56,613
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California Department of Public Health - Special Terms and Conditinos Exhibit D ()

g The Contractor ,w:i m:!»: the provisions of Paragraphe s through o i every suboantract or purchase
ordar wess i rales, requintions, or wdf"s of the Secretary of Labor issued pursuant ©
F‘ador'ﬁ Execulive Order MNo, 1?249 as a'uu"u;iﬂci iuding by Exscutive Order 11375, "Amending

g 1o Equal Employ i Wl as supplamentad by raguiation gt

?edera pm*f” ot Compli arams, Foual Employmiant Opportunity,

: fitat 5o 3 v of the Vistram
:- upon each
- The Cond it raspe f” sy subvwztz‘aai or purchase

order as the Director of the Offic Contract Compliance Pmarra-n« or COPH may direct 25 &
means of »—rf){'“"‘.\, 'm%‘ “'i'ovi,_‘ Nm’w‘zu‘m for noncarapiiance grovided, Z'n‘;wever thai in the

avent the Coniractor bacomes inv din, or is threalened with it g:}: on by & subcontractor of vendor as g

result of 's*m'”- dirgction by M.SPH. ihe Ry reﬂ;u\, fig o waiting to ODPH, whe, in turn, may

request the United Blates 1o anter inte such iigation o protect the interesis of the State nd of the United

States.

«Ai CH:( Jz‘” G,

s + -

soartment
Veateran's

subrontractor or

ay

Trave! and Per Diem Reimbursement

{Applicable f ravel andior per diem expanses are reimbursed with agre

Reimbursement for travad and per diem
spacifiad in this f'\armm i, be at the rates
Personnal Administratinn (DAY, for nonrepr
Feimbursement inf or'ﬁ&t’or Exhibit. ¥ the

shall appiy upon their effective data and no aman
DA rates may be approved by SDPH upan the
such rates are not avadables o the Contracior.
without prior authorzation from COPH. Verbal aut
authorization may be in & form inchluding fax or emall cond

Procurament Rules

{Applicable o a8l agreements 'm wiich enquipment, propeny, commuadities andfor suppliss are furmished by
COPH o % npenses for are reimbursed with state or federal funds.

123
o]
&
&
&
e
24
&)

. Egquipment definitions
Whergver the tarm eguipment foroperty is used, the {bllowing definitions shall apply

with a life expeciancy of one {1} yvesr or more and 18 aither furni
refmbursed through tivis \ weamnent, Sofiware and videos are exampl

this definition.

{1y Major &Quipmes‘:i:’pfcpﬁﬂ\{ tangible or intangible tem having a hax, unit oo

[

Minnr equ:pmemmroperty A tangible e' having a b' 8¢ uns { m:t '3'!,‘ lgss than 55 {}OO wi*h 2 ii"'
expectancy of one (11 vaar or more an 3 i5 aither fi
fis Agreement.
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and service
p) OOUreman
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o

Nonprofit organizations and cominercial bu'iénessexe
subcontracior, may sacre commuaditias, suppiias, agquipman
performances under this Agreament

{1} Eguipment purchases shall not exceed $50.000 annually,

the Contras t'

v,ef 1o have

anuiprent pur
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Ternis and Conditio

California Department of Fubiic

Attanhment 1

STATE OF CALIFOREIA
CALIFORNIA DEPARTMENT GF PUBLIC HEALTH

CERTIFICATION REGARDING LOBBYING

Fre undersigned cerlifiss, 1o the bast of nis or her knowledge and palief, that

{1y Mo Faderal appropriated funds have baen paid o7 wili be pad, by or oo behalf of

any person forinfluencing or atlermy i:“q o influence an officer or employes of an agency, '\ﬁ v.t

an officer or empl ')gwe of C ONGTE a9, OF a0 e simployee of 2 Member of Congress in connestion wit

awarding or entering inte of this Federal contract, Faderal grant, or coo ;:e{at»w & ‘mﬁm»n* and
r S

¥ g ;
sordinuation, renewal, amendment, or modification of this Faderal cond

undarsigned, 1
orof \ng‘»’a&
b the making,
extansion,
eaiment,

= -rz

{2y if any funds ofher than Federal E ; p;opa Jt«fi fu
influenaing or attempling to Influenes an offic
V iRt "'Zc«nﬁrev an cvf‘-‘imf‘ or empl

onnestion with this Federal cantract, grand, oF Mumama
ntanoam Form LLL, "Dis | Lobbying Activiies”

3 The gndersigned shall reguire that the language of his certificatipn e wchudes
doc s for all subawards at all bers dncluding suboon %rac:J s, subgrants, and confracts und
cooperative agreements) of 3100,000 or more, and that alf subrecipents shall centify and discluse &

& WAL u?"
for making or ent

g 10 file the reguired cenlifi

30 for each such fallure.

'?‘i‘;is certfication is a materdal represt \n* o
made or enterad info. ‘w%‘m s3ion {\‘f thy

imposed by Section 1383, Tiik
a civil penalty of not less r?‘ & ‘b;uuu and not miore

fn n,
"‘2

G

Py

»)

,@

Monterey Ray Bullick,

Comsrait F eans Number

- < R,
R T G

After eyecution by or on behaif of Coniractor, please return o

.

Cali forma {u.«;}ari.. ant of Pubiéc Haaith
Office of AIDS, MS 770G

1518 f"ap 10 Avenug, *ﬁ\ YT
Sgoramento, CA 95814
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Addittong! Incorporaled Exhibits

nea iy o dacuments and Ay 5
harein and made a part hereof by this v
COPH, a8 raguired by prca ram rj- Qr*?wsﬂt

documents and any periodic updaina theral
documents o heredn and any s

: d()-f,:{.i{i"séf,’:”}f 5 8

w Program Budgst Detall -

Cancellation / Termination

v he cancalie

; xs:i‘ufzre i‘?{}z,i{_.’%: o tha other ps *

0t o cancel or wrminate this agreen
ten request o terminaie
ties as provided herein

9 '

LIS
ST CHUSRS BN

it mean that the Contractor falls to rheet the tarms, conditions,
ties of this agr eemem.

na data indicated n SOPHs
| performs i

¥ -

Do Upon raceipt of & notize of tarming
steps o slop performance and o oz

PO s pa st Somde i e,
Sior shall take imm

Hal agresment oosis,

Avoidance of Conflicts of nderest by Contractor

A, COPH inlends : 3 s {onract
suboeriractons, o & s officers and diractors of the Cordractor o ;f‘-f‘-ira(‘;.-:;{s Thus,
COPH v i

s racaived fror

Of Y 8 ;‘}%arz for rest

waf include, bl ars not i

s
{800

)
disclosurs of

‘ Loy Epm i g
for private o ary o the




County of Monterey
Contract Numbar 13-20 745

Exhibit £
Additional Provisions

AN0E where the Contractor’s or any subconiraciors em Dyees, officers, or directors
use ti ir positions for purposes that are, or give the appearance of being, mot thtd ~sy
desirg ?\;r;fr'va*@ ”;’* a for themselves or others, such as those with whom they have far
¥4
R

bhusiness or other

«.

# COPH s or becomes aware of a known or suspected conflict of interast, the Contractor will be
gzwﬂ any opporiunity to submit sdditional information or {o resoive the conflint, A Condracior with
5pef’zw conflict of interest will have five (5) working davs from the date of notification of the
contlict by COPH o provide complete information rega ding the suspacted conflict, i a confiict
of inferest is determingd (o exist by COPH and cannot be resolved 1o the salisfaction of CDPH,
the conflict wzi be grounds for terminating the conlract,. COPH may, at its discretion upon
raceint of 3 written request from the Contractor, authorize an _,yiﬁn:} ion of the timeline indicatad
herain,

Insurance Requirsments

-

s

LA

0.

Con

racior shall comply with the following insurance requirements
Commercial General Linbility

The Contractor must furnish to COPH a cedificats of insurance stating that commaercial general

Hability men rance of not %em“ than $1,000.000 par occurrence for bodi §y; iury and p o;,zerty

da na{m iability combined is presentiy in effec‘if){? v’vnrtrﬁcmr The commercie egamr%f
jabitity inaurance policy i"c,ie inchude coverage for -:d") fittes arising oul of premisas, operations,

independent contractors, products, completed operation p sonal and :3"«e£,ri;,, Ny njury, and

fabitity assumed under an insured agresment. The commercial ganeral Babiity inaurance shall
apply separs Mwme chinsured against whom claim is mads or sull i3 brought subiect to the

Corntractor's it of Habilty,

The ceriificate of insurance must identily the agreem w*? number for which the certificats of
insurance apples and include the following provisions

b The insurer will not cancel ths insured’s coverage without giving 30 days prior willten notice
i the California Deparimant of Public Health, and
2y The State of California, ite officers, agents, empioyaas, and “e*wa;*is are included as
additional insureds, bul only with respect o work parformed for the Stele of California under
this agreemeant.
The Contractor agress thal the insurance raguired herelrowill remain in effect at all imes during

thetarm of the agreement, i:* the evant said Insurance coverage expires al any time or times
during the term of ihis ggreemant, ihe (,on*r;actvr agraes 1o provide, al lsast 30 {*a'wndar days

before sald expiration date, 8 new centificats of inswrance svidencing insurancs oo 1 2%

provided for herein for noé zss than t he remaindsr of the tenm of the agmw @m arfor & p"”oc
of not less than one yaar, CBPH may, in addiion to any other remediss : :
this agresment on the sccurrence of such event,
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Courndy of Monteray
Contract Number 13-20245
Page 1 of 11

HIFAA Busin asooiats Exhibit

{“3’)

P
S5

Ragitals

%

11

-1

_@

VN

This Contrant (Agreemant) ha 25 b bezen determined to oo ;m = ia a business gssociate relgtionship under
he Healih insurance Portablilty and Accountahility Agt HEAA™ and sia implerenting privacy and
security regulations at 45 CFR Parts 160 and 1684 (“the HIPAA ¢ reguistions”)

The California Department of Public Healh {"COPH) wishes o discloss 1o Business
nformation pursuant to the lems of this Agres *i"‘:‘f‘n, semne of which may constitule Protes

EAN

information (“PHI™Y pursuent o HIPAA reguiations.

»

“Profactad Healin information” or "PHI" means any information, whathar oral or recordsd i any form or
0y Y

medium that relales to the ;asi. present, or future p"kj‘“i cal or mental condition of an individual, the
provision of hesalth and dental care to an individual, or the past, prasent, or future payment for the
provision of health and dental care to an individual, and that identifies the individual or with respact to
which there is a reasonablz basis to belisve the information can be used to idantify the indbvid uc,i PHI
shall have the meaning given fo such term under HIPAA and MIPAA reguiations, as the sams may be
ameanded from time io tme.

<

Svcunty incident” means the attemptad or successful unauthorized access, disclosure,
modification, or destruction of PH§ or confidential data that is essential io the on going operation of ‘he
Business Associate’s organization and intended for internad use; or interference vsi‘h “\(‘«8 mt operations
inan information system,

o
&
D

As set forth in this Agreement Conlractor is the Business Asscciate of CDPH that provides services,
arrangas, pedorms or assists in the w*ﬂwr:ance of fi 1*&0?&8 or aotivities on behalf of COPH and
creatss, receives, maintaing, ransmits, uses or discloses FH

COPH and Business Assaociate desire
recaived, maintained, transmitted, usas
HIPAA and HIPAA regulations.

1o protect the privacy and provide for the saecurity of PHI created,
d or disclosed pursuant to this Agresment. in compliance with

§ry

The opurpese of this Exhibit s o satisf‘y sriain standacds and requirements of HIPAA and the HIPAA
regulations, and other applicabla

'D

faws,

terms used in this Exhibit, but not ctherwiss defined, shall have the same meanings as those terms

are d fined in the HIPAA reguiations,

in exchanging information pursuant to this Agreement, the parties agree as follows:

P

COPH-HIPAA BAA (D111}



§

A

Conbract M

HIFAA Busings

Permitied Uses and Disclosures of PHI by Business Associate

Permitted Uses and Disclosures. Except as Oﬁhe;ﬂ-ﬁzisa ichiosted in this ;
may usa or disciose PHI f*i”i; op J"J{W functions, activilies or services & \eo=€mj in ihz
1 behalf of COPH, provided that s i

oh use of disciosure would not viciale the
dore L,\; 0P,

v

Specific Use and Disclosure Provisions, Except as otherwiss indicatad in this Exhibi Business
H :

Anzoomis may

aiion of the Business ﬂ«vccc’
i FCISUTEs are f@“mewu

o the THETSON HETERNS

ad ar further e“;;s- RG ci f‘mu,' a5 ff%-:.;u;red by law or for the ¢

[
HELY
A."l

NI P TR R I o PR L Tty ., 5
Sareon, o!’-(, ?,?”»; waraon notifie

5 i Busingss Associale o Gy
o

an tweachen

th confidan

e
'T“(

N nNe

Provision of Dala Aggregation Bervices. Use PHI o provi guragabion sarvices o
TPk Data aggregation means ihe combining of PHI oraat v orecsived by ths Business
ssociate on behalf of COPH with PHI receivad by the Bus

: o

: Associate of anothar coversd enlity 1o permit « *'f,i" a

in s capacily a3 the

nat ralais o the ha:

Moadisciosure. Not o uss or disc
required by this Agreement or as required by law,

winigtion {(PH other than as pemmitted or

ement a:ﬁn'zfrwtra'?'*
e confidant

-Safegua:’ x 1o imp
{

:‘“ Q:O”iafeyi“ proiect

iality,

mipmxily of %‘he mjamwo 3l
*'mpvrztza n putramn «»m :-f section O, Sacunty,

updated policles

the nature a
below, Busl

" ¥
ness Associaia will o ‘

¥V

Securify.  The Business Assooiale

mﬂz:mmf seourity of alf computeriz

shall take any and all sleps necessary to enswra the

3
gd dala systerns condaining CDPH i"rii T% ase sleps shali

§\<?

3 sysiem :'em'r'{v “v?{i Ut

L Srois m,i fort

o leval and soope

by the L»{fzas,
¥

]

[

fmvel and :;:,opm o secur w},
ar WNgo AG1ED Appendy




Dounty of Monteray
Contract Numbar, '? 320245

ae 3ol 1

Exhibit H

HIPAA Business Associate Exhibi

security of Federal Automated Information Systerns, which sets forth guidelines for automated

information systams in Federal agencies; and

in case of a wnf M beiwce“ n, o? the security stands 3 s condained in any of these
Shaéia sply. The most

?tz gem means ’zhai *:afex}m": ‘m ch pmvxd 23 ih h’-g':esi ievel of protection fo COPH PHI

from breaches and securily incidents.

. Mitigation of Harmful Effects. To mitigate, 10 the exi >f‘t practicabde, any harmiul effect that is known
wr Business Associate of a use or disclos x‘ PHE by Business Assomdtw or s subcontractors in

viciation of the requirements of this E::xhzbesﬂ

%T?

Business Associaie’s Agsnts. To ensure thal any agents. including subcontraciors, 1o whom

Business Associate provides PH recelved from or creatad or received by Business Associale on nehalf
of COPH, agras to the same restrictions and condifions that apply o Business Asscoate with respect o
such PHE including implementation of 'Cdbu{oi’)? 2 and appropriate administrative, _ohyszf,ai and
tachnical safeguards to protect such PHE and to incorporate, when applicable, the ralevant provisions
of thig Exhibil inlo each subcontract or &Li:ﬁ({é\,"zd:d to such & -:sem' af subeoniracions,

(.t‘)

L

Avai!aﬁility of Information to COPH and Individuals. To povide access as COPH may require, and
in the time and manner wszqu:;d by CDPH (upon reasonable notice and du mq Business Associale’
normatl business hours) to PHiin Dcms(:zm;ind Record 8at, to COPH (o, as directed by COPH), 1o an
individual, in ac r*i:z e with 45 CFR Section 184.524. Designated Record Set means the group of
records maintained for CDPH that ine mq}e meadical, denial and billing records aboul individuais;
aenrolimant, pavment, olaims :ﬁugtidu,aah.: y, and cass or medical managemant systems maintained for
COPH health care componant health plans; or those records used 1o make decisions about individuais
an behalf of COPH. Business Associzie <‘?‘3¥é use the forms and procasses developed by COPH for
this purpose and shai respond to r:;ueats Caccess 1o recorts fransmitted by CDPH within fifteen
{15} calendar days of receipt of tha request by pfOu&C'f“Q the records or verdlying that thers are none

G. Amendment of PHI To make any amendment(s} to PHI that CDPH directs or agraes to pursuant o
45 CFR Section 164,526, in the time and manner designated by CDPH,

*izce bocks and regcords relating to the
aoely i m‘semes Associate on behalf
) U.-.). {3 S in"mto HMealth and Human Services
the Secretary, for pur;rr;sw of dmwmm ing COPH's

M. nternad Practices., To make Business i-(-f)C'r? ‘s ':
uss and disclosurs of PHI receivad from CDPH, or ¢
of COPH, available to COPH or o the ‘%Mrsf"r\, ft
in a time and manner d esqm ad by COPH or by t

compliancs with the HIPAA reguiations.

i Daa unentation of Disclosuras. To doc ant and make available o COPH or {al the direction of
CLPH} o an Individual such disciosuras of | Hi and information ral N 3 such disclosuras, neces s5ary
to 5‘6‘630”? 1o a proper request by the subject individual for an accounting of disclosuras of PHI in
acnordance with 45 OFR 184,528

J. Notification of Breach. Dunng the term of this Agreament:

—

i Discovery of Breach To notily COPH immediately by telephone call plus email or fax
upon the discovery of breach of security of RPHI in computarizad form if the PR was, or is
reasonably bafleved to have baen, gcquired by an unaulhonzed person, or within 24 hours

by email or fax of the discovery of any suspected security madent, intrusion or unauthorizad

-
iy
-~

DOPH-HIPAA BAA (D171 1)




use of disclosure of PHEIn vislation of this Agre tand this Exhid, or potent
confidentis i ification shalt be pr »,Mﬂd i the
Program o othe CDPH Chief
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Security :
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larnages involved with the breach and to

sk unauthoriy
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kS

investigation of Breach. To nadiataly nves & such ss
unauthorized uge or disclosuirs or confideniinl data, W!i‘f?ié“‘ ?2 hmxn of a‘s‘;m
“i:w"{;ver}c 0o =}, the CDPH Privecy Officer, angd

w COPH Chie

ey

LOWhatl dels elamends ware involvad @ data irveoived in the breach

2 & urnauhorizey ;aersz;*vm; known or reasonably believed 10 have mproparly
uged or e:iz:‘-: insed PH% oy confidentia! data,

MR IMmprops

v Whather Oivll Coda sactions 178829 or 178882 or sigle aws requinng

individual notfications of breachss are ldggered.

3y Written Report. To mrovide g
Contract Managers, e CDPM P
within ten j?i“;} wirkiy

z'we\si' pation o the CDPH Pogoam
ine COPH @ Security
of the braach or ed use or
e, The rap ri' zhai _ }'m tha information spacfie «**:twe, as

2 a full, \,et_. fed 40y, inoi *"Qg information on measures thal ware
i.‘af%%%ﬂ o hadt andd/or contain the improper use or disclusurs

N

Noi'ffs’::&-fz‘am of Inddividuals, To no ':;", wmis of the brasch oF unsuthorized
disclosure when nodifioation is u,q et un ;
notific morzis. as well 8% any oosts asancia
COPH Privagy ( ]
s, mannsr and oo "ze“ of &
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Se t;r;f‘*

5y COPM Contact m orenation. Too
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HIFAA Business Associate Exhibit

CDPH Program COPH Chisf information

Conirant Security Officer

Manager

See the Scope of Chiel information Senurily Officer
Work exhibit for e of Legal Information Security Office
Program Contract California Department of Pubtio
Manager Public Health

information 2.0, Box 897413, MS 8302

acragments, CA 858389-7413
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K. Employse Training and Disc;‘pfine Ta train and use regsonable msaswes {0 ensure compliance with
the requirements of this Exhitdl by employsss who assist in the parformance of functions or activit
behall of COPH under this Agresmant and u%e or disciose PHE and discipiing such empioyaes who
intentionally violats any provisions of this Exhiblt, including by termination of employment. in Jc»;“ps Fing
with the provisions of this section K, Business Associate shail observe the foliowing requirements:

1} Business Assocciate shall p wjm information privacy and security training, at least annually, st
fts o W e:<pmse, o all its employses who assist in tha performance of fmmuns or aciivities
CORH undar *‘3‘:3 grasmeant and use or disclose PHL

ves information privacy  and
snployes’s name and the date on which

~m

oyae who rao
securé*‘v ainkr ag io sign a cer?.%ﬁ tsm am.m g the e
the training was completed.

0

) Busines AS ciate shall refain sach employes’s written cariifications for COFH inspection for
a period of threg \Bd\% Howing contract tem,naz,en.

V. Obligations of CODPH
COPH agrass o
A, Notice of Privacy Practices. Provide Business Associate with applicable and relevant Notice{s) of

Privacy Practicas that CDPH ’r’i?’&f\-ca‘med hoaltheare components produce in accordance with 45
CFR 184520, as wail as any changes {o such notice(s).

w

Parmission by Individuals for Use and Disclosure of PHE Provide the By aa:‘ﬂz"as Associate with any
changes in, or revocation of, permission by an individual to use or disclose PHL, i such changas affect

the Business Associalis’s permilted or raquirad uses and disclosuras.

. Notification of Restrictions. Notify the Businass Associate of any restriction o the use or disclosure

of PHI that CDPH has agreed o In ancordance with 45 CFR 184522, to the exiant that such rastriction

may affect the Business »\ssof.:zaf ‘s use or disg imwa of PHL

%3 F?equeszs Confiicting with HIPAA Rufez. Notrequest e Business Associate 1o use or disciose PHI
n any mannar that wosld not be permissible under the HIPAA Y ions i done by CDPH,

1y 13 on i
SRRUO
~7
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Exhibit H
HIPAA Business Associate Exh

Associate s solaly responsibie for by Business Associzte regarding the
satequarding of PHI.

Ameﬁa’mem The parties drix owdedns th f-" at and siate laws relating 1o elaclronic data secunty

d privacy are rapidiy sveiving and that amendment of this ﬁx%* bt me , e reguirad o provide for
prooedezm? 10 snswre con ;* fance with sud‘ r*e gloprments. i ree ic take such
action as is “wwauam i implement tha slandards and requd w”"*ntq H%PAAi the HIPAA regulations

oy
Q

angd other applicable aws relaling 1o the securlty or privacy of PHL Upon COPH'S request, Busi ess
Assocte agress fo pf’*m’" ty enter into negotiations with CDPH concerming an amendment to thi

Exhibit embodying written assurances consistant with the siandards and ranuirements of HIPAA, the
HIPAL regy ia*'fms or other applcable laws. CDPH may lerminate this Agreement upon thirty (30} days

written notice i the event:

’3_‘; fu‘w%mm Associate doss not promptly enter inlo negotiations 1o amend this Exhinit when raguestad
y COPH pursuant (o this Saation or

2y Business Assooiate doss not sronto an ama! :" ‘,ent provi m;; assursnces regarding the
safeguarding and sacurity of PHI that COP ani (o sati
standards and requiraments of HIPAS and the HIPAA ra g

1S,

Assistance in Litigation or Administrative Procesdings. Busingss Associale shall make jlself and

any subconiractors, employees or agenis assisting EUb iness Aszociate in the performance of s

shligations under this Agreement, available o COPH &t no cost 1o COPH o testify as witnasses, or

otharwise, in the gvent of it mtim c>r adminisirative ,@'nr*eef‘ dings being commas mw% aga inst COPH, i3
::t ors, officers of smpioyess based upon clalmed viokalion of HIPAA, the HIPAA reguiations or other
ws relating 10 security an f% et y wh oh invalvas inactions or agtions by ihe Buwnesa Assocmls,

m\,\,pt whare Business Assockaie or its subconiractor, employss or agent s a named adverss party.

P

sns of this Exhibit |

No Third-Party Beneficiaries. -\r}*“mq sxpress of implied in the terms and con is
CCJF‘“‘ ar Business

intendsd o '“'m**e:, nor shall anvthing herein confer, upon any person other than
Associate and their respective suocessors or assignees, any rghts, remedies, obligations or M‘w iss
whatsoever,

%
implemeant and comply with HIPAA, ‘tha HIPAA reguistions and applicable stete lawa. The parties
agree that any ambiguily in ths terms and cone fitions of this Exnibit shail be resolved in favor of a

meaning that complias an :ﬁ fa congistent with HIFAA and the HIPAA regulations.

Interpretation. The termz and conditions in this BExhibit shall be interpreled as broadly 83 necessary o
[

Regulatory Referenves. A reference -r. the terms and conditions of this Exhibit o @ section in the
HiPAA reguiations means the section as in sffscl or as amended.

A P .

Survival  The respective rdghts and obiligations of Business Associate under Section VILGC of this
Exhibil shall survive the lermination or axpiration of this Agraarmsent.

No Waiver of Obligations. No change, walver or discharge of any liability or obligation hereunder on
any ong or more occasions shall be deemed 5 waiver of performance of any continuing or other
abfigation, or shall prohubit enforcament of any obligation, on any other ocoasion.

COPH-HIPAS BAA (0111}
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Sitachment 4

SSUPNE PREALE STV I
Businass Assodate Data Seourily Standards

General Security Contrels

L Antivirus sofiwam Al workstations, laptops and other svstems that CEOCESS c“'i’i"i;if‘f stora

Confidentiality Statemant. Al persons that will be worling with CDFH PHI must [ &
confidentiality statement. The statemeant must include at a minimum, &‘;ﬁﬂ?:};’ai Usa, Sacurily
and Privacy safeguards, Unacceptable Use and Enforcement Policies. The statement
rrust be signed bv ihe m,rk oree me mber prior o access  CDPH PHL. The siatement
nust b renewed armuslly. The Business Assodiale shal retaln sach parson’s writion
antidentiality 55 tement ‘?:-r COPH inspection for a perod of three (3) years following
contract tarminat

i}

ry

Background check, Befors a membar of the ness Assodate’s workforce may aoces

CRPH PHE Business Assodate must conduct a thorough background check of that wor %var
and rfvaiuaéa the rasuils o gesure that there i3 no indication that the worker may presant &
risk for theft of confidential data. The Business Associzie shall relain esch workfores

member's background check documentation for a period of ihree (3) years nllowing
coniract rmination,

UG

§

4

Workstation/Laptop sncry, f;'@;?. Al worksiations and laptons thal process andior siore
4 f’ . -

0 %—-% PHE must be encrypled using a FIPS 1402 certified algord hm such as Advanced

Enoryplion Standard (AES), with a 1280t key or higher, The en mym on solubion must be

fali i"or Liriles se‘pj;*(*v\;ﬂ by the CDPH information Security Offic

server Security. Servers coniaining unsnorvpiad CUPH PHI must have sufficient
administrative, physical, and technical controls in o i&»: w protect thatl data, based upon o
risk assessment/systan secunty review,

Mindmurs Necessary, Only the minimum nacessary amount of ODPH PH res uired b
perform necessary business functions n zay 5:?.%5 copled, downioaded, or exported,

-t

N

Removalbis madia devie&s Al slectronic §
ancrypted when siored on any removabia mec*z
Hoppies, CO/DVD, Blackberry, backup taps Qz,i\
G Mm aigorithyn, such as Advanced Encryp
higher

a.k‘)

3y

comprehensive a

LoD

5”0 “HPHE must instal
automatic up aiﬂ:«. zohie

z?,z—mm sufbware solubion with

anid oo
ey <
+

Patch Management, Al workstations %ag wips and other wystams thet process andior store

COPH PHE must have security ;; tehes applind, with sysiem reboot f necessary, There

~ o ¥ . s ruen ’ - . - . 4 oy
must be g documented o .r..,A.;aqe;: want process which  deterndnes

o

A id

A ,/\l_&‘ FEEN
A
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Exhibit M
HIPAA Business Associate Exhibi

tmeframe based on risk assessment and vendor recommendations. Al a maximum, all
applicabie patches must be installed within 30 days of vendor release.

. User IDs and Password Confrols. Al users must be issued a unique user name for
accessing COPH PHILL Username must be promptly disabled, deleled, or the pas%wwd
changed upon the transfer o termination of an empi@ye@ with knowledge of the passward
FPasswords arg not to be shared. Must be al least eight characiers.  Must be a non-
dictionary word. Must not be stored in readable format on the computer. Must be changed
svery 60 days. Must be changed if revealed or compromisad, Must be composed of
characters from al least three of the following four groups from the standard kevboard:

»  Upper case latters (A-Z
»  Lower case letters {a-z
s Arabic numergls {0-9)
« Non-alphanumeric characiers | {punctuation symbaols)

1

4. BData Sanitization. Al COPH PHI must be san d using NIST Spadcial Publication 800-88
standard methods for dats sanilization when the CDPH PSClis no longer neaded.

2. System Security Controls

A System Timeout. The syslem must provide an aulomatic fmeout, reguiring re-
authentication of tha user session after no more than 20 minutes of inactivity.

B. Warning Banners., All systems conlaining CDPH PHI must display & waming banner
stating that data Is confidential, systems are logged, and sysiem use iz for business
purposes only. User must be direcied o log off the system if they do not agree with thess
requiremeants,

. System Logging. The system must maintain an aulomated audit trall which can identify
the user or system process which inlliates a reguest for {“,_n H PR or which alters CDPH
PHL  Tha audi rafl must be date and tme stamped, must log both successiul and failed
accesses, must be read only, and must be restricted fo awhorzzud wsars, i CDPH PHEIs
stored in a database, dalabase logging functionality rust be enabled. Audi trall data must
be archived for at least 3 years afler occurrence,

0. Access Contrels.  The system must use role based access controls for all user
authentications, enforcing the principle of least privilege.

E. Transmission encryption.  All dala fransmissions of CDPH PHI cutside the secure
internal network must be encrypted using s FIPS 140-2 cert ad algorithm, such as
Adv fmf‘@d Encryplion Standard (AES), with a 1280 key or higher. Encryption can be end
1o end at the natwork level, or the dala files conlaining U{BPH FHl can be sncrypted. This
requirement perlaing o any type of CDPH PHI in molion such as websile access, fie
transfer, and E-Mail,

\/up‘"} HiPAA BAA ‘,O?’%?}
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.

Foointrusfon Detection. Al systems imolved in aooessing, holding, fransporting, and
pm scling COPH PHE that are accessible via the Intemet must be {e:"‘wm' ’e,i &
comprehensive mtrusion detaction and pravention solution.

Audit Contrels

A System Security Review. All systems prooessing and/or st
ieast an annual system risk assessmentsecurity review
administrative, physical, and technical contols are funciio
adequale lavels of profaction. Feviews shall mdude sfa.zinf.-:s*am

f“wtt:mi} and Lroy z':mg
seanring ools,

1Y

3. Log Reviews, Al %,sfezvzg RHEVINC andior storing COPH PHE must have a routine
procadure in place o raview sysier or unauthorized access.

C. Change Confrof. Al systems prooessing andfor storing CODPH PHE must have

25

documented o argn control pm cadure hat ensures separation of duties and protects the
confidentiality, infegrity and availabiiity of data,

Business Continuity / Disaster Recovery Conirols

a, Disaster i?@r*{wery Business Associate rnust establish 2 documented plan to enable

@
continuation of oritical business processes and protection of the secuniy of elechronic
SO H FHEIn the event of an emergency. Emergency means any oiro i’ﬂoi"i’ o@ o situation

thai causes “uz: computer operations 1w be fc:ﬂr;:} unavailable for use in performing the
work required under this agreemant for more than 24 hows,

Data Backup Plan. w\z wss Associale must have established dmszsfi =0 procediures 1o
backup COPH PHI o maintain able exact copies of COPH PHIL The plan must iszfséuae a
FegL dar schedule for myzr; hackups, storing z“ck ups offsite, an inveniory of backup media,
st the amount of time 10 restore CDPH PRI J*-«:&;%ﬂ it be iost. A a minimum, the sohaeduia
rrust e & waekly full backup and monthly offsite storage of L0PH data.

“"»'3

Paper Document Controls

¥

unifess # s locked i o2 file cabinat, ff,e room, desk or office. Unattende ans that
information Is not belng observed by an empinves authorized o access th .?I,m“at fory,
COPH PHE I paper form shail not be 8%t unaltended at a”; fime in vehicles or planes and
shali nol be chocked in Baggage on commercial arplane:

A Supwrvision of Data, COPH PHEIn paper form shall not be el unattended st f,ry fimne,
m
ir

&
L3
i

24 E&‘wrfing iﬁ‘:f‘f::zz*' s Visitors 1o arsas where COPH PHE is contained shall be escorted and
CLIPH Protected Health Information shall be kept out of sighl while visitors are in the ares.

0O &v;zs:deni:ai Destruction, C{}ff"’% PHE must be disposed of through oo zfdx“'z? MISAnSs,

i %*m:' Publication 800-88 standard methods for dats sanilization when fhe

$ o longer nes zf&}.

r\‘*v"}}”‘ ""fi j[,-\wh‘ g’:’ﬁ’\‘!r)\ f“,)/,: ,{}
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‘. by ~; b R obeitag
PAA Business Associate Exhibi

Removal of Bata. COPH PHI must not be removed from the premises of the Busir
Assodciate except with express written permission of COPH,

Faxing. Faxes conlaining COPH PHI shall not be left unaltended and fax machines shali
be i secure areas. Faxes shall contain a confidentiality Staiemem notifying persons
recaiving faxes in error 1o destroy them. Fax mmb grs shall be verfied with the intended
recipient before sending.

Mailing. CDPH PHI shall only be mailed using secure methods. Large volume maiiings of
COPH Pre ste cted Heath information shall be by a securg, bonded courder with signature
required on recaipt,  Disks and nt"'r transpartable madia sent throu iah the mall must be
encrypied wsti" a CUF’H approved solution, such as a solution using z vendor product
specified on the C85

HIPAA BAA DT
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ISTRUCTIONS FOR COPH 1

{Please read carefuliy.}
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IHVENTORYIDISPOSITION OF CDPM-FUNDED EQUIBPMENT
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