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2. The term of this YGHEH.'EDH Lhmugh N/3032012
Agreement iz:

£

The madmum amount  § 700,000
af thiz Sprasment is: Soven Hundred Thousand Dollars

4. The parties agrea to comply wilh the termis and conditions of the follawing axhibils, which are by this reference made a

parl of thiz Agreament

Exhibit & — Seeps of Work

Exhibit B ~ Budgat Detail and Payment Provisions

Exhibit B, Attachmerit | - Budcst

Exhibit C * - Genesal Terms and Conditions

Exhibit O{F} — Saecial Terms and Conditions {Atteched hareta as part of this egresment)
[Nowwithstanding Provision 8 which does not zpaly to this agreament]

Exhibit E — Additional Provisions

Exhiblt F - Contractor's Releaze

Exhibii G — Travel Reimbursemant Infarmetion

Exhibit H = Information Peivacy and Secority Regiiroments
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California Depariment of Public Health - Speciat Terms and Canditions Exhebigt £3¢Fj

Attachimant 1
STATE OF CALIFORNMIA
CALIFORMIA DEPARTHENT OF PUBLIC HEALTH

CERTIFICATION REGARDING LOBBYING
The undersigiaed conifies, to the bast of bis ar her knawisdgs and batief, fhat

{1} Ne Federzl appropriatod funds have boen paid or will be paid, by of on bahalf of the undersigned, ©
any person for influencing or efiempting 1o infiuence an offcer or emploven of an agency, a Marnber of Cannress,
=n officer ar emplayes of Congress, or an employse of o Member of Congress in connection wilh He making,
awarding or enterng into of this Federal contract, Federal grant, or cooperative agreemant, and e extenson,
conlinualion, renewal amendment, or modification of ihis Fedaral contract grant, or conperatve agrearment

(2) IF any funds other than Fadaral spproprated funds biave besn paid or will be paid ta sy person far
infiuencing or attempting 0 influence an officer ar employes of any agency of the United States Govermment, a
Member of Congress, an officer or employes of Congress, or an employes of a Momber of Cangress in
connecton with this Federal contract, grant, of cooperative agrasmant, he endarsigred shal complets and submit
Standard Form LLL, "Disclosure of Lobbying Activities™ in acoardance with its instructions.

43} The undersigned shalt require that the language of this cerification be included in the sward

degurments fof st subawards st all fisrs (including subcontractors. subgrants, snd canfracts wndar grants ang
cooperative agreamenta) ol §104,900 ar more, and that all subrecipients shall cerlily and disclasa azzardingly.
Ihiz cadtification is a matedal representation of fact upon which reflance was placed when this transseiion was
frade of entased inta. Subimizsion of this cerdifeaban e a preregusite for making of elafing inlo this transacion
impasad by Seclion 1352, Title 31, US.C., any persan who fails 1o file the required cortification shall be subjsct o
a eivil penalty of not kees thars 510,000 and not mara than 3100,000 for sach such failure.

County of Monterey Ray Bullick

Hame of Sonralor Frdo Hurre of Persen Bigring b Contuciar

11-10234

Goeiract » Sras Humbar It ai Permon Soreeg for Cotiesdo

10/11/11 Director of Health

jat. 13 Ttw

After execution By or on behali of Contractor, pleass retum ta

Calfamia Departmeni of Public Haglih

COPH reserves the righl o nofifsy the coniractior inwsling of s altermals submission address
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CCC-307
CERTIFICATION

1, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) Federal ID Number
County of Monterey 94-6000524:
By (Authorized Si

Pri ame and Title of Person Signing
Ray Bullick, Director of Health
Date Executed FExecuted in the County of
Monterey
10/11/11

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program requirements. (Gov. Code §12990 (a-f) and CCR, Title 2,
Section 8103) (Not applicable to public entities.)

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

a. Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and specifying
actions to be taken against employees for violations.

b. Establish a Drug-Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace;

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violations.

c. Every employee who works on the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,
2) agree to abide by the terms of the company's statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result in suspension of payments under
the Agreement or termination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if the department determines that any of the
following has occurred: the Contractor has made false certification, or violated the
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Exhibit 4 — Seopa of Work T 51 pages
Exhibit & ~ Budgat Detail sng Payment Provisions 4 pagss
Exhibit B, Atlachment | — Budgst & pages
Exhibit C ~ - Genesal Terms and Conditions . GTC 610
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Maonterey County Health Department
11-10234
Exhibit A
Scope of Work

Service Overyiew

Centractor agrees to provids 1o the California Department of Public Health the services
described herein:

A. The mission of the Nefwork for a Healthy California (Notwork) is to create innovative
partnarships that work with low-income Califomians to increase fruit and vagaiahle
consumgtion, physical activity and food security with the goal of preventing obasily and
other diet-related chronic diseases per Health and Safety code 104850-104855. To support
this goal, this contract will implement a coordinated regional program that provides
integrated nutrition education interventions and physical activity promotion activities to the
targeted population as described in Exhibil &, Scope of Wark.

8. The Cortractor shall provide the specific services, deliverables, and objectives specified in
the approved S0W and any subsequant formal amendments approved in writing 3s required
pursuant o this agreament.

€. The Contractor shall cooperate with COPH or its designes by participating in meetings
andiar site vislts as COPH may deem necessary o monitar Cantractor compliancs with the
agreement.

Project Rapresentative

A, Tha project represeniatives durlng the term of this agreement will be:

California Department of Publlc Health Manterey County Health Department
CDPH Contract Manager: Monica Regalado | Project Director: Niaomi Hrepich

Telephone: {918) 449-5831 Tetephone: (831) 796-2872
Fax: (916) 449-5414 Fax. (331)}424-0985
E-malt monica.regalado@edph.ca.gov E-mail: hrepichne@co. monterey.ca.us

B. Diract alf inquifes fo:

California Department of Public Health Monterey County Health Department (Regional
Network)

Matwork for @ Haalthy Caiifomis

Aftention: Shardool Doongursss Niaomi Hrepich

1616 Capltol Avenue, Suite 74.516, M3 G632 E. Alisal Bt

7204

O, Box 887377, MS 7204

Sacramendo, CA 858887377 Salinas, GA 93905

Telephone: (916} 445-5433 Telgphona: (831} 726-2872

Fax: {916) 449-5414 Fax: (831) 4240085

E-mail: shardool.doongursee@cdph.ca.qoy | E-mail higpichns@co.monteray ca.us

. Either party may make changes to the information abaove by giving written notice to the other
party. Sald changes shalt not require an amendment ko this agreement.

Page 1 of 51



Manterey County Health Departrmant
11-10234
Exhibit A
Scope of Work

Contractor Requirements

The Cantractor shall comply with the guidalines for tha development of all education materials
as outlined in the Network Local Projects Program Guidalines Manual. Thase Guidelines have
been incorporated ints this agreemeant and made a part hereof by reference in Exhibit E,
Additional Provisions, paragraph 1. Without limitation, the Contractor shall comply with tha
following requirernants:

A, Submit any news releass related to this agrzement to the Slals for reviey prior to its
release.

B. The Contractor agrees o cooperale with the Stats in data callection relatsd to evaluation of
program effeclivenzss as requestad in the manner, formal, and timeline prescribed by the
State. Data shall include, at g minimum, demographic descriptions of the population sarved,

sudience reach, and iterns to measure Program efigctiveness. The data shall be submitted
in the required form prescribed by the State.

C. The Contraclar agreas to ceoperate with the State in the review and, when appropriale, the
field testing of statewide evaluation instruments and newly developed educational matenats.

D. The Contractor shall ensura that the USDA SNAP-Ed is clearly idantifiad as o SpONSor ar
support organization on all materials and products Tunded by the agreement (electronic,
print, sudiovisual, media, ele.). The Contractor agrees to abide by the guldelines sat for
usage of the Metwork logos on any preducts generated by the Cantractor,

E. The Cenfractor agrees to coaperata with the State by paddicipating in statewide mestings
and site visits, as deemad necessary by the State,

See the following pages for a detajled desciplion of the services to be performed.

Page 2 of 41
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Monterey County Health Deparimant
111023

Exhiblt B
Budget Detall and Payment Provisions

Invoicing and Payment

A

For services satisfactorily rendered, and upon receipt and approval of the invoices, the Stawe
agreas fo compensate the Contractor for actual expenditures Incurred in accardances with
the budgst(s} attached hereto.

Invoices shallinclude the Agresmenl Number and shall be submittad rol rmare frequently
than quarterly in arrears to; :

Monica Regalade

California Depariment of Public Heslth
MNetwork far & Heslthy California

1616 Capitol Avenua, Suite 74 516
M5 72064

F.G. Box 587377

Sacramenta, CA 95895-7377

The Slale, at its discretion, may designata an altermate involce submission address. A
change in the invoice address shall be accomplished via a written nofice to the Contractar
by the State and shall not require an amendment to the Amendment.

nvaice shall:
1. Be prepared on contraclor's letterhizad and be signed by an authorizad official,

emplayse or agznt cartifying that the expenditures claimad re present actual expenses
for the service performed under this Agreemant.

Z. Bear the Contracior's name as shawn on the Agreement,

3. Show a unigue invoice nurnber assigned by the Contractor,

4. Bhow an invoica date reflzeting when the invoics was prepared.

& Be mailed na later than five days after the invoice date.

6. Show the Contractor's vendor number assigned by CDPH.

7. Show the Agreement number assigned by COPH,

8. Show the Contractor's remitiance address.

8. Idantify the billing andfor pedormance period coversd by the invoics,

10. Hemize costs far the billing periad in the same or greater teval of detail as indicated in

this Agreement. Subject to the terms of this Agreemant, reimbursemant may only be
sought for those costs andfor cost categorics exprassly identified as allowablz in this
Agreement and approved by CDPH,

Quarterly Involces shall be submitted for payment within sixty (80) days following the end of
each calendar quarlsr in which the work was performed and costs incurrad in the
performance of the agresment, unless the agreement has reached the expiratian or
termination date (see paragraph 4, Timely Submission of Finat Invgice) or a later or altemate
deadling is agreed to in writing by the Program Cantract Manager (Chi),

The Contraztar may submit supplernental invoices (o the Ch if it has determinad that there
are expanses ncurred duning the term of the contract that have not been previoushy billed.
The Contractor must subnit a weilten justiication to accompany the supplermental invaice(s)
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and shall submit the documents to the CM for approval. The supplemental invoics(s) cannot
excaad 20% of the total contract amount for the fiscat year in which the supplemantal
invoice{s) is submitted. Supplemental invoices for the first, sacond, and third quarter are
due no later than 80 days sfter the end of each quarter, A supplemental invoice for the
tourih quarter is due na later than 124 days after the end of the fourth quarter. I you are
seeking ah exception to these requirements, you must send a written request to the CM and
provide justification that explains the circumstances surounding vour Inability to mest these
requirements. Exceptions may only be granted after Network management has raviewed
the requast and has made a determinalion.

The Stale may, at its discretion, chooss not 1o honor any delinquent invoice if the Contractor
fails to obtain prior written Stata approval of an altermate invoice submission deadline.

Budget Contingency Clause

A

Wis mutually agreed that if the Budget Act of tha cumrent year and/or any subsaquent vears
vovered under this Agresment does not appropriate sufficisnt funds for the program, this
Agreemsnt shall be of no further force and eifact. In this event, the State shall have no
liability to pay any funds whaisosver to Contractor or to furnish any other considerations
undar this Agreement and Cantractor shall nol be ebligated to perform any provisions of this
Agreament,

If funding far any fiscal year is raduced or deleted by the Budget Act for purpases of this
pragram, the State shall have the oplion fo elther cancel this Agreement with no liability
occurring to the Stats, or offzr an agreement amendmeant to Confractor to reflect the
réduced amount.

Prompt Payment Clause

Payment will be rmade in accordance with, and within the time specified in, Governmant Code
Chapter 4.5, commencing with Section 827,

Timely Submission of Final Involece

A

A final undisputed invoice shall be submitted for payment no mare than sixty (80) calandar
days following the expiraion or termination date of this agreement, unless a later or
alternate deadline is agreed 1o in writing by the program CM. Said invoice chould ba clearty
marxed "Final Invoice”, indicating that all paymant obligations of the State under this
agreamant have ceased and that no further payments are dus or outstanding.

The State may, at its discretion, choose not to honar any delinquent final invoice if the
Contractor fails to obtain prior written State approval of an alternate final invaice submission
deadline.

The Contractor is heraby advised of its obligation io submit 1o the Stats, with the final
invoice, a completed copy of the “Contractor’s Release (Exhibit F)”.
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Expense Allowability / Fiscal Documentation

A

Invoices, received from the Contractor and accepted for payment by the Stata, shall not ba
deamed evidence of allowable agreement costs,

Cantractor shall maintain for review and audit and supply to COPH upon requast, adequate
documentation of all expenses clalmed pursuant {o this agreement to permit a detenmination
of expense allowability.

If the allowability of an expense cannot be datermined by the State because invoice datail,
fiscal records, of backup documentation is nonexistent or inadequate according to genaralyy
accepted accounting principlas or practices, all questionable costs may be disallowed and
paymant may be withheld by the State. Upon receipt of adequate dosumentation supporting
a dizallowed or questionable expense, reimbursement may resume for the amount
substantiated and deemed allowabia.

Travel is a reimbursabls expensa, receipts must be maintained to support the claimad
expenditures. For more information on allowable travel and per diem expenses and
required documentation, see Exhibit G entitled, “Travel Reimbursement Information®.

Recovery of Overpaymenis

A. Contractor agrees that clalms based upon the terms of this agreermant or an audit finding

andior an auditing finding that is appealed and uphsld, will be recovarad by the State by ohe
of the fellowing options:

1) Contractor's remittance to lhe Stats of the full amount of the audit excention within 30
days following the Stats's request Tor repaymant;

<) A repayment schedule which is agreeable o both the State and the Contractor.

The Statz reserves the tight to select which aption as indizated above in paragraph A wifl be
employed and the Contractor will be notified by the Siate In writing of the claim procedure to
ba utitized.

Interest on the unpaid balance of the audit finding or debt will accrus at a rats squal o the
manthly average or the rata received on investmenis in the Poclad Money Investment Fund
commencing on the date that an audit or examination finding is mailed to the Contractor,
beginning 30 days alter Contractor's recaipt of the State’s demand for repayvment.

lthe Contractor hias filed a valid appeat regarding the report of audit lindings, recovery of
the overpayments will be deferred until 2 final administrative decision on the appeal has
been reached, Il the Cantractor loses the final administrative appeal, Cantractor shail repgay,
ta the State. the over-claimed or disallowed expsnces, plus acorued interest. Intarast
accrues from the Contractor’s first receipt of State’s notics requesting reimbursement of
guestioned audit costs or disallowed expenszes,

i
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Revanueo

A This provision supersedes and replaces provision € entiled. “Income Restrictions”
appearing in Special Tarms and Condifions Exhibit B{F).

B. If the Contractor realizes a profit from the =ale of nutrition sducation materials {vidsos,
hterature, etc. pald with agreemeant dollars), & must report the amount to the State as
Contractor income on the 8F-269 fonm, The Contractor shall make the SF-26% form
availabla to the State on requast. The Contractor shall place any income, feas, or
reimbursements accruing to or received by the Contractor for services rendered under this
agreement inio a separale identifiable account. Revenuss generated by the Contractar as &
result of this State agreement must be utilized to meet identifisd, agreed upon, program-
relatsd needs of the Contractor, or rust be retumead to the State. Any revenues accruing to
the Contractor, based on senvicss supportad in whole or in part by the State pursuant to this
agreement, shall be used to defray costs incurred by this project to measurably expand the
progeam of improve the quality of services detailed in this sgresrment, and must ba approved
in writing by tha State. Adequate documsntation of the use of these funds shall be
mairialned,

Restriction of Funds

The Contractor shall use funds pursuant o the Agreemeant only and shali nat, in whale or in part,
fresze, restict, ar prevent the use of funds for the use pursuant to this Agreement; Contractor
shall not divert or vse funds for ather purposes.

Advance Payment

No advance payment is allowed under this agreement.
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CCC-307
CERTIFICATION

1, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) Federal ID Number

By (Authorized Signature)

Printed Name and Title of Person Signing

Date Executed : Executed in the County of

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program requirements. (Gov. Code §12990 (a-f) and CCR, Title 2,
Section 8103) (Not applicable to public entities.)

2. DRUG-FREE WORKPI ACE REQUIREMENTS: Contractor will comply with the
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

a. Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and specifying
actions to be taken against employees for violations.

b. Establish a Drug-Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace;

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violations.

c. Every employee who works on the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,
2) agree to abide by the terms of the company's statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result in suspension of payments under
the Agreement or termination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if the department determines that any of the
following has occurred: the Contractor has made false certification, or violated the
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EXHIBIT C

GENERAL TERMS AND CONDITIONS

1. APPROVAL: This Agreement is of no force or effect until signed by both parties and
approved by the Department of General Services, if required. Contractor may not commence
performance until such approval has been obtained.

2. AMENDMENT: No amendment or variation of the terms of this Agreement shall be valid
unless made in writing, signed by the parties and approved as required. No oral understanding or
Agreement not incorporated in the Agreement is binding on any of the parties.

3. ASSIGNMENT: This Agreement is not assignable by the Contractor, either in whole or in
part, without the consent of the State in the form of a formal written amendment.

4. AUDIT: Contractor agrees that the awarding department, the Department of General Services,
the Bureau of State Audits, or their designated representative shall have the right to review and
to copy any records and supporting documentation pertaining to the performance of this
Agreement. Contractor agrees to maintain such records for possible audit for a minimum of three
(3) years after final payment, unless a longer period of records retention is stipulated. Contractor
agrees to allow the auditor(s) access to such records during normal business hours and to allow
interviews of any employees who might reasonably have information related to such records.
Further, Contractor agrees to include a similar right of the State to audit records and interview
staff in any subcontract related to performance of this Agreement. (Gov. Code §8546.7, Pub.
Contract Code §10115 et seq., CCR Title 2, Section 1896).

5. INDEMNIFICATION: Contractor agrees to indemnify, defend and save harmless the State, its
officers, agents and employees from any and all claims and losses accruing or resulting to any
and all contractors, subcontractors, suppliers, laborers, and any other person, firm or corporation
furnishing or supplying work services, materials, or supplies in connection with the performance
of this Agreement, and from any and all claims and losses accruing or resulting to any person,
firm or corporation who may be injured or damaged by Contractor in the performance of this
Agreement.

6. DISPUTES: Contractor shall continue with the responsibilities under this Agreement during
any dispute.

7. TERMINATION FOR CAUSE: The State may terminate this Agreement and be relieved of
any payments should the Contractor fail to perform the requirements of this Agreement at the
time and in the manner herein provided. In the event of such termination the State may proceed
with the work in any manner deemed proper by the State. All costs to the State shall be deducted
from any sum due the Contractor under this Agreement and the balance, if any, shall be paid to
the Contractor upon demand.




8. INDEPENDENT CONTRACTOR: Contractor, and the agents and employees of Contractor, .
in the performance of this Agreement, shall act in an independent capacity and not as officers or
employees or agents of the State.

9. RECYCLING CERTIFICATION: The Contractor shall certify in writing under penalty of
perjury, the minimum, if not exact, percentage of post consumer material as defined in the Public
Contract Code Section 12200, in products, materials, goods, or supplies offered or sold to the
State regardless of whether the product meets the requirements of Public Contract Code Section
12209. With respect to printer or duplication cartridges that comply with the requirements of
Section 12156(e), the certification required by this subdivision shall specify that the cartridges so
comply (Pub. Contract Code §12205).

10. NON-DISCRIMINATION CLAUSE: During the performance of this Agreement, Contractor
and its subcontractors shall not unlawfully discriminate, harass, or allow harassment against any
employee or applicant for employment because of sex, race, color, ancestry, religious creed,
national origin, physical disability (including HIV and AIDS), mental disability, medical
condition (e.g., cancer), age (over 40), marital status, and denial of family care leave. Contractor
and subcontractors shall insure that the evaluation and treatment of their employees and
applicants for employment are free from such discrimination and harassment. Contractor and
subcontractors shall comply with the provisions of the Fair Employment and Housing Act (Gov.
Code §12990 (a-f) et seq.) and the applicable regulations promulgated thereunder (California
Code of Regulations, Title 2, Section 7285 et seq.). The applicable regulations of the Fair
Employment and Housing Commission implementing Government Code Section 12990 (a-f), set
forth in Chapter 5 of Division 4 of Title 2 of the California Code of Regulations, are incorporated
into this Agreement by reference and made a part hereof as if set forth in full. Contractor and its
subcontractors shall give written notice of their obligations under this clause to labor
organizations with which they have a collective bargaining or other Agreement.

Contractor shall include the nondiscrimination and compliance provisions of this clause in all
subcontracts to perform work under the Agreement.

11. CERTIFICATION CLAUSES: The CONTRACTOR CERTIFICATION CLAUSES
contained in the document CCC 307 are hereby incorporated by reference and made a part of this
Agreement by this reference as if attached hereto.

12. TIMELINESS: Time is of the essence in this Agreement.

13. COMPENSATION: The consideration to be paid Contractor, as provided herein, shall be in
compensation for all of Contractor's expenses incurred in the performance hereof, including
travel, per diem, and taxes, unless otherwise expressly so provided.

14. GOVERNING LAW: This contract is governed by and shall be interpreted in accordance
with the laws of the State of California.




15. ANTITRUST CLAIMS: The Contractor by signing this agreement hereby certifies that if
these services or goods are obtained by means of a competitive bid, the Contractor shall comply
with the requirements of the Government Codes Sections set out below.

a. The Government Code Chapter on Antitrust claims contains the following definitions:

1) "Public purchase" means a purchase by means of competitive bids of goods, services, or _
materials by the State or any of its political subdivisions or public agencies on whose behalf the
Attorney General may bring an action pursuant to subdivision (c) of Section 16750 of the
Business and Professions Code.

2) "Public purchasing body" means the State or the subdivision or agency making a public
purchase. Government Code Section 4550.

b. In submitting a bid to a public purchasing body, the bidder offers and agrees that if the bid is
accepted, it will assign to the purchasing body all rights, title, and interest in and to all causes of
action it may have under Section 4 of the Clayton Act (15 U.S.C. Sec. 15) or under the
Cartwright Act (Chapter 2 (commencing with Section 16700) of Part 2 of Division 7 of the
Business and Professions Code), arising from purchases of goods, materials, or services by the
bidder for sale to the purchasing body pursuant to the bid. Such assignment shall be made and
become effective at the time the purchasing body tenders final payment to the bidder.
Government Code Section 4552.

¢. If an awarding body or public purchasing body receives, either through judgment or
settlement, a monetary recovery for a cause of action assigned under this chapter, the assignor
shall be entitled to receive reimbursement for actual legal costs incurred and may, upon demand,
recover from the public body any portion of the recovery, including treble damages, attributable
to overcharges that were paid by the assignor but were not paid by the public body as part of the
bid price, less the expenses incurred in obtaining that portion of the recovery. Government Code
Section 4553.

d. Upon demand in writing by the assignor, the assignee shall, within one year from such
demand, reassign the cause of action assigned under this part if the assignor has been or may
have been injured by the violation of law for which the cause of action arose and (a) the assignee
has not been injured thereby, or (b) the assignee declines to file a court action for the cause of
action. See Government Code Section 4554.

16. CHILD SUPPORT COMPLIANCE ACT: For any Agreement in excess of $100,000, the
contractor acknowledges in accordance with Public Contract Code 7110, that:

a. The contractor recognizes the importance of child and family support obligations and shall
fully comply with all applicable state and federal laws relating to child and family support
enforcement, including, but not limited to, disclosure of information and compliance with
earnings assignment orders, as provided in Chapter 8 (commencing with section 5200) of Part 5
of Division 9 of the Family Code; and

b. The contractor, to the best of its knowledge is fully complying with the earnings assignment
orders of all employees and is providing the names of all new employees to the New Hire
Registry maintained by the California Employment Development Department.



17. UNENFORCEABLE PROVISION: In the event that any provision of this Agreement is
unenforceable or held to be unenforceable, then the parties agree that all other provisions of this
Agreement have force and effect and shall not be affected thereby.

18. PRIORITY HIRING CONSIDERATIONS: If this Contract includes services in excess of
$200,000, the Contractor shall give priority consideration in filling vacancies in positions funded
by the Contract to qualified recipients of aid under Welfare and Institutions Code Section 11200
in accordance with Pub. Contract Code §10353.

19. SMALL BUSINESS PARTICIPATION AND DVBE PARTICIPATION REPORTING
REQUIREMENTS:

a. If for this Contract Contractor made a commitment to achieve small business participation,
then Contractor must within 60 days of receiving final payment under this Contract (or within
such other time period as may be specified elsewhere in this Contract) report to the awarding
department the actual percentage of small business participation that was achieved. (Govt. Code
§ 14841.)

b. If for this Contract Contractor made a commitment to achieve disabled veteran business
enterprise (DVBE) participation, then Contractor must within 60 days of receiving final payment
under this Contract (or within such other time period as may be specified elsewhere in this
Contract) certify in a report to the awarding department: (1) the total amount the prime
Contractor received under the Contract; (2) the name and address of the DVBE(s) that
participated in the performance of the Contract; (3) the amount each DVBE received from the
prime Contractor; (4) that all payments under the Contract have been made to the DVBE; and (5)
the actual percentage of DVBE participation that was achieved. A person or entity that
knowingly provides false information shall be subject to a civil penalty for each violation. (Mil.
& Vets. Code § 999.5(d); Govt. Code § 14841.)

20. LOSS LEADER:

If this contract involves the furnishing of equipment, materials, or supplies then the following

statement is incorporated: It is unlawful for any person engaged in business within this state to
sell or use any article or product as a “loss leader” as defined in Section 17030 of the Business
and Professions Code. (PCC 10344(e).)
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Exhibit DiFy
Special Terms and Conditions
(F&r federally funded service contracts or agreaments and granf aqreameants)

The use of headings or Wiles throughous this exhitit is for convenence only and shat aot be used 1o interpel o b
govemn the meaning 2f any specific term or conditon

The terms "gonlractl’, "Contractor” and “Subcantractor shall aiso mean, ‘agrasment’, “grant’ “grant agresment
“Grantes" and "Subgrantes” respactively

Tne terms *California Dapartment of Public Health® and 'COPH" shall have the same meaning and refar 1o Lhe
Califorrnia State agency thalis & party to this Anreement.

This exhibit contains provsions that require strct adherence o vatious contracting laws and policies.  Somo
arowisians herein are conditional and anly @pply if spscified conditions exist (ie . agreement fotal exceeds a cerain
amauni, agreement is fzdamally fundad, elc}. The provisians harsin apply to this Agreameni unless the pravisions
arg ramoved by referenca on the fzee of this Agragment, the provisians are supersedsd by an alternals provision
appearing elsawhere in this Agresmant, or the applicable conditions do not exist.

intex of Speciat Terms and Conditions

1 Faderal Equal Emplayment QOppodunidy 17, Human Subjeciz Use Regulrernents
1 pA | eq
Requirsmen . ,

| Bquirements 18, Novalion Requiramenis
e avel s = gimburseme - . IR

| = Fraveland Per Diem Reimbursement 19 Debarment and Suspension Cerification

"3, Procurement Rulss o L

o ceurernent R 20 Smake-Free Workplzce Certification
4 Equipment Ownership { inventory 1 Disposition 21, Covenant Against Contingent Fees
5. Subcontract Roquiroments 23 Payment Withholds ‘

(& Income Resliclions 23, Performance Evaluation
7. Auditand Record Retentan 24, Officials Not fo Banefit
3 ite nzpactic .

& Site Inzpaction 75 Four-Digit Date Campliance

G Federal Conirac fic - . .

P Federal Confract Funds 26 Prohibited Use of State Funds for Software
19 Intellectuat Froperty Rights 27 Use of Smalt, Minority Cwned and Wormen's
11 Air er Water Polidtion Requirements Businasses

12 Prigr Appravast of Training Serminars, Woerkehans | 26, Alien Inelgitylity Cenification

: or Conferencas 2% Union Organizing

~ i Bl H

; 13 Confidentiali®e of Information 30, Cantract Uniformity {Fringe Benefit Aligwability)

+ 14 Documents, Putibeations, snd Writtan Reports 31, Lobbying Resirictions and Disclosyre Cedificsfion |
15 Disputs Rescalution Process

18 Financial and Compliance Audit Requirsments
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California Depaniment of Public Haalih - Special Tenms and Canditians Exhibit © ()
1. Federal Equal Oppartunity Requirements

i&pplicable o all federally funded agreements enteted into by the California Daparment of Public Heallh

(COFH] farmerly kraven as California Departrment of Health Seevices (COHS))

a Tae Confrastor wilt not discriminats agains: any employes of applicant for emglovimant because of rmos
coder, seligion, sex, national origin, physieal or menial handwcap, disabilily, ag2 or status as = oisabled
yelaran or vaigran of the Vielnam era  The Confractor will take alfirmatve action (o ensure that gualfisd
apphcants are employed, and tha) employees are treated during empioyiment, without regard to their Face,
cofar, refigion, sex, national origan, physical or mertsl handicap, disability, =g or status az g disabiad
vateran or veleran of the Vietnam era. Such action shall include, but not be limited to the following:
em@lgyment, uograding, demation oF Fanster, racruitrment or regruiiment advertising: layeff or termination;
raies of pay of other forms of compensation; and career devslopment opportunities and selection for
raining. including appreniceship. The Contractor agraes 1o post in conspicuous plocns, availabls (o
emglnyees and applicanis for employenent, notices to be provided By the Federal Governmant of COPH,
selling farth the provisions ef the Equal Oppadunity clause. Sectlon 503 of the Rehabilitation Act of 1473
and the affirmative acton clause required by the Vielnam Erz Vetsrans' Readjustment Assistance Act of
19747438 US.C. 4212}, Buch nolises shall stale the Contacler's obligation under the faw 10 take
affirmstive action to employ and advance in emaloyment quakified applicants withouwl diseriminaion ba swr:i
on thee race, color. e2ligion, sex, nabona! origin physical or maatal handicap, disability, age or status
dizabied velaran or vetersn of the Vielnarm ara and tha righis of applicants and employees.

b The Contractor will, in a8 soficitations—er advancements for employees placed by or on benall of the
Contractor, state tha! alt qualified applicants will receive conslderation for smployment without regaed to
race, color, rolgion, sex, national origin physical or mental handicag, disability, ags or staius as a disabled
wetaran or v&taraﬁ of the Visinam era.

o, The Contractor will send 10 e=ch labor union or reprezantative of workers with which # has a collective
bargaining Sgrasment ar other contract of undgrsianding a notice, o b2 pravided by the Federal
Govemmernt or the Stats, advising fhe lzbar union or workers' representative of the Contracior's
commirments under the provisions hean and shall post copies of the notice i conspicunus places
availsble to amployees and applicants for employment

d. The Cantracter will comply with all provisicns of and furnish all sformaton and reparts requirsd oy Section
503 of the Rebsbifitation Act of 1973, a5 amended, the Vietnam Era Veterans Readjustment Assistance
Act of 1974 (38 U510, 4212) and of the Federal Executive Order Ho. 11246 as amended, including by
Execulive Order 11375, ‘Amending Exsculive Order 11245 Relating to Equal Employmeant Opportusiy,
and 85 supplemented bf requistion 2t 43 CFR pan G0, "Office of the Federal Contract Complance
Fregrams, Equal Employmenl Opportunity, Department of Lebor,” and of the rules, ragulations, and
revant orders of e Sacretary of Labar,

2 Tne Contractor will furnish sll information ard repons raguited by Fedaral Exacutive Order MNo. 11245 as
amended, Including by Execufive Order 11375, "Amending Exzculive Order 11246 Relating & Egual
Employment Opporlusity,' and as supplemanted by regulation at 41 CFR part 60, ‘Office of the Federal
Confract Camgpliance Programs, Equal Employment Ogpporlunity, Depadment of Laobor and the
Rehzbilftation Act of 1973, and by the nules, regulations, and ordears of the Secretary of Labor, or pussuant

werelo, and will permit accass to its books, records. and accounis Dy the State and its designates
reprasentalivas and the Secretary of Labar for purposes of investigation 10 azaestain compliznoe with such
rules, raguistions, and ordars.

[

In the event of the Coniractor's nancarnpliance with the requirements of the provisions herain or with any
fedaeal rules, reguiations, or arders which are refarenced hersin, this Agresment may be cancelled
terminsted, or suspendad in whel2 or in part ard the Coniracter may be declared inelﬁgibl:—, far funners
federal and stale conbracls i aceordance with procedures autharized in Fedaral Execulve Crder Na

1248 a5 amended and souch other sanctions may de imposed and remedices invoked as provided in
Faderal Executive Qrder Mo, 11245 25 amendsd, including by Execulva Order 11279, 'Amending
Execitive Osder 11246 Fadating 1o Egual Employment Gpoortunity ' and as supplemanted by regulation gt
41 CrR pant B0, “Office of the Federal Contract Compliance Pragrams, Equat Employment Opporlonity
Deparmant of Labor,' of by wile, requiaion, or order of the Secratary of Labos, or 2s otheryise provided
by laws.
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Califenia Depaitrnent ol Publy Heallh - Specal Terms and Conditions Estnint U b

g the Cantractor will mcluds the provisions of Paragraphs a through g i every zubcontract oF purchase
order unlsss exemplad by rules, regulations, of orders of the Secretary of Labor isaued pursuant to
Federal Executive Order Mo, 11246 as amended. including by Execuiive Order 11375, Aunending
Erzcutive Crder 11248 Relating to Equal Emplayment Opportunity,” and as supplemented by regulation at
41 CFR part 80, "Office of the Faderal Cantract Compliance Fragrams, Equal Employment Opoortuniry,
Depaitment of Labar,” or Saction 503 cf the Rehabilisation Act of 1972 or (3B UB.C 4212) of the Vietnam
Era Vetaran's Readjustmen! Assistance Aci sa thatl such provisions wil be binding upan each
subcontraclor or vendor. The Conracior wilt take such action vith respect to any subcanbrac or purchase
arder as the Director of the Offica of Fedaral Contract Comgliaince Pregrams of COPH may dirsct a5 a
means of enforsing such provisions inciuding sanctions far noncompliance providad, however, that in the
event the Contractor becomes involved in. or iz threatened with igation Dy a subcontractas or vendor as 3
result of such direction by CDPH. the Contractor may request in weiting 1o COPH, whe, in tuen may
requast fhe United Siates to enter into such litigation to protect the interests af the Siate and of the Unitad
Stalas,

2. Travel and Per Diem Reimbursemeni
(Applicable if ravet andior per diom 2Apeniss are reimbursad with agreameant funds.)

Raimbursement ize fravael and per diem expenses from CDPH under this Agreement shall, uniess otheraise
spacified in this Agreemeni be at the rates cuwrrenily in effzct, a3 estaklizhed by the Calitarnia Deparment of
Patsonnel Administration (DFA), for reneepresenied stale smplovess =5 stipulated in COPH's Travel
Relmbursemant Infarmation Exhibt. I the DFA rates changs during the term of the Agresment, the new rates
shall apply upon their effegtive diite and na amendment to this Agreement shall be necessary. Exceptions fo
OPA rates may be approved by COPH upon [he submisgion of & statemant by the Contractor indicating that
such rates are nol avadable 1o the Contracior. Mo travel sulside the State of Calfurnia shall be reimbyrsed
without prior authosization fram COPH. Verbal authorzatan should be confirred n wiiting.  Written
authofization may be in a fonm inctudirg fax or emall confirmation.

3. Procurement Bules

(4pplicable to all agreemenis in which equipment, progerly, commaedities andior supplies are furnished by
COFH or expenses for said items are reimbursed with state or federal funds H

a. Equipment definitions
Whareser the lorm squipmant /fproperty is usad the follosing definitians shail agply:

{11 Major equipment/proparty; A tangible ar aangiliz item having a baso unil cast of $5.000 or maore
Wi a life expectancy of one (1) yesr bf mase and s either furnishad by COPH or the oost is
reimbursad thiough s Agreemant. Software and videas are axarmples of intangible items gl miet
this dafinition.

121 Minor equipmentipraparty. A angile item hawlng & vase unlt cost of less than $5.000 with a fife
expectancy of one (1) yaar of more and is aither furrished by COPH or the cost j& raimbiirsed through
this Agresment

b Government snd public entitiss (incheding state collogesiuniversities and auxilary organezations).
whether acting as 3 contractor andiar SUDCONTACIOr, may socure all commoditios, supplies, equipment
and services related to sych purchases thal are required in performance of this Agreement. Said
procurements arg subysct to Pa rageaphs d through b of Provision 3. Paragraph ¢ of Provision 3 thall alsn
apply, if squipment purchases are delegatzd to suboontraciors that are ranprofit arganizations or
camimercaf businesseg

(%]

Nonprelit erganizations and cammercial buosinesses, whather acling as a conbracior sndior
subcontractor. may secura commaditias, suppliss, equipment and services relatod lo sueh purchasas for
performance under this Agreement.

(1) Equipmenl purchasas shall nat evcasd 350,000 annualy

Tao sscure squipment above the annogl maximum limit of 550,000, the Contracior shap makg
atrangements through the appropriate CDPH Feogeam Contract Maragsr, to hawve 3l remaining
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equipment purchased through CDPH's Pucchasing Unit. The cost of equipment purchased by or
through COPH shall be dedustad frarn the funds availabie in this Agreemant Confractor hdll subrnif
ts the CDPIY Program Contract Maniager a list of equipment specifications for those items tnat the
Siate must procure. Tha State may pay tha vendor divectly for such aranged equipment puschases
and fitle to the eguipmant 24 rermain with COPH. The equipment will be deliverad to the Cantractar's
addrass, a3 siated on the face of the Agreement, unless the Contractor notifies the COPH Program
Conlrack Manages, invwriting. of an allemate delivery address

(71 Al equiprent purchases are subject {o Parsgraphs d through h of Provisaan 3. Paragraph b of
Poviston 3 shall also apply, I equipment purchages are delegaled to subcontraciors that aro esther a
gowErnment or public entity,

{3y Honprofii organizations amd commercial businesses. shall use a procurament systam hal meets he
folleawing standards:

{8} Maintain a code or standard of conduc) thal shall govern e parformance of ftg officers,
employaes, or agenls engaged in awsmrding procurement conlracts. Mg emplovee, ollicer, or
agoent shall participale in tha selection, award, or sgdministration of a pracurement, or bid contract
in which, o his or her knowledge, he or sha has a fnanciat interest

oy Procuremants shall be conducted in a manner that provides, o the mavmurm extant practios
apen, and free cormpetiion.

(¢} Procurements shall be conguctad in a manner that provides for all of the following:
1] Avaid purchasing unnecessary or duphcats itgms.

(2] Enunment solicitations ahali be bazed upos a clear and accurats desenpiion of ths technical
raguitemants of the goods o be procured.

{3] Take positive steps to utilize smal and veteran swned biginesse

d. Umaze waived or otherease stipulated inwriting b ¥ COPH, prior written autho:dzation frar the approsniate
CDPH Program Contract Manager will be required before the Contractor will be reimbursed for any
purchage of §5000 or more for commodities, suppbies, equipment and sarvices relgled to such
purchases. The Contracior must provida in #2 request for authorization all parbculars necessary, as
specified by CDPH, for evaluating the raucassw, & desirgbility of incuming such casts. The term
‘pusrchass” exclude the purchase of servicse from a subconiractor and public utiity services at rates
estabished for uniform applizability to the general pudlic.

a  In spesial cwrum-ﬂances, determined by CDPH {g.q., whzn CDOPH has 3 need o mondor certain
purchases, etc.). COPH may mquirs prior wilten authorzation and/or the sybmission of pad vendor
receipls for any purchase, regardless of dotlar amount. CDPH reserves the right to either deny claims for
reirbursament or o request repsyment for any Contractor and/or subconiractor purchase thal COPH
determines fo be unnecessary in carrying qut perfarmance under this Agrecmaent.

f The Contracior and'or subcontracior must maintam a cogy or aarmative descdption of the procurenent
sysiem, guidelines, rules, or regulations that will be used fo maka purchases under this Agreament. The
Staig reserves the right to request a copy of these documenis and {0 inspect the purchasing practicss of
the Contractor andiy subcontrastoe at any tme.

g Faor af purchases the Contracter andior subgoniracior must maintain copies of all paid vendor invoices
documedits, bids and other infomation used in vendor selection, for ing per‘ticn of audit. Jusffications
supparting the sbsence of bidding (i e., sols source purchases) shatl also be maintained on fil2 by the
Caontractor andfor subocontractor for inspection or audd

h. CDFHmay, vith ciuse {e.g., with reasonahle suspicion of unnecessary purchases or use of inappragrists
purchase practices, ete), withhold, cancal, modify, ar retract the delegated purchase authorty granted
under Paragraphs b andior ¢ of Provision 3 &y giving the Cantracior no less than 30 calendar days written
rplice
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4. Equipment Ovwnershlj / inventary / Disposition

(Applicable lo agreements in which equipment andior progerty iz furnished by COPIH andior whapn sad iems

are purchased o reimbursed with siata or federal funds H

4. Wherever the terms egupment andior propedtly are used in Provision 4, the definitions m Frovizion 3.
Faragraph a, shall apply.

Uniess  olherwise stipulated o this Agreement, all egupmenl  andior praperty  that are
purchasedreimbursad with agreement funds or fumished oy CDPH under the terms of this Aoreemsnt
shall ba eonsidered slals equipment and the propeny of CDOPH

{1} COPH requirzs the repoing, tagaing and annual invenlorying of alf equipment andior propeny that is
furnished by COPH or purchasoediesinbursed with funds pravided through this Agraement.

Upan receipt of equipment andlor propery, the Contraciar shall raport the receigt fo fhe COPH
Pragram Contract Manager, To repost the recoipl of sald tems and 1o recetve propeny tags,
Contraclor shall wuse = form or forma: designatad by CDPH's Asset Managermen! Unil. H tha
appfopriate forn [Le., Contracior Equipment Purchased with COPH Funds) does not secampany this
Agreemant, Contractor shall request 3 copy from the COPH Program Contract Manage:

{2) If the Contractor enters inta an agraemeni with a term of more than twslve months, the Contracior
shall submit an annual inventary of state equipment andiar propery to the COFH Program Contract
Manager using a form or fonval designated by CDPH's Asset Management Unit. If an inventary
repart form (e, InventoryDisposition of GOPH-Furded Equipment} doez nat socompany this
Agreement, Ceonfractor shall request a copy from the COPH Pranram Contract Manager, Contractor
#nal

ta) Inciuds in the inventory repont, equipment andfor peopedty in the Contraciors passession andior in
the possession of 2 subconiractor (including independent consultants).

(b} Sudmit the mventory seport to COPH according ta the instructions appeanng on the inventory form
or issusd by the CDPH Program Contract Managser,

(e} Contact the COPH Program Cantract Managsr fo team haw to rervove, frade-in. sell, trensfer ar
sunvey off, from the inventory repod, sxpired equiprment andler propacty that is no lenger wantad,
usable or has passed iz kie oxpectancy.  Insfructions will be supphed by COPH's Asset
Mz=nagement Unit

b. Title to state equipment andiar property snall not be affected by its incomporation or attachment to afy
groperty not avned by the Stale,

€. Unless otherase stipulated, GOPH shall be under no abligeben o pay the cast of restoration, o
rehadilitation of the Contracior's andior Subcontractor's tacility which may be affected by the emaoval of

any state equipment andior propety.

d. The Confractor andicr Subconbactor shall maintain and Mminsler a sound business program For
ensunng the praper use, maintenancs, repair, protection, insurance and pressrvation of state aquiprrsent
andiar praperty.

{1y In administedng this provizion, COPH may requira the Contractor andior Subcantractor 1o repair or
replace. to GDPH's satisfaction, any damaged, losl or stolen state equipment and/or groparty
Confractor andfar Subceniractor shall rnmediately file a theft repot with the Appropiate polies ageacy
ar the Galifornia Highway Patrod and Contractor shzll pramptly submit ong copy of the thaft report 10
me COPH Pregran Contiact Manage:

i

Unless olherwize sbpulated by the program funding this Agresment, equipment andicr properiy
purchasedirennbursed with agreemant funds ar fusnishad by COEH under he tarms of this AGTEEMEnN:,
shall only be used for performance of this Agreerment or snother COPH agroemant,
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Wiihin sy |BO) calendar cavs prior o the termination of erd of this Agreament the Contraclar chali
provide a fnal prventory teporl of equipment andier propenly to the CDPH Psogram Contract Manager and
shall, at that time, guery COPH as to the requirements, including the mannar and method, of stuming
siate equioment andfar prosery to CDPH  Fingl disposition of equipmient andior groperty shail be at
COPH expense and aocording 1o COPH instructions  Equipmant andfor propenty dsposition instruckans
shall be issued by CDPH immadiately after racaipt of the final inventory report Al the terminstion or
conclessan af this Agresment, COPH may at ds discrolion, suthorize the continued usa of state squipment
andior property far perfarmance of work under a differant COPH agreement.

Motor Vehicles

(applicabls only if motor vohisles are purchasedirsimbursed with agreement funds ar furmshed by CEPH
undsar this Agreement.}

(1) Il motor vehicles arg purchasadfaimbursed with agreernent funds or furnished by COPH under bhe
tefins of this Agreemsent, within thirty {300 calendar days pricr to fhe terminadon or end ef this
Agreament, the Contractor andfor Subcontracter shall ratam such vehicles to COPH and shall defiver
gl necessary docurments of fite or registration to enable tha proper Yansfar of @ marketable = 1o
COPH.

ﬂ_
x]
5

¢ I molor vehicles are purchasedireimbursed with agreament funds of furnished by COPH under the
lesms of tnis Agreement, the State of Califesnia shafl be the legal owner of sad molar vehiclzs and the
Confractor shall be the registered cwner. The Contrasior endfor 2 subconiractar may only use said
vesicies for performance and under the teems of this Agreement

{3t Tre Conbraclor  andior  Subconfactor  agree  that all aparatore  of  motor  vehicles.
purchasedireimbursed with agreement funds or fumished by TDPH under the ierms of this
Agreement, shall hold & vabd Stele of Californiz driver's Hoenss.  In the event that ten or more
ﬂaasﬁngﬁt are o be transported in any one vahicle, the oparator shall akze-hatd a State of California

Class B driver's icensa,

(41 If any mador vehicls is purchasediraunbursed wilh agresmeni funds or fumished by COPH under the
termis of this Agreement, the Contracler andior Subconbractar, as applicable, shall pravida, mainiain,
ared cortify that, at a minimum, the folowang Wpe and amaunt of sutomobile liability Insuranca is in
EﬁE:r“l during the term of this Agresment or any extenstan perad during which any t.‘ehécla FAMAINS I

the Confraclor's andfor Subcontractar's possassion:

Automohiie Liability Insurance

{a} The Confracter, by signing tis Agresment, heraby cortifies Ihat 0 possesses or will obtain
autormaobilz Hsbility insurance in the amount of $1,000.000 per occuffence for bod n.- injury ang
property damage combined.  Said insurance must be obiained ang mads efective upon the
delivery date of any moter vehicls. purchased/reimbursad with agreement fun d or furnishad by
CDPH under the tenns of this Agreement. o the Cantractor andlor Subcontracte

(01 The Contractor and/or Suhoontraster shall, as seon as practical, furnish a copy of the cedtificate of
insurance to the COPH Program Coavact Managar. The cartificate of insurancs shalt identify the
CDPH contract or agreement number for which the insurance apphos.

(cl The Contracty andfar Subcaoptractar 2gree that bodily injury and property damage liability
insurance, as required hiereln, shall remain in effzet at all times during the term of this Aurw‘menl
oF untl eich tma as the moter vehicle is returnad to CORH.

i The Coniracter andior Scboontractor agreo lo provide, at least thity {30} days prar 10 tha
expirabion date of said insurance covweiage. & copy of 3 row carlficate of insurance cvidencing
continued coverage, as indicated hersin, fr not less thon the remaindar of the teem of this
Agraemeni, the term of any exiension or continuation thereof, or for a periog of nol less than cne
1) year
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i&] The GConfractor andéor Submntractor, f not 3 seif-insyzed goverarment andier public &ntity, must
provide evidence. that any reyuired cerbfales of insurance contain the fotlowing provisions:

1Y) Thainsuras will rot cancel the smured's crvarags withoul giving trirty {300 calendar davs prior
widlen notice tn the State (Caiifomia Dopartmant of Poblic Hezlth (COPHY

2] The Slals o Calfarnia itz officers, agenis, employess, and servanls zre includad as
ditional nsureds, by only with FespaCl 1 work porlommed for e Stale undar this
Agreement and ary oxtension or continugtion of this Agreemuent

3] The inawrance carrier shall nolify COPH, in wiiting, of the Confractors faflure o pay
remmums; its canceliation of stich podicies; o any ather substantial change, inzluding, but not
Bnitod o, tha status, coverage, ar scope ol the required insurance. Such notices shall
conlai a refarence to 2ach agresment number for which the insurance was ghtaingd,

f) Tne Contractor andfor Subconiractor is hereby advised that copies of certificatas ot insyrance
may b2 subjoct Lo review and approval by the Depariment of General Servicas (EM33), Offica of
Risk and Insurance Managemsnt, The Conbracter shall be nolfied by COPH, i wnting, if this
provision iz applicatie o this Agresmenl  If DGS approval of the cortficate of Insurance is
required. ihe Contractor agrees that na work o7 senices shall be perforned orior to obizining said
approwal

(3] In the svent the Contraciar andins Bubiconiractar Feils g EEED INSUrance coversge. as required
heran, in sffzct Bt all Smes durng vehicle passession, COPH may, in addition o any other
remedizs d may have, terminate his Agreement upan the occumrence of such eusnt

5. Subcontract Requiremants

{Applicable to agrsements under which zanvines are to be perfermead by subcontractars including indepandant
consulantzs )

a Prior wailten zuthorzation will ba requirad before tha Coniractor enters into or is reimbursed for any
subconbract for sarvices costing $5,000 or mare. Excant as indicated in Faragraph a{3) harsin, whin
seduring subcantracts for services eosting $5,000 or mare, the Contractar shal chtain at lzast tree baz
of Juslly a scle sourns gward

(] Tha Contractar must provide in is roguast for gutherization, 84 information nacesssry for Evaillatng
the necossily ar desirsbility of incurring such cost

3

The Btate may identify the infarmation nesded 1o fulfil this requirement.
(3] Subcontracts performad by the following entities or for the service typas listed below are axompt from
tha bidding and sol2 source justification ragquiremenis’

i@y Alocal governmantal enlily ar the faderzl gavernmeni.
¢by A Siate collegs or universdy from any Stats,
i) A Joint Powsts Authority,

idy An assilisry organizaton of a Califarmia State Univarsity ora California commurnity colle
i2} Adaundztion arganized to suppoit the Baard of Savarnars of the Calilomis Comrnunit

y Coliages,

th An ausiliary organizoton of tha Stedent Aid Commission established under Educalion Cade g
395737,

tg) Erdilies of any typs that will provide subventian ad or direct soraces to ha public,

() Entitizs andior service types identified as exempt from advertising in State Contracting Manual
580 View this publication at the follawing Intermnet addrass:

A

htiprdfwew ole dag . m now!Contracts ManualiChaptersdth 1oLghsa ftm

6. CDPH rescrves the nght to spprove of disapprove e selecton of subcontiactor: and wilh advanca
wiitten nolce. requiie the substlision of sebcontractars and raquite the Controctor o tannicals
subcontracis entered ito in suppad of this Agresment.
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(1) Uoen recoipt ~f witlen ratice fom COPH requiring tho subsstitution andion lesmipaton of &
subooniract, the ’l!rautf‘f shall {ake 2leps o ensure Fie complelion of any work in prograss and
selzct 3 roplas ~m:ﬁ[ it zpplizable, within 30 calendar days unloss a lenger period s agreed 1o by
COPH.

¢ Actual subennitacis (L=, writien agreemant bebveen the Conbacior anc a ubuon'i:an:ta:,r} ol §5,000 ar
more are subject o lha prior review and writien spproval of COPH. CDPH may. at 42 discretion, ewecl to
waive iz roht. All such waivers shall ke confirmad in writing by CDPH.

4. Cenfeactor shall maintzin a copy of each subcontract ardered into i support of this Agreomisnt ang shal,
Upon requiest oy CERPH. make copies available for agpraval inspection. or audii

& CDPH zssumes na responsibildy f-r tﬁe pﬂwr‘*u'«nl of subooniractars us
Agraement  Contraciar aoceps 5 respansibdity far the payment <
parfolmanca of this Agreament,

wid m lhe performance of this
i subconbactors used in tha

The Contracter is responsible for ali perfarmance requirements under this Agreament swen though
parfomance may bie caried ouf thiough a subconiract,

§. The Conltracior shall ensure that &l subcontracts i sarvices include provision{s) requinng compliance
with applicahle tevres 2nd conditians spacified in this Agresment,

b The Coatractor egrees fo include the fallowing clauss. relevani to racord retention, in alt subconlracts far
SEMVICES

[Butconitiaciar Mama) agress to maintzin and presarve, until three vears after ferminateon of
iAgreemen! Mumber) and final payment from COPH to the Contracior, to permit CDPH or any duly
authofized represontative, to have socess to, examine or audit any perinont haoks, documents,
papers and records related fo this sutwuirjct and to aliow interdews of any smployaes wha
might reasana bty hiave infermation ralatsd fo such records.”

i Unless otherwise stipulated in wiileg by COPH, the Corlracter shal! ba the subsontractar's sole acint of
contact for all matters rrﬂlai::d t:j pr—rl‘hmanfﬂ and payment under this Agreement.

i Contractor shall, s applicable, addise 2l suhoontrackor
Aumberad pravisions of

of their obligstions pursuant o the followiog
= 1 33
nurmberad proviss

thla Exhs bsL ‘l. »_f, 3. 45878 1—] 4 1T 19, 28 24, and 31 or other

2 0
1=

£, Income Resteictions

Unkess olherwize stpulatad in this Agreemant, the Condractor agrees that any refunds, robates. credits, of
ather armounts (including any interest thereon) aceruing to or receved by the Contracior under this hjf 3t
shall b paid by the Cantractor to CDPH, to the axtent that th Sy are proporty alflocabls fo costs fur which the
Contractar has teen reimbursed by CORH under this Agreemant,

7. Audit and Record Relention

[Applicable 1o agresments in excess of $10 009 f

y )

a  The Contractor andior Subcontractar shall mainlan baaks, racoe
AcCOUNting procaduras end practcss, sufficient to praperty reflect a
naturs claimed to have been incurred in fhe parformance of this &g
and expenses. The folegoing constitutes “records" for the DUMOS0

s, documenis, and olner ovidence
I direct 2nd ¥ mlr—'rt costs af wha
reernanl, inchiding ary metch
of this provision

aged n the
reasenanle mas o nspactian,

b, The Confractor's andice subooniraciors fao zitity @f offica or such parl thereof as may be eng
parformanice of this Agreemant and hisiher records shall oo subject at ail
audit, and reprodustion.

¢ Conlreclor agrees that COPH. ths Depanment of General Services, the Bureau af Siats Audts, or fheir
designated representatives including the Sampiroller Genaral of the United States shall have the right 1
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reévisw @nd o oopy any racords and suppiting documantation perlaining 1o the psdomance of this
Agreement. Contraclor agrees o sllow the auditae(s) access © such recods during normal business
hours and o aliow intendows of any employess wha might reasonaldy have information reated 1o such
records.  Funhor, the Contractor agrees to include @ similar fight of the State to audit records and
interview StEff in any subrontract refated to performance of this Agresment (50 BR487 COR Tie 2,
Soctan 1898)

@ The Contracior sndlor Subcantractor shalt prasarve and make availabla histher records { 1} for 3 perod of
three years bom the dale of final paymenl under this Agraement, and {2} for sush longs: pariod, if zny, as
is required by applicable statulz, by any olther provision of this Agresment, ar by subparagraghs {1} of (2)
badoar.

{1y ¥ this Agreement is completely or partiatly lerminated, the records refating to the work terminated shall
be preserved and made availsble for a period of thres years from the date of any resulting fnal
settlernent

(2} I any litgatan, daim, negotialion, sudil, or olher aclion irvalving ihe records has hean slartad befars
the expialion of the threa-yagr period, the records shall ba retsined untit camiplation of the action ard
resolution of all tssues which arise from i, or until the and of tha regular throa-year parad, whichaver
= laler

e The Centractar and/or Subcontractor shali comply with the above requirements and be aware of the
penalties for violations of fraud and for obstruction of invasiigation as set forth in Public Conirsct Code §
1011540, if applicabiz.

f.  The Contractar andfor Subcontracior may, at ils discretian, following receipt of final paymant under this
Agresment, reduce its sccounls, books and recards relaled Lo this Agrearment la microfilm, computer disk,
COROM, or pther data siorage medium. Upon requaest by an autheized representativa i insgact, audit
ar oblain copias of 53w records, the Cestractor andor Subcentractor must Supply or make avallabse
applicatile devices, hardware, andfor sofware necessary to view, copy andior prnt =aid records
Applicable devices may include, but are not limited to, microfilm readers and micrafim printers, ete.

g. The Contractor shall, if appiicabls, comply with the Single Audit Act and tha audit reportng requirements
gat forth i OME Circular 4-133.

8. Site Inzspaction

The Swate, through any suthorized regrasantatives, has the righl at all reazonable bmes i inspact of otherwise
evaluate the work perfarmed or being perfanmed hersundar including subeontrac suppoarted activities and the
premises in which it is being performed, I any inspecton or evalisation is made of the premizes of the
Confracior or Subcontractarn, the Conlractar shall pravide and shall fequire Subconiractvs fo provide all
reasanable faciiities and assistance for the salaly and convenience of the authorized representatives in the
perfopmance of el duties. Al Inspactions and svaluations shall be performed in such @ mannar as will not
ursduly daldy the serk,

8. Federal Contracl Funds
tApplicablz only to that portion of an agreement funded in part or whals with fedara Tura.)

a It is muigally understood between the paries thal this Agresment may have been written before
ascartzining the availability ef congressional appropfiation of funds, for the mutual benefit of bath parties.
n order to avoid program and fiscal defays which would sonur if the Agreement were exended after that
determinaticn «was made.

b, This sgrocment ig vabd and enlorceable only f sufficient funds are made availabie to the State by thes
Urilag States Government fos the fiscal years covered by the term of this Agreament  |n addifian, fhis
Agreement € subject 10 any additional restrictions, imitsbons, or condilions enaclad by the Congress o
ary stafule enacted by the Cangress which may affec! the prodisiens, forms or funding of this Agreement
in 2ny marinag,
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© s mutlaly agreed that if the Congress does not approprate sufficient funds for the pragram. this
Agresmant shall be amended to reflect any raduction i funds

£

CDPH has the option to invalidale ar cancel the Agreement with 30-days advance written nobce ar to

amend the Agreement to reflect any reduction m funds

10.  Intellectual Proparty Rights

a. Ownership

i

,—\.
S
i

15

Except where CDPH has agraed i a signed witng to accept a licenss, COPH shall be and reman,
withaut additionat compensation, the sole wwier of any and alf rights, title and interest in al! Intellzctual
Property, from the moment of creation, whethar of not jointly conceived, that are made, conceived,
derived fram, of reduced to practice by Contractor ar COPH and which resuit diectly or indirectly fron
this Agreament

For the purposes of this Agreemani, Intefisctual Property means recagnized protectable rights and
interest such 3 patents, (whether or not issusd) copyrights, trademarks, service marks, aplicatons
for any of the foregoing. inventions, trade segrets. Tade dross, logos, insignia. color combinalcns.
siogans, maral rghits. right of publicity, suthor's rights, confract and licensing rights, works, mask
works, mdustrial design rights, rghts of priarily, know how, design flows., methodologies, devices,
business processes, davelopments, innavations, good will and all other legal rights proteching
mtangible proprietary information as may exist naw andfor here after come inlo existence. and afl
renewals and extensions, regardiess of whather ihose righis arise under the [aws of the United Statos,
or any other stals, country of jurisdiction.

(s} Forthe purposes of the definition of Inteflectual Fraperty, “works™ means all litecary works, writings
and printed malter inchuding the medium by which they are recorded or reproduced, photographs,
art work, pictorial and graphic representations and warks of a similar nature, fitm, mation picturas,
digiial images, snmaton cells, gnd other audiovisual works Including posttives and negatives
theread sound recordings, tapes, educational materals, interactive videas and any other malarizls
ar pradusts cragted, preduced, canceptualizad and fied in 3 langitile medium of expression. It
inchiges preliminary and final producls and any matedals and information developed for the
purposas of preducing thoze final products. Warks doas not includs articles submitted to pias
revigw or reference joumals or independent researsh projects.,

) In the performance of this Agreement, Contractor will exercise and utitize cerlain of its intelieciuat

Property in existence priar to the effectiva date of this Agresment. In addition, under this Agreerment,
Gonlrattor may access and ublize cerdain of CDPH's Intelleciual Property in existence prior to the
effaclive datz of this Agreement. Except as alhenwise sat forth herein, Contracior shalf not use any of
COPH's frnislactugl Property now existing or hereafler existing for ary purpases withoul the prier
writien permission of CDRY, Except as otherwiss sot forth herein, neither the Contractor nor
COPH shall give any ownership intarest in or rights to lis Intelfectual Property to the other
Party. If during the tarm of this Agreemend, Contractor accesses any third-party Intellectual Property
that is boensad to COPH, Contraciar agrees to abide by alf license and confidentiality restrctions
applcable to COPH in the hird-party's license agreement

Conwaclor agraes to cooperale with COPH in sstablishing or maintaining COPH's exclusve Tighits in
thz Intellieciual Property. and In assurng CDPH's sole rights against third partes with respect to the
Intellectual Property  If the Contractar enters Ints any agresments or subcontracts with other parties
in arder to perform this Agreement, Coniractor shalf reguire the terms of the Agresmont(s) to include
all Intellectual Property pravisions  Such terms must include, hut are not imited to, the subconlractor
assigning and agrasing to assign to COPH all dghts, tile snd interest in lntellectual Froperly made,
conosived, denved from, or reduced to practice by the subsontractor, Soniractor or COPH and whick
result directly or indirectly from this Agreemant or any subonntract,

Coniractor further agrees ta assist and cooparate with CDPH in il ressanabds respects, and execuds
af documents and, subject to ressonsble availahitty, give testioony and tske all further acts
reasonably necessary (o acquire, anster, maiatain, and enforce COPH'S intellectual Fropery nghts

and interests.
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b. Retained Rights [ License Righls

(1% Except for Intellectual Property made, conceived derived from, or reduced to graclee by Coatractor
or CDPH and which result directly or indireclly fram [his Agreemenl, Coatraclar shall retain tfe to all
of ds Inteliectual Property to the extent such inlollestuat Proparly 15 0 exslonce prior 1o the affectve
date of thie Sgreement.  Conliaclar Bereby grants o COPH. wathout additionat compensation, a
permanent, nan-achasve, royally free, pad-up, worldwida, revocable perpetual non-terminahbles
boenza b uso, reproduce, manufacture. sell, ofier to sell. import, expon, modify, publsly and privately
displaypedorm, distibute, and dispose Conlracter's Intzliectuat Frapery wilh 1he rght to sublicense
through muliple layers, for any purpase whalseever, to the extant i is incorporaled in the Intellaciual
Property resuifing from this Agresment, unless Conbraclor assigns all rights, tile and Interest in the
Intellectuat Properly as sei forih herein.

Ix]
s

Hotiing in this provisaon shall restncd, limit, or otheredse prevent Contracter from using any ideas,
soncapts, Know-how, methedalogy or techniques related o ifs perfarmance urder ths Agresment,
providad that Contracter's use does not infringe the patent, copyrighd, trademark rghis, lieense or
ather Intsllscteal Properly nghis of COPH or tird party. or result in & bresch or default of any
provisionsg of this Exhibit or result in 8 breach of any provisiong of law relating to confidentizlity,

c. Gopyright

[t} Contacior agress thal fof purposes of copyright law, sll works jas definad in Paragraph a,
subparagraph {2)(a) of this provision] of authership made by o an behalf of Centractor in connechion
with Contractor's perfarmance of this Agrezment shall be deemed “works made for hire”. Contractor
imther agrees that fhe work of each person olilized by Contractyr in cannection with the perfarmanse
of this Agreement will be a "work made far Hire," whether that persaa 1 an employes of Contractor or
thal person has entered info an agreement with Contractor 1o perform the work.  Contracior shall
anter inlo & wiilten agresment with any such person thak (3 all work performed for Contractor shall be
desmed a “work made for hire” unader the Copyright Act and (i that person shall assign sl righy, title,
and irnterast oy COPH to any work preduct made, concsivad, derved from, or reduced tn practineg oy
Cantractar of COPH amd which result ditectly or indirecty from this Agreement.

23 Al materigls, inchuding, bui not Frmited fo, visual works or text, reproduced or deliboted puseant 1o
shis Agreermeni thal include intslizctual Properly made, conceived, dorved from, or reduced 1o
pracice by Tontracior or GDPH argd which resull dveetly or indiractly from this Agresment, shali
mohude TOPH's notice of copyright, which shall read o 3mm or larger typeface: "B [Enter Curent
Year €.9., 2007, sig], Deperment of Public Health. This matenal may not be reproduced or
disseminaied without prior written permission fem e Depariment of Public Health.” This notice
should be pleced prominenily on the matedals and set apart from othar matier on the paga whore it
appears. Audic productions shell coniain & similar audio natice of capyight.

d. Patent Rightis

With respect fo inventions mads by Coniracior in the perfomanca of this Agreement, which did net result
from sesearsh and development specifically inciuded in the Agresment's scope of work. Contractor hereby
granis fn COPH a license ss descrnbed under Secton b of this provision for devices or maieral
incarporating, or rmade threugh the use of steh inventions. I such inventians resull from research and
daveloprnent work specifically mcluded within the Agreement's scope of wark, then Contractor agress to
assign to CDPH, withour additional compensation, all ifs right, title snd interest in and to such invantions
and to assist CRPH in securing Unitad States and foreign patenis with respect therela,

¢, Third-Party Intellectual Properfy

Excepl s provided harmn, Contractor agress thal s perfeemance of this Agreemant shalf rot be
dependant upon or include any {ntetiectual Proparty of Cantracior or third party without first. (i} oblaering
COPH's pricr whitten appraval, and (i} granting o or abtaining far COPH, withoul addilional cornpensation
a foense as deswibed in Section b of this provision, for any of Canfractor's or third-party’s Intellzctusl
Prapasly in existonce pior to e effective date of this Agreement i such a license upon the thase terms
w unatthinable, and COPH determines that the Intellecteal Property shauld be meluded i of is requirad for
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Sontractor's perforimance ol this Agreement, Contractor shail ontaia 3 diconse under {gmis accantable o
CZHPH

. Warranties
{1} Confractor repressnts and wasranls that:
(8} ftis free to enter inte and fully perform this Agresment.

b} It has secured and will secure alf rights and licenses necessary for s performance of this
Agreement.

iy Maither Contractar's performancs af this Agreemant, nor the exerciss by edther Party of the righis
grentzd in this Agreament, nor any use, reproduction, manufacture, sale, offer ta safl, mpart,
export, medification, public and private displayipedommance, distribution, and despasition of the
Intellaciual Froperty made, concsived, derved from, of reduced to practice by Cantractar or
COPH and which result directly or inditectly from this Agreemant wil irfrings upon or violata zny
Intellectusd Property right non-disclosure obligation, or other propriefary right or interast of any
third-party ar endity now sxisting under the laws of or hereaftor ex3sting ar issusd by, any stals,
ihe United Statas, or any fareign country. There i currently no actual or threatened claim by any
syen third party based on an alleged violation of any sush right by Cantractar.

Idj Neither Contractor's perfarmance nor sny part of its perfarmance witl viclate the night of privacy of.
or canstiiutz 2 ibel or slarder against any person or entity.

{e} i has securad and will secure all fghis and leenses peCessary for Imallectual Fropery includiag,
Ut not limited to, cansents, viadivers of releases from 2 suthors of musie or performances used,
and talent {radio, television and motion picture talent), owners of any interest in and o raal estale,
sites, locations, prepery or props that may be used or shown,

1 R has not granted and shall nat grant 1o any person ar entity any right that would ar might
deragats. encumber, or mterfers with any of the rights granfed to SOPH in this Agteemant

{9y it has approprate systems ard controls in place to easura that stalz funds will not be u2ed in the
periormance of this Agreement fed the scquisiton, operation of mainfsnance of compauter

oA

soitware i violatian of copyright laws.

in) It has no knowlodge of any cuistanding claims, liconzes or oher charges, lions, of encumbrances
of any kind or nature whatsoever that could affect in any way Contractar's performance of this
Agreement.

(L

) COPH MAKES NO WARRANTY THAT THE INTELLECTUAL PROFERTY RESULTING FROM THIS
AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK, COPYRIGHT OR THE
LIKE, NOW EXISTING OR SURBSEQUENTLY ISSUED.

e

g. Intellactual Praperty indemnity

(1) Contractor shall indemnify, defand and hold harmiless COPH and its licenseas and assigness, and its
cficers, direclars, employees, agents, represeilstves, successors, and users of its products,
(Indemnitees”) from and against all claims, actions, damages. losses. abilllies (or actions o
Frocesdings with respect ta any thereof), whathar of not rightful, gnsing from any and all actions or
claizns by any third party or expensas related thereto (including, but not timited to, alt tzqal exponses,
caurt costs. and stlomey's fess incured in Investigating, prepanng, sereng as 2 winess in o
defending against any such claim action or proceeding. commenced or threatened) to whah any of
the Indemniiees may be subject whether or nat Contractor i a party to any pending or threatener
Hgabon, which arisa out of of arg related to (i) the incofrestness or breach of any of the
szpresentations. warranties, Covenants o agresments of Coniactsr penaining 1o intallactual Proparty;
or {ii) any Intellectual Proparty infringement, or sny other type of actual or alleged infringorment claim
arising oul of CDPH's uge, reproduction, manufacture, sale. offer to =ell, distrihition, import, expor.
modification. public and private perfarmancaidisplay, ficense, and digposiion of the Intellectual
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Peopedty made, concewed. cerlved fram. or reduced to practice by Contracior or COPH and which
result dirsctly or indirecty from this Agreemant. This ndemnify obligation shali apply irespecive of
whelher the infringament claim is based on 3 patent tradarmark or copyrighl ragisirajion that ssued
atter the elfzclve dale of this Agreemeni COPH reserves the right Yo padticipats in ardior conrol, ot
Contraclor s exponise, any such infringamend acton brought aganst CDEH.

should any intellsctual Property censed by e Contractor to COPH under this Agreement becoms
the subject of an Imellectunl Propedy infingemsnt clzim. Contractor will Srercise its authorty
reasonatly and in good fall to preserve COPH's right to use the licensad inteleciusl Propurty sn
accordance with Lhis Agreement at no expense fo COPH. CDPH shall have ihe right ta manitor and
appear through its ewn counsel (3t Condractars EXpRase] in any sUch elaim or action, In the defenac
or setbament of the clairs, Contraclor may obtain the right for COPH to conbne using the licensad
Intellectunl Property; or, replace or modify e licensed Intellectual Peoperty so that ihe replaced or
modified Intzlleciual Propeny becames non-istinging previded hst such replacement or modification
= funclionally squivalent (o the original licensed Intellectusl Property ¥ such remedies are not
reasonatly available, CDPH shalt be entitled o a rsfund of all manies paid under this Agrecmart,
withaut restrstion or limidation of any olher rights and remedies available at law ar in Bty

e
™)
——t

13} Contactor agrees thal damages alons would ba madequate to compansate COPH for breach of any
term of tvis Intelleclual Proparly Exhibd by Contractor, Cantracion acknawledees COPH would suffer
sreparable harm 0 the event of such bresch and agrezs COPH shall be entitied to obtam squitatla
relief, including withou! Brmitation an injunction, fom 3 coun of compatent jurisdiction, withaut
restriction or kmitation of any other Aghts and remediss sysilable ot law of in ey,

h. Federat Fanding

In any agreement funded in whale or i part oy the tederal govemment, COPH M3y acquire and maintain
the Intellectua! Property rights, title, and cwnerstop, which fesults directly or indirectly from the Agreement;
except as provided in 37 Code of Federal Regulabons pant 401 14 however, the federal govarnment shall
rave a ron-exglusive. nantransferable, irevocablz, paid-up license theoughant the workd to use, duplicate,
or dispose of such [ntelisctual Propeny throughout the workd m any manner far govemmanial purpesas
and la bave ard permit others to do sa

.  Survival

The provisions set forth herean shall survive any termination er expiration of ihis Agreemant or any projsct
schedule,

11, Air or Water Pollulion Requirements

Any federaly furded agreemsni andfor subcantract in excess of $100,000 most camply with the following

& Government COnraclors agree b camply with all applicabie standasds, orders, or raquirements issued
under section 306 of the Cloan Alr Aot (42 U.S.C. 1857(h)]. section 508 of the Clean VWatar Aet (33UsC
1368). Bxscutive Order 11738, and Enviranrents! Protoetion Agency requlations {40 CFH part 15)

b. Institubons of higher education, haspitals, nonprofit organizations and commertial businesses agres fa
comply with all apphicabls standards, orders, of requirements issued under the Clean Air Act 43 UsC
7401 el seq}, as amendad, and the Federal Water Pollution Cantrob Act 133 U.S . 1251 et z6q.) a3
ameandead,

12, Pricr Approval of Tealning Seminars, Workshops or Caonferences

Cantractor shall obtain prror CEPH approval of the oeation, costs, dates, agerda. msbuclors  instrections
materals, ard attendess at any rombursablo lainisy sesminar, workshop, or cenference conducted aursuant
o this Agreemant 2nd of any reimbursable publicity or educations! materizls to be mode availabie for
distibubo. Tha Conbraclor shall scknowledga the suppart of tha State whensver patbliczing the work under
this Agreement is any media. Thes provision does not apply to necessany staff mestings or braining sessiong
ket for the staff of the Contracter or Subcantracior o conduct routing business matters,
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13

14.

15.

Confidentiality sf Information

&.

The Contractor and its employees, sgents, ar subcantractors shall prolect from enawthorized disclasure
names and other identifying information cancerning persons either rocaiving services pursuant 13 s
Agresinanl or persans whase namas of identdying informatian become available or sre disclosed 1o tw
Caontractor, its employees, agenis, or subcontractors as a resull of services performed under this
Agresment, excepl for stalistical informatien not identifving any such person

The Contractar and its employees, agants, or sutcontractors shall ot use such idenifying informatien for
any purnose giher than carrying ouwl the Canlracior's obligations under this Agreament.

The Contractor and ils employess, agents, of subconiractors shall promptly transmit to the CLPH
Program Contract Manager all requests for disciosure of such idantifying informataa not emanating frora
the client or passon.

The Contractor shall nol dizcloss, except as othersise specificalty permitied by this Agreement or
authorized by the clhent, any such dentifying information o anyare oiher than CDPH wathout prior writen
autharization from the CDPH Program Contract Manager, except If disclosure s required by State or
Fedaral iz

For pusposa: of this provision, identty shal inslod2, but ngi be fimited 10 rama, ideniifying number,
symbol, ar other identifying patticular assigned 1o the indwidual, such as finger or voice pnnt or 8
photograph

As desmed applicabla by COPH, this provision may be supplemanted by addiicnal terms and condilans
coveding persenal health information {PHI) or personal, sensitive, andéor confidential infarmation (PSCH).
Said terms and conditions will be outlined in one of more exhibits thal will either be attachad la tns
Agreement or incofporated inta this Agreement &y reference.

Documents, Publications and Written Reporls

{Applicable 1o sgreemants over $5000 under which publicalions, writtzn repors and documents are
developed or produced. Gowarnmant Code Secticn 7850.)

4ny documeni putfication or written repor (exchuding progress fepotts, fnancial reports and normal
cantractual communications} prepared as a requirsment of this Agreemant shalf contain, in & separate section
praceding the main body of the decument, the number and dediar amounts of all contracts ar agreaments an:l
subcantracts relating to the praparation of such document or report, i the total cost fae wark by nonemployee

of the: Sials exceeds 55,000,

Dispute Resolution Process

A

A Cootracler ghavance exists whenever there is a dispule arising from COPH's acton in the
administration of an agreermenl. |f thers 15 a dispute or grievance betenan the Contractor and COPH, the
Cenfracior must seck resokution using the procedure outlined below.

{1y The Centractor should first infaemaity dizcuss tha prablem with the COPH Program Confract Mansger.
i e problem canngt be resolved inforrmally, the Cantragtor shalf dirsct its grievance logethars with 2ny
gvidenca, in writing, 1o the program Branch Chiel. The grievance shall stale the igsues in dispule, the
legal gutharity or other hasis for the Contractor's pasition and the remady sought. Tha Branch Chisf
shall render a dectsion within ten {30 working days after receigt of the written grievance from the
Contractor The Branch Chied shall respond in writing to the Contractor ndicating the degsion and
regsons thersfors. |f the Cantractor disagices with the Branch Chisf's dacision, the Conlractor may
appeal (o the second level

{2} ‘When appealing to ive second fevel, the Convactor must prepare an appeal indicating the reasans for
disagraement with Branch Chief's dscisikn  The Contraclar shall include with the appeal a copy of Lhe
Confracior's original statement af dispute aleng with any supporling ewvdence and a copy of the
Branch Chiefs decision. The appeal ehall Be addressed to the Deputy Director af the division in which
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m

the branca is organized within tzn {10] working days from receint of tha Branch Chiefs decision. The
Oeputy Direstar af the division in which the branch is organized or hisihar designes shall mest with the
Gentracter to raviaw the jssues raisad, A wrillen decision sighed by the Deputy Diractor of the division
in which tha brarch iz organized ar hisfher designes shalt be diracted (o the Contractor within twenty
(207 vaarking davs of raceipt of the Conbracion's second level appeal ’

If the Confraclar wishes to appsal the decision of the Depuly Directoer of the division in which the branch is
arganized or hisfher designee, the Confracts shall follow the procedures set forth it Division 251
[commenaing with Section 380503 of the Health and Safety Code and the requlations sdopted thersunder
{Tie 1, Subchapter 2 &, commancing with Section 251, California Cade of Regulations }

Dispuies arising el of an audit, examinalion af an agreement ar other action net covered by subdivision
'3) of Section 20204, of Chapler 2.1, Title 22, of the Califomia Code of Regutstions, snd lor which na
procedures for appeal are provided in statulo. reculation ar the Agrzemeni shalk be handled in
accordance with the procedunes identifisd i Sections 51015 through 51047, Title 22, Califomiar Cads of
Requlations .

Unlzss otherwise stiputated in wriing by CDPH, alt dispute, gricvance andfor appeal carsspondencs shal
be diracted to ke COPH Program Cantract Manager

Thers are organizational diferences within GDPH's funding programs and the management kvels
dentified in this dispute resolution pravision may not apply in every contractual situation.  When a
grievance i3 received and organizational differonces exist, the Confractor shall be notifisd in wiiting by the
COPH Program Confract Manager of the level, name, andiar title of the appropriate manageman afficial
that is responsdbie for esuing a decksion at a given level.

16, Financial and Compliance Audit Requirements

4.

b.

The definitions usad in this provision are contained in Soction 32040 of the Haalth gnd Safely Coda. which
ty this references is made a pant harsof

fxirect service confract means a contract or agreemsnt for services costamed m facal assistance or
Sutweritior: programs or bath (see Heaith and Salety [H33] Code seetion 33020}, Direrd service contracts
ghall net include confracts, agresments. grants. or subventions to other gaveramenial agenciss of units of
govarnmant nor contracis of egresments with regicnal centars or area agencies an aging (HE&S Cade
section 380300,

The Contractor, as indicaled below, agrees to obtain ane af the follcaing audits-

{1) i the Conbractor is o nonorofit organization {as defined i HAS Cade secfian 38040 and reneives
$25,000 or maore from any Stats agency under & ditect service coniract or agreement: the Contractor
agraes {2 obtain an annual single, oganization wide, finangial and compliance sudit. Said audit shall
be conductad according ta Gensrally Acceplad Auditing Standards. This sudit does nat flfill the audit
requiramients of Paragranh ¢(3) below. Tha aodit shall be completed by the 15ih day of tha filth
month following the end of the Contraclor's fiscal yaar, andior

{2} If th= Contragtor & & nonprofit grgsnization {35 definad in HAS Code saction 38040} and receives less
than 325,000 per year frorm any State aqency under a1 direct sarvice cantraci or agresmant, the
Contractor agrees 10 obiain a biennial single. organization wids financial and compliance audit uniess
there is evidence of fraid or other vinlation of siate law in connection with his Agreemani  This audid
does not Rilfill the audit requirements of Paragraph ¢(3) betow. The audit shall ba compleied by the
15th day of the fifth month following the end of the Contractur’s fiscal year, andlar

(3] # the Contractor s a State or Logal Gavernment enfify or Nonpreft organization {as definad by the
Federat Office of Management and Badget [OMB] Circutar A-133) and expends 3500 000 or more in
Federal gwards. the Contracter agreos tr oblain an annual single, organzation wide, financial and
campliance audit sccording to the requirements specified in OMB Circular A-133 entifiad *Audits of
Stalez, Loaal Govemments, and Non-Profit Organizations”.  An audi conducted pursuart to this
provision wall fuliil the audit requiremants outlined in Paragraphs o1} and cf2) obove. The audil shall
be completed by he end of the ninth month following he end of the Rudit periad Tha requiramants af
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17.

m

€43

s provisin apaly i

{3 The Contractor i3 a recipient expending Fedaral awards receivad directly fron Federal waring
agencies, of

(ot Tha Cantracior is @ subrecipient expending Federal awards ecanad from a pass-through ensity
such as the Staie, County or community based organization.

{4} If the Comtfactar submils o CORH 2 report of an audit other than an OMB A-133 audit, the Conlractar
miust also submil & cadification indicsting the Confastar has not expended 3500000 or morz in
federal funds for the yoar Sovared by the avdd report.

Twe copis of the sudit report shall be delivered 10 the CDPH program funding this Agreemsnt. The audit
reporl must dentify the Contractor's legal name and the number azsignad to thizs Agreement. The audit
repert shall be due within 34 days after the complefion of the audit Upon recsipt of said audit report, the
CDPH Program Contract Managsr shiall forward the sudit report to COPH's Audits and Investigations Unit
if the audil repodt was submitted under Section 16.6{3), unlfess the audit repart 1s from a2 Gily, County, or
Special District within the Stals of Californta whereby the reped will be retained by the funding pragram
The gost of the audts described herain may be mcluded in the funding for this Agreemend up o the
propotionate amount this Agreement represants of the Conlractor's total revenue. The COPH pragram
tunding this Agraement must provida sdyance vritten spproval of the specific amount allawed far said
audt gypenses.

The State or its auvthorized designes, including the Bureau of State Audits, is responsible for conducting
agresment perprmance audits which are not financial and complianca audits.  Pedformance audits are
defined by Generally Accepied Government Auditing Standards.

Nothird] in thes Agreament limits the State’s responsibility or authority to enforce State law or reguiztions,
orocadures, of repodting fequicements ansing thersie.

Nathing i this provision limits the sulthorty of Ihe Stale 1o make sudis of this Agreement, proviced
however, that if independent audds aranged for by tha Contractor meel Gensrally Accepted
Govemmendal Audiing Standards, the Biaie shall roly on these audils and any additionat audit work and
ghall build upen the wark already done. '

The State may, at is option, dirsct s own auditsss © perform either of the qudits dassnbed above Thig
Conbractor will be grven advanee written nofification, if the State chooses o exerciss its aptian to pardform
said audits.

Tne Contracior shall include 3 clause in any sgreement the Contractor enters intz with the aude izm doing
tha single organization wxde audd to provide access by fhe Siale or Fedaral Govemment Lo tha working
papers of the independedt auditar who prepares the sirgie organization vade audit far the Contractar

Fede:sl or siate auditors shall have "expanded scope auditng” authonty 1 candugt spacific program
audits during the same period In which a single organization wide audif |5 beity performed, but the sudit
fepedl has nof been issued. The fedaral or state auditors shalt reviaw and have access to the cument audit
wark besng conducted and will not apoly any esing or 1eview procadures which have not been satisfied by
previous ardit work that has been completed.

The term “expanded scope auditing” is apphed and defined «n the U8 Genaral Accounting Office (GADy
issied Standards for Audt of Goverrmont Orgainzabons. Pragrams, Achvities and Functions, betier
kndwn as the “veligw book”

Human Subjects Use Reguirements

(Appheable only to federally funded agrecmontsigranis in which performanca direcily or through
subcontactsutaward, includes any tests o examination of meterials derved from the human body)
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18.

19.

By signing this Agreement, Contracior agrees that if any performance under this Agreemsnl or any
subconltract or subagreement includes any tests or examinalion of matarials derved from the human by for
Ihe purpase of providing information. disgnosis, prevention, reatment or assessmant of disease, imparment,
ar health of = human being, all Iecations at which such examinations are peforned shafl mest the
equiremcnts of 42 U.S.C. Sechion 2633 (CLIA) and the regutations thereunder.

Novation Requirements

I the Contracior proposes any novation agreement, CDPH shall act upon the propasal within 60 cays afer
raceipt of the writlen proposal  CDPH may review and consider the proposal, eonsult and regotiate wath tha
Contractes, and accept or reject all o part of the proposal  Acceptance of rejection of the proposal may k=
made orally within the 80-day petiod and confirmed in writing within five days of said decision. Upon written
acceptance of the proposal, COPH will mitizte an amendment ta this Agreament to formally implemant the
appraved proposst

Debarment and Suspension Certification
(Applicable to all agreements furrdad in part o whiole with federal funds.)

a. By signing tis Agresmeant, the Contracton/Grantes agress o comply with applicable federal suspension
and debarment regulations incuding, but not limited to 7 CFR Fant 3017, 45 CFR 78, 40 CFR 32 or 34
CFR 85,

b. By signing this Agreement, fhe Cantractor certifies to the best of its knowledge and balief, that it and ds
arncapals:

Are not presently debarred, tutpendsd, propased for debarmenl, deglgred inslgiblz, or vuniandy

1
gxcluded by any federal departrment or agancy;
i2) Have not within a three-year period preceding ths appleabun/proposaliagreement been convicied of

ar had a eivil judgment rendered sgainst them for commssion of fraud or a criminal offense in
connection with obtaining, aitempfing te obtain, or performing & putlic (Federal, State or focah
fransaction ar contract under a public ransaction; violation of Federal or Stain antitrust statutes or
cammission of embezzlemsni, theft, forgsey, bribery. falsification or destruction of reords, making
false statements, or recaiving stolen nrapeETty;

(3] Ara not presently indictad for of ofherwise criminaliy ar givilly chargad by a governmental entiy
Federal State o laocal) with cammission of any of the affenses enumerated i Paragraph Ri2) herem,
y . grapn iz
an

{4} Have not within a three-year pariod preceding this application/proposalfagreement had one or mors
public ransacticns (Federal. State or local) terminated for cause or defaull,

(5% Shall ngt knowingly enter into any lower tier coversd fransaction with a persan who is propozed for
debarment under federal regulations (=, 48 CFR pari 9, subpert 9.4), debarred, suspended, doclared
inelgible, ar voluntarily excluded from participation in such transaction, unless autnorzed by the State.

(5} Wilt include & clause entitled, “Dobarment and Suspension Certification” fhat essentially sets forih the
provisions heroin, i all dower tier coverad transactions and in alf soliclaans (o lower tier cavaredd
ransactions.

e

H tha Contractor is unable ta cedify to any of the statements in this cerfification. the Contractor shall
SuDmit an explanatien to the COPH Program Conlract Manaoer.

d  The terms and definitions herain have the meanings sef out in the Definitions and Coverage sections of
the rutes impiemanting Federal Executive Order 12549

If the Contracior knowingly violates this ceniification, in addition 1o other remedios availtatle o the Faderal
Governmens, the COPH may lerminats this Agreement for cavse of defaull

i}
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24.

21.

22,

23

94}

Smoke-Free Workplace Certification

(Applicable to federally funded agreementsigrants ard subconiracte/subawards, that provide haalih, day care,
zary childhood development senicas, sducation of fibrary services 1o children under 128 giroctly or throgugh
ocal govemmenis }

a  Public Law 103-227, =lso known as the Pro-Children Act of 1394 (Acl), requires that smaking nct be
parmitied 1A any postion of any indoor faciliy owred or leased or conbracted far by an entity and used
routinely or roguiarly for the provisioe of health, day care, early childhead dovelopmant serviges, education
ar library senvices to chivizen under the aos of 18, If the servicas are funded by fegaral programs aither
directly or through siate of lacal governments, by federal grand, contract, ioan, of loan guaranize. The law
alsa spplies to children's services that are provided in indaor facilides that are construsiad, operated, or
maintemed with such federal funds. The law does not apply to children's sewvices provided in private
residences; pertians of fackities used for inpatient drug or alcohol treatment; service providers whose sole
cource of apglicable fsderst funds &5 Medieare or Medicaid, or faciities where WIC coupons are
redsemed.

b Faduze to comply with the provigins of the law may fesult n the irmpositan of a ewit monetary penaity of
up 1o 51,000 for each violation andior the impositdon of an administrative compliance order on the
responsibkle party.

¢ By signing this Agreement, Contractor o Grantee cenifizs that it will comply with the requiremonts of the
act and »il mat slaw smioking within any portion of any indoar facility used for the pravision of seryices for
chitdren as definad by ihe Act, The prohibifions herein are effeciive Dacember 26, 1998

i Contractor or Grantae further agreas that it will insert this cenification infa any subawards (subcontracts or
subgrants) entered into that arevide for chikdren's saedices as gaseribad in the Aot

Covenant Against Conttingent Fees
(AppBcabls only to federally funded agresmenis }

The Coniracior warrants that no parson ar seling agancy has heen employed or retainod o soticitysecure his
Agreemen: upan an agreement of urderstanding for a commission. paicantags, brokeraqe, or contingent feg,
axcapt bona fide employess or bona fide established commercial or sefling apencies ratamed by the
Contragior for the purpose of securng businass. Fof breach or viclation of this warsanty, COPH shall have the
fight to annul this Agreement without liablity o¢ in s discration o deduct from the Agrearnant price ar
cansiderston. or giherwise recover, the full amount of such commission, percentage. and brokerage of
contingani fee.

Payment Withholds

(Aoplicabie anty if a final report is requiced by this Agreemarnt. Mot applicable 1o govammant entities. )

Uriless waived of otherwise stipulatsd in this Agreement COPH may, at a2 disciotion, withhald 10 percent
i108%) af the face amount of the Agreement, 50 percent {50%:) of the final invoice, or 33,040 whichever i3
greater. untl COPH receives a final report that meats the tems. sondilions andfer scopn of work requirtemsnis
of {his Agresment.

Performance Evaluation

{Not applicable to grant agreements.)

CDRPH may. atits discretion, evaluzte tha performance of the Contractos at the conciusion of this Agraement

If perfoemance & evaluaied, the evaluation shall pot be a public record and shall remain on fitz with COPH
regative performance evaluabions may be considersd by CEBPH prior to making fulure contract awards

o
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24.

25,

27.

Officials Not to Benafit

Ho mambers of or delegate of Cangress or the Slale Legislature shall be admitted to any ehars or pan of this
Agreemant, of Lo any beneft that may anse herefrorn, This provisian shall not be construed o exterd o ihis
Agremant If made with a corporstion for its gereral benefis.

Four-Digil Date Compliance

(Applicable 1o agresments in which Information Technology {IT) sarvices are provided to COPH o if 1T
squipment is procurad.)

Confractor warants that it will provide oaly Faur-Digit Date Compliant (as defined bolow) Detiverabiles andior
servicas to the Siats "Four Digit Date coempliznl” Deliversbies and services can accuraiely process, caloukate,
compare, and ssquence date data, including without misabon date data arising out of or relaling to leap years
anc changes in centuries. This warranty and represenlation is subject 1o the warraniy terms and conditions of
this Conlract and does nof bmit ihe generality of warranty cbiigations set forh elsawhere herein,

Prohibited Use of State Funds for Software

{Apphcable to agreemenis in which computer software is used in parfarmance of the wark

Centraclar certfies that it nas appropriate systams and contrats in place 1o ensurs that state funds wilf nof be
usad in the performance of this Agreement for the acousltion, oparation of raintenance of camputer software
in violation of copyright laws.

Use of Small, Minority Ownod and Women's Businesses

iApplicable 1 that porlion of an agreement that is federally funded and enterad inta with mzttutions of higher
educabon, hospitals nenprolil arganizabions or commerzial businesses | '

Pasiwz efiors snall be made to uze small businesses minarty-pvnad  firms and women's business
enterprises, whaaever possible {ie. procurement of gueds and/or services). Contractors shall take sl of the
faliowing steps to fusther this goal

{1} Ensufe that smal! businesses, minerity-wanad irms, and women's business enlarprises are used to the
tulles exfent practicable.

(2} Make information on farthcoming purchasing and confracting epporunities available and arrangs time
frames for purchases and confracls io encourags and faciitate participation by small businesses, minarity-
awned firms. and warnen's busingss enterprises.

{3} Corsicar in the cantract procass whether firms campsiing for larger cantracts intend to subcontrast with
amall businesses, minority-ownad fifma, and women's business enlgrprises

1] Encourzge contacting with consortiums of small busineszas, miinoity-owned firns and women's business
enlerprises when a confract is too large far ane of these fitms 1 handle ndividually

15} Use the services and assisfance, s appropriate, of such organzations as the Federsl Small Business
Admirstration and the 1.3 Dspariment of Commescs's Minafity Business Developmant Agency in the
scdicitation and ulilization af small businesses | minority-owned firms and womean's business erlerprizas.

Allen Inaligibitity Certification

{Apphcable 1o Sok propristors antenng federatty funded agresmenis. )

By sigring ihis &g

loeai beneiits, as
1801, el say.}

it e Cantractor certifize that hefshe s nof 2n alien that s insligible far state and

fEe
defired i Subtitle B of the Personal Responsibildy ard Work Opportunity Axt HRIRIR

0P Exbabif {19454 Fage 19l 25



Calitorniz Gepartmeat of Public Health - Special Terms and Conditions Exhibit O {F)

29.

3G,

Union Organizing

{(Applicatle only fo grant agreements |

Granlze, by signing Ihis Agreement, haraby acknowledges tha applicability of Govermment Code Scctions
16645 through 18545 1o this Agreemant Furthermors, Grantes. by signing this Agreament, hersby certfies
that:

8. Mo ostate funds dsbursed by this grant will be used o assist. promele or dater union ofganzing.

b. Grantza shall aceount for siste funds deburzed for a8 specifc expanditure tw lhes grant, to show thaza
funds were allocated 1 that expenditure.

. Gramee shall, where state funds are not designated as describad in b hersin, allocate, on 3 pro-rata basis,
all dispursements that support the grant program. :

g If Grantes makes expendiiures to assist, promote or dater union organizing. Granios will mainiain records
sufficient io show that no state funds were used jor those experdituras, and that Geantee shall provide
hose recards 1o the Atiornay General upon raqusst.

Contract Unifermily (Fringe Beneflt Allowahility)
{Applicabls anly to nonprofit organizatons }

Pursuant io the provisicns of Aricle 7 {commencing with Section 100525 of Chapter 3 of Part 1 of Division
11 of e Health and Safety Code, COPH ssts fosth the following policies, procadures, znd gudelines
regarding the reimoursemant of frings benefits.

@ As uzed herein finge benefits shall mean an employment benafit given by ane’s employai [o an ernployas
in addition to one's regular or normal wages of salary.

b. As used herain, fringe benefits da not includa:

{1) Compensation for persanal services paid cumently or accryed by the Contracter for ssrvices of
employees rendorad dusing the term of this Agreemeni, which Is identified as regdlar o ngrmat
salarios and wages, ennual leaye, veocation, sick leave, holdays. jury duty andior military
kaveltraining

(2) Dreclor's and exscutive commitise membes's faes.

(3) Incentve awards andior bonus incentive pay.

{4) Alowances for off-site pay.

{5) Lecation allowances,

{8y Hardship pay.

(7y Cost-of-living differentials

¢ Specife allowablz frings bepefits wcluds:

{1) Frinde benatis in the form of employer contiibutions far the employer's portion of payral {=xas {18,
FICA. Ul D1 employes health plans (ro., healh, denta! and vision}, unemployment insurance,
workes's compensalion insuranca, and the employer's share of pensionretirement pians, providad
they ere granted in accordance with established written organizakian policies and nieet all legal and
Inlemnal Revenue Sarvice requirements.

d. Tobean allowable fringe benefit, the cost must meet the falkwing criteria:
(1} Be necessary and reasonable for the pararmancs of the Agreement.
(2] Be determinad in acsordsncs vath penerally acceplted acoounting principles.
(3] Be consistent with policias ihat apply uniformly to all activities of the Contragtor

e. Contractor agress hat all fringe benefitz shall be at actual cost

LOPH Eghait DF 100% Pagr: M) of 25
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f EamedfAccrued Compensatan

iy

i
'y

[
=

Cornpenzation for vacation, sick leave and halidays is fimited to that amount earnedisccrued within
the agreement term.  Unused vacation, sick leave and holidays eamed from pericds prioe to the
agreement term cannet be claimed as allowable costs. See Provision F(33a) for an example.

Far multiple year agreemants, vacation and sick lzave campensation, which is eamadiazoruad bat not
vaid, dus te ermployas(s) nol laking fime off may be carizd aver and claimad within the overall term af
e mdltiple yaars of the Agrcement. Holidays cannol be carried aver fzom ona agreament vaar fo the
rext. See Provision f {3){b) for an example. ‘ ”

Far single year agreemenis, vacation, sick leave and holiday compensation that is earmedfacerued bt
aot paid, dus o emplayes(s) nat faking fime off within the term of the Agresment, cannot be claimed
as an allowable cost  See Provision f {3 )] for an example.

{a} Exampla Ng, 1:

# an employee, John Doe. eams/accryes thiss weeks of vacstion and twelve days of sick jeave
each year. then that is the maximurn amount that may be claimed during a ene year agreement
I Jehry Doe has fve weeks of vacatian and eightean days of sick leave at the beginning of an
agreemant. the Contractor dueing a ene-year tudget perad may anly claim up {o three weeks of
vacaton and twelve daya of sick loave as actually used by the employss.  Amounts
earned/aceruad in periods prios to the beginning of the Agreement are not a0 alfwable cosl

(b Example Ke. 2:

It during o three-year {multiple year) agreement John Doe does not use his threa wesks of
vacaton in year ang, of hiz three weeks in year two. but he doss actuglly use nine weeks in yoar
threz; the Contrastor would be allowed to claim all ning weeks paid for in year three. The taial
cempensation over the three-year period cannot exceed 156 weaks (3 » 57 WeEkS).

¢y Example Ko, 3:
I during a singie year agreement John Doe works fifty weeks snd used ons week of vacatan and

ane week of sick lsave and all Aify-two wesks have been billed o COPH, the ramaining unussd
two wesks of vacation and seven days of sick leave may not be claimed as a0 alowanle cost.

Lobbying Restrictions and Disclosure Certification

{Agplicable to tederally fundsd agrasments in excess of $100 000 per Section 1352 of the 3 1, UsCH

a. Certfication and thscdosure Pequiremonts

{

i

(3]

Each person {or recipient} who requests or recsivas & contract or agresmeant, subcontract, grant, or
subgrant. which is subject to Section 1352 of the 31, U.5 C., and which exceads $100.000 a1 any tier,
shall file a certification {in the form set fordb in Attachment 1, consisting of ane page. entitied
“Cedification Regarding Lobbying™) that the recipiznt has not made, and will nat make ary payment
prahibited by Paragraph b of this pravisian,

Each recipient shall file a disclosure (in the form set farh in Atachrment 2. entiled *Standard For-
LLL ‘disclosure of Lobbying Activities™) if such recipient has made or has agreed o make any
pEyment using nonappropristed funds (to include profits fram any covarad federal actian} in
cannection with & conirast, or grant ar any exienzion or amendmont of hat contract, ar arard, which
#0uld be probibited unider Faragaaph b of this provision if paid for with goorapriated furds.

Each recipient shall file 3 disclosure farmr &l #he erd of 2ach aslendar quarler in which thers pecurs
ary event that requires disciosure or that materially afect the acouracy of the nfeimaton comained in
any disclesure form provicusly fled by such peison under Paragraph 2023 berein An ovenl that
matena®y allecls the accurazy of the information reportad includes

COPH Cshigil OF) (205 Vamge 31 of 28



Caififornia Department of Publc Healkh - Special Tems and Conditions Extuit D {F)

iy & cumulative morease of §25,000 or more in the amount pad or expected 16 be pad far
influgncing or altempting to mflusnce & coverad federal action,

() A change m the parsonis) of indwiduale(s} intluensing or attempting to influence a covared federal
SLYon, or

ic) A change in the officerts), emplayes(s), or member(s) contactad for the purpose of influencing of
atempting 1o influenca a coversd federal actan.

(1) Each person {or recipieni} who requests or recenves from a person referred o in Paragraph a7} of
this provision a cantract or agreement, subconiract. grant or subgrani exceading $100.000 at any tier
under a contrac of agreement, or grant shall file a certification, and a disclasure form, if required. 1o
ther next tier above.

{5} All disclasurs farms (bul nat certifications) shatl b forwarded from ter (o tier unfil received by the
person raferred o in Paragraph a1} of this provision. Thst person shall forward an disciasure forms
o GDPH Pragram Cantract Manager.

k. Prahiition

Seclion 1352 of Titie 31, U.S.C, provides in part that no approphated funds may be expanded by the
reciprent of 3 federal contract ar agresment, grant, loan. of coaparative agreement to pay any parsen for
mfluaaging pr attempting to Influence an officer or employes of any agency, a Member of Congress, an
oifear or employee of Congress, or an employes of a Member of Congress n connection with any of the
foblowing caversd federal actions, ihe awarding of any federal contract or agreemant, the making of any
federal grant, fhe malkding of any federal loan, enterng into of any ccoperative agresmert, and ke
extension, continuation, repewal, amendment, or modification of any federal contract or agreemsnt, grant,
Wan, of cooperatve agreement

4

kR
a

na
(¥

OPH Extibil DiF) {908 Fage 2



Galifosnia Depardment of Public Health - Specisl Terms and Conditians Exlbislal D ¢F
Attaghinent 1
STATE OF CALIFORMIA
CALIFORMNIA DEPARTMENT OF PUBLIC HEALTH

CERTIFICATION REGARDING LOBBYING

The undersigned conifes | o the besl of bis ar her knawledos and bselief {hat

(1) Mo Federsl aoproprigiod funds have baon pard or vall be paid, by of on behall of the undersigned, o
any person fy mitoencing or stiempting 1o influsnce an officer or smpfoyea of an agency, a Mamber of Congress,
=n aficer of emplayes of Congrass, or an employes of o Member of Congress in connection Wil e making,
awarting or enferng inlo of this Federal coniract, Federal grant, or cooperative egreement, and the extEnsan,
continuation, renewal amandmeant, o madification of this Fedaral faniract grant, or conperative agre emant

(2) IFany funds other than Faderal spprophated funds bava bean paid or will be paid ta any person for
infiuancing or attampting 10 influence an officar ar erployae of any agency af the United States Governmeni &
Member of Congrezs, an officer o employer of Cangress, of an empioyea of 2 Member of Cangrass in
connecton with this Fedesa!l contract, granl, or cocporative agraement, tha undarsionod shal complete and submit
Standzrg Form LLL, "Disclosure of Labbying Activities” in accordance with its instructons.

documenis for it subawards &t all fisrs (ineluding subcontractors. s Jegrenis, and cantracts under granls and
Coopsrative sgrasments) of $100,000 ar mors, and thet sl subrecipients shal cerlify and disclass sceondingly.

(3} The yndersigned shal require that the language of this cerfificstion be included in the awand
4 GUah

Thig eartification iz g material representztian of fact upen whish refiznce was placad when this ransacio
rriade of et inla. Sublimizsion of this cedikcstan = = Frereqlasite for making of enlefing inla his |

impagaed by Section 1352, Tite 31, U.&.C, any persun who fails 1o file the required certification shall be s); bact i
a civil peaalty of net less than 510,000 &nd aot mars than 100,600 for asch sueh faliure.

Hame of Ceetraciet Frries Mure of Paren Sigming o1 Coanmutiar - -
Sertract » Srors Humbar Signahre of Pevsan Sorery iy Gofissdr
fuxie Trgy

After execution by or on behalf of Contractor, please retum to

(alifarmiz Departmani of Public Health
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Caffomia Depanment of Pyhbc Haakh - Special Terms and Corbans Exhibit O (F)
Attachment 2
CERTIFICATION REGARDING LOBBYING P

Complele this form to disclose lobbying activibes purseant 621 U5 C. 1342 s tises
{5ee roverse for pubdic burdon disclosurs)

v Type of Fadaral acsice: 2 Status of Federal Actian, 13 Repzt Type:
{{ = <omad ! 1] = uldiofararplication A B -1 1
L. gran : b milizl award { b, meteral change
g, ;Z::f’:ﬂt‘ﬂ:‘ Sfraemmant | post-g&arg } For Mimedal Change DIy }
a  apgarnles | Yaar guurter !
I fear insurmncs i i vaky of lastrapan '
i

4 Hare and Addmss of Faporbng Eaty: % I Ropodng Eraiy 71 Na 412 Subawardes, Enler Mars

un? Addesz of Prime
[} Prime M Submanrdee
Taar ___, H ke,

Cenqrazsizeal District |f brigwn: Longressonsl iefnel f kopwn.
G Federar Dapanment'dgancy 7. Fadardl Progran NamaDescristan:

COFA Rurmber if sppheables:

B Federal &cbon Muntber, IF known. 4. Séasd Bmounl l”l.nmm

3

103 Marng ard Address of Labbynp Ressirant b Indridusts Pertarnmg Serdces finciuding sddrss § diffemnt irom
# inclividcuny, et nama, el name. M) 1

{Last name, First amme, W)

. lafensatian regomstsc fwmugh tns M B atveded by (He 31 L
U SC noesen 1357 Trow dickeure o ity aotfifes 1 B ipaless) - oRnEium S
EaerEniahan o Bof LEOR WRELH elaPoe wea phoed B e i '
abive «fen Tre udessticr. auz mods o wolwed il Ths | CTER Mame
desciesum b maai pUREE B 3 US T 152 The riomation | _
wit e wyadabie br punis inspeonnn. reosred ECUEGE sl De | LILS

sibest 0 3 ret eod tnan R100 600 for msch wuoh laize, :?&]éhgﬁgﬁﬁ.‘;“ o Date:

Agtnorzed for Lecal Hepraducten
Stondard Foern-LLL Rew, 757
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Calforniz Depanment of Public Health - Special Terms and Conditions Exhibit I {F}
INSTRUCTIONS FOR COMPLETION OF 5F-LLL, DISCLOSURE OF LOBRBYING ACTIVITIES

Thiz aisrdasse 4o'm shak be comideisd o on frepenng anity, ahaificr whavarece or fame Fedemt recigers af e riliyien o monipl ol 3 wrverad Fedeal aclee, o A

mrizal endopl 1o @ wesees bing pumuaT o (e 3 UE S wolee 1352 Ihe Fing of 2 yo7m 15 mowirsd Ior 2azh Favmers Q0 wnrearart bo ivdbe puemescd ko any ER o) g

araty $3r mlesang o atsmptiog (o ietusies gn oiffase ar RUEEERe Ol any @y, a Membet of Sompems, s efios o emphrs gl Cerpass, 8F 2 epkaes of o Muaep

Cangress p sl sl oo Frduatation Compeis al dewe Fad appte fon Tl e it ey arag rsteial changs apot, Refor @7 Brgduiiany Geidinge
ErFi e oy e Offen of Haaagaonre o uiteEs 1o fokl e Fonatnn

H ldunlity s b Of covan Fedaral aclon &0 wieh wllssiing sclivity 12 gudsor hos Dovd samind o Influeods Fao cutenme ol & cnserns Federal wolee
by ldaniiky ¥ shaluz of e covorsd Faderadl anjase
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e &t 3nr SubTearas Fohade bl ate nel irded b subrorirsds sibgrans 3 conlmct awards creer granls.
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Taanainers of Trarspofatian, tnfesd Eadag Cogl Guang
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Manterey County Health Departmant
11-10234
Exhihit E
Additional Provisions

1. Additional Incorporated Documents

A,

A

The following dosuments and any subsequent updates are not attached, but are
incorporated herein and made a part hereof by this reference. These documents may be
updated periodically by COPH, as required by program directives. CDPH shall prmndc the
Contractor with ccpaes of said documents and any periodic updates thereta, under separate
cover, CDPH will maintain on file, all documents referenced herein and any subsequant
updates.

1. Regional Network for a Healthy Califormia Guidelines Manual and any revisions
thereta. fRF‘WSlCm Qelober 1, 2011)

hitp:fflwww.cdph.ca.qoviprogramsicpns/Pages/RNGuidelinesManual.aspx

2. Network for a Healthy Galifornia Program Letters and any revisions thereto.
httn:/www.cdph.ca.goviprograms/cpns/Pages/Programl efters aspy

3. United Srates Degarmam of Agriculture State Supplermental Nulbition Assistance
Pragram Education (SMAP-E4) Plan Guidance. (Revision Date FY 2012)
http:/iwww.nal.usda.gov/fsn/Guidance/F Y20128NAP-EdGuidance.pdf

Cancallation { Termination

This agreement may be cancetled by COPH without cause upon 30 calendar days advance
written notice to the Gontractar.

CDPH reserves the right 1o cancal or lerminate this agreement immeadiately for cause. The
Conlractor may submit & writtan request to terminate this agreement only if COPH
substanfially fails to perform its responsibilities as provided ‘herein.

The term “for cause”™ shall mean that the Contracior fails to mest the temms, conditions,
and/or responsibilities of this agreement. Causes for termination include. but are not tirmited
to the following coourrences: :

1) If the Canitracter knowingly fumishes any statement, representation, warranty, ©
certification in cannestion with the agresment, which reprassntation is matarlally fafa::‘
deceptive, incorrecl, or incamplzte,

2} If the Contractor fails to perfomm any malerial requirement of this agreement or defaulis
in performance of this agreemant.

3} I the Contractor files for bankruptey, or if CDPH detarmines that the Conlractor
becomes financially incapabla of completing this agreement.

Agresmant termination or cancellation shall be effective as of the date indicated in CDPH's
notification to the Contractas. The notice shall stipulats any final parformanca, invoicing or
payment requiremants,

In the event of early termination or cancelfation, the Contractar shall be entitled to
compeansation for services performed satisfaclorily under this agreement and expenses
incusred up to the date of cancellation and any non-cancalable ebligations incurrad in
suppart of his agreement.
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Meontzray County Meslth Department
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Exhibit E
Additional Provisions

In the avent of termination, and at the request of COPH. the Contractar shall furmish copies
of all proposals, specifications, designs, procedures, layouts, copy, and other materials
related to the services or deliverablas provided under this agreamant, whether finished or in
progress on the tarmination date.

. The Contractor wiil not be entitled to reimbursement for any expensas incurred for services

and deliverables pursuant ta this agreemant after the effective date of termination.

Upon receipt of notification of terminatlon of this agreement, and except a5 otherwise
specified by CDPH, the Contrastor shalf

1) Placa no further arder or subcontracts for materials, services, or faciities.

2) Setlle all outstanding labilites and all claims arising out of such termination of orders
and subcontracis.

Es)

Upon the effective date of tenmination of the agresment Contractor shall transfer, assign
and make avallable to COPH all property and materials belonging to COPH, all rights
and claims to any and all resarvations, cantracts, and arrangements with owners of
media/PR materials, or others, and shall maks available to CDPH alf written infarmation
regarding COPH's media/PR materizlz, and no extra compensation is to be paid to
Contractar for its services,

4] Take such action as may be necessary, or as COPH may specify, to protect and
preserve any propearty related to this agreement which is in the possession of the
Contractor and in which CDPH has or may acquire an interast.

COPH may, atils diserellon, require the Contractor 1o cease performance of certain
vormpenents of the Scope of Work as designated by COPH and complete performance of
oiher components prior to the termination date of the agresment.

Avaoldance of Conflicts of Interest by Contractor

A,

COPH intends to avoid any real or apparent conflict of interest on the part of the Contractar,
subcontractors, or employees, officers and directors of the Contractar or subcontraciors.
Thus, COPH reserves the right to determing, at its sole dizcretion, whether any information,
assertion, or claim received from any source indicates the e stence of a real or apparent
conflict of interest; and, if a conflict s found to exist, 10 require the Contractor to submit
additienal information or a plan for resolving the conflict, subject to prior COPH raview and
approval.

Conflicts of interest include, but are not limitad to-

1} An instance where the Conlractor or any of ils subcontractors, or any employee, officer,
or director of the Contragtor or any subcontractor has an interssl, linancial or otherwiss,
whereby the use or disdosure of information shlained while perfarming serdces undsr
the agreement would allow for private or personal benefit or for &Ny purpose that is
contrary to the goals and objectives of the agreement.

2} An instance whera the Contractor's or any subcontractor's employees, officers, or
diractars use thair positions for purposes that are, or give the appearance of being,
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ExhibitE
Additional Provisions

motivated by a desire for private gain for themsalves or others, such as those with whom
they hava family, businass or other ties.

C. i CDPH is or becomes aware of g known or suspectad conflict of intersst, the Contractor wil
ba given an opporiunity fo submit addiional information or to resolve the conflict. A
Contracior with a suspacted conflict of inferest under this agreemant will have five (5)
working days from the date of notification of the conflict by COPH to provide complate
informiation regarding the suspected conflict. If a conflict of interest is determined to exist by
CDPH and cannot be resalved to the satisfaction of COPH, the conflict will be grounds for
temminating the agreement. COPH may, ai its dizcretion upon receipt of a written requast
from the Contractor, authorize an extension of the timefing indicated herein.
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Exhibit F
Contractor's Release

instructions to Contractor:

With final invoice{s} submit one {1} original and ona {1t copy. The onginal must Sear the orging signalure of 2 parsen
autharzed o bind the Coniractor. The addiional capy may hear photocopied signatures,

Submissian of Final Invoice

Pursuart to sontract numbar 11103234 entared indo bodween the California Departmant of Publbc Health {COPH;]
and the Contractor dendified below?, Ire Coalraclor doos acknovdedge that final payment hias besn raqueatad wia Involes
nuehena) s it the amount{s} of § ) and dated

If necessary, enter “See Allached™ in the zppropriale bincks 2nd atiach a fist of inveica numbers, doliar Amalnts g invoes Cales,

Reteasa of all Obligatiens

By signirg thiz fomy, and wpon recelpt of the amount spostied in the invoica numbars} refersnced amove, the Contrsctar daes
hereby release and discharge the Stats, s officers, agens ard erpluycos of and from any and alf lisbilities, obigations, clzims, znd
dsmands whatsoaver arsing from the abawe referenced contrard,

Repayments Due o Audit Exceptions / Record Retentlon

By signing this form, Contractor acknowiedges that sspenzes zutharzed for reimbursement doss not guarantes final allcavahility of
said expenses. Conbractor agreas that e amount of any sustsinad sudit exceptions sseulting fram any subesnuant sudit made
after final payrment @il b0 pelursdod b he Shats.

Al expenss and accourding records related o the shovs refarenced confract must be mgintzined for sudit pusTozes for no lesa then
fhres years bevond 1w dale of final payrment, unless a longar term is slaied in said contrach

Raecycled Praduct Use Gertification

£y BGningG s form, Contracly corilies undes penafly of pesjury thal 8 minimum of 0% unless othersise spacified in writing of post
consumer materl, as defined in the Public Sonlrast Code Seation 12200, in products, materials, geods, of supplas ofiarsd or zold
tn the State regardless of whather i meats e requirermenls of Public Contract Code Soclion 12208, Contraclor spocilics that
printar of duplication carfridzas offared or sald tn the Stats compty with the requlraments of Section 1245650

Reminder to Return State EquipmentProperty [If Applicabls)
(Appas only If equipmant was provadss by COPH or purchazas with o raimbisresd by contrant furds)

Unless COPH has approved the continotd use and passession of Stale squipment {85 defred in the above referenoed contract) for
tge In connection with anather COPH agreement, Cantractor agrees o proriplly Initlale arangersents Lo account for and eelarm s
equipmant to COPH, at COPH's expense, If sald aquipment has not paazed its Gseful is eupactancy as definad in the ahove
refarenced contract.

Patents  Other Issues
By sigaing this form, Conbracior Further agress, in connection with pafoni matisss and wilh any claims that ars not specifically

released a5 sot fulh abave, Balit will compdy with all of the provisions contained in Bie above refersnend coraract, incleding, bui not
limited 1o, thase provislans relating ta notifiestion 1o he Stats and rebalad fo the defense or prasecutlon of ltgation.,

ONLY SIGH AND DATE THIS DOCUMENT WHEM ATTAGHING [T TO THE FINAL INVOIGE

Contractar's Lagal Nama (a2 o0 contmcty: Monterey County Health Oepariment
Signatura of Contracior o Gfficial Desigrize: Date:
Prinlod NamaiTitls of Parson Sgning: Ray Bullick, Director of Haalth

Distribition: ALoriusting (Crigenaly Pragiam
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Calilomia Department of Bublic Heallh Exhibit G

Travel Reimbursement Information
IMiteage Reimbursemeant increase Effective 771711}

. The following rate polioy 18 to be applied for relmbairsing the Faval aypanses of pereons under confract  The terms
‘rontract” andios *subcontract’ have the same meaning as “grentea” and/ar “subaraniee” where applicable,

4.

Redmbursemant fir travel and'or par dwm shall Ba at the rates established for nonreprasentzdiexcluded state
emplovees, Excoeotions lo Department of Passonnel Adminiskation [(DPA} ledging rales may be approved by the
Califormla Department of Public Heaftt; {COPH) tpan the recaipt of 3 statement ondwith an invoics indicating that such
ralas ars not available.

Shext Tarm Travel is dafinad gz a 24-hour period, end less than 31 congecutive days, and & at least 5C mdes from Lha
rmain office, haadquartars or primary residence, Starting time is whenever & confract or subcontract emplovee leaves
his ar har home or headguariers. "Hesdqueriers™ is defined as the place where the coniracted personned spends the
largast porian of their worddng fima and returns to upon the completion of assignments. Headquanars may ba
individually esteblished for each traveler snd approved verhatly or in wriling by the program funding the agreement,
Verbal approvel shall be followed up i wiiting or 2mal.

Contractars on fravel sfatus for more than one 24-hour perod and less than 31 consecutive days may caim a
fractional parl of & period of mare than 24 hours, Consult the chart sppearing on Page 2 of this exhibit to
determine the rimbursement ellowence. Alf lodging reimbursement claims must be supponed by areceipt’, ifa
cantracior dogs not or cannat preseat receipts, lodging expenses will not be reimbursed.

{1) Ladging (with recaipis’):

ation = -7 .| Reimbursement Rate
i.atew%dﬂ fexctudlr‘ag the c{:unix_s HiE"i Htied belaw) $ 84.00 plus tax
Courlies of Los Angeles and San Diega ) 511 D Ed:} pfu E71
Counties of Alameds, San Francisco, 5an Maleo. and Santa Clarg 5140 50 plus tax

Reirabursament for actual lodging axpenses thet axceed the above smounts may be allowed with the advance
approvat af the Deputy Director of tha Calfornia Department af Public Haallh fCBF’H} or his ar her designes.
Recelpts ara raquired.

‘Recsipts from intermet lodping reservation sarvices such as Pricaline.com which reguire prepayment far tha
sardica, ARE NOT ACCEPTABLE LOBGING RECEIPTS and ara nol reimbursable without & walid ladaing receipt
fream & Icr_gmg astablishroent.

(2} Meal/Supplemeantal Expansas {wdlh or without racaipis]: With receipts, tha cantractor wili be reimbursed actual
armnoLnts spent up 1o the maxirsum for each full 2Z4-hour period of traval.

Maal/ Exponss Raimbursemant Rata
Breaxfast $ 800
Lunch 3 14.00
Dinngr ¥ 18.00
Incidantal exponsas ¥ 400

Out-of-state ravel may only be ralimbursed if such avel is nacessilaiad by the scops ar staternent af work and has
hesn approved in advance by Lhe program with which the comiract is held. For oul-of-stala fravel. contractors may be
reimbursed actual ladging espensss, supported by g recelpt, and may be reimbursed for meals andg supplernsntal
expenses for each 24-hour penod computed at the rates listed In <. (2) above. For alf out-of-state travel,
contractorsisubcontraciors must have pricr COPH written o verbal approval. Verbal approval shall be confirmed in
writing {emait of memo).

In compuiing sltmwanges for continuous perdods of travel of less than 24 hours, consult the chart appearing on Fage 2
af this exhibit.

Mo meal or lodging expenses will be reimborsed far eny pariod of traval Biat cocurs within nosrmal wocking hours, unless
axpenses are inourred Al teast 50 mites from headguarters.

COFH CU D 07H Paga 1 of 2



Travel Reimbursement Infarmation {Continuad) Exhibit G

2.
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COFS CHU T 711 Page 2 of

If any of the reimbursement rates siated horen chenged oy DPA, no lormel cantract amensmend wil be required 10
ircorperate the now rates. Howeover, COPH shall Il the contactor, in wiiting, af the revised travel raimbursement ratos
and the apalicable effactive date of arvy ralo change.

ALCDPH's discretion, changes o revsions mads by COPH to this exhibit, exciuding travel reimbursement policies
eslablished by DPA may be apptiad retraaciively to any agreemert to which a Travel Reimbursement Infoermation sxhibil is
attached, incorparated by reference, or apalied by COPH pragrem policy. Changes to the travel reimbursement ratss
stated harain may not be applied sarier than tha date g rete change is approved by DPA.

Fes transoartation exnenses, tha contraciar must retain reagipis far parking; taxi. airline, bus, of ral licke's: car rental: ar
ary olhar fravel recaipls pertaining to each trip for sttachment to an invoice as substantiation for reimbursament.
Reimbursement may ba requssted for commercial camier fares; private car mileage; parking foes; brdga lolls: s, bus, or
streelcar fares; and euto rental fees when substandiaizsd by & receint,

Note on use of autas: If 2 contrector uses hisiher ar o compeny car for transportation, the rata of rembursemant will be
55.5 cents maximum per mile. ¥ & confractor uses hisfhar or & com pany cBr tin lisu of" gifare, the air coach fare wil be
the maximum paid by the Stete. The confractor must provids & cost companison upon request by the State. Gasoling znd
reuiine aviomebie repair expenses sre nat reimbursahle,

Tha conlractor is required to fumish details surraunding sech periad of travel, Travel expense relmbursement detaill may
inctude, but rot be limited to: purpose of travel, departure and retum times, destination points, mites driven. mede of
franaportalion, ete. Reimbursament for travel expenzes miay be withheld pending receipt of aequate travel dosumentarion,

Contractors are la cansult wilh the pragram with which the contract is held {o obtzin specific irrvnicing procedures.

Per Diem REeimbursement Guide

Less than 24 hours

Less than 24 heurs Trip begins at or before 4 pum. and onds at or aftar 7 p.ami. | Dinner may ba elaimed

24 haurs Trip begins at or before & a.m. Ereakfast may be caimed.

24 hours Trip beging at or bafore 11 a.m. : tunch may be clatmod.

24 hours Trip beginzs al or before 5 p.m. Binner may be claimead,

tore than 24 hours Trip end3 at or after 8 s.4m. Breakfast mey be caimed,
- Morethan 24 hours Trip ends at or after 2 pam. Lunch mey be claimed.

Iare than 24 hours Trip ends st or sfter 7 poem.

Ginner may be claimad




Monterey County Health Departrnent
11-10234
Page 1 of 10
Exhibit H
information Privacy and Secusity Requirements
(For NorrHIPAASHITECH Act Contracis)

This Information Privacy and Security Requiremants Exhibit (For Non-HIPANHITECH Act Coniracts)
(hereinafter refarred to as “thiz Exhibit®) sets forth the information privacy and security requirements
Contractor is obligated 1o follow with respect lo all personal and canfidential informstian {as dafined herein]
disclosed ta Conlraclor, or collected created, stored, transmitted or used by Contractor for or on behalf of
the California Department of Public Health (hereinafter "CDPH'), pursuant o Contractor's agreement with
GDFH. (Such personal and confidential Informiation is referred to hersin collectrvely as “CDPH PCI".Y COPH
and Contractor desirs to protect the privacy and provids for the security of CDPH PC pursuant o this Privacy
Exhibit and in compliance with state and federal laws spplicable to the COPH PO,

M.

Order of Precedence: With respect to information privacy and security requirsments for all CDPH PCIL
the tarms and condifians of this Exhibit shall take pracadence over any conflicting terms or conditions ss!
forth in any other part of the agreement between Contraclar and COPH, including Exhibit A {Scope of
Werk), all other exhibits and any other attachmerds, and shall prevail over any such conflicting terms or
conditions,

Affect on lower fier ransacfiotns: The terms of this Exhibit shall apply to all contracts, subcontracts, and
subawards, regardless of whether they ars for the acquisition of senviees, gouds, or commodities. When
applicable the Conlragior shall incarporate the relevant provisions of this Exhibit info each subcontract ar
subaward (o its agents. subcontractors, or independent consuftants.

Definitions: For purposes of the agresment befween Contractor and CDPH, ncluding this Exbibit, the
following definitions shafl apply: '

A. Breach: "Breach” means

1. the acquisition, access, use, or disclosure of CDPH PCI, in any medlum {paper, slectronic,
oral), in violation of any state or federal law o In a rmanner not permilted under the agreemant
betwzen Contractor and CDPH, including this Exhibit, that compromises the privacy, security
or integrity of the information. For perposes of this definition, “compromises the privacy,
secunity or integrity of the information” means pases a significant risk of finandat, reputations
or other harm to an individual or individuats; or

the same az tha definition of "braach of the security of the syztem” zet forth in California Civil
Code section 1758.29(d).

T

(s

8. Confidentist information: “Confidentiat information” means information that:

1. doas not meet the definition of "public records” zet forth in  California Government Coda
zection §252(e), or is exempt from disclosure under any of the provisions of Saction 6250, at
seq]. of he California Government Code of any other applicable stals or federal laws: or

£. is contained in documents, files, foldsrs, books or records that are dearly lzbeled, marksd cr
designatad with the word "confidential® by CDPH: or

3. is "personal information”™ as defined in this Exhibit.

I

Disclosure: "Disclosure” means the release, transfar, provision of, access to, or divulging in any
other manner of information,

CORR PSR (310



Maonlsrey County Health Dapartment
11-10234
Fage 2 of 10
Exhibit H
Information Privacy and Security Reguirements
(Far Hon-HIPAA/HITECH Act Confracts)

D. Persenal Information:  “Perzonal information” means information, in any medium (paper,
electronic, oral) that:

1. by itself directly identifies or uniguely describes an individual; or

2. creates 3 substantial rizk that it could be used In combinastion with other information to
indirectly identify or uniquely describe an individual, or link an individual o the other
information; ar

3. mests the definition of “persenal information™ sat forth In California Chil Code section

1798.3(a) ar

is ane of the data elements set forlh in California Civil Code section 1758.22(e)11,{2  or {3} or

meels the definition of “medical information™ set forth in either California Civit Code saction

1788.28(f)(2) or Californiz Civil Code section 56.05(g); or

6. meets the definttion of “health insurance information” set forth in Califormia Civii Coda section
179825133

&

E. Securty Incident: “Security Incident” means:

1. an aitemnpted breach; or

2. the attemipted or successful madification or destruction of COPH PCL in violation of any
state or federal law or in 2 manner not permitted undar the agreamarnt between Contracior
and COPH, {including this Exhibit; or

3. the attempted or successful modification or destruction of, or interference  with,
Cantractors system operations in an informaton iechnology systam, that negatively
impacls the confidentiality, availability or integrity of COPH PCI, or hinders or makes
impossible Contractors receipt, colfecfion creation, storage, transmission or use of PCI
by Contractor for or on behalf of COPH, pursuant to Contractior's agresment with CDPH,
including this Exhihit.

F. Use: “Use" means the sharing. employmant, spplication, utitization, examination, or analysis of
infosmation.

1. Distlosure Restictiopns: The Contractar and its employees, agents, or subcontractors shall protect from

V1.

unauthorized disclosure any CDOPH PCl The Ceonfractor shall netl disclose. excepl as otherwise
specifically parinitted by the agreement between Contractor and CDPH {including this Exhibit) | any
COPH PCl to anyone other than CDPH without prior written authorization from the GDPH Program
Contract Manager, except if disclosura is required by State or Federal law.

Use Restrictions: The Contractor and its employeses, agents, or subcontractors shall not use any COPH
PCH for any purpose other than carrying cut the Contractor's o figations under itz agreemeant with COPH.

Safeguards: The Contrscior shall implement administrative, phyzical, and technical safequards that
reasonably and appropriately protect the privacy, confidentiality, security, intsgrity, and availability of
CDPH PG, including electronic or compuierized COPH PCI, The Contractor shall develop and maintain a
written information privacy and security program that includes adminisirative, technical and physical
safeguards approgriate to the sizz and complexity of the Contracter's operations and the nature and
scope of ils aclivilies in performing its agreement with CDPH, including this Exhibit, and which
incorporates the requirements of Seclion VIl Security, below. Contractor shall orovide COPH with
Conlractor's current and updated policies.

COPH PER 2710
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Exhibit H
Information Privacy and Security Requiremants
(For NorvHIPAA/HITECH Act Contraats)

Security: The Contractor shall take any and all steps necessary to ensure the continunus secunty of all
computenized data systems containing COPH PCL Thease steps shall include, at a minimiuem:

A. complying with ali of the data system security precautions listed in the Contractor Data Security
Standards sat forlh in Attachment 1 to this Exhibit;

B. providing a level and scops of sscurlly thal is at least comparable to the level and scope of
security established by the Office of Management znd Budget in OMB Circular No. A-130,
Appendix 1ll- Security of Federal Aulomasted Information Systems, which sets forth guidelines for
automated information systermns in Federal agencies; and

In case of a conflict batwaen any of the securlty standards contained in any of these enumerated
sources of security standards, the most trin,;F'ﬂt shall spply. The maost stringent means that
safeguard which provides the highest level of protection to CDPH PGl from bresches and security
incidents.

Security OHficer: The Contractor shall designate a Securlly Officer fo overses s compliance with this
Exhibit and Tor communicaling with COPH on matters concerning this Exhibil,

Training: The Contractor shall provida training on its obligations under this Exhibit, at its own expense, o
all of Its employees who assist in {he parfomance of Contractor's obligations under Contractor's
agreement with COPH, including this Exhibit, or otherwise use or disclose CDPH PCL

A. The Contractor ehall require gach ermployee who receivas training o sign a ceriification, indicating
the employes’s hame and the date on which the training was complated,

B. The Contractor shall retain each smployee's written certifications for COPH inspection for a pariod
of three years following contract termination.

BE ; v Conlracior shalb discipline such employees and other Caontractor werkiorce
members whcz lntentmnany violate any provisions of this Exhibit, including by termination of employment,

Breach and Security incident Responsibilities:

A, Motlificaticn_to COPH of Breach or Security Incident The Contracior shall notify COPH
immediately by telephone call plus amail or fax upon the discavery of a breach (as defined in
this Exhibit), or within twenty-four (24) hours by email or fax of the discovery of any security
incident {&s defined in this Exhibit}. Motification shall be providad o the CDPH Program Conltract
Manager, the COPH Privacy Officer and the COPH Chief Information Security Officer, using the
contact information listed in Section XIE), helow, If the breach or security incident occurs after
business hours or on a weekend or holiday and involves COPH PCI in electronic or computarized
form, notification to COPH shall be pron-:im‘i by calling the COPH UT Service Desk al the
telephone nurmbers listsd in Saction XKE), below  For purposes of this Ssction, breaches and
security incidents shall be trealed as discovered by Contractor as of the first day on which such
breach or security incident is known to the Contractor, or, by sxercising reas Gnahlrs diligenca
would hawve been known fo the Contractor. A Contractor shall be desmed to have knowledge of &
breach or sacurity incident i such breach or security incident is known, or by exercising
reasenable diligence would have bean known, to any parson, other than the person committing
the breach or security incident, who is an employee or agent of the Contractor.

COPH PSR (210)



Ch

f

8.

C.

Montarey County Health Department
11-10234
Paga 4 of 10
Exhibit H
Information Privacy and Security Requirernents
{For Non-HIPAA/MITECH Act Contracts)

Contractor shall tske:

1. prompt corrective action to mitigate any risks or damages involved with the treach or
securily incident and to protect the operating environment: and

2. any action periaining {o 5 breach required by applicabls faderal and state laws, including,
spacifically, California Civii Code saction 1798.29,

investigation of Breach: The Conlractor shall immediately investigate such breach or security
incident, and within seventy-two (72} hours of the discavery, shall inform the CDPH Program
Cantract Manager, the CDPH Privacy Officer, and the COPH Chief Information Sacurily Officer of-

1. what data elements were involved and the extent of the data invotved in ihe breach,
including, specifically, the numbsr of individuals whose personat information was
breached; and

2. a descripion of the unauthorized persons known or reasonably beleved to have
improperly used the COPH PCl and/or a description of the unauthorized persons known or
reasonably believed to have improperly accessed or acquired the COPH PCL or to whom it
is known or reasonably belisve have had the CDPH PO improperly disclosed o them; and

3. a description of where the COPH PCl is believed to have beaen improperdy used or
disclosed; and

4. a description of the probable causes of the braach or security incident, and

5. whether Civil Code sections 179829 or any other federal or state laws requiring individual
notifications of breaches have been triggared.

Written Report: The Contractor shall provide a writien report of the investigation to the COPH
Program Conlract Manager, the COPH Privacy Officer, and the CIIPH Chief Information Security
Officer within five (5) working days of the discovery of the breach or security incident. The repor
shall include, but nat be limited to, the information specified above, as well as a fdll, detailed
corrective action plan, including information on measures that were taken to halt and/or contain
the breach or security incident, and measures to be taken to prevent the recurrence of such
breach or security Incident,

Notification to Individuals: If notification to individuals whose information wias breached is required
undar state or federal law, and regardless of whether Confractor is considered cnly a custodian
andior non-awner of the CDPH PCI, Coniractor ghall, at its =ole expanse, and at the sole elaction
of CDPH, elther:

1. make notification to the individuals affected by the breach {including substituts notification,
pursuant to the content and tirmetiness provisions of such applicable siate or fedaral breach
notice laws, The COPH Privacy Officer shall approve the ime, manner and content of any
sush notifications, prior ta the transmission of such notifications to the individuals; or
cooperate with and assist COPH in ils notification (including substitule notification} to the
individuals affected by the breach.

o

CDPH Contact Information: To direct communications io the sbove referenced COPH staff, the

Contractor shall initiate contact as indicated herein. GDPH reserves the right to make changas to
tha canfact inforrnation balow by giving written notica to the Cantractor. Said changas shall not
require an amandment to this Exhibit or the agreement to which it is incorporated.

H SR (218]
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Exhibit H
information Privacy and Securily Requirernents
{For Non-HIFAAHITECH Act Contracts)

CDPH Pragram CDPH F‘ﬁvacy Officer CDPH Chiaf Information
Contract Securlty Officer (and COPHIT
Manager Seivice Desk)
See the Scope of | Privacy Officer | ohisf Information Security Officer
Woark exhibit far | Privacy Office, clo Office of Legal Information Security Office
Program Contract | Services _ _ Califomia Department of Public
Manager Califernia Department of Public Heallh
Heafth i P.0. Box 097413, MS 6302
P.0. Box 997377, MS 0506 Sacramento, CA 958388-7413
Sacramento, CA 95889-7377
o ) Email. cdphiso@edph.ca.gov
Telephone: {877)421-8634 [916) 440-7000 or
(B00) 579-0874

Documentstion of Disclosures for Requasts for Accounting:  Contractor shall document and make
availabls to COPH or (at the direction of COPH) to an Individual such disclosures of COPH PCI, and
infarmation related to such disclosures, necessary 10 respond to @ proper request by the subject
Individual for an accounting of disclosures of personal information as required by applicabls state or
federal law.

Requests for COPH PCH by Third Parties: The Contractor and its employees, agents, or subgoniraciors
shall promptly ransmit to the COPH Program Contract Manager alf requests for disclosure of ary COPH
FCl emanating from third parties to the agreement between Contractor and COPH {and not emanating
from an Individual for an aceounting of disclasures of parscnal information pursuant to applicable stale or
fedsoral law).

Audits, Inspection and Enforcement: From time to time, CDPH may inspect the fadilities, systems, books
and records of Contractor to menitor compliance with this Exhibit, Contractor shall promiplly remsdy any
violation of any pravision of this Exhibit and shall certify the same to the COPH Frogram Contract
Manager in writing. The fact that COPH inspects, or fails to inspect, or has the right to inspect,
Contractor's facilities, systems and procedures doss not relisve Contracior of its responsibility to comply
wilh this Exhibit, nor does COPH's:

A Fatlure to detect or

B. Detaction, but failure ta notify Contractar o require Contractor's remediation of any unsatisfactory
practices constilute acceptance of such practice or & waiver of CDPH's enforcement rights under
the agresment and this Exhibit.

Indemnification: Contractor shall indemnify, hold hammiless and defend COPH from and agsinst any and

all claims, losses, liabilities, damages, costs and other expenses (including attormneys faes) that resull
from or arise directly or indirectly out of or in cannection with any negligent act or omission or willful
misconduct of Contractor, its officers, employees, agents or subcontractors relative to the COPH PCL
including without limitation, any violation & of Contracior's responsibiliies under the agreement between it
and CDPH, indluding this Exhibit, with respect to the CDPH PG

COFH PSR (2110)
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Exhibit H
Information Privacy and Security Reguirements
(For Non-HIPAA/HITECH Act Contracts)

Terminatiorn:

A. Termination Upan Braach: A breach by Contractor of any provision of the Exhibit, as determined
by COPH, shall constitute a materal breach of the agreement between Contractor and COPH and
grounds for Immeadiate ermination of the agresment by COPH. At its sole discretion, COPH may
give Contracior 30 days to cure tha braach.

B. Judicial or Administrative Proceedings: Contractor will notify COPH if it is named as a defandant
in & ¢riminal proceeding relatad to & violation of this Exhibit. COPH may terminate the agresmant
batween Contractor and COFH if Caontraclor is found guilty of a criminat violation relaled to a
viclation of this Exhibit. CDPH may terminate the agresmant if a finding or stipulation that the
Centractor has violated any security or privacy laws is made In any administrative or civil
proceeding in which the Cenfractor is a party of has been joined.

Return or Destrustion of COPH PC| on Expiration or Termingtion: On expiration or termination of the
agreement between Contracior and CDPH for any reason, Gontractor shall retum or dastroy the COPH
PCI. If return or destruction is not feasible, Contractor shall axplain to COPH why, In writing, to the CDPH
Program Caontract Manager, the COPH Privacy Officer and the COPH Chiaf Information Security Officer.
using the contact information listed in Section Xi(a), above.

A. Retention Reguired by Law: If Required by state or federal law, Contractor may retain,

after expiration or termination, CDPH PCI for the tima specified as necassary to comply
vilth the law.

B. Obligations Continuz Unfil Return or Destruction:  Contractors okligations under this
Exhibit shalt continue until Contractor destroys the COPH PCI or retums tha COPH PCI ta
COPH; provided however, that on axpiration or termination aof the agreemant between
Conlractar and CDPH, Contractor shall not further use or disciose the CDPEH PO excent
a5 Required by state or federal law,

C. HWotification of Flection to Destroy COPH PCl: Contractar slects to destray the COPH PCI.
Contractor shall cerdify in writing, &3 the CDPH Program Caontract Manager, the CDRH
Privacy Officer and the COPH Chigf Information Security Officer, using the contact
inflormation listed in Section Xl(2), shove. that the COPH PG has been destrayed,

Amendment: The paries acknowledge that Federal and State lmws relating to infermation security and
privacy are rapidly evelving and that amendment of this Exhibit may be required io pravids for procadures
o ensure compliance with such laws. The parties specifically agree to take such action as is nNecessany
to implement new standards and requirements impased by regulations and othar applicable laws relaling
to the security or privacy of COPH PCL  Upon CDPH request, Gontractor agrees to prompily enter into
negotiations with COPH concerning an amendment to this Exhibit embodying writien assurances
consistent with new standards and requiraments imposed by regulations and other applicable laws.
COPH may terrminate this agraemsnt upon thirty (30) days written notice in the event:

A. Contractor does not promptly enter into negotiations to amend this Exhibit when requested by
COPH pursuani to this Section or

B. Contractor does not enter into an amendment providing assurances regarding lhe safeguarding of
COPH PCI thal COPH in ils sole discretion desms sufficient to satisly he standards and
requirernants of applicabls faws and regulations relaling to the security or privacy of COPH PCI.
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Assistance in Litigalion or Administrative Proceedings:  Contractor shall make itself and any
subcontractors, smployees or agents assisting Contractor in the perdormance of its obligations under the
agreamant between Contractor and CDPH, available to COPH at no cost ta COPH to testify as witnesses,
or otherwise, in the event of Itigation or administrativa proceedings being commenced against CDPH, iis
director, officers or employess based upon claimad violation of laws relating to security and privacy,
which involves inactions or actions by the Contractor, sxcepl where Conlractor or its suboontractor,
employes or agent is & named adverse party.

Disclaimer: CDPH makes no warranty or representation that compliance by Contractor with this Exhibit
will be adequate or satisfastary for Contractor's own purpases or that any information in Contractor's
possession or control, or Wransmitted or received by Contractor, is of will be sacure fram unauthorized use
or disclosure.  Contracior is solely responsible for all deeisions mads by Coniractor regarding the
safeguarding of CDPH PCI.

No Third-Party Beneficiades: Nething express or impliad in tha terms and conditions of this Exhibit is
intendead to canier, nor shall anything hereln confer, Upen any person other than COPH or Contractor and
their respective successors or assigress, any rights, remadies, obligations or liabilities whalscaver,

Interpretation: The terms and conditions in this Exhibit shall be interpreted as broadly as necessary 1o
implement and comply with reguiations and applicable State laws. The parties agree that any ambiguity
i the terms and conditions of this Exhibit shall be resolved in favor of a meaning that complies and is
consistent with Federat and Stata regulstions.

survival The respective rights and ehligations of Contractor under Sections VI, VI and X| of this Exhibit
shall survive the termination or sxpirafion of the agreemant between Contractor and COPH,
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Attachment 1
‘Conlractor Data Security Standards

1. General Security Controls

a. Confidentiality Statermeril. All persons that will be working with CDPH PCI must sign a
confidentislity statement. The statement must include at a minimum, Ganaeral Use, Seeurity and
Privacy safequards, Unacceptable Use, and Enforeament Policies. The statemenl must be signed
by the workiorce member prior fo access to CDPH PCL The statement must be renswed
annually. The Contractor shall retaln each persan's written corfidentiality siatement for CDPH
inspection for a periad of three {3} years following contract termination.

b. Background check. Before a member of the Contractor's workfarcs may access COPH PO,
Contractor must conduct a thorough background check of that warkar and evaluate the resulis 1o
assure that there is no indication that the worker may present a risk for theli of conflidential data.
The Centractor shall retain each workforce member's background check documentation for a
period of three (3} vears Tollowing contract lermination.

¢. Workstation/Laptop encryption. All worksiations and laptops that procsss andior store COPH
PCl must be encrypled using a FIPS 140-2 certified algarithm, such as Advanced Eneryplion
Standard (AES), with a 128bit key or higher, The encryplion soluion must be full disk uniess
approved by the COPH Information Security Office.

d. Server Securify. Servers containing unencrypted CDPH PCI must have sufficient administrative,
physical, and technical confrols in place to protect thal data, based upon & risk
assessmenlsystiem securily raview.

e. Minimum Necessary. Only the minimum necessary amount of CDPH PGl required to perform
necessary business functions may be copied, downloaded, or exported.

e ]

Removable medfa devices. All glectronic files that contain CDPH PCI data must be encrypted
when stored on any removable media or portable device (2. USB thumb drves, floppies,
CDOVD, Blackbery, backup tapes etc.) Bust be encrypled using a FIPS 149-2 certified
algorithm. such as Advanced Encryption Standard (AES), with a 128hit key or higher

g. Antivirus soffware. Al workstations, laptops and other systems that process and/or store GDPH
PG must install and actively use comprehensive anti-virus software solution with automatic
updates schaduled at least daily,

h. Patch Management. &l workstations, Iaptops and other systems that process and/or store
COPH PCI must have security patches applied, with system reboot if necessary. There must be a
documented patch management process which determines installation tirmeframe bazed on risk
azsessment and vendor recommendations. At a maximurn, all applicabla patchas rust be
installed within 30 days of vendar release.

I UserlDs and Password Controls. Al users must be issued a unique user name for ascessing
COPH PCl. Usermname must be promptly disabled, deleted, or the passwosd changsd upon the
transfer or termination of an employes with knowledgs of the password. Passwords are not to be
shared. Must be at least sight characters. Must be a non-dictionary word.  Must not be stored in

COPH PR 20103



Monterey County Health Dapartment
11-10234
Page & of 10
Exhibit H
Information Privacy and Security Requirements
{For Non-HIPAAHITECH Act Confracts)

readable format on the computer. Must be changsd every B0 days. Must be changed if revealad
or compromised. Must be composad of characters fram at least three of the fallewing four groups
from the standard keyboard:

«  Upper case lsttars (A-2)

+  Lower case letters (a-z)

» Arabic numerals {0-8)

= Mon-alphanumeric characters {punctuation symbals]

Data Sanitization. Al COPH PGl must he sanitized using NIST Specisl Publication £00-58
standard methods for data sanitization when the CDPH PSCl s no longer needsd.

—

2. System Security Controls

A, System Timeout. The system must provide an automatic timeout, requiring re-authentication of
the user session after no mare than 20 minutas of inactivity,

B. Warning Banners. Al systems containing COPH FCI must display a warring banner stating that
data Is conlidential, systems are logged, and system uss is for busineszs purposes only.  User
must be directed to log off the system 1 they do not agras with thase requirements.

Q‘

Systam Logging. The system must maintain an automated audit trajl which can identify the ussr
or system process which inftiates 3 request for CDPH PCI, or which alters CDPH PCL The audit
tralt must be date and tima stamped, must log both successful and failed accesses, must be read
only, and must bs restricted to sutharized usars, It COPH PGl is stored in a datahase, database
Iogging funclionality must be enabled. Audit irail data must be archived for at least 4 vears after
occumranca.

0. Access Controfs. The system must use role based access controls for all user authentications,
enforcing the principle of least privilzge.

E. Trensmission encrypfion. Al data transmissions of COPH PC| ouiside the secure internal
network must ba encrypted using a FIPS 140-2 certified algorithm, such as Advanssd Encryplion
Standard {AES), with 2 128bii key o highsr. Encryption can be end to end at the network level, or
the data files containing COPH PG can be encrypted. This requirement persins to any type of
COPH PCl in motion such as website access, file transfsr, and E-Mail.

F. Intrusion Defection. Al systeme invalved in accessing, holding, transporting, and pratesting
CDPH PCIH that are accessible via the Internst must be protectad by a comprahensive intrusion
delection and prevention solution.

3. Audit Controls
A, Bystem Security Review. All systems processing and/or storing COPH PCI must havir af loast
an annual systam rigk assessmentisecurity raview which provides assurance that administrative,

physical, and technical controls are funclioning effectively and providing adsquate levels of
protection. Reviews shall incdude vulnsrability scanning toals.
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. Log Reviews. All systems processing andfer storing COPH PCH must have a routine procedura in

place to review system logs for unauthorized access.

Change Confrol. All systems procassing and/ar storing COPH PCl must have a documented
change control procedure that ensures separation of duties and protects the confidentiality,
integrity and availability of data.

4. Business Continuity / Disaster Recovery Controls

3.

A

Disaster Recovery. Contractor must establish a docurnanted plan to enable conSnuation of
crifical business processes and protection of the security of electronic CDPH FCl in the avant of
an emargency. Emeragency means any drocumstance or situation that causes normal computer
operations to become unavaiisble for use in performing the work required under this agresment
for more than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to backup COPH
PGl to maintain refrievable exact coples of COPH PCI. The plan must include a regular schedule
for making backups, storfng backups offsite, an inventory of backup media, and the amount of
time o restore COPH PCI should it be lost. At 3 minimum, the schedule must ba a weekly full
backup and monthly ofisite storage of COPH data.

5. Paper Document Controls

Supervision of Data. CDPH PCHin paper fonm shall not be left unattended at any time, unless i
is lacked in a file cabinst, file room, desk or office.  Unattended means that information is not
peing observed by an employee autharized to access the information. COPH PCI in paper form
shall not be left unsttandad at any fime in vehiclas or planes and shall not be checked in baggage
on commercial airplanes.

Escorting Visitors, Visitors to sreas where COPH PCl is contained shall be escorted and COPH
PHI shall be kept oul of sight whils visttars are in the area.

Carnfidential Destruction. COPH PCI must be disposed of thiough confidential means, using
NIST Special Publication 800-88 standard methods for data sanitization when lhe CDPH PSCl is
no longer nesded.

Remaval of Data. CDPH PCI must not be removed from the premizes of the Contractor except
with express written permission of COPH.

Faxing. Faxes containing COPH PCI shall nol be lell unaltended and fax machines shall be in
secure areas. Faxse shall contain a confidentialily slatement nalifying persens receiving faxes in
arror to dastroy them. Fax numbers shall be varified with the intended recipient before sending.

Malling, CDPH PCH shail only be mailed using secure methods. Largs volurna mailings of COPH
PHI shall be by a secure, bonded courier with signature required on receipt. Disks and ather
transportable media sent through the mail must be encrypted with a COPH approved solution,
such as a solution using a vendor praduct spacified on the C33L
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