Amendment to Master System Agreement

This Amendment to Master System Agreement {"Amendment"} is entered into by and between OCHIN,
Inc, {*OCHIN") and County of Monterey  (“Memiber”) effective as of the last date signed as set forth below
{“Effective Date").

RECITALS

A, QCHIN and Member have entered into that certain Master System Agreement, including the
addendums attached thereto [collectively, "Agreement”). Unless otherwise defined, capitalized terms in this
Amendment have the meanings given in the Agreement or exhibits to the Agreement.

B. OCHIN and Member desire 1o amend the ferms of the Agreement to include additional terms,
including compliance obligations related to the Health Information Technology for Economic and Clinical
Health Act, codified at 42 U.S.C. § 17930, et seq, and its implementing regulations {*HITECH Act").

Agreement
In consideration of the following agreements and covenants, the parties agree as follows:

1. Exhibit D. Exhibit D, "HIPAA Compliance Terms," and Exhibit D-A, "Additional HIPAA Compliance Terms"
of the Agreement are hereby deleted in their entirety and replaced with the “Exhibit D" attached hereto.

2. References to Exhibit D-A. All references in the Agreement o “Exhibit D-A" are hereby deleted and
replaced with "Exhibit D."

3. Use of Electronic Health Information Exchanges. Member wishes to use and disclese PHI as gutherized
under HIPAA through the use of electronic health information exchanges g“HIE“). Member can request
that OCHIN facllitate the electronic exchange and disclosure of PHI related to Member's patients by
transmitting data through HIES on Member's behalf through o Statement of Work. In that instance
Member authorizes OCHIN to disclose PHI related fo Member's patients through HIEs as may be
requested and directed by Member. Member authorizes OQCHIN to manage Member's requests for, and
disclosures of, PHI from and t¢ the other participants in HIEs. Any comesponding potential cost wilt be
agreed to by Member prior fo the beginning of the related project. Member represents and warrants
that dll consents required under HIPAA for the transmission of PHI through an HIE shall have been
obtained by Member and that the fransmissions and disclosures requested by Member will be in
furtherance of and in compliance with Member's permitted uses and disclosures of PHI as a coverad
entity under HIPAA. Member willindemnify, defend, and hold harmless GCHIN and Tts officers, directors,
employees, and agents from and against all Claims arising from any improper use or disclosure of PHI
and incurred as a result of Member's request or directive to use or disclose PHI through an HIE, This
indemnific?ﬂon obligation will be in addition 1o all other indemnification obligations provided for in the
Agreement.

4, Compliance with Laws and Regulations. Each party will at all times comply with all applicable laws and
regulations including, without limitation, all governmental, Medicare, Medicaid, and whistleblower laws,
rules, and regulations governing each porty's performance hereunder. Member and OCHIN specifically
acknowledge thal Member wil provide services to beneficiaries of federal and state health care
programs, including Medicare, and that CCHIN and Member have an obligation to comply with the
requirements of such programs. Additicnally, OCHIN shall inform any employees in writing, in the
predominate native language of the workforce, that they are subject to whistleblower rights and
remedies fo the exfent applicable under 41 USC 4712,

5. Effect of Amendment. This Amendment modifiss the Agreement. The Agreement, as amended by this
Amendment, is in {ull force and effect, and the parties hereby ratify and affirm the same. In the event of
any conflict between the provisions of the Agreement and this Amendment, the provisions of this
Amendment shall control.
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IN WITNESS WHEREOQF, the parties have executed this Amendment as of the Effective Date,

OCHIN:

OCHIN, Inc.

By:
Title:

Signature:

Dated:
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Member:
County of Monterey

By: Ray Bullick

Title: Director of Health

Signature;
Dated:

Approved as to Form:

By: Mf//) m

S jﬂé’y Sactta, Ddput County Counsel

Date:

Approved as to Flw‘lovwlfm
By:
Gary Glbongﬁf)% or-Controller
Date: \—’ q

Contracts/Purchasing Officer

Date:
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Exhibit D

HIPAA Compliance Terms

Unless otherwise defined, capitalized terms in this Exhibit have the meanings given on the Cover Pages or the
other exhibits,

1.

2,

Purpose. The purpose of this exhibit
("Exhibil”) is to set forth the terms and

conditions of OCHIN's uses and disclosures

of Member's "Protected Health
Information,” which includes “Limited Data
Sels" (os defined in Seclion 2.1 of this
Exhibit). It is the intent of CCHIN and
Member that this Exhibit will meet the
requirements of 45 CFR § 164.504(e) and 45
CFR § 164.514{e} of the privacy regulations
and 45 CFR § 164.314{a) of the security
regulations promuigated by the US.
Department of Health and Human Services
under the Health Insurance Portability and
Accountability Act of 1994 ("HIPAA”), and
all regulations issued under the Health
Information Technology for Econcmic and
Clinical Health Act ["HITECH") [collectively
the "HIPAA Regulations'}.

Use and Disclosure of PHI.

2.1 Definitions. For purposes of this Exhibit,
the term “Protected Health
Information” {PHI} means Individuclly
Identifiable Health Infermation
transmitted or maintained in any form or
medium, "Incividually  Identifiable
Health  Information” is  information,
including demographic  information,
that: (a] relates to (i} the post, present,
or future physical or mental health or
condition of an individual person,
(i) the provision of health care 10 an
individual person, or (i} the past,
present, or future payment for the
provision of health care to an individual
person; and (b) identifies fhat person
for with respect to which there is a
recsonable basis to  believe the
information can be used to identify the
person). “PH™ includes "Limited Data
Sets," which means PHI thal excludes
the identifiers as defined by 45 C.F.R.
164.514(e). "Electronic  Protected
Health Information" (EPHI) means the
subset of PHI that is transmitted or
maintained by  electronic  media.
"Security  Incident"  means  the
atfempted or successful unauthorized
access, wse, disclosure, modification, or
destruction of information or
interference with system operations of
an information system. Terms used b
but not otherwise defined in this Exhibit
shall have the same meaning as those
in 45 CFR Parls 160, 142, and T64.

2.2 Security and Confidentiality. If Member
discloses any PHI fo OCHIN, or if OCHIN
creates or receives any PHI on behalf of
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Member, OCHIN will maintain the
security and confidentiality of such PHI
in OCHIN's possession as is required by
the HIPAA Regulations.

2.3 Use and Disclosure. OCHIN may use
and disclose PHI in a manner consistent
with Member's permitted uses and
disclosures of PHI as a covered entity
under HIPAA and OCHIN's policies.
OCHIN shall not disclose PHI other than
as permitted by this Exhibit, the Master
System Agreement between Member
and OCHIN ("Agreement”), or as
otherwise permitted or required by law,

2.4 Disclosure Procedure. Unless such
disclosure is required by law, OCHIN
may hot disclose PHI unless: (0) OCHIN
obtdins reasonable assurances from the
person to whom the PHIis disclosed that
the PHI will be held confidentially and
used or further disclosed only as
required by law or for the purpose for
which it was disclosed to the person,
and (bi the person nolifies OCHIN of
any instances of which the person is
%worﬁ of breaches of confidentiality of

e PHI.

2.5 Responses to Third Parly Requests. As
required by OCHIN's policies, OCHIN will
provide Member with notification of
any third party requests for Member's
PHI thal are otherwise permitted or
required by law. Membet's failure to
object to OCHIN's processing of PHI
consistent with any such lawful requests
constitutes Member's consent to the
uses or disclosures of PHI conidined
within any such request. OCHIN may
charge Member reasonable feses for
responding to third party PHI disclosure
requests;  subject fo  the mutual
agreement of the parties.

Data Aggregation. Exhibit B permits OCHIN
to use PHI for certain Data Aggregation
services relaling to Member's health care
operations, including a stateswide data
wdrehouse and the Epic Data Service.
"Data Aggregation” means, with respect to
PHI disclosed to OCHIN, combining such PHI
with PHI received by OCHIN inits capacity as
a business associate of another entity
covered by the HIPAA Regulations to permit
data analyses that relate To the health care
opﬁr_qﬁons of the respective covered
entities.

Other Obligations.
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4.1

4.2

4.3

4.4

A5

4.6

4.7

Safeguards. OCHIN will use appropriate
safeguards o prevent use or disclosure
of PHI otherwise than as permitted by
this Exhibit. Where applicable, OCHIN
will comply with 45 C.F.R. § 144, Subpart
C, and Implement administrative,
physical, and technical safeguards that
reasonably and appropriately protect
the confidentiality, integrity, and
availability of EPHI that OCHIN creates,
receives, maintains, or transmits on
behalf of Member,

Reports. OCHIN will report to Member
any use or disclosure of PHI by OCHIN or
its Workforce not provided for by this
Exhibit of which OCHIN bscomes
aware,  including breaches  of
unsecured PHI as reqTUired by 45 C.F.R,
§ 164.410. In addition, OCHIN shall
report to Member any Security Incident
of which OCHIN becomes aware in ¢
reasonable time  and manner
considering the nature of the Security
incident and the information to be
reported.

Agents and Subcontractors. OCHIN will
ensure  that  any agents ond
subcontractors that create, maintain,
or fransmit PHI on bkehalf of OCHIN
agree to the some resiricticns and
conditions that apply tc OCHIN with
respect to such PHI.

Availability, OCHIN shall make PHI in its
possession avdilakle to the individual
who is the subject of the PHI as required
by the HIPAA Reguiations.

Amendment, OCHIN  shall make
available PHI in its possession for
amendment of the PHI by the person
identified in the PHI and incorporate
any such amendments in accordance
with the HIPAA Regulations.

Member. If OCHIN has PHI in ¢
designated record set, OCHIN will
provide Member, upon Member's
reasonable  request, access  for
inspection of CCHIN's books, records,
policies, practices, and procedures
conceming the use and disclosure of
PHI for purposes of assisting Mermber
with its obligations for record keeping
and compliance with  complaint
investigations and compliance reviews
as required by the HIPAA Regulations,

Miligation. OCHIN agrees to mitigate,
fo the extent practicable, any harmful
effect that is known to OCHIN of o use
of PHI by OCHIN in violation of the terms
of this Exhibit D
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10.

11.

4.8 Member's Obligations. Tc the extent
that OCHIN carries out Member's
obligations under the HIPAA
Regulations, OCHIN shall comply with
the requirements of the HIPAA
Regulations that apply to the Member
in the performance of such obligations.

Accounting of Disclosures. Although OCHIN
does not anticipate making disclosuras other
than for the purposes of the Agreement and
this Exhibit, OCHIN will maintain ¢ record of gl
disclosures of PHI made otherwise than for
the puiposes of the Agreement, including
the date of the disclosure, the name and
address {if known) of the recipient of the FHI,
a brief description of the PHI disclosed, and
the purpose of the disclosure as necessary to
permit Member to respond to a request by
an individual for an accounting of disclosures
in  accordance  with 45 CFR § 164.528.
OCHIN will make such record available to
Member on request.

Disclosure to U.S. Department of Health and
Human Setvices. OCHIN will make its internal
practices, books, and records relating to the
use and disclosure of PHI received from .
Member [or creafed or received by OCHIN
on behdlf of Member) available to the
Secretary of the United States Department of
Health and Human Services, for purposes of
determining  OCHIN's  and  Member's
complionce with the HIPAA Regulations.

Termination. In the event of a material
breach of these HIPAA Compliance Terms by
OCHIN, Member shall provide OCHIN notice
and not less than thirty (30) days opportunity
o cure. Member may termingfte the
Agreement if OCHIN does not cure the
breach within this thirty (30) day period.

Piocedure upon Termination. Upon
termination of the Agreement, OCHIN will, if
fedsible, return or destroy all PHI that OCHIN
maintains in any form, and will retain no
copies of such PHI or, if the parties agree that
return or destruction is not feasible, QCHIN
will continue to extend the protections of this
Exhibit to such PHI, and limit further use of the
PHI to those purposes that make the return or
destruction of the PHI infeasible,

No Third Party Beneficiaries. There are no
third parly beneficiaries to the Agreement or
this Exhibit.

Business Associate  Status, Nothing
confained in the Agreement or this Exhibi
causes OCHIN to be a “covered entity” as
defined in the HIPAA Regulailons or
otherwise requires OCHIN to comply with the
HIPAA Regulations as a covered entity.

HITECH Complignce. OCHIN shall comply
with the requirements of HITECH, codified at
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12.

42 US.C. §§ 17921-17954, which are
applicable to business associates, and shall
comply with all regulations issued by the
Department of Health and Human Services
to implement HITECH as of the date by which
business associates dare required to comply.

limited Data Seils, In additicn fo the
permitted uses set forth in Sections 20.2 and
27.1 of Exhibit B, Member cuthaorlzes OCHIN to
cregle Limited Dafa Sets of Member
information for certain research activities
consistent with gpplicable law ["Activities")
which may require access to such Limited
Data Sets. OCHIN may disclose Limited Data
Sets 1o third party researchers, provided that
OCHIN obtains and maintains with each such
third party researcher an agreement that is
consistent with the requirements for Limited
Data Set use agreements under HIPAA.
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