Cato, {5‘(1 ne/yZ{C— f’?/ﬁé /% ?fﬁ’ff f;)/ /// FZ) ;;—-*“

From! Fioney, JYans A,

Sent: Tuesday, Ootober 02, 2012 7:02 AM

To: Cato, Sidney L.

Subject: FW: 16558 (Clesed): RE: Perform Risk Assessmant for NMC's participation i ACS_NSQIP Database

Attachmenta: 2011 SSAE 16 ISAT 3402 Proof Letter.pdf; ACS Local Workstation Instaliation Menual v1.0.pdf; ACS
NSQIP IT FAQs pdf

© Here Is risk assegsment from IT for ACS ~ NSQIP. It should be fine from the IT perspective.
jane

From: Savacikohl, Shawn C,

Sent: Thursdey, September 20, 2012 11:33 AM

To: Finney, Jahe A,

Subject: FW: 16556 (Closed): RE: Perform Rlsk Assessment for NMC's participation in ACS_NSQIP Database

Fyllil

From: IT Sarvice Desk [mallto:[THelp@natividad,.com]

Sent: Thursday, Septermber 20, 2012 11:31 AM
T Savadkohi, Shawn C,
Subject: 16556 (Closed): RE! Perform Risk Assessment for NMC's participation In ACS_NSQIP Database

When replylng, type yvour text above this line.

Notification of Ticket Change
The following changdes have been made to this Ticket: Changed Status to Closed from Open, Changed
Ticket data or Contact data, Added Attachment,

Ticket Information:

Prablem Type: Access Category! Intermet
Resolution:
Entersd on 2012-09-20 at 11:31:07 by Shawn Savadkoh! !

I have reviewed the webslte, and contacted thelr support staff, They have provided me documentation on
their HIPAA compliance and PHI

submission information. Though they do not use2-Factor guthentication, they do provide a compliant
means of data submission using S5L and

username/passwords. Thay also provide a feature where software can be Installed locally, and the PHI
Informatlon is not submittad-- anly the

metrlcs, This will keep all PHI here, and not provided to NSQIP,

I heve ettached the documentation they provided. For the SSAE 16, I have asked for a recent proof letter,

SLA Due Date: 02/04/2012 11:19 AM SLA Response Time! 08/24/2012 10:19 AM
sSubmitted Via: Email

Contact Information:
User ID: FlnneylA Last Nametlana
First Name: Flnney Job Title: ComplianceAdmin

- Office Location:Administration Email: finneyia@natividad,com
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~a  Controls provide reasonabla assurance that natwork avallabllity 15 monitorad,
documented, and communicated,
+ Controls provide reasonable assurance thet all critical Savvis network systems are
backed up whera appropriata end recoverable.

Information Securlty -~ Corporate Systems and Network

» Cortrals provide repsonable assurance that corporate devices and critical systems ara
configured with approprlate security,

s Controls provide rensonzble assurance that critical system events are Identified and
tracked,

» Controls provide reasonable assursnce that flrewall avallablity is documented and
implemented for all corperate productlon zones.

» Cantrols provide reasonable assurance that all critical Savvis flrewal! components are
backed up whera approptigte end recoverabla,

Glokal Changs Management

= Controls provide reasonable zssuranca that changes and enhancements to the
production systems are proparly authorlzed and approved o help ensure minimal impact
te Savvls customers and production systams,

Managed Storage
s Controls provide reasonable assurance that storage services provided to the customar,
are monitored to detarmine the security and avallability of customer data.

Managed Backup
» Controfs provide reascnable assurance that backup services provided ta the customar,
are monltored to determine the securlty and completion of customar backups,

Managed Hosting
Contrals provide reasonable assurance that managed customaers sarvers are configured
ghd adminstered with appropriate security,

s Controls provide reasonable agsurance that managed customer servers are monitorad
and rmaintained to address operationa! risks In a timely manner. Monltoring and
malntenance are performad to ensure maximum uptime for maneged custorner servers.

The 2011 $SAELE raport was prepared for Savyig, the ugers of the services and the
Independant auditors of those users; 1t 13 not deslgned for purposes of marketing Savv(g’
sarvices to prospective Savvis customers,

Sincerely,

Jeff Vaon Deylen
Senlor Vice President, Global Oparations

Bauvis 1 3 Sewls Parkway, Town & Country MO 83017
wisw, saveig.comt | Office; 314.828.7000
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QUTCLEME™

Intfroduction

The purpose of this guide is to provide a detailed description of the installation steps for the ACS Local
Workstetion tool. This tool was designed to be used in the event a hospital could not use the enhanced
Web Based Workstation tool, It can be downloaded and saved onto your computer Lo ensure successful
and efficient data entry at your hospital, The Local Workstation installation packege can be downloaded
by visiting! hitpsy/soslocalworkstation.outcome som/app/dowmioad.tmi

Installation Requirements

The following requirements need to be met prior to Initiating the installation of the ACS Lacal
Workstatlon:

Opetating System: Microsoft Windows XP, Vista, 7

100 MB available hard disk space

1 GB RAM

Microsof Internet Explorer 6 or higher with JavaScript enabled

Java Runtime Environment 6 or higher

Adobe Flash Plaver 9 or higher

» laternet Connection: Broadband (512 Kb/s or greater)

* A centrally located instal] of MS SQL Server 2005 or 2008 (Bxpress or Standard Edition)
s You will need Administrative rights to your computer in order to successfully complete the
installation

. & & 3 »

Patabase Setup prior to installation

» A cenirally located instell of MS SQL Server 2005 or 2008 (Bxpress or Standard Edition)
(NOTZE: ACS NSQIP strongly recommends this install be in a centrally accessible location on
your hospital’s network, SQL Server should be installed on & central machine 8o thet any
cotmputer in the hospital network that has a copy of the ACS Local Workstation software can
aocess that database. In addition, instaflation on a dedicated machine improves performance and
maintenance (backup), Installing the database locally on an SCR’s computer can create
connectivity problems,

» The administrator will need to create a now database instance and login with DIPL and DML
privilegoes for the ACS Program in MS SQL Scrver.

e Network connectivity should be enabled to allow access to the database from client computers
(Some vetsions of SQL Server disable remote connections by default); the administrator might
have to create a Windows Firewall exoeption to accept remate connections.

ACE Locnl Worksintion Tastallatlon Gulde v1,0
Copyripht € 2010, Cutoome Solenoas, Tio, ALE Rights Ressrved, PagaZof 14




OUTCLIME"

Step 3

Doublo clicking the installation package of the ACS Local Workstation application will evoke a “Setup
Wizard” window, which requires the uger to follow each of the prompts presenied to install the
epplicetion.

Begin the wizard by clicking on “Next,”

Welromia tothe A05 Worksiatlor.
Satup Wizard

Thinallrotal ACS Wokaton 1o Jour cotngiuer,
;lf-lg_'rﬁq?cfnmgpi{lé_d:t_ha‘p‘ypu:a'lnﬂa gliEthir spplcalian Lt
i, '

ook

Bl N ortinge, or Cantel to sxl Selip,

You will be asked to review and acoept the End User License Agreement, Select “Accept and click on
“Next” to move to the next screen.

Listnuy .&cgruamenv
W e e doming lipontant informalion bedare eormrting,

Foud Urer: Tdomn g potiizid

nmmmm mmua QRIS A6 STNCRSEN
E E wﬂ'ﬂiﬁ }SRL Y ﬁm Wmm( il

ACH Lucal Waorkslaiion Infallation Gulde v1,0
Copytipght @ 2010, Ounams Sojences, Ing, All Rights Reseryed, Prge 4 of 4




Silact Addiiotial Tagks
Whish gtdltionsl taske should be pefomad?

The installation wizard will display a list of components that will be installed. Click oz “Install” to

finalize the installation.

5

ACS Loeal Wotkstation Instatlation Guide v1.0
Copyright @ 2014, Quiwome Seisnces, Ine, All Rights Reserved,
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The application will launch a browser and bring you to the main login page for data entry, Enteting your
username and password will grant you aceess o the ACS Local Warkstation,

Flease see soresnshot below:

Wl caee
BEE LOCAL WORKSTATION

Heloechnein

st

NOTE: Please refer to the Lronubleshigoting section of this manual fur any error messages received
during the installation process,

ACB Loosl Workstatlon Installation Gulde v1.0
Copyrlght @ 2018, Ouicome Selenoes, Ine, All Rights Reserved. Prge § of 14




Configuration Options

If the ACS Local Workstation is running on your cotsputer the application feon will place an icon on
the system tray. Right olicking on the application icon will display & list of the following options:

4:.-2;1;3;:11_ Browaer

Satirog
ol

Launch Browser: Allows you to launch a new application window
Seitings: Allows you fo configure your database connection settings
Help: Opens the ACS Local Workstation User Manua!

About: Provides informetion on the cutrent version of the application
Bxit! Clicking on this option will allow you fo exit the application

ACS Looal Workstation Inateliation Guidev10
Copyright @ 2050, Outeotno Sclonces, In, Al Righis Reserved, Page Gof 14




OUTCLEME"

Using the Latest Version

When a new version of the desktop appiication is released, the user will be alerted to the availability of
the newer version upon launching the application and entering their username and password. The user
will be instructed to download and install the updated version from the project web site.

You nust exit the ACS Looal Workstation applicatlon running on your desktop before proceeding.
Foilow steps 1-3 as described inthe “Ingtallation Process of ACS Local Workstatlon” section above,

Please note that you will not need to updats or change your database configuration settings.
The installation will only replace the curtent installation, No data will be lost as a result of the update.

A reemt verslon of the Laoa! Werkstston (sl avalleble, Yoo rst
download and install thiz new wension. Plasss exit bhe Loos!
Viorkmtation applieation that is varning on vour desdbon befors
procasding.

ACH Local Worksiatlon Installetion Gulde v1,0
Copyright @ 2010, Outoome Sclences, Inc, All Rights Resarvsd, Pago 10 of 14




Troubleshooting

You mey encounter the following messages during the installation process of the ACS Loeal
Workstation. Please follow the instructions below for resolving these issuss:

Missing Java Environment message, The following error will display if Java Runtime Envitonment ¢
or higher is not installed prior to the ACS Local Workstation Installation. Please download the Java
environment by clicking the Iink above and repeat the installation process.

Blocked Jaya messayre, The following error will display if the firewall settings on your computer block
the Java Environment. Please olick on “Unblock” to remove this massage,

ACS Local Workstatioh Ingtallation Gulde v1.0
Copyright @ 2010, Outeome Solences, Tne, All Rights Resorved, Pags [1 el (4




Connectivity messapes:

1) The following message will be displaysd if the name of the machine whers SQL Server is
instelled was entered incorrectly, Please enter the correct name end cliok on “Save”.

2) The following message will be displayed if the database name was entered incorrectly, Please re-
enter the correct database name.

ACS Local Worlsstatlon Eastallatlon Guids v1.0
Copyright & 2010, Oujcome Buiencas, Inc, All Righiz Rusmved, Puge 12 of §4




3) The following message will be displayed if the database vsername and password was entersd

incorrectly. Please re-enter the correct ugername and password and click on “Save™,

4) The following message will be displayed if'the port number for the databage server was entetod

incorrectly, Please re-onter the correct port number and olick on “Save™,

ALE Looal Workstatlon Tustallation Gulds vi.0
Copyright @ 2010, Oiteatne Selences, g, All Rights Ressrved,

Paga 130014




Questions/Concerns

Please contact the ACS NSQIP and ACS BSCN Techmical Support teams at 1-877-600-7237 ot email:

ACS NSQIP: techsuppori@acsnsqip or
ACS NSQIP Pediatric: ¢ egbfsunpgn@ lggg‘ liatile.acsnsqip.org
ACS BSCN Barlatric: teehsupnori@acsbson.orp

ACE Looal Worlstation Installztlon Guide v1.0
Copyright © 2010, Quisome Belences, Ine, All Rights Reservsd. Pags 14 of 14




Table of Contents

1. Becurity/Compliance for Webrbased Worketation e s, P |

)

1.1
12
1.3.
1.4,
1.5,
1.5,
1.7
1.8,

1.8,

2.1
2.2,
2.3
2.4,
2.5,
2.6,
2.7,
2.8.
2.9,
2,10,
2,11,
2,12,

213,

2,14,
2.15,

2.186.

2,17,

2,18,

2,19,

Enhanced Web-based Workstation and Local Workstation Features and Funetlonal[ty

Please describe the procedures that cover the physles| cnmputer security (s g room ancess, fire, flood etc )? 4
Are snvirenmental conditions monltored saven days a wesk, 24 hours par dayT aommemam e &
What [5 Outcome’s systam back Up proCetUrEs? .. e ammimim it et isnassisrana o &
REEU BT OTY O B 1111 vt vnverruresessmrn smeressansre ses1asenes 11spasaetos o svessss orbisss o taws srvrsbins it 1has vassaendsnrararasensinieshoicsrssnnssasins &
Does the Enhanced Wab-based Workstation meet HIPAA reqUIrEMents? i s 4
T T OOV
How is aiticass 1o the system malntaINeT i ieerien e i i is v e s s v s e mesnes

How are tha systams access controllad on the server and cliant workstation including encryption method,
capablility to view passwords ant passwertd BT i e riem e s i ima s sy

How is dizaster recovary setup (Hot, Warm, Coltd 0r Othar)? e sere e immsrsrmiensiesenssrmssnsve st irertimse

.

B, o@m oo tm W .

What is the new Enhanced Web-basad Workstation? .o irernnonn

What browsers can ba used to access the Enhanced Web-baset SYSTEMP i i mus o s

What Username and Password will | UsSe 0 200855 the SYSTEMT e i rreresarensress e e ssses s gt
Wil the system allow me to cﬁang‘e my password? s
We particlpate In multiple programs. How will we g96cess 2ach proram.. i i micruin i
i1 log !n with 2n Incorrect password will | be lacked out of the SYSEEMT.u s s essmai o B
Will the systam automatically lag me oul If | am INEEHVED v s s sty eses s 8
What are the specific password regUlrements? e e, O R Wk o ©
Will the Enhanced Web-based Workstation allow us ta track patient samplingT oo 6
How will data be entered In the demographlos FOPMT v wrim e rsien s s s B
What is the Local WorksTatonT e i mmmon st e pressessssssssssssmssese semsers s smersosstsy sssserenssarnsssssoers 9
Does the Local Workstation require having administrative access for Installation?. e o memamonnne 7
What system reguirements are nesded to support the Local Workstatlon? .., rereerns e e o ?
Wil anti-virus soffware affect the local workstation Installat1on process?. .. oo o s 7
18 BCEIVE K PROILITRIT 1o vtrissrssenasisntasbrestrans 1va 10t vara e s ves s caegpeaged g ms bt ns b sene b st kaesded b 1Ra LoD R TS RERE AER U1 (R e ettt T
What type of Database server will my Local Workstatlon nBed?....cu i onisiai, 7
What custom fields are avallable with the Enhanced Web-based Workstatlon? . isesvamisamisiame 7

Wil the existing CPT codes and 1CD-8 codes dictionsrles be maintainad? Wil the codas be updatad for any of
TG P OB RITIST tivets s ver tiaen vreniesnciosrenspsersins thsrryssrevensves s smsns bresredesrn 1600100 VRETER 11 TR 10 IR ETE L6800 R0A 00 V01 LERVEL AU IRE S IR O LR heTS 0

Will we continue to have the "repeat above date’ festure as wali as "set all flelds to 'Ne' feature as we have

UV T 1ot snes tr eveurasvessenadysnss vre 60 et emnaynsamerndunvors 1ensmms sane tmennssanpernecr ebed dabedbEEEE R DY Ty L C 0T £ 0 bE HOREE1LRA I LR 1EROE LR YRR VTR T R0 )

Page 2 of 12




2,20, How will new software release versions be distributed and deployad? wummomm i s &
2,21, WIIl sttes be notlfied of regularly sehedulad updates 1o the SYSTEM? e wesisrsicsmmimmrererone 8

3 Data Autolnatlonlul ERNRIPRANCANE Wkl e aad b LIEELRLTRT T W A R nr Pl BTN PR A AN N F N AT R R IR AT AR ISP PR
3.1 WIll data automation be avai!abie far all programs?

3.2, Wil data automation be supported for the Enhanced Web-kased workstation and Local Workstatlan? .. ..
2.3.  Will there be changes to the data table structure and schema of OUr dBLABASET vvvv..m.ersseresserssrsnsesmmrorms st
8.4, Wil there be o feature to manually Upload Fles B0 the PlIatFOrM T i e ereresstres sessess serseses smtatse s
3.5, Wl & web 56rVICE BE @VATIADIET 1 1uimierrs e s reenes st esma st snsstae pacsass tressetassese sestsearestess o sestisssesensssnens

4 Dafﬂ M[gratlon LR 111 ] LLLLRIAN P IR ETE Y [ ALLIATRR L IRSN S PRI R LR N LI RNV ILNR IR DAL TPIL LT 1) LLRLIR I LNSR LIS ELIENER TN L LRI VTR Y
44, Wil we need to modlfy our exlsting XML speciﬂcatlons? L R p e PR AN 1 b

1

6. Integratlon oo e s I ANR 1A B b e rR AR
51, Will the workstatlans Ilnktc Efectronlc hea!th records? e b b bbb e

mbmmimw%scaimmmb:

6. onllne Repam.lllllllllllllll!ll!lllllllllllIlIIIIIHI.lillll.lll"illh.iiﬁ(l! lllllllllllllllllll AmAn A m A b A PN P ER TN O O A NN IR UENER RS E N e ey
6.l Will my hospltal be able to rUA OUr @XISTING FPOIE: i imrsssssimes s sssersesisassressss et sossts ntsnsmssseseee

7. Proparatory Steps fOr TranSIEIoR .. e s s s oo s oves e sass st sussessravas styessies o smoms s e reseeeesiram seerssases §

8. General Program and Transltion GIUESHIONS v reos e sserens L, |
8,1, Who should | contact for SUBROMT s OSSP SOOI 11

8.2, Where canLfind updated Information abowt the tranSIION ONEHET s o et sressses e ssme e 10
8.3, HOW CaN | VIGW the PRCOMHRA WEBINAIS P vvsmsessivereerores oeessessesessenssessssnsessssaessmsemsnsssess s sessttossmmsttimssenes 11
84,  Arethere any changes made to the exlsting cycla SEPUCTUIBT i rriaicemmssmmsseseesessoaressreseresrssoesestmsesrares ooes 11
8.5, Arethere any changes fn the timeframes for dati BREEY? v e sreisssessone e 1
BB, Somae exlsting functlonalities were not displayed on the webinars, Wil those be avallabla? .o, 11
8.7, Whattraining do you provide for the ongolng suppott of the SYSEBIMN P s ime e s sssereres 1
8.8,  Can weuse both the Enhanced Web-based Workstation and the local verslon cOnCRErntY e 11
8.9, lam partleipeting ih a pllot program, are there adcltional steps that | NEAd £0 tAKET v ecrmiin s sreesns 1
B.10.  What will hagpen t0 my exXiSHRE daa7 e e snresssestssess seomsss s e sevorse reestases st sine rsesommesasterrne L1
8.1L Have changes been made to the existing forms and data flelds that are cutrantly captured? v e 12

B.12. Iffchopse the Local Workstation can | meve to Enhancad Web-based Workstation at a later date? ., 12

Page 3 of 12




1. Security/Compliance for Web-based Workstation

1.1.

1.2,

1‘3]

1.4

1.4,

Please describe the procedures that cover the physical computer security (e.g.
room access, fire, flood, etc,)?

All servers used fo host custormer/sits applications are housed in a commerclal co-
tocation facllity. Thess facilities provide access control, fire protection, powar
condlitioning, backup pewer (UPS and generator), High-speed Internet access, cooling
and hands-on asslstance when needed. Access to these facilities is controlled by
access [ists, key cards and blometrics.

Are environmental conditions monitored seven days a week, 24 hours per day?

The data centers are manned arid monitored 24x7x365 by employees of the deta center
provider. This includes access and snvironmental conditions.

What is Outcome’s system back up procedures?

All databases and application code, configuration files, and artifacts are backed up
nightly and tranemitted by private network to Outcome's central date facility in
Cambridge. Data are backad up to tape and archived by a nationally recognized
archival vendor. ,

Regulatory Compliance

All of Quicome's solutlons are fully privacy compliant and mesh ssamlessly with an ‘
organization's existing privacy protocols, Outcoms has worked clasely with the ACS to
ensure privacy compliance, such as the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) and the EU Privacy Directive.

Does the Enhanced Weh-based Worksiation meet HIPAA requirements?

The Enhanced Wab-based Workstation uses encrypfion to pratect data “in motion” as it
travels from point to point over the intermet. This encryption is done using secure
sockets layer and bit key applicafions sufficient to render the information fravelling over
the internet as "unusable, unreadable, or Indecipherable to unauthorized Individuals”
consistent with HIPAA and the HITECH Act. When the data arrives in the ACS NSQIP
database and is data “at rest’ In Qutcome's setvers, It is no longer encrypted; however,
it is secured and protected by stringent application level controls, network controls and
physical access confrols. In addition, Outcome utilizes secure, off-site hosting facilities
that are monitored 24x7x385, with accass controlled by securlty personnel and/or
blometric securily systems, Access to PHI by workforce members of ACS and/or
Qutcome Is iimited in accordance with HIPAA rules applicable to business assoclaies,
This is the same security level for anline and workstation data with the exception of fhe
locally stored PHI,
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1.8.

"ﬂ 7!

1.8.

1.9.

The above steps meet or exceed federal requirements for information security end
privacy end are consistent with industry standards for data privacy.

Reliabillly

Outcome focuses not only o callecting but aiso on securing data. Outcome offers a
secure facility and failover processes to kesp your date safe. Outcome maintains
system securlty through both physical and logical mathods. Databases are maintained
it @ secure, access controlled and monitered facility, The mechanisms smployed are in-
band procasses (encryption, authentication, and intrusion detaction), out-of-hand
processes (user identification, secure storage and back-up, data redacting, and non-
modifiable audit trails), and system redundancy. Additionally, an external assessmant of
system security Is routinely performad by an indepsndent, expert third party.

How Is aceceass fo the system maintalned?

Access to the Quicome system Is based on defined user roles, These roles determine
the specific menus, tasks, and information to which a user has access. By integrating
this technology with standard procedures for user definition, password selection and
updating, and other featurss, we can prevent unauthorized access 1o the study and
seeurs inforrmation,

Quicome's security standards meet or exceed those established for privacy protected
andfor other sensitive HCFA information sent over the Internet.

How are the systems access controlled on the server and client workstation
including encryption method, capability fo view passwords and password
integrily?

Systerns are accessed via Individual usernama and password. Passwords are
encrypled at the browser using a DES enctyption key and transmitted fo the server
where they are compared fo the ensrypted password stored in the database, The
communication of the encrypted password is secured using SSL. Passwords are hever
visible in Unencrypied format.

How is disaster recovery setup (Hot, Warm, Cold or Other)?

It depands on the point of fallurs, Ifthe App server ar Instance falls the recovery Is
warm, {f the database fails the recovery is hot (clustered oracte),

2. Enhanced Web-based Workstation and Local Workstation Features and
Functionality

2.1,

What is the new Enhanced Web-based Workstation?

The Enhanced Web-based Workstation is an online application which can be easily
accessed 24/7 from any computer wlth Infernet access. Sites will not be required to
purchase any servers or take exira security precautions as the entire platform Ig hosted
and maintained by Outcome Sclencss
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2.2,

2.3.

2.4,

2.56.

2.6.

2.7.

2.8.

29,

2.10.

211,

What browsers can be used to access the Enhanced Web-based System?

The suggested browser is Internet Explorer 7.0 or highsr, but the following additional
browsers are also supported, Firefox 2 or higher, Safari 3 or higher

What Username and Password will | use fo access the system?

Users will use Usernames and Passwords that they currently use to access ACS
NSQIP,

Wil the system allow me to change my password?

Users can change their password and update thelr contast Information at any polnt in
the Enhariced Weh-based Workstation

We participate in multiple programs. How wlll we access each program?
A separate useriname and password will be provided to you for each program.
I 1log in with an incorrect password will | be locked out of the system?

After 5 unsuccessful login attempts users will be locked out of the system and will need
to contact the ACS NSQIP Tech Support Desk for a new pasaword.

Will the system automatically Jog me out If | am Inactlye?

The systern will provide a warning message after 55 minutes of Inactivity that the user
will be logged out in 5 minutes. After 60 minutes of inactivity the system will
automatically log out,

What are the specific password requirements?

Passwords must be 6 characters in length and must contain at lsast 1 humber and 1
letiar,

Will the Enhanced Web-~based Workstatlon allow us fo track pationt sampling?

Patient sampling will continue to be tracked axtarnally of the Enhanced Weab-based
workstation

How will data be entered in the demographics form?

Data in the demographics form can be entered both manually and vla data automation
fools

What is the Local Worikstation?

The Lozal Workstation Is software that is installed on a user's locel computer. The
Local Workstation will require MS SQL Server and IT support to Install,
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212 Does the Local Workstatfon require having admin/strative access for Installation?
Administrative privileges ars required for the Installation of the Iocal workstation
2,13, What system reguirements are needed to support the Local Workstation?
s The minimum system requirements are as follows:
¢ M3 Windows (No specific operating system)
» Java Runtime Environment (v6+), downloadable from hitp.//java.com/downioad
e Internet Explorer (v6; (v7+ redommended)) with JavaScript enabled

» Flash Player plugin (v9+), downloadable from
hitp:/iwww.adobe.cam/products/iashplaysr/

» 100 MB of disk space
» 1gh RAM

2.14. Will anti-virus software affect the local workstation Installation process?

Anti-virus software will not affect the ablilty to Install or use the Workstation. However,
the user will need to have privileges to install programs.

2186, Is active x reguired?

Active X is not required.

2,18, What type of Database server will my Local Workstation need?

The local workstation will need to connect to MS 3QL Server (Express or Full Edition).

2,17, What custom fields are available with the Enfianced Web-based Worksiation?

A separate section of the case form allows for each hospitat to have access to custom
fislds. Currently each hospital will bs able to utilize 10 custom “text” flelds, 10 custom
“integer” fislds and 5 custom “date” flslds to capture hogpital specific information,

2.'1 8. Wiﬂ the existing CPT codes and ICD-9 codes dictionaries be maintained? Will the
codes be updated for any of the programs?

The CPT and 1GD-9 codes look up functionality will be maintained. Data entry of CPT
and ICD-9 codes in patient cases wil be enhanced by easier navigation and search
cptions of the platform
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2' 19-

2.20.

2.21,

a1

3&2‘

3.3.

3.4,

3.5,

r

Will we continue to have the "repeat ahove date® feature as well as "sef alf fields
1o 'No' feature as we have now?

The “Repeat above date” feature will continue to be avallsble for a number of flelds.

The “set all features to No” feature will be replaced by ferm confrol funciionality. In many
fields an option to select all responises of a section of a case to "Unknown” wiil be
avallable. Similarly, some fiefds will default to “No” upon creating a new case. Details of
these functionalities will be provided In future tralnings and documentation.

How will new software release versions be distributed and deployed?

Enhanced Web-based Workstation: Updates to the Enhanced Web-bagsed Workstation
will be applied automatically by the system. Updates are done on Saturday motnings.

Local Workstation; Only updates to local PHI will require an update to the Local
Workstations. Local users will be nofifled when there are updates.

Wiil sites be notified of reguiarly scheduled updates to the system?

Users will be notified In advance of any system changes to the functlorality of the
Enhanced Web-based and Loczl Workstations.

. Data Automation

Will data automation be available for all programs?

Data automation will be available for the ACS NSQIP,

Will data automation he supported for the Enhanced Web-based workstation and
Local Workstation?

Data automation will be supported for both types of workstations

Will there be changes to the data table structure and schema of our database?
The structure and schema will be changed for the local workstation,

Will there be a feature to manually upload fiies to the platform?

An XML Uploader will be available for hospitals to upload data to the ACS NSQIP
program. Detailed steps on the XML Uploader functionality will be provided to hospltals
the week of May 24th 2010 ang this will replay the existing QUMitt functionallty,

Wil & web service be avallable?

Web Services will not be available for the inifial relsase.
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4. Data Migration

4.1. Will we need to modify our existing XML specifications?

The new XML speclfications will bs very slmllar to the current format, Minor
redifications might be required to conform to the new spedifications, Detailed XML
gpecifications will be provided to hospitals the week of May 24t 2010,

5. Infegration
5.1, Will the warkstations link to Electronic health records?

At this time, there will be no integration betwesn the Local or Enhanced Web-based
Workstation and electronic health records,

6. Online Reports
6.1. Will my hospital be able fo run our existing reporis?

All reports that exist in thegeurrent system will continue to be available in the new
Enhanced Web-based workstation ence the migrated data is available. The teports can
be run on demand and will provide real-time infarmation. Tha naw platform aflows for
Increased filtering and experting capabilities. Reports ¢an be printed and exported o
Excel and .csv formats, Until the data has fully migrated fo the new platform, sites can
continue to run reports on the QCMetrix platform.

7. Preparatory Steps for Transition

To help ensure a smooth transition to new Enhanced Web-based workstation or looal
workstation, some preparatory steps can be started before moving to the new system,
The first step in planning for your system upgrade is to determine If you will be using the
new Enhanced Web-based workstation or the [ocal workstation. This will become
Important as we get closer to the transition day, but may reguire working with the entire
slte team fo make the correct cholce.

The ‘ransition will take place in several steps and each step will be communicated as
the time approaches, The following steps are part of the overall upgrade to the new
system. Along with each of these steps is informalion or actions that are needed to
complete the step,

Step 1: Lacal Data Migration Test Phase

Description; During this phase a local rigration utility will be distrlbuted to test the
process of extracting your local PiHI information from the existing system
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information Required: In order to rup this utility you will nesd to know the current
location and connection Information for the existing PH! data store. Specifically, you
need o know the ODBC connection string, username and password,

Actlons: The migration utility (more information on avallabllity wit be forthcoming) wil
be run to validate the structure and abllity to connect to your existing database.

Step 2: Workstatlon Installation (local workstation sites only)

Description: During this phase the local workstation Installation will be performed.
Note this is only for the local warkstailon sites, not the new Enhanced Web-based
workstation sites.

Information Requirad; The local workstation installation requires connection
parameters to ihe new databese for PHI (see actions), Specifically, you nesd to know
the ODBC connection string, username and password.

Actions: The local workstation requires a MS SQL Server Express or highet datebase.

Step 3: XML Uploader instaflation (QCMIt replacement) and Local Data Migration

Description: During this phase the new uploader utility will be installed and the local
migration utility will be run to migrate your local PHI Data,

information Required: You will need to know your username and password to the new
system, Also, If your site Installed the local workstation you will need to have the
cenngction information to the new PHI database.

Actions: During this phase you will log into the system fo validate your username and
password, install the new uploader, run the migration utility resutting in PHI uploader
files and use the new uploader to migrate the local PHI information,

8. General Program and Transition Questions

8.1

8.2.

Who should I contact for support?

For general program support related to the transition, please contact Amy Hart af
312-202-5213 or email: ahartehtacs.oty.

For technical support related to the transition, please send emalls to
techsupport@nsalp.erg.

Where can ! find updated information about the transition onfine?

The recent webinars can be found on the secure portion of the ACS NSQIP website at
acsnsdin.org. For 8CRs, the information is posted on the “SCR Toolkit” portion of the
website, For Surgeot Champlons, the materials are posted on the "Reports” page,

Page 100f 12




8.3.

8.4,

8.5.

&.6,

8.7.

8.8.

8.8.

8.10.

How can I view the recorded webinars?

Recording of the webinars are posted with the transition information on the secure
oottion of the website (See above),

Ara there any changes made to the existing cycle structure?
There are no changes to the axisting cycle structure,
Are there any changes in the timeframes for data entry?

Tima frames, with the exception of some diffarences during the transition period will
remain the same. Data entry timeframes during the transition period will be fully
explained In the Getting Started” Tooikit and during SCR data collection training
webinars to be held the week of May 24,

Some existing functionallifes were not displayed on the weblnars, Will those he
avallable?

The recent webinars featured only a brief overview of the new Enhanced Wab-based
workstation, Complete functionailty will be avallable for the launch day'of June 1st 2010.
Training will be avallable for Web-based users June 1% and June 2", Tralning for Local
users will be June 7" and Juna 8™, |

What training do you provide for the o-ngbln_q support of the system?

Trainings will be avallable through self gulded online modules and scheduled wehinar
se55/0Ns.

Can we use both the Enhanced Web-based Workstation and the local version
cancurrently

Local Warkstation Users can log into the Web-based Workstation to run reports. Local
PHI will not be available from the Web-hased Workstation for local workstation Users,
but Local users will be able to see all other data as read only. Local users will not be
ahle to update data through the Web-based Workstation, Web-based users will not

_ have access to the Local Workstation,

{am participating in a pilot program, are there addiional steps that [ need fo
take?

No additional steps are nesded at this tih’me.
What will happen fo my existing data?

Users will migrate local PHI to the Web-based and Local Workstations at the "yo live”
date. All other existing data for Web-based Users wilt be avallable from: the Outcome
system on July 16", For local users exlsting data will be avallable August 14%, A
detailled overview of the data migration schedule will be inatuded in the “Getting Started"
Toolkit,
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&11.

8.12.

Have changes been made to the existing forms and data fields that are currently
captured?

Minor changes have been made to the existing forms and data flelds that are currently
collacted. Information regarding the changes will be included in the "Getling Started”
Toolkit anct will also be covered during the SCR data collection training webinars to be
held the week of May 24,

If1 choose the Local Workstation can [ move to Enhanced Web-based
Workstation at a later data?

[t will be possible to move to the Enhanced Web-based Workstation after go live, Sites
will need to contact ACS fo change thelr ssttings to a Web-based Site and then they wil!
need to migrate thelr Local PHI into the Enhanced Web-based Workstation,
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