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ity of Monterey
Conract Mumber 1320143

Exhibit &

':/.:C{)Dfﬁ {-’-r \«)’,f\/k

& ACTIVE SURVEILLANCE ACTIVITIES - CORE?

Goal: Fstablish and enhance acltive and passive HIVIAIDLS case surveillance n haaith and
sacial service settings, including laboratories and confidential test sites. Improve
the timaliness, accuracy, and reliability of the local HIV/AIDS case data. Investigate

epnried HIVIAIDS cases in order to establish an accurate mode of HIV
tmr*tm ssfon, and in conunction with Cali ?or s Depariment of Pubiic Health
(COPHY, Office of AIDS 'Q»»‘e staff, conduct v@s*wm*zwu, of casas of public haalth
i 30 riance.

O
&

Objective 1
Program activitiss inciude reguiar survailiancs visits to previously classitied

‘

reporting facilities angd (o identify new repoding souwrcss.

Obiective 2
i‘xia%'m?a HATDS rza:’m basad cass

& in ine facililies identified in
Objective 1 above, Establish reporting

i
das As neaded

Oblective 3

identify, incorporate, and sdunate & oratores of theilr reporting responsibiiities
as specified in the Surveillance %}r : { 4 ab Test Rasulls, al:
Nt A odoh ca govinrograms/a res aspy . Laboratones

are requirad 10 report cond 'i!‘f‘”ui sz ADS test resud t‘: t t?‘e subrmitting healih care
provider and 1o the ipcal health jurisdiction (LM} using the requirements as stated in
§ 264310 HIV Reporting by Laboralories, "The report shall consist of a compisted

uopy of the HIVIAIDS Case Rer port form”.

Objective 4

Assess and use secondary dala sources 1o impn ove the accuracy of HIW/AIDS cass
reporting as approgriste, including: vital statistics. tuberoulosis registries, sexuall
transmitted dissases (8TD), and community based oraanizations.

Oblective §
Evatuats and monitor that the aboratories who process HIV/AIDS iaboratory tests
are submitting all the tests to thelr office as requirsd by law,

8. HIVIAIDS CASE SURVEILLANCE OPERATIONS ~ CORE”
Goal To improve the timelingss, accuracy and reliability of the local HIV/AIDS case data.

(}b}pctive 1

Maich, or have maiched via CalREDIE, HIV positive test results from iabora
Case | epor 5 raceived from health care n{ov ders, Ensure that there is no
duptication of raports elzcronically or by checking local county survailianes rec
and contacting COPH QA Survelfance Section for case chacks

ries to

a

Cors 15 an activily required by alt counties

Page 1of &
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Olsjective 2

Any laboratory update (0 8 case that doesnys resull iy the cient | ozwm“z frc»m

IV 1o AIDS should be recorded ) the | b Data Ertry Tool (LDFT) and ?{
W OA on g m«:m‘ v basis st minlonen, Al other s\,ur’i 310 g case {abo
tha* CRLISE 03 tm isiton from *i;
r'i 05i ,?:0'5' Fimymediately
r"""‘?){‘-r’( F-’**sz enf forwarded o TDPH, GA per the ezl
and Confiden suidelines or vig eHARS or via OaiREDIE &

]

Poght

Obiective 3
Lhuis wall an st L
ayacuis wm/ 5 for Comrnunily

(OUAY should use this data o

* (L
v Vsl Load, Geocoding, Linkage o \,ara Fetention
iy Care and Gual ;Ty f“&;a&faﬂuf“ & ' r @ twelve mon 50

Hmely renewal 18 impo

Ohiective &

The LS Suwr vmaééa e Conrdinaior

jar‘zww(: v of each LML, shouid a%,i'e_.
ﬂfe'mw iy § i

of wformatior

andd identt
1 the GOF

T e

STHTLING E,ii Qb 3 "'i»bt T
Conrdinators s mmndatory,

EPIDEMIOLOGIC HIV/AIDS CASE INVESTIGATIONS - COREY

antvity raguired by 3

T8 T
“

To investigate seoorted HIVIAIDS canes in order b ide aitify the m
~%
L

ransmission and, in conung “:’*ﬁ with QA staff, o condunt investigations of Cases of
Putdic Healin impostance (COPHD.

Obijective 1

investigats sl Priority No Repored Risk
healincars workers, organ transplants/ nr‘ ot
reporiing using ihe most recent Carters for Jiseas
no renmied rigk (NRE won profoools. imfe m ete afi
inportance {(DOF ages e, HIVE talicos, i:;' a5} wi h w W0
months of reporting using th ~ NRR nvaestigation rrc»tu
fnvesticate aif off R cases wiiin sl months of diagnosis.

ii“ ‘”“C: ’2 jak

g

C health

staft, investigate COPHI

i1 conjunct

nocluding, but not

care worker(s) whose only reporied exposure is job related, b c:c»ci'-es‘

ranspiant artificigl insemination: or unigus cases such as faticos. See &

o

P
aac )
(o]
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Objective 2
Frducate healthoars providers abiout the need (o obtain and repart risk information
from their HIV diagnosed palients,

Obiective 3
M"'z‘;\,zp e in Medical Monioring Project (MMP) and HY incidence Surveiliance (HID)
data gathering requiremsnts,

0. PROCEDURES FOR ENBURING CONFIDENTIALITY OF ALL INFORMATION - CORE?

Goall Top 'Li the rights of individuals infected with HIVIAIDS

assuring that identifying
in dissermingted dala.

r by
{‘:?-1: matinn is safeguarded both in original case reports and

Ohiective 1

Develop and maintain @ secure registry. All physical locations containing HIVIAIDS
survelifance data in electranio or paper format, a3 weli as workstations for
surveillance personngl, must be enclosed inside g locked, secured aren with access
firnited to authorized g:»er:;ame i &f‘(,-*’da e with GO program re qw@m@-\f» Ses
Surveiiiance Hane i:z:;ni« V. Beourdy and Confidentiality at

M dAweeed ndnhea novinrogras -i‘i."lf'}EGS/:“"ciQk;"ai Sunvirooeduies asnx

Lind

olfz3 {ﬁ surveiffance information conis ih'mg identifying information must be
éd: iockerd file cabinet iocale i 2 locked room. Shredding of
fential “%i\/;f‘ﬁ. D8-refated information %j fves "er’f” rined by authonzed

survaiiisnee personnel (LHJ employees who have signed the individual Ssourily and
Confidentiaiity . xqmeﬁﬂwv form) using a commercial quality shredder with cross-
cutting capability before disposal. Shradding should be used o destroy ;ﬁpef
records coniaining confidential HIV/AIDS related information. These racords include,
bt are not imited to

Line fistings identifying individuals as having HIV or AIBS
Medicagl record review notes

Lam'd*ow repoits of HIY infection or CO4+ counts
Computer dala runs an id analyses

Program spscific intermnal fepoﬁ

Cither working papers

R Ao Te

Cibiective 2

Submit all case report fonms, HIV/AIDS related matenal, and/or m\,zyo*ad iectroni
data in double envelopes and the guter enveiops {e.g., sender of recipian 7(1:%”“*‘35
or fabal) must have no reference o HV/AIDS or include any tamms 2 w%y assotiate
with HIV/AIDS, The inner envelops must be marked ‘Conlidential, ssaled, and

o

*Oore is an activity required by sit countisg,
i b

t

v
]
[
LA
<

N

(21




b mend Bl e gy 4
LT 0T sauminer

> 3 " L 4,
addrassed (o thel assiy

ha é or f«j;sr sted |

COLET 8 128 ﬂ»dw & ?*\',r,-“

Fost Offic {“ s Steven Starr, <;"
of Public t '

AWESY S,

£ 06 i q mf the U4

mﬂ)i ::}

*

dy Agreemant

V¥

Mse, Califormia
aalth cars SRVANI IS}
pursuant 0 subdivis

mad or :erz“*f@vaﬂ gl
electronically by & se
by the woaf‘ nent
& torthet '

o e
(,,3;“. Peloed

e
VIS

i

T8 5 i { rsie !
soring w2013, 04 and the CDO sirongly sugges
riever transmil zeoé Vig ?’::x due to oo

eo fr“rr i*.: U«j ic ihsf 8%

) he a::a%iez‘ "s :auif‘-os' “ﬁed EXCIEANGE ¢
nformation. Allisls gé.afw COnVersalinns m Lstb
faVad

cont ,\,éexrﬁ Am :urd lines. vm; :3? TS fﬁ??-"f wireless communi *'%?mr 934:*6* for
A

s vulnerabie o theft

/ ':'aaoc:;?% Emploving str ::i

of patients is protected in the
t

‘. does not provide tapt -:;,n LOMOUErS o

urity m»m. 3
ayent Maf = el
rcding for po

Yot
Syvsion
i

Q%};‘Mtive g

Aceording to Call v, only auinonzed p@“mnr
nds edunt Confident %t; Ast}i‘”"”m. Lare permitted b wfidential pu bi«
health fef.:ord@, d widual Confidentiality Ags wrmr:t : q'wd ai e o
&wps"; st and annually thereafter after reviswing t%“a Or\ provided Q@f“)«zw
; o training. indbdduals ars not au ?‘-ow 3 10 access
survailiance fzf“‘"naiscm L ai‘z:wi”“*md% wvidual Cont f}mi:a
bheen reviewed and sigrad by ihe suparvisor of thess individual
agreemenis have been rareived %;‘3:\

|
signed an




E.

F.

ST v
County of Monter

b Rty Lepmpe AT TN
Contract Number: 13-2014

- (T

.
[3 2

Exhibit &

DUORE O YVITHR

ANALYSIS, DISSEMINATION, AND USES OF SURVEILLANCE DATA

oo

1, and disseminate ,icdzm of HEADS
% ::é:i ntlaiity guidelinas. See
aﬂ"“:rjqz

Goal in ooiiaboration "-’i*"i"; GA ua ':mdu
mariicity and mortality, 3 i
Surveiliance Handbo S0k a?

,}WY‘ fhananiy, (,<§ s =3 uu‘/‘;

Chigctive 1
Assess ability in analyze HIVIAIDS survelliance dat" rjfs
use tha .rﬁ*f“*mfafm in detect local natterns and trends of th

s

Oblective 2
Prepare spidemiological summaries synthesizing HMAIDS case dats for
populations of local interest,

Dbjective 3

Disseminate HIVAIDS swvellance  information  through: r;s,n onses fo data
reguests, direct contact with HIV/AIDS nams based case pmn@ 30UrCes,
presantations  at conferences  and n'zee‘{'ﬁqs; pubiications, w"“t inumals,
newslatters and buligting of community an organizations.

%
g::“: :
Q_}'.

Ob}ective 4
‘noourage the appropriate use of HIVAIDE name based survel %a nee ing f) mation
for funding decisions. establishing pa,i:»%ér: health priovitias and making polic
decisions, As par of ti*o GrOCEss, %wr;::-}za program awarenass and ?«nc»w;edc;"
o medica ipoi cy makers, health carg providers, pe:wn at risk for HIV infection,
and the general popu %a tion. Cz*mwt further epitdemicingical investigations &s
neaded and evaluate findings.

EVALUATION OF HRVAIDS SURVEILLANCE SYSTEM

Goalb

Konitor the timeliness and completenass of HIVIAIDS name based case reporting
and dirsct HIVIAIDS case finding achvities (o ensure aptimal use of survallance
FOSOUICES

Ob}ective g

Conduct validation studies of providers who treat HIV infecied individuals o montor
HIV/AIDS name based case reporting and continue to encourage major providers to
reguiarly monitor thelr records in the sames way

Disieative 2
Develon, implement, and evaluate the effectivensss
Use ey

of surveiilance activilies gnd
;iuat an outcomas o allocate appropriale res0uwrees.

stivity racinrad by all counties.

T
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e}
o
o
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tnvioicss shall

l‘«-i

rubmit on Condractor letlerhesd and signed by an authorized represe
@ { f:’?‘?é‘ei‘f rerresaent actual exps snses o the servios

greement number,
andfor """u mEnce parind covered by tha inviie

e billing period in the same or greater iavel of r.z:..i':‘ié 8% i ﬁ
agrasment, Jbbj»:mt to the terms of this agresment, rsimburesment may onb
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those costs andior cosl calegones expressly dentified as allowable in this

approved by COPH.

Budgst Contingency Clause

AL Bis rastuaily ¢
z:e*-zere«:ﬁ L 5 w"‘é\f‘ire"“{"”ﬁé i cir;e;
Agraement shall be of no further ?m””e and effect
te p:a; ary funds whal:

Y 3 's\r m Cor m*‘mr of 1o furnish any f‘-i‘? &f
Agreement and Contractor shall not pe obligated 1 perform as

O

if funding for any fiscal year s raducad or delsiad by |
STOLLANT, t%z Lnac:j sl have the oplion to either cane
wy to the State, o offer an agreemen § amendment to O

Prompt Fayment Clause




County of Monleray
Comtract Number 13-20143

Exhibit B

Budgel Detad and Payment Provisions
Amounts Payable

AL The amoums pavabie under this agreement shall not exceed:

1) 348 914 for the budgel perind of 07/01/13 through 08/30/14,
23 546,914 for the budget pertod of 87/01/14 through 06/3015
3y $45.914 for the budget periad of 07/01/18 through 0&/30118,

o3

Reimbursemant shali be made for allowable expenses up to the amount annually encumbared
5

COMMEnsi ﬂte*v th the state fiscal vear in which services are performed andior Joads are
recelved,

Tinely Submission of Final Invoice

A A fingl undisputad inveice shall be Sz'bw*iii@ﬁ for payment ne more than sixty (80} calendar days
foisawmg the expiration or termination date of this agresment, uniess a iater or sliernate
iine s agreed o in writ ng by the program ccr,tza:.t manager. Said invoice should b
clearly markad “Final invoice’ %mci‘”a*'ng that all payment obligations of the Stals under ‘h:
agraemer}* have ceasad and that m'*.}er payments are dus or sulstanding. The State may,

s discretion, chonsge not to honor any delinguent final invoice if the Contractor fails 1o obtain
przo; written btate approval of an allernate final invoice subimiasion deadiine.

f‘D
s}
Il._.

8. The Conlracior is hereby advised of s obligation to submit to the atale, with the final invoice, a
compieted copy of the "C‘;ontra tor's Release (Exhibit FY7.

Aliowable Line ftem Shifts

AL Subjedt fo the prior .fe ew and approval of the Btate, ling em ah*-“s of Lo o fiflgen parcent
{15%) of the annual co mam total, not 1o exceed a maximuny of one hundrad housand
($100,000) annually are allowsd, sc iong as the annual agreement {otal nedher incraasss nor
decrsases,

The .1%?‘? 30@ maximun mit shall be asssssed annual iy and automatically adiusted by the
State in aa:’::crdance with cost-of-living indexes. Sald adjusiments shall nod require a formal
agreement amendment. The State shall annually inform the Contractor in writing of the
adjustad maximum,

B Ling itern shifte meeating this critenia shal not reguire 3 formal agreement amendment,

\]3
(_,f)

24 &

The Contractor shall adhere 1o State requivements regarding the prodess o Tollow in regu
approval o maks ine Hem shifis,

L

0. Line itern shifis may be proposadirequested by sither the Stale or the Confractar
; : ¥

A
f€o]
o
N
O
>
[%

€
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Exbibit B

=t Daial and Payment Provisions

Expense Allowabiilly f Fiscal Dosumentation

3, raceived “-"z‘.*:i“:“; i%‘;é‘s :3%*.“ xctor and aoceptad for payment by the Siats shall oot ba

agresment oosis.

%8
cay
P
(o]
oo
et
o4
X
¢
Roes

3¢ shall mairtain for review grgd audi? araci supply to COPH upon request,
3 claimed pursuant to this agreemeni o permit 2 dets

- &
-r.%r}-r:ume-“z gtion of ad expangs
sxpense sliowabiiity,

o by the Slate because invoice delal

M gy s des 37
SOUEe & Curting :3

d

BIRERYE t\j EJ'.,’ {

ald by the Stats. Upon rec
g expense, reimburseme

Recovery of Overpayments

b
)
y
2
3

-- :fraﬂior agrees that claims based wpon the "‘v g of thig :3?;*0-‘"5‘%‘?’{ Of a1 & mii i

L

Gt findi ng that is appealed and upheld, will be recoverad by the State by o

.re:*{zéi:i.anf::e io the Siate of the full amount of the sudlt excentinn wi

e
s

T.;
QV Q‘{Od ans :V
uiiltzed

-
H

26 NGl

Coointerest on the unpahs ??’%-vz“i"'C of the audit finding
mm”z-" BYETAGE of the rate m;;w'; wadd o investms
commEncing on the date that an audit or axamin
baginping 30 days after Contractor's recsipt of the

il aocrus at g
the Pooled M
finding is mafisd
iate’s demand for v

y I e (b o b H
3 ithe Contracior

whngs, recovery of the
Padministrative de iston o nt":-:-, appeal has hean

gt administrative appeal, Co i
State, the z';-vez‘~:.:i. .’,= act or disaliowsd %xg}ﬁrzses, plus acorued nfar

the Contractors fi it of G 5 nodice requesting ra»}é:*ni:_‘,z.zrsem.-

N e
A:‘:i\/ e WL




County of Monterey
Contract Number: 13-20143

Exhibit B ~ Attachment |
HIY Burveillance Program
Budgset (Year 1)

July 1, 2013 to June 30, 2014

A PERSOMNNEL $40,040

w
O

FPERATING EXPENSES £858
C. CAPITAL EXPENDITURES $0

0. OTHER CO8TS 50

{13

CINDIRECT COSTE 56,008

{Up o 15% of Personnsl

TOTALS S ~ $48,514

Page 1 of 1



Lounty of Monterey
Cordract Number: 13-20143

Exhibit B - Attachment i
HIV Surveillance Program
Budget {(Year 2}

Judy 12014 o June 30, 20158

A PERSONNEL

&

<3

D) OTHER COETE

L

i

INDIREDT CO8TS

{Lp to 15% of Perscnnel)

TOTALS

. OPERATING EXPENSES

CAPITAL EXPENDITURES G0 4

£40.040

{Fy
QU
)]
[ea

I AT T
5008

$48. 814




Gounty of Monterey
Contract Number: 13-20143

Exhibit B - Attachment i
HiV Swrveillance Program
Budget (Year 3}

iy 1, 2015 to June 30, 2010

A PERSONNEL 340,040

8. OPERATING EXFENSES 3868

C. CARITAL EXPENDITURES 30

f . OTHER COSTS 30

E, INDIRECT COSTS $5.006

{Up to 15% of Personnel}

TOTALS : : - $46,914




County o
cntract M mim

grogmen

both pasties and

EDOS

N <

HEYS £y
deporated in the

rend i binding o as

{1 this /\ gree e i.:i: not &
sl the consent

v the {optracior, f:i"fé?;—:z
1 im;z,a% Writen an

2 Gepartment of €
,<3ic: .:»’«.,ud;s;:_ b hove the

ds and supporting documentation pertaining w the perfarmane

mf:‘iii tor a mynimum of three

it i stipulated. Contractor

L7 Pub

it T

et
1ALCO

:?- et 5eg.. ¢

ti’

pertorm

hihe even

pavmenis sho
tivie and i the manner
with the eork 1o any manmrd“
ot any sy dus the Contractor
he Contractor upon demand,

urzri'miz* 1 the




{ wr‘*“ M’ Muanterey

Fane A Y
Contract Numbe ..10144;

R, IMDEPEM

ﬂ“?"m@’ s of Con Hractor,
the pmiwi‘ \

RECYCLING CERTHIC Comtractor shall certify in wriling under penalty of
;*f riory, the minimum, if not exact, percentage of post consumier m aic rial as detined inthe ,.’---w i
{Contract Code Section | s, rials. goods, o : s {
State regardiess of whether the product meets the v >r;mzm‘z“ms isf Puzyii\ Coniract Code Section
12200, With respect {0 printer or Jyzﬂi ation cart ;:i;zcx that coroply 'f'hf‘ requirernents of

2240 (‘;g in m‘r

Section 121 56(e), the certification roguired by this subdivision shall specity that the cartridges so

comply { Ezzi Loniract €

1O MON-DISCRIMINATION
ite subcontractors shall ot unic
employee or applicant for employvment becaus
m’z‘io;mi origin, physical disability dncluding Eii‘w and Al DS), mental dis::z%)i'iif.y,
condition (LL Chy v;-z’y, age smcr 447, mar mi status, and dend i 2
s the evaluation and treatment of thely cmm HYRed e-.nd
applicants i"wmm are free from such discriminaton and harassment. Contractor and
subcontractors shall com ;-i v with the pzs,v%mn 5t the Fatr BEmployment and Housing Act {Gov
Code 517998 {a-11 et seq.) the applicable regulations promulgated thereunder (Uali
Code of Begulations, E;m, 2. Section 7285 et seyg.}. The applicable lations of the Fawr
Employment and Housing Commission boplementing Go crmment (i f\i\, Rection i’?“‘}’? {a-1), 5ot
forth in Chapter 5 of Division 4 of ‘?r«E* 1 ofthe California (,‘mi i i rate
irsto this ”&gucn et i'x veference and made a pact hereof as 1f set
foive written notice of thetr ('m{?f»'a-‘if s uirder §
<3rgzmizai‘im 1% with wh % they have a collective bargaining or other

aned

U8 Lre (’f‘

; cri;cxd

5

AQreement.,

Contractor shall include the nondiscrimination and compliance provisions of this clouse jo il
1

i
subcontracts to perfornowork under the Agreement,

PIOCERTIFICATION CLAUSES: The CONTRACTOR CERTIFHIATION CL A
contained iy the document CCC 307 are hcz'eby mmeorporated by reterence and m A(i a part of this
Agreement by this reference as i1 atinched herewo.

- Time is of the essence in s Agreement,

o

i3 Cf)'ﬁv‘i'i’il-"i‘\l%& TION: The consideration 1o be paid Contractor, as provided herein, shall be i
compensation for alf of Contractor's expenses jncurred in the performance hereof, jnchuding
ravel, per diem, and taxes, unless othenwise expressly so provided,

Y AN Ve \—.».r PP
{0 LAW: This contract 15 ¢

of the State of California.

sverned by and shall be interpreted in socordance
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Conty of
Contract Number 13~2f}143

v oo ‘npi\ ingowith the cormings assignment
“abt new emplovees o the

evelopment Departinent.

it M'mi &

VY {%t‘ (S

"

it that any provision of this Agrecment is
e parties agree that all other provisions of this
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14, SMALL BUSINESS PARTICIPATION AND DVBLE PA
REQUIREMENTS:

RUCIPATION BEFOR TING

i for this Contract Contractor made a commitment to achieve small business pw. cipation,
i en Contractor must within 60 davs of receiving fins } pavment under this Conwact {or withis
such other time period as may be specified elsewhere in this Contract) report to the awarding
fepartment the sctual percentage of small business pardeipation that was achieved. {Govt. Code
§ 148413

C:..

3 oonmitment 1o aa’:}"ie‘v'-:- disable d ve

>z*is,r;*rm (oY
under this Contract { wh ot
Contract) certif ’=~ a veport o the awarding departsent: { } the Ma, il zm{ im ;_sn, Vi
{ontracior re i ; 3
paum-wifﬁi the pe zfs nance '\' , 4 i r&i receives
prime Contractory {4) that all payments under the o have %xwz made 1o the DV
the actual percertage of D Y M §-dz{mx-uon that hieved. A person | ﬂ’?‘?"' ?hai
knowingly provides false information shall be %ui" eet 1o a vl penaliv §
& Vets. Code § 999.5{dy {ove. Jode § 148410

X

5 the I the \)va;m

staternent 15 1COrporal \,d ft 15 u*’;hmfni { 35 any ;* 2ESOT SDEAS S5 Wi mn this state to
self or us } sticle or product a3 a “loss leader” as detined in Section 170 30 0l the Business

axsd szf sesions Code.
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& me, query COPH as *i’ e *?%?'“” = *10<.l, of retuming
31 / and/or ompe{t, o
o nse and according to

',,z.'ed by CDPH &
s Agreement
y for parformance of ¥
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’.l)

Motor Vehicles

f\‘>p wcabie only if motor vabicles are purchased/reimoursad with agreement funds or furnished by CUPH
ar this Agreement )

(1 motor

raivhursed with agreement funds or furnished by COPH under the

-zm‘n» \ﬁ t:"sis Ag,rxz ;{, wzt in thidy {30% calendar 1 ya prigr o the lermination or and of this
Agreement, ?h oo r andior Subcontracior shatl ’em ch vahickes o COPH and shall deliver
raii neceasary documg of titie or registration fo enable the proper transfer of & marketable e 1©

GO

{2 ;‘-‘7 A8

v vehicles are purchassdirembursed with agres
terms of this Agrzemant, the Siate of California chm.i be '. .

=

ontracior shiall be the registersd owner. The Contranio

L

vahickes for performancs and undsr the terms of this Agre

ped

{3 The Contractor andior
UG amci feairabursed w'th
§ hoid & v

o be ranap

“dds or furnished by CDPH under
f'*"ma drivars |

tor vehicls & purchasediral

& ,:,o‘ .) 5 ﬁg*e:ema:t the Contracior and
?“:ﬁ certify that, at a minimum, the foliowin
eon] tze term of this Agraement or ¢
:teacro; s gndior Subcontracios ]

rished by CDPH und
qhaii %C«‘i{‘k R
ﬂce is in

Automaobile Liability Insurance

{2y The Contrac T signhing this Agres . ot DOBLEEses Of mem
aumtomobile Hability insurance in iha amount per oncursence for boddy injury and
ompmiv damage wm‘o'zﬂe« Said i : ! m‘fert»va ws* the

siivery dads of an mmtor ve c¥
CDHM. undar the aﬁ,i

ishad by

by The Contracior ;
inswranca io
CLFH contract

catb, furnish & copy of the cpi't:i’v'*'-
0? smu.‘r‘“‘e shatl i

fury a’z*‘é Lrone:

IS UrEncE, requ ea *‘exm smi {eemmain in eﬁmcx 3' &t i t mes during the temm of
t N & i3 returned o COPH

{dy The Confractor and/or Bubcontractor agree fo provide,

{tats} ca*e of said in & coverage, @ copy of & new cart %-~
wad coverage, as nadicated berein, for not less than the ;
5\3"er~mezz;, the tarm of any extansion or conbinuation thergaf, or f'}' a pearic

i1
{11 vea

:?:'5'

if ot & self-insured government an

Yy The Contractor and/or Subcontractor, {4
tha following

provite evidence, that any required certificates of insurance contain

11 The insursr will not cancel ing insured's covarage without giving thivty {30} calendar days pror
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Hdate or cancel the Agreement with 30-days advance wiitlen notice o 1o
‘.,::;? any {ed i

10, lellectual Property Righis

a.

COPH Exh

Ownership

(4

gred writi *‘g i ACH
mw 1 of AYrY 3\,5

! .\.:uut a..zd. = ,om ema,
Propedy, from the moment of

QJO Conc {3,
iu orindire f" from

gerived from, or raducad 1o practice
this Agresmeant.
s Agresmeant, inteil

{whethar of not is
o, inveriions, bade sec
, i | right of publicity, authory 3, o0n i
#orks, idusiial :iesi n rights. rights of priorily, ;R emg fcws
husiness processes, developmants, innovalions, good wib and all other
intangibie proprigtla ormation as may exist now andfor here affer come w
renew«zi and sxtensions, r*ga{c ess of whether thase rights arise under the faws ¢i tt
or any other stale uou.a%;y o jurisdiction.

St

a, oolor

fani Of\,«.h:

g

he purposes of ihe definition of Eﬂ‘wfi*“'tuaé Property, “works” means
rid g»mi sof matter inciuding Ma med U b” whuch the are mwm)d or

i work, pictonat and graphc nas and works of & simi
el images, animation ce ! audiovisual works inc
raof, sound rzcordings, m;,e«« educations! materials, Wac'

products created, produned, cone rt mifred and f;«c«d in
woludas prefiminary and final products and any materials and i

(&)

T3
200
X T

,-»

£

on @

fig
f}

e~
g

~

'E?

purposas of producing those fdfu sroducts. Works does not .inc%ud; g
review or reference jpumals or independant research prajsuls,

of ME exercise and uliize ceariain of its Inteliectual

n the perionmar gre e
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21, Covenant Against Contingent Fees
{Applicable only 1o federally funded agreamants
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County of Monierey
Contract Nurmbhes 1320145
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Avoidanne of Conflicts of Interest by Contractor

A COPH intends to avoid any real or apparent o
subnontractors, or empiovess, officers and o
COPH reserves the ‘.;M i delermine, atits sole d :c{-‘zz 3}
ar '.»éc i racebied from any sowoe indinatas the &xss‘é’ﬁnce"

nierest; and, if 2 conflictis found o exist, 1o require th

erzfom“;azmr; of & plan for reanlving the conflict su

;’N{; alion
arent ‘,fmai
sl acddiong]

*Horeview and prior approval
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ce wheare the Conbracior's or any subcontraciors emplovees, offic

58 nsitions for ;3{ DOEES "Jtc re, of give the appearance of ban
desire for private gain for thernsalves or oth w2rs, such as thoses with wiwom f.; &y
business or ofher fies,

i\}
Pt
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post
=
=
13
e
X5
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O W ODPH e or pecomes awars of & m"{m 1 or suspected conflict of interest, the Contractor will be
given arr opportunity 1o submit additional information or 1o resolve the conflict. A Contracior with
a susnacied conflict of interest will | avwfv: m warking 1 tzaf\ from the date of notification of the

contlict by COPH pi‘f“wde complets information regarding the suspecied conflict, I 2 contlict
of interest is datermined {o axist f:“ COFH and cannot be resolved to the satisfaciion of CDFH,
e condiict will be ;m sy for ferminating the contract,. COPH may. at its disoretion upon
rece.{:si of a wiilten request from the Conlractor, authorize an g .,xmns.,@n of the timeling indinatsd
herein.
4. insurance Reguirements
Contractor shall comply with the following nsurance requiremenis
A, Commercial Generaf Lighility

O

The Contractor must furnish tu COFH a canificate of insurance stating that commaercist general
fiability insurance of notless than 31,000,000 pe* pooyrrencs for m ity Injury and property
dafnngei x.bs ity combined is pr sently in affant for the | on"’r% ior. The commercial general
iability insurance polioy shall include coverage for liabiliies arising oul of :,s@"*z?ces, operations,
Wpszmi ;‘o*z‘?ra;;if*rs products, completsd &pu»}ﬂm; purs\mvz. and advertising injury. and
Hability assumed under an insured c..;e;‘evzmi The commerc ial general Hability insurance shall
apply separ a?ey to egch insured against whom clalm iz mads or sull is brought subject lo the
Contractors imit of liability,

The cm“i"{"f‘ e of insurance must identify the agreement numbery for which the certificate of
syrance appies and include the following provisions:

1y The misurer will not cancel the inaured’s coverage without giving 30 days prior written notice
o the Cal fmﬂ ia Dapartmant of Public Health, and

2y The Stale of Califormia, its officers, agents, employess, and servanis are va'-iud"-d 839
additional insureds, but only with respest {o work performed for the State of California undar
ihis agresment

The Conirasior agrees that ihe insurance required herein will remain in effect at ail times during
the term of ihe agreement. In the event said insurance coverage expires al any time or by
during the term of this agreemant, the Contrantor agreas to provide, a% fmani 30 calendar days
before sald expiration da’ie, a new certificate of msurance evidenciing NSUTANCe GOVerags as
provided for herein for not less than the remander of the term of the agmwm» i or for a period
of not iess than one vear, V?,PH may, in addition to any other remedies § may have, terminats
this agresment on iha scourrence of such event.

fiertes

CDPH will not be responsible for any pramiums, deductibles, or as meants on the insuranes
policy
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o

A Ths Cordract (Agreemeant) has bean determinad (o conshituls a husiness

8% o «xfe r@i(j{ O ’\Q;(”: év fiqr
the Haallh In ssufafzr‘& r—"ﬁabz iy and Ag m,z'z.*d%n y Aot { M%’f-w voand #s mp nmwﬂg privacy and
security regulations st 45 CFR Parls 160 and 184 {"the HiP “y

&. The Calfornia Depariment of Public Health ("CDRPH" wizhes io discioss
information pursuant to the temaq of this Agreemant, some of which
information CPHU pursuant 1o H %u\;x raguialions.

C. Protected Health information” or "PHI means any information, whe im’ oral or raco! docﬁ in zmy form or

medium that relates to the past present, or fulure physical or merndal condition of an individual, the
provigion of heallh and dental carg 0 an individual, or the past ;3?’6‘:#“’%"’ ar futre payment for the
provision of health and denial care 1o an individual; and that identifias the individual or ws th raupect o
which there s a reasonable hasis io beliwve the f*fmrrr: iorr can be usad to identify the individual, P
shall have the meaning given (o such term under HIFAA and HIPAA ;eg;ﬁa;:om, as the same may bhe
amended frem imea {0 t-.me.

0 “Secwrity incident” meanz the ahempted or successiul unauthorized accsss. use, disclosure,
it catso* o destruction of FHL of confidential data that is essential o the ongoing operation of the
Business Associale’s organization and intended for internal use, or interference with system operations
in an information system.

F. As set forth in this Agreement Contracior is the Business Associate of COPH that prf‘w:ies sevices,
arranges, perorms of aseists in the performance of funclions or aclivities on behaif of COPH and
creatss, recelves, maintaing, transmils, usas or discioses PHL

.1

F. CDPH and Business Associale desire toy wrotact the privacy and provide for the secm‘w of PHI created,
recaived, maintalned, transmitted, use isolnsed pu r%dm" to this Agreament, in compiiance with
HIPAA and HIFAA regulations.

G, The purposs of this Extubit is io 5:‘««“;/ certain \siandafds arwd reguirements of HIPAA and the HIPAA
reguiations, and other applicable law

The terms used in this Exhibi, but ‘m ntherwise defined, shall have the same meanings as those terms
arz defined in the HIPAA regulations

frr exchanging information pursuant to this Agresmant, the parties agrae as follows,




Parmitted Uses and Disclosures of PHI by Business Associate

s

e

Permitted Uses and i);st:m sures. Exo
Tray use or d PH only to perform B
o on behall of SDF H pmw\ tad that such use or disclosure we
done by i

RS

Specific Use s}d Oisclosure Provisions, Fxcept az otherwise indicated in this Exhibit, By
o y o 11

e‘jw aavef df"w‘!‘!i}sﬁ for mg{mg et di?ij qz:imi:
Af "a';émerf s V.J*fz sirati \,r \,% i

Y CerEnn, & .vd %w ;‘er«sm {c»'
~t tha confidantiaiity of the inform

di ion has been yean

PR
R

CRFH Data aggy eq«smn means ths mwbus;:g of P
Mwov otfﬁ on é:»e?- i iy the Busing
covared W‘u o permit data ans

Frovision of Data Aggregation Services. Uss PHI o provide

Mondisclosure, Nob o uss or ; ,
reguired by this Agreement or as .e:_:;{: et by aw -

i z’vs"“ e, physical, and
z“»'m; iy, and avalinbi
acelves, mainians 5 or s zm Wis on i:';an,:r;.?s%f

wt?w* inan as o fvf by this
information ;"vdf, Y 'Jr;ci BECLTH
T i~ .:s*m“c‘,,ra%n o ,
and me s 3 ?,i‘sfi'i(i!fs zd which ncomorates the .
Dalvw. Business & iate will pry «ici; COPH with ds current md ndat

{ reasonably and
mc?z_;d;rzg eig\gf o PHE
usE ofF
v @l
i s
& and
ity

a;};}f':_:;::
that it ¢
83 oin‘ LiFE |

Security, The '?zm" 255 Associate shall fake any and all steps neces “?’y
continuous securly of 2l computerized dats systems containing CDPH PHI
mclude, at a minimumy

:i

x,ec\;r 3 ;fjaa;z:, sat forit A
2y provid mu & %»‘v el and soo s al least comparal
e of Ma W;; “{zc-*z and Budget in OMB
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Exhibit H

HIPAA Business Associate Exhibil

Security of Federal Aulomated ?m':ma 0 Q\,««? s, which sete forth guidelines for auinmaled
information systems in Faderyd agenias,

ad i any of these
Happly. The most
f protection to COPH PHI

in case of a conflict between any of the security standards containe
anumerated sources of security s?:arzd'%fdb the most stringent shall
stringent means that safeguard which provides the highestlevel o
from breaches and security moidents,

Mitigation of Harmiuf Effects. To mitigale, (o the exdient practicable, any harmiful effect that is known
o Business Associate of g uss or disclesurs of PHI by Business Associate or its subcontractors in
viclation of the requirements of this Exhibit

Business Associate’s Agents  To ensurs that any agents, including subconiraciors, 1o whom
Business Associate provides PHI receivad z’z'm* or c aated or received by Busness nxce,\,uate an pehalf
of CDPH, agree 1o the same resirictiong and conditions that apply o Business Associale with respect to
se=r3'z PHL, - including piﬂmema‘.m. of reasmaw., and appropriate administrative, p%\qva and

echnical safeguards to protect such PHIE and to incorporate, when applicable, the relevant provisions
o’f this Exhibit into each subcontract or subaward fo such agents or subconiractors.

Availability of informaz‘ion i{) Ci)Ph’ and individuals. To provide ancess as s CDPH may require, and
in the time and manner d tec by COPH {upon reasonabis n ; :Ld iuﬁ‘C} Business Associate’s
normal business hours) f(:» P in & Dest gnatmd Record bé%*’. %-i {or, as directed by COPH} o an
individual, in accordance wi t%" 45 CFR Section 164,524 rd Set means the group of
records maimained for CDPH thal includes medical, des*ia fii‘d 'r;-z ing records about individuals,
enroliiment, payment, caims adiodication, and cass or medical management 5},8 s maintained for
CDPH health care component health plans; or those records used o make decisions about individuals
on behalf of CDPH. Business Assaciate sh;si? ise the forms and processes developed by COPH for
this purpose and shall respond to requasts for access o records fransmitted by CDPH within h *‘*em
(15} calendar days of receipt of the request by producing the records or verifying that thers are no

-I—
L

¢

Amendment of PHI To make any amendmeni{s) (o PHi m' CoPH directs or agreas 10 purstiant o
A% CFR Section 184,526, in the time and manner designated by COPH,

internal Practices To make Business Associate's infemal practice mwv and records re re iating to the
use and disciosure of PHI received from CDPH, or created or ra eiveri ; Business Associate on benalf
of COPH, avaliable to COPH or (o the ‘"::retay of the U8, Depart ;*mi of Haalth and Human Services
01 a time and manner dasignated by CDPH or by the Secratary, for purposes of detenmining COPH's

compliance with the HIFAA regulations.

Documentation of Disclosures.  To document and make available o COPH o {at the directinn of
COPH) to an Individua! such disclosuras of PHL gnd information relatad fo such dis § 81
to respond to 3 proper request by the subject individual for an accounting of disct
accordance with 45 CFR 164.528.

Notification of Breach. During the term of this Agreemeant

[evony

Discovery of Breach. To nolfify CDPH inmzadiaz‘e!y by telephone call plus email or fax
upen the discovery of breach of security of PHI in computenzed form f the PHI was oris
regaonably believed o have been, acquirad by an unautho person, of within 24 hours
by email or fax of tha discovery of any suspected securily incident. intrusion o unauthorized

COPHHIPAA BAA (01/11)
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i e regired oy SeeiLame

2y investigation of Breach To vechisd : L
uniauthorized use disclosure of PHD o midential dala. Within 72 howrs
discavery, 100G t z LM Program Contract Manasgs e COPH Privacy Offic
the CDPH Chief i wtion Securdty Offiver of

{3:‘ ;:‘w
ar, g

the extant of the data involved in the breach,

#

oA desoription of the unauthorized persons known or reasanabl
used or disclosed PHE or confidential data,

red 1o have imoroperly

§oA description of where the PHI or corfidentinl daty is

ransmittad, serd, or utifized,

N2 Droladie Causes o

sl and

A

LI

;Y ey ey N T T o oy b} i~ iage PENPOR b [l - s TSP TS S . ., > "
v. Whether Chvil Code sections 178820 or 178882 or any other federal or aiate laws oo 33
N

3y Weittens Raport To provide -a written vaport of b

Conlract Managers, the CDPH Ps'wy‘y Officer, a .ﬁ,: SR
Officer within ten (1) working days of the discovery of té 2 brmch or a.;-"zaué'

' ¥ i 3, bt nod be s infor dism ALY
r*-ufe action plan, including rmrmt Y THBERUES
he Improper use or disclosure.

H

{on sif*' individuals of /
disclogure when ﬂiv‘caf fon :o raquired under stats or federal inw and 1o pay ’3’2; cusls of such
notifications, as well as any cosls associated with the breach, 'i"*ze Cff?“% Pro Sgran: Condract
Vianagers, the COPH Prvacy Officer, and the CDPH Chief Information :

approve e Hmoe. manner and content o
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2
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%
A
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n
fany such notifications

5y CDPH Contact Information. To direct communications tn **ze above referancsd
the Contractor shall initiate contact as indics wirginy,  ODPH reserves the ngh
changes o the contact formation helow zaw glving written nolice o the (jnmm"*r‘
changas shall not reguire an amuandmend of the Agrasmeant 1o whic
ncorporated.

—"ﬂo,; "\
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HIPAA Business Assooate Exiibi

COPH Program Officer
Contract

Manager

LRPH Privacy O

CORH Chisf information
Security Officer

See the Scope of F’”H oy Offiner

Work exhibit for acy Office, ofo Office of Legal
Program Contract %8!'}{mes§ |
Manager California Bepartment of Public
. . eyl
information “83 th
G Box 897377, MS 0h05
ba:.:ra:r;e;m-,_,, CA :589&737?
Emall privacy@edph.e

Tedzphone: ;’_ﬁ’:b}- 4407671

Chief Information Security Officer
information Securily Office
California Departmeant of Fublic
Haalth

2.0 Boy HQ”'MC% MAZ 6302
Sasrameno, OA S95399.

Eail ooph wc/'f% phLoR.gov
Felephone 11 Service Desk

<14=J 2407000 or

N IR

{BG0)Y B79-087

P

Employee Training and Discipline. 7o train and uss
the rﬁqui"ﬁrmmq of this Exhibit by emplovees who assist in the
behalf of CDPH under this »gmmzcrft and use or dis
ntentionally viclale any provisions of thi
with the provisions of this section K B

1 Business Assos Qie- shall provide informalion p{ivai‘;y z'md secyity raining, at least a

its own axpense, to allits amplo '\f‘:’C‘b who assist in
on behaif of COPH under this Agre
Business Asgsooiate shall require e
seourdy ralning o sign a c‘.@rmzca?s'),z
tha training was compiatad

L2

Busingss Assodi a-,ek hall retain each employes’s wi
a periad of thres vears following ﬂon,raﬂ* tmrmingtion.

. Obligations of COPH

A, Notice of Privacy Pravctices. i
Privacy Practices that CDPH HiPA/ covered
CFR 184,820, a5 weall as any changas to such nolive(s).

B. Permission by individuals for Use and Disclosure of PHI. Provide the I
individuat to use or discios
or raquived uses and disciosures,

changes in, o f@”()’:?’?iur‘. of, parmis
ine Business Associale’s permiitsd

sion by an

£ regsonable meas
uainsss Associale shall observe the Inllowing req

antoand use o d f* jscios

oves who ra*eéves
w icating tra & employasg’s

ritten o

miate with appi
heal t? CAre COMpunents

sures o ensure comphance w
2 performancs of functions ¢ attvies Gi
close PHE and discipline such employses who

3 BExhibil, inciuding by ig z'mnaﬁcrx of employment. In con m%\z g

yulremeants:

annually, at
or aciivilies

sarformance of fm stions
e FiHiL

=B

information privacy and
me and ihe date on which

artifinations for CDPH |

nspection for

fieable and refevant Notice(s) of
? od ce i accordance with 45

sm 258 Associate with any
Hi i s e

hangss alfsct

. Notification of Restrictions. Notify the Business Associate of gny restriction {o the use o*‘ disciosura
af P that CDRE Ehdt‘, agreed 1o in accordance with 45 Fﬁ% 'iﬁ B22 W h »ﬁxtemtvai sunh restnction
may affect the Business Associale’s use or disclosure of PHL

33 E?pquests Cm;fii::ting with HiIPAA Rules Not reguest the Business Associste to use or d
would not be permissible under the HIPAA regulations if done by COPH.

i any manner ha
CDPH-HIPAA BAS (0111

discioss PHI
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HIPAA Business Associgls Exbiby

Associate s s;g‘"-’y responsible for alf
safequarding of PH

by Businsss Associate regarding the

Amendment The parties acknowledge that fadersl and state laws relating fo Zemt*m io data securt
and prive '“v are rapidly evolving and that amendment of this Exhibll may be required 1o prowde mr
procedures (o ensurs c'm“péian{:e with such deveiopments. The partiss spacifically agres o fake such
action as i3 necessary to implement the standards and requirements of HIPAA the HIPAA regulstons
andd other applicable laws ;emz ng 1o ?h sgounty or pr“'%'w of i Upon CIPH's request, Suq“zm%
Agsociale afamm: to promptly enter into negotlistions with COPH concerming an amendmant o
Exhibit embodying writien ass zra noees consistent with the standards and requirements of HIPAA, the
HIPAA regulations or other applicable faws. CDPH may termingte this Agreement upon thirty {30} days
written notice in the event

o romptly enter into negotiations o amend this Exhibit whern requested

1y Business Associate daas p
to this Section or

by CDFH pursuant

A
>

et

X

Busingss Associate does not enter inte an amendmsnt providing assurances regarding the
safeguarding and security of PHI that CDPH in its sole discration. desms sufficient to salisfy the
standards and requirements of HIPAA and the HIPAA regulations.
Assistance in Litigation or Administrative Proceedings. Business Associate shall make itself ang
any subsontracters, employees or agenis assisting Business ASSQ zaie i the performance of fiz
obfigations under this Agreemeni, available to COPH at no cost to COFH to testify as witnesses, or
otharwise, in the event of litigation or administrative proceedings belng commencad against CDPH <
directors, officers or employees based upen claimed violabion of HIPAA, the HIPAA reguiati om or oﬁ, @i
iaws ralating to sscunly and privacy, which involves mdcm o aotions by the Business Associate,
except where Business Associate or its subcontractor, employes or agent is & named adverse pariy

No Third-Party Beneficiaries. Nothing express ¢ impiied in the terms and conditions of this Exhibiti
intended o confer, nor shall anything herein confer, upon any person ofher thar COPH or Busines
Associate and thelr respective SUCCRSEONS OF assignees. any m;mt s, remedies, obligations or labildie
whatsoaver,

~

&
&
<
<
3

interpretation. The terms and oondilions in this Exhibit =
implement and comply wf: HIFPAA the HIPAA r@;qiaim
agree thal any ambi g\j ity Iy the terms and conditions of
meaning that complies andis c,{msssﬁ-:c;ni with i 3’% and i

Regulatory References, A refersnce in the terms and conditions of thus Exhint 1o & sechion in the
HIFAA reguiations means the saction as in effect or as amended,

Survival, The respective rights and obligations of Business Associaie under Seotion VILC of this
Exhibit shall survive the termingtion or expiration of this Agreemant,

No Waiver of Obligations. No change, walver or discharge of any abillty or obligation hereunder on
any one or mors occasions shall b@ deemed a waver of performance of any continuing or othery
shligation, or shall prohilit enforcement of any obligation, on any other cooasion

COPH-HIPAA BAA (0111
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Altachment 1
Business Aszociate Dals Secunty Slandards

1. General Security Controls

T
A

;™

iz

Confideniiality Siatement. Al persons that will be working with C Fw% PHE must sign a
confidenialiy statement. The a‘af mant must include at 3 minkmurm, General Use, Seuwity
j Privacy safeguards, Ur ceptable Use, and Enforcement %% icie ies. The stalement
st e signad by the workforce member prior to access to COPH PR &
mvs—% be renewed anm mi-y The Business Asgsociale shall retain each ;3';, son's writlen
contidentimlily statement for COPH inspection for a pericd of three (3} years following
contract ermination.

by

5ack§mwmf cfﬁe“k, Before a memb wz‘ ‘f%‘e: Business Associate’s workforce i;‘ﬁy’ ACCRSS
CObH PHIE Business Associate must cong ta thorou “;?* iyaf‘mm und check of thal worker
and -v’ziz,a-:ﬂ fh@ resulis 1o assurs that ?%f* 2 i no ndisation that the worker fwv gmwn- a
risk for §am. of confidential dala. The Business Asso s?f;?f“‘ shall retam each workiome
memnber’s :;‘QM(*-UUHU check dooumentation for a period of mmae {3y vears following
somract i{* THNAND

Workstation/lapltop encryption. Al workstations and laptops that process andior siore
COPH PHE must be encryplad using g FIPS '%tis“;w;‘ s e digo i, such as ‘-vi\!?,“:??ﬁt:d
Enorypiion Standard (AES), with 3 128bi key or higher. The encryption soiution must be
full disk uniess approved by the COPH Information Security Qf R,

38‘}"#5}?’ Security. Servers conialing  unen *s,fph'} CoPH PHI rr'-;z"i have sufficient
administrative, physical, and technical controls in place to protect that dala, based upon a
risk assessment/eystem security raview,

Hinimum Necessary, Only the minimum necessary amount of CDPH PHI required to
perform necessary business functions may be copled, downbaded, or exporied,

Femovable media devices, Al slecironic files that contain CDRY P
ancrypted when f'afee:i Gy any m*‘m«mﬁf‘ media or portable device (e U
fioppies, CO/DNVD, Biackberry, backup fapes efc ) Mucf be enory
ceriified algorith ;“, such as z’*scjw wed Enorvption Standard (AES),
higher

Antivirus software. A% workstations, laptops and other systems that process andfor sfore
COEH PHI must install and actiy &.y use comprehensive anfi-vitus 8o ?‘x are sodution with
automalic updates fﬁflhcma fad atfzast daly,

Patch Management. Al workstations, iaptops and other systermns that process and/or store
CDPH PHE must have securily patches applied, with sysiem reboot # nacessary. Therg
must be g docuwmnented palch managemsnt process which delermines insialiation

CRPHHIS,
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timeframe based on sk assessment and vendor recormmendations. AL @ maximum, all
applicable patches must be installed within 30 days of vendor release

User D5 and Password Contrais. All users must be issued 3 unigue user name for
accessing CDPH PHIL  Username must be promplly disabled, deleted, or the w%swmﬁ
changed upon the fransfer or termination of an emploves with %fs owiadge of the password
Passwords are not 10 be shared. Must be at least eight characters. Must be a non-
dictionary word., Must not be stored in readable format on the computer. Must be changed
every 60 days. Must be changed If revealed or compromised.  Must be composed of
characters from at least three of the following four groups from the standard keyboard:

¢ Upper case letters (A-Z)

+ Lower case lefiers (-7

s Arabic numerals (¢-8)

»  Non-alphanumeric characters {punctuation symbols)

Data Sanitization. All CDPH PHI must be sanitized using N"ST paciat Publication 800-88
standard methads for data sanitization when the COPH P3CH is no longer nesded.

2. System Security Controls

A
P

3

£
CREH-

System Timeout., The system must provide an autornatic timecut, requiring -
autheniication of the user session after no mors than 20 minutes of inactivity.

Warning Banners. Al systems containing CDPH PHI must display a warning barwr
stafing thal data is confidential, systems are logged, and system use is for busines
purposes only. User must be direcied {o log off the system if they do nol agree with tf 188
reguiremenis,

5
2

. System Logging. The system must maintain an automaled audit frail which can identify

the user or system process which initiates a request for COPH PHI or which alters AJL“%“
FHIL The audit trail must be date and time stamped, must log both successfil and failed
accessas, must be read only, and must be restricted o authorized users. I COPH PHl s
stored in 3 daiabase, dalabase loguing functivnably rmust be enabled Audil trall data must
be archived for at least 2 years alier oceurrence.

Access Controls.  The sysiem must use role based access controls for all user
authentications, enforcing the principle of least privilege.

Transmission encrypfion. Al daia transmissions of CDPH PHI oulside the securs
internal network must be enaypted using a FIRS 140-2 certified algorithm, such as

Advanced Encryption Standard {AES), with g 1280 key or higher, Snoryplion can be end
to end at the network ievel, or the data files containing COPH PHI can be enorypted. This
raquiremeant pertains o any type of COPH PHE In motion such as website access, file
transfer, and E-Mail

HIPAA BAA (01/11)
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Exhibit M

HIFAA Business Associate Sxhibi

.
L

iiszmss’m Detection. Al systems involved In accessing, holding, ansporting,
protecting CORH PHE that are asccessible via the intermet must be prolected by a
:mﬁ.m:.;\,rz.s: vz intrusion detection and p

ricn sohtdion.

Audit Controls

A System Security Review., Al systems processing and/or storing CDPH PHI must have at
ast an annual system risk assessrnent/security review which provides assurance that
admirusirative, physica W technical controls are funchioning m‘r'wc; and providing
adequate levels of profection. Reviews shall indude vulnerability scanni ing tools

8. Loy :‘%ems ws. Al systems processing andior storin

g CORPH PHE must have a routing
&

et BUDERE.

procediare in place o review system logs for unauthor

C. fjhaﬁgé Contrel.  All systems DIOCESSING ¢ wosioring CDFH PHE must have a
dacy wnted change contiol procedure that ensures separation of duties and projects the
wtu: ty, mtegrity and gvailabiiity of data,

Business Continuity / Disaster Recovery Controls

a. Disaster Remvery Dusingss Assooiate must estabish a dooumes t d pian to enable
continuation of ordical business g noesses and grn%wf on of the security of electmn
e ?.% .-§'~=§ in the event of an emergency. Emsrgency mesns any circumsiance or stuation
that Causes ro rmal computer ﬁpar alicns W become unavailable for use in performing the
work reguired under this agreemsent for mors than 24 hours.

Data Backup Ps‘an, Business Associate must have estabiished documentsd procedures i
ackup CDPH PHi o ma z;ia relnevable exadt wp&, s of DDPH PM The plan 'm“i inclutde a
regular schedule fm“ m% ing backups, sioring backy 534 offsite, an inventory of backup media
and ?.h@ HTIOU ﬁ: 0* :zre 0 rm‘ r Al a mini, %:%u achedy!

Paper Document Controls

A Sug&ef’viqmn of Data. COPH PHE In paper form shall not be left unattended at any tima,
uiess & is locked in a file caiﬂ nat, file room, desk or office  Unatlended ms=ans that
:szfurmz..,_acsf* g not baing z,,%‘wwea b i an employes authonzed o ACLEEE ihe m?'f;f yation.
COPH PHE I paper form shall not be left unatiendad at any tme in vehicles or planes and
shall nol be checked in b»a gage on commercial airplanes.

w

Escorting Visftors, Visitors 1o areas where QDPH B

g 4 iz contal ‘fi shall be escontad and
CUPH Protected Health Information shall be kept out of sight while visitors are in

he aren

ey

C. Confidential Destruction. CDPH FHi must be disposed of ¢ hrough rc:f*?i:im"ii"%f TIEENS
using MIST Spacial Publication 800-8% standard methods for data saniization when

('rA.\

LiPH PECHS no longer needad.

CORH-HIPAA BAS [0
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Removal of Data. CUPH PHE must not be removed from the premises of the Businegs
Associate except with exprass written pernnission of CDPH.

Faxing. Faxes containing COPH PHI shall not be left unallended and fax machines shail
be in secure areas.  Faxes shall contain a confidentially siatemen! notlifying persons
receiving faxes in error io destroy them. Fax numbers shall be verified with the intended
recipient pefore sending.

4

Mailing. CDPH PHi shall only be mailed using secure metheds. Large volume mallings of
COPH Frotected iwca th information shall be m a secure, bonded courier with :c;f;a ure
requited on receipt.  Disks and other transportable media sent through the mall must te
gnorypled with a COPH approved solulion, such as a solution using a vendor product
specified on the CS8L

HIPAA BAA (01711
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DOING BUSINESS WITH THE STATE OF CALIFORNIA

isiness with the State of

The tollowing laws appiy 1o persons or entities doing |
California,

FCONFLICT OF INTEREST: Contractor needs to be sware of the following provisions
regarding current or former state eraplovess ’f’ ('om‘a'-azc";r has any questions on the
statas of any porson ;"qdu ‘Serv‘;ccs or vvolved with the Agreement, the avwarding
agency must be contacted immediately for ciarzﬁc.‘moﬂ

‘mplovees (Pub. Contract Code §10410

or employes shall engage i any employrsent. activity or enterprise from
er or emploves receives compensation or has a financial interest and
which is sponsored or fanded by any state ageney, unless the employment. achivit

enterprise 18 required as a condition of .c,__guha,;‘ stale

23 No officer or emploves shall contract on Bis or ber own behalf as an independent
contractor with any state agency to provide goods ov services.

Former State Eraployees (Pub, Contract Code §10411 1

1), For the two-year peried from the date he or she fefd state employment, no former state
officer or emp Eu»ec may enter inte & contract i which he or she ¢ nuasred iy any of the
negotiations, trapsactions, planning, arrapgerenis or mwy part of the decision-making
process relevant 1o the contract while emploved in any capacity by any state agency.

7). For the twelve-month periad from the dats he or she left state £, v former
state officer or emplovee may enter into a contract with any sto i he or she was
emploved by that state agency in a policy-making position in the same general <ub§u§

area as the proposed coniract wit ,,nin the 1 2-month period prior iu

b

SCTVICL.

If Contractor violates any provisions of above paragraphs, such action by Contractor shall

QErA
render this Agreement voud (Pub. Contract Code §10420)

Members of boards and commissions are exampt from ti is section afz-ch: dor ot receive
payment other than payment of each meeting of the & i, payment for
preparatory time and payment for per diers. {Pub {,e:.smz‘at:.t Ci
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