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Legistar File ID No. A 20-343 Agenda Item No. 21

Monterey County
Board of Supervisors

168 West Alisal Street,
1st Floor
Salinas, CA 93901

Board Order 831.755.5066

www.co.monterey.ca.us

A motion was made by Supervisor Mary L. Adams seconded by Supervisor John M. Phillips to approve
Consent Calendar Item Numbers 13 through 36 excluding Consent Item No.16 which was pulled via the
additions and corrections and Item No. 32.1 which will have a separate vote taken on it.

Agreement No.: A-14951

a. Approve and authorize the Director of the Department of Social Services to sign an Agreement with
the National Council on Crime & Delinquency for $93,555, to provide access to the SafeMeasures
reporting service for the Child Welfare Case Management System, retroactively to May 1, 2020 through
April 30, 2022, including nonstandard indemnification and warranty provisions; and

b. Authorize the Director of the Department of Social Services to sign up to three (3) additional
amendments to this Agreement where the total amendments do not exceed 10% ($9,335) of the contract
amount, and do not significantly change the terms of the Agreement.

PASSED AND ADOPTED on this 1* day of September 2020, by roll call vote:

AYES: Supervisors Alejo, Phillips, Lopez, Parker and Adams
NOES: None

ABSENT: None

(Government Code 54953)

I, Valerie Ralph, Clerk of the Board of Supervisors of the County of Monterey, State of California, hereby certify that the
foregoing is a true copy of an original order of said Board of Supervisors duly made and entered in the minutes thereof of
Minute Book 82 for the meeting September 1, 2020.

Dated: September 1, 2020 Valerie Ralph, Clerk of the Board of Supervisors
File ID: A 20-343 County of Monterey, State of California
Agenda Item No.: 21

G. Pablo, Deputy

IIL__:=
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This Agreement is made by and between the County of Monterey, a political subdivision of the

State of California (hereinafter “County™) and:

National Council on Crime and Delinquency

(hereinafier “CONTRACTOR™).

In consideration of the mutual covenants and conditions set forth in this Agreement, the parties

agree as follows:

1.0 GENERAL DESCRIPTION:

The County hereby engages CONTRACTOR to perform, and CONTRACTOR hereby agrees
to perform, the services described in Exhibit A in conformity with the terms of this Agreement.
The goods and/or services are generally described as follows:

Provide:
access to the Safe Measures reporiing service for the Child Welfare Case Management Sysiem (CMS)

2.0  PAYMENT PROVISIONS:
County shall pay the CONTRACTOR in accordance with the payment provisions set forth in
Exhibit A, subject to the limitations set forth in this Agreement. The total amount payable by

County to CONTRACTOR under this Agreement shall not exceed the sum o0f:$93,555.00

3.0 TERM OF AGREEMENT:
3.0] The term of this Agreement is from May 1, 2020 to
April 30, 2022 , unless sooner terminated pursuant to the terms of this
Agreement. This Agreement is of no force or effect until signed by both CONTRACTOR
and County and with County signing last, and CONTRACTOR may not commence

work before County signs this Agreement.

3.02 The County reserves the right to cancel this Agreement, or any extension of this
Agreement, without cause, with a thirty day (30) written notice, or with cause
immediately.

4.0 SCOPE OF SERVICES AND ADDITIONAL PROVISIONS:

The following attached exhibits are incorporated herein by reference and constitute a part of

this Agreement:

Exhibit A Scope of Services/Payment Provisions

Exhibit B Other: See Page 10A for list of exhibits

NCCD 2020-22 $93,555
5010-78
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5.0 PERFORMANCE STANDARDS:

501

502

503

CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’s agents, employees,
and subcontractors performing services under this Agreement are specially trained,
experienced, competent, and appropriately licensed to perform the work and deliver the
services required under this Agreement and are not employees of the County, or immediate
family of an employee of the County.

CONTRACTOR, its agents, employees, and subcontractors shall perform all work in a safe
and skillful manner and in compliance with all applicable laws and regulations. All work
performed under this Agreement that is required by law to be performed or supervised by
licensed personnel shall be performed in accordance with such licensing requirements.

CONTRACTOR shall furnish, at its own expense, all materials, equipment, and personnel
necessary to carry out the terms of this Agreement, except as otherwise specified in this
Agreement, CONTRACTOR shall not use County premises, property (including equipment,
instruments, or supplies) or personnel for any purpose other than in the performance of its
obligations under this Agreement.

6.0 PAYMENT CONDITIONS:

6.01

6.02

6.03

6.04

Prices shall remain firm for the initial term of the Agreement and, thereafter, may be adjusted
annuaily as provided in this paragraph. The County does not guarantee any minimum or
maximum amount of dollars to be spent under this Agreement.

Negotiations for rate changes shall be commenced, by CONTRACTOR, a minimum of ninety

days (90) prior to the expiration of the Agreement. Rate changes are not binding unless
mutually agreed upon in writing by the County and the CONTRACTOR.

Invoice amounts shall be billed directly to the ordering department.

CONTRACTOR shall submit such invoice periodically or at the compleuon of services, but in
any event, not later than 30 days after completmn of services. The invoice shall set forth the
amounts claimed by CONTRACTOR for the previous period, together with an itemized basis
for the amounts claimed, and such other information pertinent to the invoice. The County
shall certify the invoice, either in the requested amount or in such other amount as the County
approves in conformity with this Agreement and shall promptly submit such invoice to the
County Auditor-Controller for payment. The County Auditor-Controller shall pay the amount
certified within 30 days of receiving the certified invoice.

7.0 TERMINATION:

DocuSigned by:
]
@n 1. ML Bing
4614F7COSFC7426..
County

either party .
Durlng the term of this Agrecment, ka@wutyotgﬁglie te the Agreement for any reason
y giving written notice of termination to the’@@l@i@i%%ﬁ at least thirty (30) days prior to

the effective date of termination. Such notice shall set forth the effective date of termination.
In the event of such termination, the amount payable under this Agreement shall be reduced in

DocuSigned by
EWM Payk proportion to the services provided prior to the date of termination.

A787872381AE4DE...

Revised 8/58/19
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7.02

7.03

The County may cancel and terminate this Agreement for good cause effective immediately
upon written notice to CONTRACTOR. “Good cause” includes the failure of
CONTRACTOR to perform the required services at the time and in the manner provided
under this Agreement. If County terminates this Agreement for good cause, the County may
be relieved of the payment of any consideration to CONTRACTOR, and the County may
proceed with the work in any manner, which County deems proper. The cost to the County
shall be deducted from any sum due the CONTRACTOR under this Agreement.

The County’s payments to CONTRACTOR under this Agreement are funded by local, state
and federal governments. If funds from local, state and federal sources are not obtained and
continued at a level sufficient to allow for the County’s purchase of the indicated quantity of
services, then the County may give written notice of this fact to CONTRACTOR, and the
obligations of the parties under this Agreement shall terminate immediately, or on such date
thereafter, as the County may specify in its notice, unless in the meanwhile the parties enter
into a written amendment modifying this Agreement.

8.0 INDEMNIFICATION:
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subeontractors.

9.0 INSURANCE REQUIREMENTS:

9.01

9.02

Revised 8/8/19

Evidence of Coverage: Prior to commencement of this Agreement, the Contractor shall
provide a “Certificate of Insurance™ certifying that coverage as required herein has been
obtained. Individual endorsements executed by the insurance carrier shall accompany the
certificate. In addition, the Contractor upon request shall provide a certified copy of the policy
or policies.

This verification of coverage shall be sent to the County’s Contracts/Purchasing Department,
unless otherwise directed. The Contractor shall not receive a “Notice to Proceed” with the
work under this Agreement until it has obtained all insurance required and the County has
approved such insurance. This approval of insurance shall neither relieve nor decrease the
liability of the Contractor.

Qualifying Insurers: All coverage’s. except surety, shall be issued by companies which hold
a current policy holder’s alphabetic and financial size category rating of not less than A- VII,
according to NCCD 2020-22 $93,555

5010-78
30of 10 Agreement 1D:
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9.03

Revised 8/8/19

the current Best’s Key Rating Guide or a company of equal financial stability that is
approved by the County’s Purchasing Manager.

Insurance Coverage Requirements: Without limiting CONTRACTOR’s duty to
indemnify, CONTRACTOR shall maintain in effect throughout the term of this
Agreement a policy or policies of insurance with the following minimum limits of
liability:

Commercial General Liabilitv Insurance: including but not limited to premises and
operations, including coverage for Bodily Injury and Property Damage, Personal Injury,
Contractual Liability, Broad form Property Damage, Independent Contractors, Products
and Completed Operations, with a combined single limit for Bodily Injury and Property
Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications to these general liability insurance requirements shall
be attached as an Exhibit hereto, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

Requestor must check the appropriate Automobile Insurance Threshold:
Requestor must check the appropriate box.

m Agreement Under $100.000 Business Automobile Liability Insurance: covering
all motor vehicles, including owned, leased, non-owned, and hired vehicles, used in
providing services under this Agreement, with a combined single limit for Bodily
Injury and Property Damage of not less than $500,000 per occurrence.

Agreement Over $100,000 Business Automobile Liability Insurance: covering
all motor vehicles, including owned, leased, non-owned, and hired vehicles,

used in providing services under this Agreement, with a combined single limit
for Bodily Injury and Property Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications to these auto insurance requirements shall be
attached as an Exhibit hereto, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

Waorkers’ nsation Tnsurance: if CONTRACTOR employs others in the
performance of this Agreement, in accordance with California Labor Code section 3700
and with Employer’s Liability limits not less than $1,000,000 each person, $1,000,000
each accident and $1,000,000 each disease.

(Note: any proposed wodifications (o these workers’ compensation insurance
requirements shall be attached as an Exhibit hereto, and the section(s) above that are
proposed as not applicable shall be lined out in blue ink. All proposed modifications are
subject to County approval.)

Professional_Liability Insurance: if required for the professiomal services being
provided, (e.g., those persons authorized by a license to engage in a business or profession
regulated by the California Business and Professions Code), in the amount of not less than
$1,000,000 per claim and $2,000,000 in the aggregate, to cover liability for malpractice or

4 of 10 Agreement ID: NGCD 2020-22 $83,555
5010-78
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5.04

Revised 8/8/19

errors or omissions made in the course of rendering professional services. If professional
liability insurance is written on a “claims-made” basis rather than an occurrence basis, the
CONTRACTOR shall, upon the expiration or earlier termination of this Agreement,
obtain extended reporting coverage (“tail coverage”) with the same liability limits. Any
such tail coverage shall continue for at least three years following the expiration or earlier
termination of this Agreement.

(Note: any proposed modifications to these insurance requirements shall be aftached as
an Exhibit heveto, and the section(s) abave that are proposed as not applicable shall be
lined out in blue ink. All proposed modifications are subject to County approval. )

Other Requirements:

All insurance required by this Agreement shall be with a company acceptable fo the
County and issued and executed by an admitted insurer authorized to transact Insurance
business in the State of California. Unless otherwise specified by this Agreement, all such
insurance shall be written on an occurrence basis, or, if the policy is not written on an
occurrence basis, such policy with the coverage required herein shall continue in effect for
a period of three years following the date CONTRACTOR completes its performance of
services under this Agreement.

Each liability policy shall provide that the County shall be given notice in writing at ]east
thirty days in advance of any endorsed reduction in coverage or limit, cancellation, or
intended non-renewal thereof. Each policy shall provide coverage for Contractor and
additional insureds with respect to claims arising from each subcontractor, if any,
performing work under this Agreement, or be accompanied by a certificate of insurance
from each subcontractor showing each subcontractor has identical insurance coverage to
the above requirements.

Commercial general liability and awtomebile liability policies shall previde an
endorsement naming the County of Monterev. its officers. agents, and emplovees as
Additional Insureds with respect to liability arising out of the CONTRACTOR'S work,
including ongoing and completed operations, and shall further provide that such
insurance is primary insurance fo any insu) i maintaipe :
and that the insurance of the Additional Insureds shall not all n

contribute_to_a loss covered by the CONTRACTOR’S insurance. The required

endorsement form for Commercial General Liability Additional Insured is ISO Form CG
20 10 11-85 or CG 20 10 10 01 in tandem with CG 20 37 10 01 (2000). The required
endorsement form for Automobile Additional Insured endorsement is ISO Form CA 20 48
02 99.

Prior to the execution of this Agreement by the County, CONTRACTOR shall file
certificates of insurance with the County’s contract administrator and County’s
Contracts/Purchasing Division, showing that the CONTRACTOR has in effect the
insurance required by this Agreement. The CONTRACTOR shall file a new or amended
certificate of insurance within five calendar days after any change is made in amy
insurance policy, which would alter the information on the certificate then on file.
Acceptance or appraval of insurance shall in no way modify or change the indemnification
clause in this Agreement, which shall continue in full force and effect.

NCCD 2020-22 $93,556
S5of 10 Agreement ID: 5010-78
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CONTRACTOR shall always during the term of this Agreement maintain in force the
insurance coverage required under this Agreement and shall send, without demand by
County, annual certificates to County’s Contract Administrator and County’s
Contracts/Purchasing Division. If the certificate is not received by the expiration date,
County shall notify CONTRACTOR and CONTRACTOR shall have five calendar days to
send in the certificate, evidencing no lapse in coverage during the interim. Failure by
CONTRACTOR to maintain such insurance is a default of this Agreement, which entitles
County, at its sole discretion, to terminate this Agreement immediately.

10.0 RECORDS AND CONFIDENTIALITY:

10.1 Confidentiality; CONTRACTOR and its officers, employees, agents, and subcontractors

10.2

10.3

104

10.5

Revised 8/8719

shall comply with any and all federal, state, and local laws, which provide for the
confidentiality of records and other information. CONTRACTOR shall not disclose any
confidential records or other confidential information received from the County or
prepared in connection with the performance of this Agreement, unless County
specifically permits CONTRACTOR to disclose such records or information,
CONTRACTOR shall promptly transmit to County any and all requests for disclosure of
any such confidential records or information. CONTRACTOR shall not use any
confidential information gained by CONTRACTOR in the performance of this Agreement
except for the sole purpose of carrying out CONTRACTOR’s obligations under this
Agreement.

County Records: When this Agreement expires or terminates, CONTRACTOR shall
return to County any County records which CONTRACTOR used or received from
County to perform services under this Agreement.

Maintenance of Records: CONTRACTOR shall prepare, maintain, and preserve all
reports and records that may be required by federal, state, and County rules and
regulations related to services performed under this Agreement. CONTRACTOR shall
maintain such records for a period of at least three years after receipt of final payment
under this Agreement. If any litigation, claim, negotiation, audit exception, or other action
relating to this Agreement is pending at the end of the three-year period, then
CONTRACTOR shall retain said records until such action is resolved.

Access to and Audit of Records: The County shall have the right fo examine, monitor
and audit all records, documents, conditions, and activities of the CONTRACTOR and its
subcontractors related to services provided under this Agreement. Pursuant to Government
Code section 8546.7, if this Agreement involves the expenditure of public funds in excess
of $10,000, the parties to this Agreement may be subject, at the request of the County or
as part of any audit of the County, to the examination and audit of the State Auditor
pertaining to matters connected with the performance of this Agreement for a period of
three years after final payment under the Agreement.

Royalties and Inventions; County shall have a royalty-free, exclusive and irrevocable
license to reproduce, publish, and use, and authorize others to do so, all original computer
programs, writings, sound recordings, pictorial reproductions, drawings, and other works
of similar nature produced in the course of or under this Agreement. CONTRACTOR
shall not publish any such material without the prior written approval of County.

NCCD 2020-22 $83,555
6 of 10 Agreement ID: 5010.78
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11.0 NON-DISCRIMINATION:

11.01 During the performance of this Agreement, CONTRACTOR, and its subcontractors, shall
not unlawfully discriminate against any person because of race, religious creed, color, sex,
national origin, ancestry, physical disability, mental disability, medical condition, marital
status, age (over 40), or sexual orientation, either in CONTRACTOR’s employment
practices or in the furnishing of services to recipients. CONTRACTOR shall ensure that the
evaluation and treatment of its employees and applicants for employment and all persons
receiving and requesting services are free of such discrimination. CONTRACTOR and any
subcontractor shall, in the performance of this Agreement, fully comply with ail
federal, state, and local laws and regulations which prohibit discrimination. The provision
of services primarily or exclusively to such target population as may be designated in this
Agreement shall not be deemed to be prohibited discrimination.

120 COMPLIANCE WITH TERMS OF STATE OR FEDERAL GRANTS:

13.0

Revised 8/8/19 70f 10 Agreement ID:

If this Agreement has been or will be funded with monies received by the County pursuant to a
contract with the state or federal government in which the County is the grantee,
CONTRACTOR will comply with all the provisions of said contract, to the extent applicable to
CONTRACTOR as a subgrantee under said contract, and said provisions shall be deemed a part
of this Agreement, as though fully set forth herein. Upon request, County wiil deliver a copy of
said contract to CONTRACTOR, at no cost to CONTRACTOR.

INDEPENDENT CONTRACTOR:

In the performance of work, duties, and obligations under this Agreement, CONTRACTOR is
always acting and performing as an independent confractor and not as an employee of the
County. No offer or obligation of permanent employment with the County or County
department or agency is intended in any manner, and CONTRACTOCR shall not become entitled
by virtue of this Agreement to receive from County any form of employee benefits including
but not limited to sick leave, vacation, retirement benefits, workers® compensation coverage,
insurance or disability benefits. CONTRACTOR shall be solely liable for and obligated to pay
directly all applicable taxes, including federal and state income taxes and social security, arising
out of CONTRACTOR’s performance of this Agreement. In connection therewith,
CONTRACTOR shall defend, indemnify, and hold County harmless from any and all liability
which County may incur because of CONTRACTOR’s failure to pay such taxes.

NCCD 2020-22 $93,555
5010-78
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14.0

NOTICES:

Notices required under this Agreement shall be delivered personally or by first-class, postage

pre-paid mail to the County and CONTRACTOR’S contract administrators at the addresses
listed below:

FOR COUNTY: FOR CONTRACTOR:
Lori A. Medina, DS$ Director Shane Feters, Director
Name and Title Name and Title
1000 8. Main Street 426 S. Yellowstone Drive, Suite 250
Salinas, CA 93801 Madison, Wisconsin
Address Address
831-735-4430 608-203-8713
Phone: Phone:

15.0MISCELLANEOQUS PROVISIONS.

15.01 Conflict of Interest: CONTRACTOR represents that it presently has no interest and agrees
not to acquire any interest during the term of this Agreement, which would directly, or
indirectly conflict in any manner or to any degree with the full and complete performance of
the services required to be rendered under this Agreement.

15.02 Amendment: This Agreement may be amended or modified only by an instrument in writing
signed by the County and the CONTRACTOR.

15.03 Waiver; Any waiver of any terms and conditions of this Agreement must be in writing and
signed by the County and the CONTRACTOR. A waiver of any of the terms and conditions
of this Agreement shall not be construed as a waiver of any other terms or conditions in this
Agreement.

15.04 Contractor: The term “CONTRACTOR” as used in this Agreement includes
CONTRACTOR s officers, agents, and employees acting on CONTRACTOR s behalf in the
performance of this Agreement.

15.05 Disputes: CONTRACTOR shall continue to perform under this Agreement during any
dispute.

15.06 Assignment and Subcontracting: The CONTRACTOR shall not assign, sell, or otherwise
transler its interest or obligalions in this Agreement without the prior written consent of the
County. None of the services covered by this Agreement shall be subcontracted without the
prior written approval of the County. Notwithstanding any such subcontract, CONTRACTOR
shall continue to be liable for the performance of all requirements of this Agreement.

NCCD 2020-22 $93,556

Revised 8/8/19 ol 10 Agreement ID: 5010-78



DocuSign Envelope ID: 3FFBFAS1-2A87-49D8-A22F-EC34476C4D31

15.07 Successors and Assigns: This Agreement and the rights, privileges, duties, and obligations of
the County and CONTRACTOR under this Agreement, to the extent assignable or delegable,
shall be binding upon and inure to the benefit of the parties and their respective successors,
permitted assigns, and heirs.

15.08 Compliance with Applicable Law: The parties shall comply with all applicable federal,
state, and local laws and regulations in performing this Agreement.

15.09 Headings: The headings are for convenience only and shall not be used to interpret the terms
of this Agreement.

15.10 Time is of the Essence: Time is of the essence in each and all of the provisions of this
Agreement,

15.11 Goyverning Law: This Agreement shall be governed by and interpreted under the laws of the
State of California; venue shall be Monterey County.

15.12 Non-exclusive Agreement: This Agreement is non-exclusive and both County and
CONTRACTOR expressly reserve the right to contract with other entities for the same or
similar services.

15.13 Construction of Agreement: The County and CONTRACTOR agree that each party has
fully participated in the review and revision of this Agreement and that any rule of
construction to the effect that ambiguities are to be resolved against the drafting party shall
not apply in the interpretation of this Agreement or any amendment to this Agreement.

15.14 Counterparts: This Agreement may be executed in two or more counterparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same
Agreement.

15.15 Authority: Any individual executing this Agreemuent on behalf of the County or the
CONTRACTOR represents and warrants hereby that he or she has the requisite authority to
enter into this Agreement on behalf of such party and bind the party to the terms and
conditions of this Agreement.

15.16 Integration: This Agreement, including the exhibits, represent the entire Agreement between
the County and the CONTRACTOR with respect to the subject matter of this Agreement and
shall supersede all prior negotiations, representations, or agreements, cither written or oral,
between the County and the CONTRACTOR as of the effective date of this Agreement,
which is the date that the County signs the Agreement.

15.17 Interpretation of Conflicting Provisions: In the event of any conflict or inconsistency
between the provisions of this Agreement and the Provisions of any exhibit or other
attachment to this Agreement, the provisions of this Agreement shall prevail and control.

Revised 8/8/19 9 of 10 Agreement ID: | ;%?732020-22 $93,565
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16.0 SIGNATURE PAGE.

IN WITNESS WHEREOF, County and CONTRACTOR have executed this Agreement as of the day

and year written below.

COUNTY OF MONTEREY
By:
Contracts/Purchasing Officer
Date: ~=DocuSigned by:
By: (/.'?Vl ﬂ MLAAM
Depparae3b o4t {Ff appligable) By:
Date:
By:
Board of Supervisors (if applicable)
Date: Date:
Approved as to Form' Docusigned by:
By: ﬂw:;u l’bmm‘m, (ownty (ownsel
ZCoun*zf\tl) Counsel
Date: 7/2872020 | 2:42 PM PDT By:
Approved as to Fiscgt-Previsiets?
By: %“”ﬁ"ﬂ“’“"f
72855 Contraller, ooy Date:

Date:

Approved as to Liability Provisions®

By:

Risk Management

Date:

CONTRACTOR

National Council on Crime and Prevention

Contractor’s Business Name*
DocuSigned by:

(—MMM Park

(Signatﬁfrae,ﬂgfs&ﬁ;‘i‘r%'resident, or
Vice-President) ¥

Narge and Title .23 am pot

S0090Z09887E411...

(Signature of Secretary, Asst. Secretary,
CFO, Treasurer or Asst. Treasure} *
7/28/2020 | 10:41 AM PDT

Name and Title

County Board of Supervisors’ Agreement Number: , approved on {date):

*INSTRUCTIONS: If CONTRACTOR is a corporation, including non-profit corporations, the full legal name of the
corporation shall be set forth above together with the signatures of two (2) specified officers per California Corporations Code
Section 313. If CONTRACTOR is a Limited Liability Corporation (LLC), the full legal name of the LLC shall be set forth
above together with the signatures of two (2) managers. If CONTRACTOR is a partnership, the full legal name of the
partnership shall be set forth above together with the signature of a pariner who has authority to execute this Agreement on
behalf of the partmership. If CONTRACTOR is contracting in an individual capacity, the individual shall set forth the name of

the business, if any, and shall personally sign the Agreement or Amendment to said Agreement.

! Approval by County Counsel is required
*Approval by Auditor-Controller is required

3 Approval by Risk Management is necessary only if changes are made in paragraphs 8 or 9

Revised 8/8/18 100f10

NCCD 2020-22 $93,655

Agreement ID: 5010-78



DocuSign Envelope |D: 3FF8FA81-2A87-49D8-A22F-EC34476C4D31

List of Exhibits
Exhibit B NCCD Securing Confidential Information Form
Exhibit C HIPAA Certification
Exhibit D Certification Regarding Lobbying

2020-2022 NCCD Safe Measurers $93,555 PAGE 10A
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EXHIBIT A
Monterey County Department of Social Services
and
National Council on Crime and Delinquency
May 1, 2020 — April 30, 2022
SCOPE OF SERVICES
CONTACT INFORMATION:

For Contractor: Shane Fetters
Director of IT
426 South Yellowstone Dve, Suite 250
(800) 306-6223

sfetters@necedglobal.org

For County: Laura Neal, Deputy Director
Family 8 Children’s Services
1000 South Main Street, Suite 112
Salinas, CA 93901

(831) 755-4470

BACKGROUND AND PRODUCT DESCRIPTION

Al

CONTRACTOR has developed and owns all rights, title, and interest in a cettain child welfare
reporting service identified as CONTRACTOR’s Internet Reposting Service and referred to as
SafeMeasures®. SafeMeasures uses case-level data from a child welfare agency’s case
management system (CMS) and publishes it via a2 conventional web browser in a sesies of
concise, interactive management reports.

. SafeMeasures is a subscription reporting service that permits COUNTY to monitor service

delivery activity by navigating an extensive set of reports presented in graph and chat format.
These reports petinit them to estimate current workload demand, plan more effective service
interventions, and monitor certain performance indicators established by state or federal
regulatory requirements. SafeMeasuzes includes case-level quality control displays that agencies
tmay employ to improve compliance with state or federal performance audits.

SERVICES TO BE PROVIDED

1

Provision of Service

i1 Web-Based Repotts. During the Term of this Agreement, CONTRACTOR will
provide COUNTY with interactive web-based management reports (“Management
Reports”), which permit the COUNTY to categorize agency compliance with
vations measures and permit COUNTY to identify the specific cases within each
category. CONTRACTOR will specifically:

NCCD 2020-2022 $93,555. 5010-78 i
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1.2

1.3

1.4

1.6

1.7

EXHIBIT A

(a) Provide Management Reports within 14 business days after first receiving
raw CMS data from the COUNTY; and

) Provide regular updates of Management Reports, provided that COUNTY or
another agency regularly submits raw CMS data to CONTRACTOR for
processing and analysis. Such updates will be provided within three (3)
business days of receipt of the CMS data by CONTRACTOR.

Access to COUNTY Data, If requested by CONTRACTOR, COUNTY will supply
a copy of the CMS database(s), ot specifically designated data tables therein, that
store agency data to be used by CONTRACTOR. If data is supplied by a third
pacty, COUNTY will authorize and facilitate release of the data to CONTRACTOR.

Access to Website Restricted. The right to access the SafeMeasures website 1s
jurisdiction- and agency-specific. Only COUNTY and its employees or agents may
access or use the SafeMeasures website for the COUNTY’s monitoring and
reporting needs. Specifically, and without limitadon, COUNTY may not act as a
relay or intermediary allowing access to the SafeMeasures website to any third party
jurisdiction, agency, individual, or business for any purpose.

Internal Business. COUNTY may only use SafeMeasures for its own internal
purposes. COUNTY’s internal purposes do not include extending this service to
third parties, except that data may be provided to state and governmental authorities
if required by law.

Competing Services or Products. COUNTY shall not use all or any part of
SafeMeasures or its documentation to create a service or product that competes with,
ot is used in a product that competes with, all or any patt of SafeMeasures, regardless
of whether such service or product is distibuted with or without consideration.

Copyright Ownership and License. COUNTY acknowledges that CONTRACTOR
owns the copyright in all graphic interfaces, reports, displays, and formats (“Oxiginal
Works”). CONTRACTOR gtants COUNTY a fully paid license to display,
reproduce, and distribute the Original Works for its internal purposes with no sub-
licensing rights for the Term of the Agreement.

Training. CONTRACTOR will provide training as specified in Section 10 of this
Agreement. COUNTY will provide training facility, equipment, and access to the
CONTRACTOR Internet training site.

2. Data Transmission. COUNTY, or other party supplying CMS data, shall supply
CONTRACTOR with regular extracts of agency data for processing and analysis. Data
extracts shall occur daily, or on a schedule determined jointly by COUNTY and
CONTRACTOR. COUNTY ot supplying party will send data over a secure channel to
CONTRACTOR’s secure SSH server, ot may transfer data via a mutually satisfactory
method that meets the frequency and security requirements of both organizations.

3. Reporting Setvice Subscription Fee. COUNTY will pay CONTRACTOR the fees
(“Reporting Service Subscription Fees”) according to the payment schedule specified in
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Section 11 of this Agreement, and all applicable taxes related thereto unless COUNTY
provides evidence that COUNTY is exempt from such taxes.

4. Updates. During the Term of this Agreement, CONTRACTOR will provide to COUNTY
updates, error cotrections, and modifications to SafeMeasures displays (“Updates™) as such
Updates become available. Updates do not include modifications to displays specifically
requested by COUNTY. Any COUNTY-requested modifications must be made by
CONTRACTOR at CONTRACTOR’s published service rates. CONTRACTOR reserves
the right to use the displays created for COUNTY, and analyses to produce such displays for
other parties, whether such displays were suggested by CONTRACTOR or the COUNTY.
CONTRACTOR shall not use any COUNTY data in its publishing for other parties without
COUNTY’s permission.

5, Term and Terminztion,

5.1 Term. The Term of this Agreement shall commence on May 1, 2020 and end on
April 30, 2022 unless earlier tertninated pursuant to Section 5.3. After expiration of
the current Term, CONTRACTOR will not provide any Updates to COUNTY, and
COUNTY must cease all use of SafeMeasures.

52  Renewszl If COUNTY is not in default of this agreement, COUNTY and
CONTRACTOR may tenew this agreement for an additional period (“Renewal
Term™). Prior to the expiration of the current Term, CONTRACTOR may, in its
discretion, issue a quotation of the Reporting Service Fees for the Renewal Term.
Renewal of this Agreement will be effective upon (a) CONTRACTOR’s issuance of
a quotation of the new Reporting Service Subscription Fees, and (b)
CONTRACTOR’s acceptance of COUNTY’s corresponding purchase order.

In order to ensure continuous access to the SafeMeasures Internet reporting service,
the effective date of any renewal agreement will begin one day after the previous
agreement expires. If a renewal agreement is not fully executed and received by
CONTRACTOR within 30 days of contract expiration, CONTRACTOR reserves
the right to discontinue access to the SafeMeasures Internet reporting service until a
renewal agreement is in place.

5.3  Termination for Cause. A party may terminate this Agreement if the other patty
commits a material breach that is not cured within 30 days of a written notice of
such material breach. This Agreement may be terminated immediately for a breach
of COUNTY’s obligation to pay fees under this Agreement or a breach of Sections
1.3, 1.4, or 1.5 of this Agreement. Similarly, COUNTY may terminate this
Agreement immediately for a breach of CONTRACTOR’s obligation to provide the
contracted setvices under A., B., or 1.1 through 1.7 of this Agreement.

6. CONTRACTOR Warranty, Disclaimers, and Remedies

6.1 Warranty. CONTRACTOR warrants that:

(2) Provided that COUNTY or another designated party regularly submits the
tequired raw CMS data to CONTRACTOR, SafeMeasures will perform

NCCD 2020-2022 $93,555. 5010-78 3
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substantially as described in this Agreement and SafeMeasures promotional
material.

It is not presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in covered transactions
by any federal department or agency. CONTRACTOR also watrants that it
is not suspended or debarred from receiving federal funds as listed in the List
of Parties Excluded From Federal Procutement or Non-Procurement
Programs issued by the General Services Administration.

CONTRACTOR will utilize all reasonable means and due diligence to
protect the confidentiality and security of COUNTY data (See Secniing
Confidential Information, Exhibit B).

Except for the foregoing express wattanties, CONTRACTOR neither makes
nor grants any other warranties, express or implied. CONTRACTOR
excludes all implied watrandes including specifically any implied warranty
arising by statute or otherwise in or from a course of dealing or usage of
trade including any and all implied watranties of merchantability,
merchantable quality, or fitness for any purpose, particulat, specific or
otherwise. The fotegoing express wastanty is the only waranty of any kind
for SafeMeasures. CONTRACTOR. makes no wartanties whatsoever for any
Original Works that have been modified by COUNTY, nor does
CONTRACTOR warrant that SafeMeasures will be offered without
interrupdon.

COUNTY acknowledges that CONTRACTOR provides no monitoring,
analysis, or review of the accutacy or quality of the COUNTY’s data accessed
through SafeMeasures.

It has the authority to enter into this Agreement and grant the license nights
contained in this Agreement; and that its performance under this Agreement
does not violate other agreements or laws.

There is no pending ox threatened litigation that would have a material
impact on CONTRACTOR’s ability to perform.

County’s permitted use of the softwate will not viclate the intellectual
property rights of any third party.

The SafeMeasures software does not, and will not, contain any destructive
mechanisms such as viruses, time bombs, worms, trap doots and the like.
Services provided by CONTRACTOR will be done in a professional and
workmanlike manner.

The SafeMeasures software will comply with all applicable federal, state and
local laws.

It will promptly correct and repair any deficiencies in the software; and

It will provide support and updates to the software for the duration of the
Agreement.

6.2 Remedies. If SafeMeasures does not operate substantially as warranted (hereinafter
described as “Noncompliance™), COUNTY will provide CONTRACTOR with
sufficient details available to COUNTY about the Noncomphance to allow
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CONTRACTOR to reproduce it. As COUNTY’s exclusive remedy for any
Noncompliance, and as CONTRACTOR’s entire hiability in contract, tott, or
otherwise of such Noncompliance, CONTRACTOR will either:

() Correct the Noncompliance; or

{b) If CONTRACTOR is unable to correct the Noncompliance after a
reasonable opportunity to do so, COUNTY may:

@ Request that CONTRACTOR cease publication of any demonstzably
incorrect information and request a pro-rata reduction in the
Reportng Service fee; or

(i) Terminate the Reporting Service Subscription and teceive a pro-rated
refund of the Reporting Service Subscription Fee.

Intellectual Property Indemnification by CONTRACTOR

71

72

Indemnification. If a third party claims that SafeMeasures infringes any copyright,
patent, trade secret, or other rights of any third party, CONTRACTOR will (a5 long
as COUNTY is not in material breach of this Agreement) defend COUNTY against
such claim at CONTRACTOR's expense. CONTRACTOR will pay all damages
that a court finally awards based solely on such claim, provided that COUNTY
notifies CONTRACTOR in writing of such claim within 21 days of COUNTY’s
receipt of notice of the existence ot possible existence of such claim, and further
provided that COUNTY allows CONTRACTOR sole and exclusive control over the
resolution of such claim, and that COUNTY cooperates fully with CONTRACTOR,
at CONTRACTORs cost, in the defense of such claim and in any related settlement
negotiations.

Replacement, Refund. If such a claim is made or appears possible, CONTRACTOR
may, using reasonable business judgment, either secure COUNTY’s right to continue
to use SafeMeasures by medifying or replacing the portion of SafeMeasures that is
the basis for the claim so that such portion of SafeMeasures is no longer infringing,
ot CONTRACTOR may provide COUNTY with a credit equal to the portion of
previously paid Reporting Service Subscription Fee prorated to the remainder of the
Term or Renewal Term of the Agreement.

COUNTY Wartranties, COUNTY warrants that:

8.1

COUNTY will only allow access to SafeMeasures as permitted under this
Agreement. 1If COUNTY wishes to extend its use of SafeMeasures beyond this
Agreement, COUNTY will obtain CONTRACTOR’s prior written consent and pay
the applicable Reporting Service Subscription Fees.

COUNTY will provide the requested case-based CMS data to CONTRACTOR
using one of the methods described in Section 2, or if data are supplied by another
party, execute all necessaty agreements and permissions to release this data to
CONTRACTOR.
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0. General

9.1

9.2

9.3

9.4

9.5

9.6

9.7

9.8

Access to SafeMeasures. COUNTY is responsible for providing access to the
SafeMeasures website via the Internet to its users. CONTRACTOR will, as
requested, provide reasonable assistance (up to three (3) houts cumulative for all
users) with set-up of uset workstations and use of SafeMeasures via telephone, fax,
ot email at no additional chatge to the fees as outlined in Exhibit A. COUNTY may
hirte CONTRACTOR to provide additional training or assistance at the prevailing
published rates plus travel expenses.

Notification of Rights. In copying SafeMeasures web reports as authorized under
the terms of this Agreement, COUNTY will not remove, suppress, or modify any
notice of copyright, trademark, or other proprietary rights that appear in
SafeMeasutes. COUNTY will use reasonable efforts to keep persons with access to
SafeMeasures from modifying or suppressing any of the copyright notices that
appear on SafeMeasures media, docutmentation, files, and banners.

Service Fees. CONTRACTOR reserves the right to charge additional service fees if
COUNTY seeks assistance for any other matters not explicitly covered by this
Agreement. Agreements betweer COUNTY and CONTRACTOR for additional
assistance/services not covered under this Agreement will be negotiated under
separate cover, or as an Amendment to this Agreement. The maximum amount
payable by COUNTY to CONTRACTOR under this Agreement shall not exceed
ninety three thousand five hundred fifty five dollars ($93,555) for the period
May 1, 2020 — Apul 30, 2022.

County Administrator: COUNTY shall designate at least one (1) local SafeMeasures
Administratot to maintain user [Ds and to coordinate the handling of questions or
problems regarding SafeMasures with CONTRACTOR.

Non-Assignment. Neither this Agreement nor the rights of COUNTY under this
Agreement may be transferred, leased, assigned, or shared without
CONTRACTOR’s prior written consent.

Confidentiality. COUNTY will not disclose SafeMeasures Original Works to anyone
other than its employees, consultants (who are bound by a written confidentiality
agreement), volunteers, and interns, except for information that is or later enters the
public domain through no fault of COUNTY.

Waiver. The waiver by either patty of any default or breach of this Agreement does
not constitute 2 waiver of any other default or breach of this Agreement ora
subsequent waiver of that same default or breach.

Governing Law and Severability. The laws of the State of California and the United
States govern this Agreement. Both parties” consent to jurisdiction and venue in the
courts of Monterey County, California, or in the Federal District court in the State of
California, for any claims atising out of this Agreement. If any pazt of this
Agreement is held to be invalid, that part will be omitted, but the balance of the
Agreement will remain in full force and effect.

NCCD 2020-2022 $93,555. 5010-78 6
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99 Survival. All provisions of this Agreement relating to warranties, confidentiality,
non-disclosure, proprietary rights, limitation of liability, indemnification obligations,
and payment obligation survive the termination or expiration of this Agreement.

9.10  Headings. The headings used herein are for reference and convenience only and will
not be used to interpret any provision of this Agreement.

9.11  Mutual Indemnification: CONTRACTOR shall indemnify, defend and hold
harmless COUNTY, its officers, agents and employees from and against any and all
claims, liabilities, and losses whatsoever (including damages to property and injuries
to or death of persons, court costs, and reasonable attorney’s fees) occurring or
resulting to any and all persons, firms or corporations furnishing or supplying work,
services, materials, or supplies in connection with the performance of this
Agreement; and from any and all claims, liabilities and losses occurring or resulting
to any person, firm or corporation for damage, injury or death arising out of or
connected with CONTRACTOR’s performance of this Agreement, unless such
claims, liabilities, or losses arise out of the sole negligence or willful misconduct of
COUNTY. “CONTRACTOR’s performance” includes CONTRACTOR’s action or
inaction, and the action or inaction of CONTRACTOR’s officers, employees, agents
and subcontractors.

COUNTY shall indemnify, defend and hold harmless CONTRACTOR, its officers,
agents and employees from and against any and all claims, liabilities, and losses
whatsoever (including damages to property and injuries to or death of persons, court
costs, and reasonable attorney’s fees) occurring or resulting to any and all persons,
firms or corporations furnishing or supplying work, services, materials, or supplies in
connection with the performance of this Agreement; and from any and all claims,
liabilities and losses occurring or resulting to any person, firm or corporation for
damage, injury or death arising out of or connected with COUNTY’s performance
of this Agreement, unless such claims, liabilities, or losses arise out of the sole
negligence or willful misconduct of CONTRACTOR. “COUNTY’s performance”
includes COUNTY’s action or inaction, and the action or inaction of COUNTY’s
officers, employees, agents and subcontractors.

9.12  Notices. All notices or other communications required or permitted under this
Agreement will be in writing and will be delivered by personal delivery, email (with
delivery receipt), registered mail return receipt requested, a “Next Day Air” delivery
service, or by facsimile transmission, addressed to the parties indicated below:

CONTRACTOR: Shane Fetters, Director of IT
426 South Yellowstone Drive, Suite 250
Madison W1 53719
Phone: (608) 203-8713

Email: Sfetters@nccdglobal.org

NCCD 2020-2022 $93,555. 5010-78 7
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COUNTY:
Primary Contact: Lauta Neal, Deputy Director, Dept. of Social Sexvices
1000 South Main Street, Suite 112
Salinas, CA 93901

(831) 755-4470

Contact Person in Arthur Lomboy, Business Technology Analyst IV
Case of System 713 La Guardia Street
Maintenance/Outage Salinas, CA 93905

(831) 796-3557

lomboyab@co.monterey.ca.us

Direct invoices to:  Arthur Lomboy, Business Technology Analyst IV
713 La Guardia St
Salinas, CA 93905
(831) 796-3557

lomboyab@co.monterey.ca.us
10.  Training

CONTRACTOR will provide four (4) half-day face-to-face training sessions over two (2)
consecutive days. These training sessions can be used to train workers and supervisots,
administratots, county trainers, or any combination thereof.

On-site suppott, beyond the initial training sessions desctribed above, is available as
requested by COUNTY, at a time/materials cost of $150 per hour. Any agreement to
provide on-site suppott will be executed under separate cover, or as an amendment to this
Agteement.

COUNTY agrees to provide a computer lab for training sessions.
11, Payment Schedule

COUNTY shall pay CONTRACTOR an amount not to exceed forty-six thousand seven
hundred seventy-seven dolars and fifty cents ($46,777.50) upon execution of this
Agreement, but no later than August 15, 2020. COUNTY shall pay CONTRACTOR an
additional forty-six thousand seven hundred seventy-seven dollars and fifty cents
$46,777.50 no later than May 31, 2021.

The maximum amount payable by COUNTY to CONTRACTOR under this Agreement
is ninety three thousand five hundred fifty five dollars (§93,553).

NCCD 2020-2022 $93,555. 5010-78 8
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' SafeMeasures

National Counci on
Crime & Delinquency

NCCD

Securing Confidential Information

The security of confldential data is of paramount importance to the National Council on Crime and
Delinquency (NCCD). To ensure that all confidential data remain that way, NCCD has implemented a
multi-pronged approach to Internet security that covers:

° Server configuration and network infrastructure
° Transmission and storage of extracted data

’ Application access and communication

s Personnel policies and procedures

Server Configuration and Network Infrastructure

The SafeMeasures® security model represents an extensive investment in the hardware and software
necessaty to keep confidential data secure, SafeMeasures uses multiple servers to store, receive, and
display data. This allows strict contral over access to data.

All SafeMeasures data are stored in an Oracle 11g data warehouse. Because of the way Oracle handles
data storage, no data are accessible nor readable by anyone without a valid Oracle user account,

All Safeteasures servers are housed in their own locked racks within a secured server room at an
Internet Service Provider {ISP) that is recognized for its ability to support and protect confidentiat data.
The servers are protected using such safeguards as 24-hour video surveillance, escorted access, glass
break detectors, and biometric scanners,

The Oracle database servers that hotd confidential data are kept on an isolated network, apart from
the servers that handle SafeMeasures’ Internet trafflc. These data servers are not accessible from the
Internet and are completely isolated from and invisible to unauthorized users. To-ensure they stay this
way, the entire network and server infrastructure is regularly tested for vulnerabilities.

All access to the database servers is strlctly limited, The SafeMeasures application accesses the data
stored within these servers using secured web services that are only accessible to the code executing
within the SafeMeasures application. Users cannot access these web services directly—the services
may only be executed using the SafeMeasures code.

Whenever possible, the non-data flles used to support SafeMeasures {templates, configuration files,
atc.) are storad in private areas on each web server. When this cannot be achleved, any sensitive
information that must be stored an a web server Is always encrypted. This includes all user and
database passwords.

NCCD promates just and equitoble social systems for individuals, fomiiies, and communities through research, publie policy, and practice.

1970 Broadway, Ste. 500 426 S. Yellowstone Dr,, Ste, 250 1607 RSL NW, 2nd Fl {800) 306-6223
Oakland, CA 94612 tMadison, Wl 53719 Washington, DT 20009 wyaw.ncedglobalorg
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Transmission and Storage of Extracted Data

in order to function properly, SafeMeasures requires data extracted from an agency’s host system,
NCCD has established procedures and systems to recelve and store these data securely.

Data are extracted nightly via an automated extract and transmission program. This program is
generally created either by NCCD or by agency personnel, and it runs within the agency's network
environment. All data extracts are then compressed and encrypted, using Industry-standard 256-bit
AES encryption, before being sent to NCCD,

Data are sent to NCCD using the Secure Shell (SSH) protocol. SSHis a widely used method for sacurely
accessing and transferring data to remote computers, SSH transmissions are encrypted and secured in
several ways, including digital certificate authentication at both ends of the connection and encrypted
password exchange. SSH uses RSA public key cryptography for its encryption.

NCCD takes the following measures to secure the incoming file transfer server:

° Firewall rules allow only SSH, SETP, SCP, or FTPS/TLS connections from the Internet,
° All access Is audited by user account and originating 1P address.
¢ Audit logs are monitored regularly for malicious behaviot, and NCCD malntains an IP

blacklist on the firewall for any suspicious addresses.

J User accounts on the server are “jailed” using chroot, which is an operation that
prevents one user account from accessing data in any other user account,

° NCCD recommends using RSA or D5A privata/public key authentication for improved
security and ease of scripting the automated process.

Application Access and Communication

Access to the SafeMeasures web servers may be restricted to a limited set of known IP addresses. This
process, also known as "white listing,” ensures that NCCD's web servers are accessed only by
previously identified computers. However, It also prevents people from accessing SafeMeasures
outside of thelr office (.., while working In the field) on their smart phones or tablets,

When enabled, white listing, in consort with other methods, hides NCCD applications from potential
hackers, search engines, and random browsers, Most commonly, all IP addresses from agency offices
are allowed initially; additional addresses can then be added as needed, Once a user's IP address has
been recognized, he/she must log into the SafeMeasures application with a valid user name and
password combination.

Aside from 1P flltering, the SafeMeasures application utilizes current best-practice, audit-certifled
security features. These include:

J Email-based user account confirmation and password reset procedures;

2 @ 2015 Ry NCCD, All Rights Reserved
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® Network-level isolation of databases and data servers from the servers handling
Internet traffic;

) Physical separation of user account and agency data on distinct database clusters;

° SSL encryption (see below for more information about S5L) of all traffic between the

user's browser and the SafeMeasures website;

° Regular server penetration tests and other security audits by Qualys, a leading
provider of Internet security services;

° Password complexity rules that follow agency requirements;

s Password aging and cycling rules that follow agency requirements;

- Account lock-out after flve invalid login attempts;

¢ User-, group-, and role-based controls on access to specific pages, reports, and report

elements; and
o User-level limits on the scope of visible data (e.g., limits to a spedific unit or office).

All communications batween the client browser and the SafeMeasures web servers are encrypted
using the SSL protocol, which is the same method used to encrypt credit card and other financial
transactions on the Internet. SSL encryption ensures that all data are protected while en route
between the server and the client.

Personne| Policies and Procedures

NCCD has a long history of handling confidential information, the security and privacy of which will
always remain a top priority. NCCD has implemented a number of policies and protocols to protect
confidential data: by requiring all staff and consultants to sign confidentiality agreements asa
condition of employment; by restricting access to the NCCD offices by locking all outer doors at all
times, and by limiting access to confidential data to only key analytical and programrming staff.

Further Information

For more information, contact:
Dr. Tim Connell, Director of Application Development
426 South Yellowstone Drive, Suite 250
Madison, Wisconsin 53719

{800) 306-5223
tconnell@ncedglobal.org

3 © 2015 By NCCD, All Rights Reserved
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EXHIBIT C
Health Insurance Portability & Accountability Act (HIPAA) Certification

WHEREAS, Sections 261 through 264 of the federal Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191, known as “the Administrative Simplification
provisions,” direct the Department of Health and Human Services to develop standards to protect the
security, confidentiality and integrity of health information; and

WHEREAS, pursuant to the Administrative Simplification provisions, the Secretary of Health and
Human Services has issued regulations modifying 45 CFR Parts 160 and 164 (the “HIPAA Privacy
Rule™); and

WHEREAS, CONTRACTOR and COUNTY have entered into an Agreement (“the Agreement”)
to which this Certification is an attachment whereby CONTRACTOR will provide certain services to
COUNTY ; and

WHEREAS, CONTRACTOR may have access to Protected Health Information (as defined
below) in fulfilling its responsibilities under the underlying Agreement.

THEREFORE, in consideration of the Parties’ continuing obligations under the Agreement,
compliance with the HIPAA Privacy Rule, and other good and valuable consideration, the receipt and
sufficiency of which is hereby acknowledged, CONTRACTOR agrees to the provisions of this
Certification and of the HIPAA Privacy Rule and to protect the interests of COUNTY.

L DEFINITIONS

Except as otherwise defined herein, any and all capitalized terms in this Section shall have the definitions
set forth in the HIPAA Privacy Rule. In the event of an inconsistency between the provisions of this
Certification and mandatory provisions of the HIPAA Privacy Rule, as amended, the HIPAA Privacy
Rule shall control. Where provisions of this Certification are different than those mandated in the HIPAA
Privacy Rule, but are nonetheless permitted by the HIPAA Privacy Rule, the provisions of this
Certification shall control.

The term “Protected Health Information” means individually identifiable health information including,
without limitation, all information, data, documentation, and matcrials, including without limitation,
demographic, medical and financial information, that relates to the past, present, or future physical or
mental health or condition of an individual; the provision of health care to an individual; or the past,
present, or future payment for the provision of health care to an individual; and that identifies the
individual or with respect to which there is a reasonable basis to believe the information can be used to
identify the individual.

CONTRACTOR acknowledges and agrees that all Protected Health Information that is created or
received by COUNTY and disclosed or made available in any form, including paper record, oral
communication, audio recording, and electronic display by COUNTY, or its operating units, to
CONTRACTOR or is created or received by CONTRACTOR on COUNTY s behalf shall be subject to
this Certification.

Page 1 of 4
HIPAA Certification
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IL. CONFIDENTIALITY REQUIREMENTS

(a)

®

Page 2 of 4

CONTRACTOR agrees:

(i) to use or disclose any Protected Health Information solely: (1) for ineeting its
obligations as set forth in any agreements between the Parties evidencing their business
relationship or (2) as required by applicable law, rule or regulation, or by accrediting or
credentialing organization to whom COUNTY is required to disclose such information, or
as otherwise permitted under this Certification, or the underlying Agreement ,(if consistent
with this Certification and the HIPAA Privacy Rule), or the HIPAA Privacy Rule, and (3)
as would be permitted by the HIPAA Privacy Rule if such use or disclosure were made by
COUNTY; and

(ii) at termination of the Agreement, (or any similar documentation of the business
relationship of the Parties), or upon request of COUNTY, whichever occurs first, if
feasible CONTRACTOR will return or destroy all Protected Health Information received
from or created or received by CONTRACTOR on behalf of COUNTY that
CONTRACTOR still maintains in any form, and retain no copies of such information, or if
such return or destruction is not feasible, CONTRACTOR will extend the protections of
this Agreement to the information and limit further uses and disclosures to those purposes
that make the return or destruction of the information not feasible; and

(iii) to ensure that its agents, including a subcontractor(s), to whom it provides Protected
Health Information received from or created by CONTRACTOR on behalf of COUNTY,
agrees to the same restrictions and conditions that apply to CONTRACTOR with respect to
such information. In addition, CONTRACTOR agrees to take reasonable steps to ensure
that its employees’ actions or omissions do not cause CONTRACTOR to breach the terms
of the Agreement.

Notwithstanding the prohibitions set forth in this Certification or the Agreement,
CONTRACTOR may use and disclose Protected Health Information as follows:
€3] if necessary, for the proper management and administration of
CONTRACTOR or to carry out the legal responsibilities of CONTRACTOR, provided
that as to any such disclosure, the following requirements are met:
(A) the disclosure is required by law; or
(B) CONTRACTOR obtains reasonable assurances from the person to
whom the information is disclosed that it will be held confidentially and used or
further disclosed only as required by law, or for the purpose for which it was
disclosed to the person, and the person notifies CONTRACTOR of any instances of
which it is aware in which the confidentiality of the information has been breached;
(ii)y  for data aggregation services, if to be provided by CONTRACTOR for the
health care operations of COUNTY pursuant to any agreements between the Parties
evidencing their business relationship. For purposes of this Certification and the
Agreement, data aggregation services means the combining of Protected Health
Information by CONTRACTOR with the protected health information received by
CONTRACTOR in its capacity as CONTRACTOR of another COUNTY, to permit data
analyses that relate to the health care operations of the respective covered entities.

HIPAA Cerdfication
Agreement: 2020-22 NCCD $93,555 5010-78
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{c) CONTRACTOR will implement appropriate safeguards to prevent use or disclosure of
Protected Health Information other than as permitted in this Certification. The Secretary of
Health and Human Services shall have the right to audit CONTRACTOR s records and
practices related to use and disclosure of Protected Health Information to ensure
COUNTY s compliance with the terms of the HIPAA Privacy Rule. CONTRACTOR
shall report to COUNTY any use or disclosure of Protected Health Information which is
not in compliance with the terms of this Certification of which it becomes aware. In
addition, CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect
that is known to CONTRACTOR of a use or disclosure of Protected Health Information by
CONTRACTOR in violation of the requirements of this Certification or the Agreement.

.  AVAILABILITY OF PHI

CONTRACTOR agrees to make available Protected Health Information to the extent and in the manner
required by Section 164.524 of the HIPAA Privacy Rule. CONTRACTOR agrees to make Protected
Health Information available for amendment and incorporate any amendments to Protected Health
Information in accordance with the requirements of Section 164.526 of the HIPAA Privacy Rule, In
addition, CONTRACTOR agrees to make Protected Health Information available for purposes of
accounting of disclosures, as required by Section 164.528 of the HIPAA Privacy Rule.

1Iv. TERMINATION

Notwithstanding anything in this Certification or the Agreement to the contrary, COUNTY shall have the
right fo terminate the Agreement immediately if COUNTY determines that CONTRACTOR has violated
any material term of this Certification and/or the Agreement. If COUNTY reasonably believes that
CONTRACTOR will violate a material term of this Certification and/or the Agreement and, where
practicable, COUNTY gives written notice to CONTRACTOR of such belief within a reasonable time
after forming such belief, and CONTRACTOR fails to provide adequate written assurances to COUNTY
that it will not breach the cited term of this Certification and/or the Agreement within a reasonable period
of time given the specific circumstances, but in any event, before the threatened breach is to occur, then
COUNTY shall have the right to terminate the Agreement immediately.

V. MISCELLANEQUS

Except as expressly stated herein or the HIPAA Privacy Rule, the parties to the Agreement do not intend
to create any rights in any third parties. The obligations of CONTRACTOR under this Section shall
survive the expiration, termination, or cancellation of this Certification and/or the Agreement, and/or the
business relationship of the parties, and shall continue to bind CONTRACTOR, its agents, employees,
contractors, successors, and assigns as set forth herein.

The parties agree that, in the event that any documentation of the arrangement pursuant to which
CONTRACTOR provides services to COUNTY contains provisions relating to the use or disclosure of
Protected Health Information which are more restrictive than the provisions of this Certification or the
Agreement, the provisions of the more restrictive documentation will control. The provisions of this

Page 3 of 4
HIPAA Certfication
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EXHIBIT C

Certification and the Agreement are intended to establish the minimum requirements regarding
CONTRACTOR ’s use and disclosure of Protected Health Information.

In the event that either party believes in good faith that any provision of this Certification and/or the
Agreement fails to comply with the then current requirernents of the HIPAA Privacy Rule, such party
shall notify the other party in writing. For a period of up to thirty (30) days, the parties shall address in
good faith such concern and amend the terms of this Certification and/or the Agreement, if necessary to
bring it into compliance. If, after such thirty-day period, the Certification and/or the Agreement fails to
comply with the HIPAA Privacy Rule, then either party has the right to terminate upon written notice to
the other party.

CONTRACTOR: National Council on Crime and Delinquency
DocuSigned by:
batlurine Part

——ATETBT2381AE4DE. ..

By:

Title:

7/27/2020 | 9:23 AM PDT
Date:

Page 4 of 4
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EXHIBIT D

CERTIFICATION REGARDING LOBBYING

National Council on Crime and Delinquency
The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No federal appropriated funds have been paid or will be paid by or on behalf
of the undersigned, to any person for influencing or attempting to influence an
officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any federal contract, the making of any
federal grant, the making of any federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment,
or modification of any federal contract, grant, loan, or cooperative agreement.

2. If any funds other than federal appropriated funds have been paid or will be
paid to any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this
federal contract, grant, loan, or cooperative agreement, the undersigned shall
complete and submit Standard Form LLL, “Disclosure Form to Report
Lobbying,” in accordance with its instructions.

3. The undersigned shall require that the language of this certification be
included in the award document for sub-awards at all tiers (including sub-
contracts, sub-grants, and contracts under grants, loans, and cooperative
agreements, and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was
placed when this transaction was made or entered into. Submission of this
certification is a prerequisite for making or entering into this transaction imposed
by Section 1352, Title 31, U.S, Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not
more than $100,000 for each such failure.

DocuSigned by:
katlnine Park

—A7B7872381AE4DE ...

Signature

. . . i 7/27/2020 | 9:23 AM PDT
National Council on Crime and Delinquency

Agency/Organization Date
Page 1 of 1
Certification Regarding Lobbying
Agreement:2020-22 NCCD $93,555 5010-78
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DATE (MM/DDIYYYY)

ACORD' CERTIFICATE OF LIABILITY INSURANCE 1012312019

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, sublect to the terms and conditions of the policy, certaln policies may require an endorsement. A statement on
this certificate does not confer rights to the cerificate holder In liru 6f such endorsement{s).

PRODUCER ﬁgmué.?cr Star Metry
futhur J. Gallagher & 5. - PHORE - 1; 618.539.8623 0% 1o 818.539,8723
505 N Brand Blvd, Suite 600 EMALcs. Star Metry@ajg.com
Glendale CA 91203 INSURERS) AFFORDING COVERAGE NAIC #
Licensai: 0726253| INSURER A : Philadelphia Ihdemnity insurance Company 18058

tmsaut?g:a[ Councit on Crime and Delinquency HATICOU21] msunens ; Oak River Insurance Company 34630
520 3rd Street Ste 101 INSURERC ;
Oakiand, CA 94807 INSURERD ;

MSURER & :

INSURER F ;
COVERAGES CERTIFICATE NUMBER: 1433469365 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR QTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN BEDUGCED BY PAID CLAIMS.

TNSH ATDLSUEH POLICY EFF | POLICY EAP
LIR TYPE OF INSURANCE INSD ! WD POLICY NUMBER {MMDDIYYYY) | (HIDDVYYY) LITS
A | X | COMMERCIAL GENERAL LIABILITY ¥ PHPK2041778 10/14/2018 | 1011442020 Egcnoccu;gsucs 51,000,000
i | DARAGE T RENTED
| coamsane | X | ccour PREMISES 1Ea eeasrencs) | 51,000,000
- MED EXP (Any ons peison) $20,000
FERSONAL & ADY INJURY | 51,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 52,600,000
X eoucy] 5% [ ioe PRODUCTS - COMPIOP AGG | $2,000,000
OTHER: Employee Banefis § 1M EachiS1M Agg
A | AUTOMDBILE LIABILITY PHPK2041778 101472019 | 10/14/2020 &gﬂ;ggg,ﬁﬁ,&‘-m& LIMIT | 5 4 900,000
ANY AUTO BODBILY INJURY (Pet persan} | §
1 owWNED SCHEDULED ?
oy SoneD BODILY INJURY {Por accidant)§ 5
X | HIRED % | NON'OWNED PROPERTY DAMAGE s
| AUTOS OMLY e L2 1 AUTOS ONLY | {Faf accideni)
5
i
A | X ! UMBRELLALIAB X | occur PHUBB24860 1071472019 | 10/14/2020 | EACH OGCURRENGE $ 9,000,000
EXCESS LIAB CLAIAS-MADE AGGREGATE § €.000,000
peo | X | meTenTIons 10900 5
B |WORKERS COMPENSATION PER QTH
WORKERS COMPENSATION on NAWC009955 10142019 | 1omarzozo X BBy | 1ER
ANYPROPRIETOR/PARTHER/EXECUTIVE E.L. EAGH ACCIDENT $ 1,000,000
OFFICERMEMBEREXCLUDED? D HIA
{Mtendatory in 8H) E.L, DISEASE - EA EMPLOYEE! S 1,000,000
It yos, describe undar
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT £ § 1,000,000
A | Professional Lrabifty PHPIK2041 10/14/2018 | 10/94/2020 | Per Claim $1,000,000
7ie 2 Apgregata 2,000,000

DESCRIFTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Addltlonal Remarks Schedule, muy be sttechied H moro space Is required)
Policy: Cyber Liability

Polley#: RPS-P-501337 20M

Policy term: 10/14/2015 to 10/14!2020

Carrier: BCS Insurance Compan

Per Claim: $5,000,000, Aggregaie $5,000,000, Retention: $5,000

Policy: Crime
Paolicy#: PHSD1488893
See Attached...
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN
Monterey County DSS ACCORDANCE WITH THE POLICY PROVISIONS.
Atin: Makenhze Collins, Contract Mgr
1000 South Main Street Suite 304 AUTHORIZED REPRESENTATIVE
Salinas CA 93901 .
i

© 198_8~2E15 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
2ofs 2756
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! AGENCY CUSTOMER ID: NATICOU-21

LOC #:
} &
ACORD ADDITIONAL REMARKS SCHEDULE Page 1 _of 1
AGENCY NAMED INSURED
Arthur J. Gallagher & Co. National Council on Crime and Delinguency
520 3rd Street Ste 101
POLICY HUMBER Oakland, CA 94607
CARRIER NAIC CODE
EFFECTIVE DATE:
ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TC ACORD FORM,
FORM NUMBER: 25 £0RM TITLE: CERTIFICATE OF LIABILITY INSURANGE

Carrier: Philadeiphia indemnity insurance Company

Policy Dates: 10/14/20189 - 10714/2020

Employee theft; Limit:$500,000 ,Deductible $10,000

ERISA: Limit$5C0,000

For%ery or Alteration: Limit:$500,000 ,Deductible;$10,600

Theft of money and securities: Limit:3100,000 ,Deductible.$5,00¢

Money and Securities: Limit:$100,000 ,Deductible:$5,000

Money orders and counterfeit paper currency: Limit:$100,000 ,Deductible:$5,600
Computer and Funds Transfer Fraud (Other): Limit:$100,000 ,Deductible;$5,000

The County of Monterey, its officers, agents, and employees are included as additional insured where required by written contract. Insurance is pimary and
non-contributary. Written notice shall be provided at least ten {10} days in advance of cancellation for non-payment of premium and thirty (30) days in advance

for any other cancellation or palicy change.

ACORD 101 {2008/01)
The ACORD name and logo are reglstered marks of ACORD
3*of &

© 2008 ACORD CORPORATION. All rights reserved.

2758
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POLICY NUMBER: PHPK2041778 COMMERCIAL GENERAL LIABILITY

CG 20100413
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ADDITIONAL INSURED - OWNERS, LESSEES OR
CONTRACTORS ~ SCHEDULED PERSON OR
ORGANIZATION

This endorsement modifies insurance provided under the following:

COMMERCIAL GENERAL LIABILITY COVERAGE PART

SCHEDULE

Name Of Additional Insured Person(s)

Or Organization{s} Location{s} Of Covered Operations

The County of Monterey, its officers, agents, All Insured Premises and Operations

and employees

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

A. Section {I - Who Is An Insured is amended to B. With respect o the insurance afforded to these

CG 20100413

include as an additional insured the person{s) or
organization(s) shown in the Schedule, but only
with respect to liability for "bodily injury”, "property
damage" or "personal and advertising injury"
caused, in whole or in part, by:

1. Your acts or omissions; or

2. The acts or omissions of those acting on your
behalf;

in the performance of your ongoing operations for
the additional insured(s}) at the location(s)
designated above.

However;

1. The insurance afforded to such additional
insured only applies to the extent permitted by
law; and

2. If coverage provided o the additional insured is
required by a contract or agreement, the
insurance afforded to such additional insured
will not be broader than that which you are
required by the confract or agreement to
provide for such additional insured,

@ Insurance Services Office, Inc., 2012

additional insureds, the following additional
exclusions apply:

This insurance does nof apply to "bodily injury" or
"property damage” ocourring after:

1. Al work, including materals, parts or
equipment furnished in connection with such
work, on the project (other than service,
maintenance or repairs) to be performed by or
on behalf of the additional insured(s) at the
location of the covered operations has been
completed; or

2. That portion of "your work" out of which the
injury or damage arises has been put fo ifs
intended use by any person or organization
other than another contractor or subcontractor
engaged in performing operafions for a
principal as a part of the same project.

Page 1 of 2

4 els
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C. With respect to the insurance afforded to these

additional insureds, the following is added to
Section lll - Limits Of Insurance:

If coverage provided to the additional insured is
required by a contract or agreement, the most we
will pay on behalf of the additional insured is the
amount of insurance:

1. Required by the contract or agreement; or

© Insurance Services Office, Inc., 2012

2. Available under the applicable Limits of
Insurance shown in the Declarations;

whichever is less.

This endorsement shall not increase the
applicable Limits of Insurance shown in the
Declarafions.

CG20100413
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