This Agreement is made this 1st day of July 2016 (the “Effective Date™) by and between
Netsmart Technologies, Inc., a Delaware corporation with offices at 4950 College Boulevard,
Overland Park, Kansas 66212, (hereinafter referred to as "Contractor") and the County of
Monterey, a political subdivision of the State of California, on behalf of the Monterey County
Health Department (hereinafter referred to as “County”).

This Agreement is for the provision of licensed software maintenance/support for licenses purchased by
County, licensed software subscription, technical consulting services for the term of this Agreement.

" LODEFINITIONS =

As used in this Agreement, the following definitions apply to capitalized terms:

(a) “Applicable Law” means, in the case of software compliance, Federal or State of California law, rules
ot regulations that relate to the functionality of the Software. In all other cases Applicable Law means
Federal, State of California or local laws, rules and regulations that apply to the conduct of Vendor’s
general business operations.

(b) “Encumbrance” means the process by which amounts payable under this Agreement are posted to the
County’s financial records for the payment then due under this Agreement, reducing the related
appropriations balance. -

(c) "Charges" means the amounts to be paid by County for the right to use the Licensed Programs, for
services provided to County and for hardware or other Third Party Products acquired by County
under the terms of this Agreement. The Charges and Payment Terms are described in Schedule A.

(d) "Hardware Configuration” means the computer hardware required to install and operate the Licensed
Programs.

(e) "County Database” means a collection of data records that are maintained as a single logical area on a
single computer system that is used, accessed, or acted upon by Licensed Programs.

(f) "Licensed Programs" means both the Netsmart Programs and the Third Party programs.

(g) “County Resources™ means the staff and other resources to be provided by County for the installation
and implementation of the Licensed Programs in accordance with the Scope Document for Plexus
Implementation Plan.

(h) "Netsmart Programs" means the Netsmart computer programs in object code form and their
associated documentation, Schedule A lists separately the various modules of the Netsmart Programs
purchased by County.

(i) "Problem or Defect" means any failure of the Licensed Programs to operate in substantial
conformance with the Specifications.

(i) “Scope Document for Plexus Implementation Plan” or “SOW* means the detailed work plan.
(k) "Services" means the installation, training and other services to be provided by Contractor.

(I) "Specifications" means the description and features of the Licensed Programs as set forth in the
documentation relating to the Licensed Programs supplied to County by Contractor.

(m) "Support Services" means the maintenance and support services to be provided by Netsmart in
accordance with Schedule C.
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(n) “Third Party Products” means any product acquired by Netsmart from an outside vendor on behalf of
County under the terms of this agreement. Third Party Products consisting of software are called
Third Party Programs. Third Party Products are described in Schedule A.

2.0 LICEE\TS'];;D ROGRAMS

(2) Contractor hereby grants County a non-exclusive, royalty-free, perpetual (subject only to termination
under Section 15) non-transferable license to use the Licensed Programs in object code form only:

i) for County’s internal business purposes and not to process the data of any other entity;

ii) to support the number of County Databases and the number of named users of the Contractor
Programs set forth in Schedule A;

ii) on the number of servers, operating system and for access by the maximum number of
simultaneous users or other such restrictions of the Third Party Products as set forth in Schedule
A;

The foregoing license grant may be exercised by County and its employees and independent
contractors (provided that such independent contractors undertake in writing to be bound by all
applicable restrictions in this Agreement) (collectively, “County Personnel”) on County’s equipment
for County’s internal business purposes provided they are added as named users for the Licensed
Programs.

(b) Except as expressly stated in this Agreement, no other rights, express, implied or otherwise are
granted to County.

(¢) The Third Party Programs are licensed subject to the same restrictions as are set forth in Section 2(a)
above as well as such other restrictions as may be set forth in Schedule A.

(d) Nothing in this Agreement will be deemed to convey any title or ownership interest in the Licensed
Programs to County. County acknowledges Contractor’s rights and the rights of the owner of the
Third Party Programs in the Licensed Programs and agrees that the Licensed Programs are trade
secrets and unpublished works on which Contractor and such third party(s) hold and will hold the sole
and exclusive copyright. County will not dispute the rights of Contractor and the third party(s) in the
Licensed Programs and will not sell, disclose, lease, sublease, lend or otherwise make the Licensed
Programs available to others including third party hosting providers.

(e) No copies of the Licensed Programs may be made by County without the prior wriften consent of
Contractor except for backup purposes in accordance with normal data processing practices. County
agrees to reproduce any copyright notices and/or other proprietary legends, regardless of form, con-
tained in, affixed to, or appearing on the Licensed Programs.

(f) County will not disassemble or reverse engineer any of the Licensed Programs nor attempt to access
or modify the source code version of the Licensed Programs and will not make any derivations,
adaptations, or translations of the Licensed Programs in whole or in part, nor use the Licensed
Programs 1o develop functionally similar computer software or to otherwise compete with Contractor.

(g) If suggestions made by County are incorporated into subsequent versions of the Licensed Programs,
County hereby assigns to Contractor all rights County may have in and to any suggestions, concepts,
or improvements concerning the Licensed Programs that may result from County communications to
Contractor,

{h) Escrow Program. The license herein does not include any rights to the source code for the Contractor
Programs. Contractor has established a source code escrow program with an affiliate of Iron
Mountain Incorporated (“Escrow Agent”) under which it has deposited a copy of the Contractor
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Program source code and source code documentation in electronic format with the Escrow Agent.
Contractor deposits with the Escrow Agent, updates, changes, alterations, or modifications to the code
for the Contractor Programs on a quarterly basis. If County elects to receive the benefit of the Escrow
Program, County will pay the annual subscription fee as stated in Schedule A.

(i) Upon Contractor’s request and with reasonable notice, County agrees to provide Contractor with
verification as to the number of users using the Licensed Programs or allow Contractor or its
authorized agent to independently audit County’s database to verify the same. Should this
verification identify usage of the Licensed Programs in excess of the number of licensed users,
County agrees to immediately pay Contractor’s invoice for the then-current prices for such Licensed
Programs for each additional user license,

WITH APPLICABLE LAW & TERMS OF GRANT

(a) Compliance with Law. In providing services under this Agreement, CONTRACTOR shall comply
with all Applicable Laws, regulations, and administrative requirements adopted by federal, state, and
local governments including, but not limited to, Welfare and Institutions Code, Divisions 5, 6, and 9,
California Code of Regulations, Titles 9 and 22; any Short-Doyle and Short-Doyle/Medi-Cal policies
as identified in Department of Mental Health letters and in the Cost Reporting/Data Collection
(CR/DC) Manual. In addition, if CONTRACTOR is providing Medi-Cal services pursuant to this
Agreement, CONTRACTOR shall comply with Title XIX of the Social Security Act, and all other
Applicable Laws, regulations and guidelines pertaining to federally funded mental health programs,
including all requirements necessary for Medicaid/Medi-Cal reimbursement for mental health
treatment services.

(b) Compliance with Terms of State and/or Federal Grants. If this Agreement is funded with monies
received by the COUNTY pursuant to contract(s) with the state and/or federal government in which
the COUNTY is the grantee, CONTRACTOR will comply with all provisions of said contract(s), to
the extent applicable to CONTRACTOR as a subgrantee under said contract(s), and said provisions
shall be deemed a part of this Agreement as if fully set forth herein. Upon request, COUNTY will
deliver a copy of said contract(s) to CONTRACTOR at no cost to CONTRACTOR.

Contractor will be responsible for all hardware necessary to host the database, application, and
provide remote access to the Avatar suite of applications to County on Contractor premise.

The Summary of Scope of Services is as follows:

(a) Provide software license subscriptions;
(b) Provide software maintenance/support services including technical support;

(c) Provide recurring services and support associated with a Contractor Hosted solution which entails the
management of the hardware, software, and database that will reside on Contractor premise for access
by County, and
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{d) Provide technical consulting services as requested and approved by County.

The details of Service is defined pursuant to the following sections of this Agreement

(a) Schedule C: Support Services — defines the recurring technical support and maintenance services
provided by Contractor during the term of this Agreement.

(b) Schedule D: Defines scope of work for Professional Services and the process to request future
services, Technical Consulting, and additional software licenses and subscription services on an ‘as
needed’, ‘as approved’ basis by the County.

(a) The licenses purchased by County with subsequent maintenance/support services is perpetual.
County is responsible for the recurring costs associated with the software maintenance/support.

{b) The licensed sofiware subscription with subsequent maintenance/support is not perpetual and County
incurs a recurring cost for the subscription.

(¢) The term of the AGREEMENT shall be from July I, 2016 through June 30, 2020. County is not
reguired to state a reason if it elects not to renew.

(d) If this AGREEMENT includes options for renewal or extension, CONTRACTOR must commence
negotiations for rate changes a minimum of ninety days (90) prior to the expiration of the
AGREEMENT. Both parties must agree to any rate changes in writing.

" 7.0 COMPENSATION AND PAYMENTS

(a) In consideration of the licenses granted hereunder, Services to be performed and Third Party Products
to be provided by Contractor. County agrees to pay Contractor the Charges at the times and in the
amounts set forth in Schedule A.

With the exception of the initial invoice which is due upon Agreement signing and Encumbrance,
invoices are payable in accordance with Section 7{d)} below. Failure to make timely payment is
considered a material default of the Agreement.

(b) Negotiations for rate changes shall be commenced, by CONTRACTOR, a minimum of ninety days
(90) prior to the renewal date of the AGREEMENT, and subject to the maximum rate increase as
defined in Schedule C.

(¢} Invoice amounts shall be billed directly to the ordering department.

(d) CONTRACTOR shall reference the Agreement number on all invoices submitted to the County. The
invoice shall set forth the amounts. CONTRACTOR shall submit such invoice periodically or at the
completion of services, but in any event, not later than claimed by CONTRACTOR for the previous
period, together with an itemized basis for the amounts claimed, and such other information pertinent
to the invoice. The County shall certify the invoice, either in the requested amount or in such other
amount as the County approves in conformity with this AGREEMENT, and shall promptly submit
such invoice to the County Auditor-Controller for payment. The County Auditor-Controller shall pay
the uncontested amount certified within 30 days of receiving the certified invoice.
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The Charges set forth in this Agreement do not inciude any taxes. Where applicable, there will be added
to such Charges, and County will pay, amounts equal to any taxes (however designated, levied, or based)
on such Charges including, but not limited to, state and local sales, privilege, property, use or excise
taxes, but not including taxes based on the net income of Contractor. Tf County claims a tax exemption,
County will provide to Contractor a certificate of exemption from taxes, or other evidence sufficient to
permit Contractor to exclude taxes from Charges.

(a)

(b)

(©

Indemnification by Contractor: Intellectual Property Infringement. In the event of any claim by a third
party against County (the “Claim”), alleging that the use of the Licensed Programs infringes upon any
intellectual property rights of such third party, County will promptly notify Contractor and Contractor
will defend County and its officers, agents, and employees against such Claim in County's name but
at Contractor's expense, and will indemnify and hold harmless County against any liability paid by
County, including but not limited to attorneys' fees and disbursements, arising out of such Claim. In
the event such an infringement is found and Contractor cannot either procure the right to continued
use of the Licensed Programs, or, within forty-five (45) days of such finding, and, if Contractor has a
right to appeal, the exhaustion of those rights by Contractor, (unless such period is extended by
County), replace or modify the Licensed Programs with a non-infringing program of comparable
quality and functionality, then Contractor shall terminate the license of the Licensed Programs, and
will refund to County all fees, including license and professionai service fees, paid by County,
pursuant to this Agreement, reduced by 1/36™ for each full month from the date of first use of the
Licensed Programs, until the date of termination. Contractor will not have any liability under Section
10(b), and Contractor will be indemnified by County with respect to any Claim, to the extent that the
Claim is based upon (i) the use of the Licensed Programs in combination with other products or
services not made or furnished by Contractor, provided that the Licensed Programs alone are not the
cause of such Claim; or (ii) the modification of the Licensed Programs or any portion thercof by
anyone other than Contractor, provided that the Licensed Programs in unmodified form are not the
cause of such Claim.

Indemnification by Contractor: Other Claims. Contractor shall indemnify, defend, and hold harmless
County, its officers, agents, and employees, from and against any and all claims by a third party and
any and all liabilities and losses incurred by County en account of such claims (including damages to
property and injuries to or death of persons, court costs, and reasonable attorneys’ fees) caused by
Contractor’s negligence or willful misconduct in connection with the petformance of this Agreement,
unless such claims, liabilities, or losses arise out of the sole negligence or willful misconduct of
County. “Contractor’s performance” includes Contractor’s acts or omissions and the acts or omissions
of Contractor’s officers, employees, agents and subcontractors.

Indemnification by County: Failure to Use Licensed Programs as Permitted. County will indemnify
and hold harmless Contractor from and against all claims, suits or actions by any third party against
Contractor (the “Claims™) relating to, arising out of or resulting from County's failure to use the
Licensed Programs as permitted under this Agreement, or any claim by any party receiving services
from County (“Claim for Services”). Contractor shall provide County with prompt notice of any such
Claims or Claim for Services, allow County sole control of the defense, and shall fully cooperate with
County in defending the Claims or Claim for Services.
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(a)

(b)

©

@

()

()

"~ 10.0 WARRANTIES

Licensed Programs. Contractor warrants that the Licensed Programs will substantially conform in all
material respects with the requirements of this Agreement and their Specifications. If a Problem or
Defect occurs while County is receiving Support Services, Contractor will correct the Problem or
Defect in accordance with the Support Services provisions set forth in Schedule C.

Infringement. Contractor further represents and warrants that it has the right to grant the licenses
granted to County hereunder and that to the best of Contractor's knowledge the Licensed Programs do
not infringe upon or violate the United States patent rights of any third party and do not infringe upon
or violate the copyright, or trade secret right of any third party.

If County or anyone acting with the consent of or under the direction of County fails to use the
Licensed Programs as permitted under this Agreement, then (i) with respect to the warranty made
under Section 10(a), Contractor shall have no obligation or liability to County with respect to any
Problem or Defect caused by such failure to use the Licensed Programs as permitted under this
Agreement, and (ii) with respect to the representation and warranty under Section 10(b), Contractor
shall have no obligation or liability to County with respect to any third party claim of patent,
copyright or trade secret infringement or misappropriation arising from such failure to use the
Licensed Programs as permitted under this Agreement. County will have an affirmative obligation to
immediately inform Contractor in writing of any known failure to use the Licensed Programs as
permitted under this Agreement.

The limited warranty described under Section 10(a) will not apply unless the County’s hardware and
software system components meet Contractor’s minimum requirements.

Third Party Programs In the event Contractor provides any Third Party Programs to County in
connection with this Agreement, the following shall apply: (1) Contractor shall specifically identify in
writing all Third Party Programs in Schedule A; (2) Contractor shall attach to Schedule A written
copies of all third party license agreements applicable to County; and (3) Contractor warrants that (i)
it has the right to license any Third Party Programs licensed to County under this Agreement; (ii) to
the best of Contractor’s knowledge, the Third Party Programs do not, and the use of the Third Party
Programs by County as contemplated by this Agreement will not, infringe any intellectual property
rights of any third party, and (iii} unless specifically provided otherwise herein, County shall have no
obligation to pay any third party any fees, royalties, or other payments for County’s use of any Third
Party Programs in accordance with the terras of this Agreement. Contractor shall support and
maintain all such Third Party Programs to the same extent as the Licensed Programs.

Viruses and Disabling Mechanisms. Coniractor shall use commercially reasonable measures o screen
the Licensed Programs to avoid introducing any virus or other destructive programming that are
designed (1) to permit unauthorized access or use by third parties to the software installed on
County’s systems, or (ii) to disable or damage County’s systems. Contractor shall not insert into the
Licensed Programs any code or other device that would have the effect of disabling or otherwise
shutting down all or any portion of the Licensed Programs. Contractor shall not invoke such code or
other device at any time, including upon expiration or termination of this Agreement for any reason.

Services. Contractor warrants that all services provided by Contractor to County under this
Agreerent shall be performed in a workmanlike manner.

{g) No Litigation. Contractor further warrants there is no pending or threatened litigation that would have

a material adverse impact on its performance under this Agreement.
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(h) Compliance with Applicable Law, Contractor warrants that the services provided under this
Agreement and County’s permitted use of the Licensed Programs shall comply with applicable
federal, state, and local laws and regulations.

(i) Authority. Contractor has the fully power, capacity and authority to enter into and perform the
Agreement and to make the grant of rights contained herein.

ON OF WARRANTY

THE FOREGOING WARRANTIES ARE IN LIEU OF ALL OTHER WARRANTIES AND CONDI-
TIONS EXPRESS OR IMPLIED, WHETHER IN RELATION TO THE LICENSED PROGRAMS,
HARDWARE OR THE PROVISION OF ANY SERVICES INCLUDING, BUT NOT LIMITED TO,
THOSE CONCERNING MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
ARISING BY TRADE USAGE OR COURSE OF DEALING. COUNTY’S EXCLUSIVE REMEDY IN
THE EVENT OF A BREACH OF THE SECTION 10(2) WARRANTY AND CONTRACTOR’S SOLE
OBLIGATION Is TO MODIFY THE SOFTWARE TO ELIMINATE THE PROBLEM QR DEFECT.
COUNTY'S EXCLUSIVE REMEDY IN THE EVENT OF A BREACH OF THE SECTION 10()
WARRANTY IS SET FORTH IN SECTION 9.

(a) LIMITATION ON SPECIFIED DAMAGES EXCEPT FOR BREACH OF THE WARRANTY IN
SECTION 10 (b) (INFRINGEMENT), AND THE PARTIES’ RESPECTIVE EXPRESS
INDEMNITY OBLIGATIONS IN THIS AGREEMENT (INCLUDING IN SECTION 9
(INDEMNIFICATION), IN SCHEDULE E AND SCHEDULE F, IN NO EVENT WILL EITHER
PARTY BE LIABLE TO THE OTHER FOR ANY INDIRECT, SPECIAL, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE, OR EXEMPLARY DAMAGES (INCLUDING DAMAGES
RELATED TO DELAYS, LOSS OF DATA, INTERRUPTION OF SERVICE OR LOSS OF
BUSINESS OR PROFITS OR REVENUE), EVEN IF THE PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES AND REGARDLESS OF WHETHER ANY REMEDY
FAILS OF ITS ESSENTIAL PURPOSE.

(b) LIMITATION ON CUMULATIVE LIABILITY. EXCEPT FOR THE PARTIES’ RESPECTIVE
EXPRESS INDEMNITY OBLIGATIONS IN SECTION ¢ (INDEMNIFICATION), IN SCHEDULE
E AND SCHEDULE F THE CUMULATIVE LIABILITY OF ONE PARTY TO THE OTHER
PARTY FOR ANY ACTUAL OR ALLEGED DAMAGES ARISING OUT OF, BASED ON OR
RELATING TO THIS AGREEMENT, WHETHER BASED UPON BREACH OF CONTRACT,
'FORT (INCLUDING NEGLIGENCE), WARRANTY OR ANY OTHER LEGAL THEORY, WILL
NOT EXCEED THE TOTAL OF THE LICENSE FEES AND PROFESSIONAL SERVICES FEES
PAID TO CONTRACTOR UNDER THIS AGREEMENT.

(a) Evidence of Coverage: Prior to commencement of this Agreement, the Contractor shall provide a
“Certificate of Insurance” certifying that coverage as required herein has been obtained. Individual
endorsements executed by the insurance carrier shall accompany the certificate. In addition, a
certified copy of the policy or policies shall be provided by the Contractor upon request.
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This verification of coverage shall be sent to the County’s Contracts/Purchasing Department, unless
otherwise directed. The Contractor shall not receive a “Notice to Proceed” with the work under this
Agreement until it has obtained all insurance required and such insurance has been approved by the
County. This approval of insurance shall neither relieve nor decrease the liability of the Contractor.

(b) Qualifying Insurers: All coverages, except surety, shali be issued by companies which hold a

current policy holder’s alphabetic and financial size category rating of not less than A- VII, according
to the current Best’s Key Rating Guide or a company of equal financial stability that is approved by
the County’s Purchasing Officer.

(d) Insurance Coverage Requirements: Without limiting CONTRACTOR’S duty to indemnify,

CONTRACTOR shall maintain in effect throughout the term of this AGREEMENT a policy or
policies of insurance with the following minimum limits of liability:

i.  Commercial general liability insurance, including but not limited to premises and operations,

including coverage for Bodily Injury and Property Damage, Personal Injury, Contractual
Liability, Broad form Property Damage, Independent Contractors, Products and Completed
Operations, with a combined single limit for Bodily Injury and Property Damage of not less than
$1,000,000 per occurrence.

ii. DBusiness automobile liability insurance, covering all motor vehicles, including owned, leased,

non-owned, and hired vehicles, used in providing services under this Agreement, with a
combined single limit for Bodily Infury and Property Damage of not less than $500,000 per
occurrence.

iii.  Workers’ Compensation Insurance, if CONTRACTOR employs others in the performance of this

Agreement, in accordance with California Labor Code section 3700 and with Employer’s
Liability limits not less than $1,000,000 each person, $1,000,000 each accident and $1,000,000
cach disease.

iv.  Professional liability insurance, if required for the professional services being provided, (e.g.,

those persons authorized by a license to engage in a business or profession regulated by the
California Business and Professions Code), in the amount of not less than $1,000,000 per claim
and $2,000,000 in the aggregate, to cover liability for malpractice or errors or omissions made in
the course of rendering professional services. If professional liability insurance is written on a
“claims-made” basis rather than an occurrence basis, the CONTRACTOR shall, upon the
expiration or earlier termination of this Agreement, obtain extended reporting coverage (“tail
coverage”) with the same liability limits. Any such tail coverage shall continue for at least three
years following the expiration or earlier termination of this Agreement.

(e) Other Insurance Requirements: All insurance required by this Agreement shall be with a company

®

acceptable to the County and issued and executed by an admitted insurer authorized to transact
Insurance business in the State of California. Unless otherwise specified by this Agreement, all such
insurance shall be written on an occurrence basis, or, if the policy is not writlen on an occurrence
basis, such policy with the coverage required herein shall continue in effect for a period of three years
following the date CONTRACTOR completes its performance of services under this Agreement.

Each liability policy shall provide that the County shall be given notice in writing at least thirty days
in advance of any endorsed reduction in coverage or limit, cancellation, or intended non-renewal
thereof. Each policy shall provide coverage for Contractor and additional insureds with respect to
claims arising from each subcontractor, if any, performing work under this Agreement, or be
accompanied by a certificate of insurance from each subcontractor showing each subcontractor has
identical insurance coverage to the above requirements.

(g) Commercial general liability and automobile liability policies shall provide an endorsement naming

the County of Monterey, its officers, agents, and employees as Additional Insureds with respect to
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liability arising out of the CONTRACTOR 'S work, including ongoing and completed operations,_and
shall further provide that such insurance is primary insurance to any insurance or self-insurance
maintained by the County and that the insurance of the Additional Insureds shall not be called upon
to contribute to a loss covered by the CONTRACTOR'S insurance. The required endorsement form
for Commercial General Liability Additional Insured is ISO Form CG 20 10 11-85 or CG 20 14 10

81 in tandem with CG 20 37 10 01 (2000). The required endorsement form for Automobile
Additional Insured endorsement is ISO Form CA 20 48 (2 99.

(h) Prior to the execution of this Agreement by the County, CONTRACTOR shall file certificates of

(M

insurance with the County’s contract administrator and County’s Contracts/Purchasing Division,
showing that the CONTRACTOR has in effect the insurance required by this Agreement. The
CONTRACTOR shall file a new or amended certificate of insurance within five calendar days after
any change is made in any insurance policy, which would alter the information on the certificate then
on file. Acceptance or approval of insurance shall in ne way modify or change the indemnification
clause in this Agreement, which shall continue in full force and effect.

CONTRACTOR shall at all times during the term of this Agreement maintain in force the insurance
coverage required under this Agreement and shall send, without demand by County, annual
certificates to County’s Contract Administrator and County’s Contracts/Purchasing Division. If the
certificate is not received by the expiration date, County shall notify CONTRACTOR and
CONTRACTOR shall have five calendar days to send in the certificate, evidencing no lapse in
coverage during the interim. Failure by CONTRACTOR to maintain such insurance is a default of
this Agreement, which entitles County, at its sole discretion, to terminate this Agreement
immediately.

(a)

(b

(©)

Maintenance of Records. CONTRACTOR shall maintain records indicating the nature and extent of

all services performed and all payments received under this Agreement for a period of five (5)
years after completion of all services pursuant to this Agreement or until all disputes, claims,
litigation, or audits have been resolved, whichever occurs later. CONTRACTOR shall maintain such
records in a form comporting with generally accepted standards and applicable law. Government
Code § 8546.7 makes any expenditure of public funds over $10,000 subject to the examination and
audit of the State Auditor for a period of three (3) years after final payment under the Agreement.

Right to Inspect Records. The COUNTY, State Department of Mental Health, the Comptroiler
General of the United States, the U.S. Department of Health and Human Services, and other
authorized federal and state agencies shall have the right to inspect any and all books, records, and
facilities maintained by CONTRACTOR during normal business hours to evaluate the use of funds
and the cost, quality, appropriateness, and timeliness of services.

Overpayment. If the results of any audit show that the funds paid to CONTRACTOR under this
Agreement exceeded the amount due, then CONTRACTOR shall pay the excess amount to
COUNTY in cash not later than sixty (60) days afier the final audit settlement; or, at COUNTY’S
election, COUNTY may recover the excess or any portion of it by offsets made by COUNTY against
any payment(s) owed to CONTRACTOR under this or any other Agreement.

(d) Responsibility for Audit Exceptions. Any and all audit exceptions by COUNTY or any state or

federal agency resulting from an aundit of CONTRACTOR's performance of this Agreement, or
actions by CONTRACTOR, its officers, agents, and employees shall be the sole responsibility of the
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CONTRACTOR.

(a) Termination without Cause. The County reserves the right to cancel this AGREEMENT, or any

extension of this AGREEMENT, without cause, with a thirty day (30) written notice.

{b) Termination for Cause. Either party may terminate this AGREEMENT for cause, if the other
party is in default of any of its material obligations hereunder, and has not commenced cure
within thirty (30) days after receiving writien notice of default, and effected the cure within
ninety (90) days of receipt of notice of default from Contractor. In the event cure cannot
reasonably be effected within ninety (90) days, a party may choose not to cancef this Agreement
if the other party acts diligently during the ninety (90) day period following its receipt of notice
and completes the cure promptly thereafter.

(¢} In the event of termination for convenience pursuant to Section 15 (a) Contractor shall within
thirty (30) days of receipt of notice of termination for convenience submit to the Monterey
County Health Department all outstanding invoices for services provided prior to the effective
date of the termination for convenience. The Monterey County Health Department shall submit
within thirty (30) days of receipt from Netsmart those outstanding invoices of Netsmart that have
been certified for payment to the County Auditor-Controller. The County Auditor-Controller
shall pay any undisputed invoices in accordance with Section 7(d) above.

{¢) Termination or Amendment in Response to Reduction of Government Funding. Notwithstanding
any other provision of this Agreement, if Federal, State or local government terminates or reduces
its funding to the County for services that are to be provided under this Agreement, County, in its
sole and absolute discretion after consultation with the Contractor, may elect to terminate this
Agreement by giving written notice of termination to Contractor effective immediately or on such
other date as County specifies in the notice. Alternatively, County and Contractor may mutually
agree to amend the Agreement in response to a reduction in Federal, State or local funding,.

(e) Inthe event this Agreement is terminated pursuant to Section 15(b) solely due to a breach by
County of license rights contained in Section 2, County will, within thirty (30) days of the date of
termination of this Agreement, erase from all computer storage any image or copies of the
Licensed Programs, related specifications and documentation and will certify in writing to
Contractor that the original and all copies of such property have been destroyed.

(f) Upon Termination of this Agreement for any reason specified in this Section, Confractor will
provide a machine readable copy of the Data available to County within thirty (30) days of
termination of this Agreement,

(g) Notwithstanding any termination of this Agreement for any reason, the terms and conditions set
forth in the following Sections of this Agreement will survive and will be binding on the
representatives, successors, heirs and assignees of the parties:

iy Section9 Indemnification

iiy Section 11 Limitation of Warranty

iii) Section 13 Professional Liability Insurance Tail Coverage
iv) Section 14 Access to and Audit of Records

v) Section 15 Termination
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vi} Section 16 Confidentiality

vii) Section 18 Non-Hiring

viii) Section 20 General Provisions

ix) Schedule E Confidentiality of Patient Information
%) Schedule F Business Associate Agreement

16,0 CONF

{a) Except where disclosure is required by law, including disclosures pursuant to a request under the California
Public Records Act, each Party agrees that all information supplied by one Party and its affiliates and agents
{collectively, the “Disclosing Party™) to the other (“Receiving Party”) including, without limitation, (a) source
code, prices, trade secrets, mask works, databases, designs and techniques, models, displays and manuals; (b)
any unpublished information concerning research activities and plans, marketing or sales plans, sales forecasts
or results of marketing efforts, pricing or pricing strategies, costs, operational techniques, or strategic plans, and
unpublished financial information, including information concerning revenues, profits, and profit margins; (c)
any information relating to customers, patients, business partners, or personnel; (d) Patient Information (as
defined in Exhibit H); and (e} Protected Health Information (as defined in 45 C.F.R. § 160.103), will be deemed
confidential and proprietary to the Disclosing Party, régardless of whether such information was disclosed
intentionally or unintentionally or marked as “confidential” or “proprietary” (“Confidential Tnformation™). The
foregoing definition shall also include any Confidential Information provided by either Party’s contractors,
subcontractors, agents, or vendors. To be deemed “Confidential Information”, trade secrets and mask works
must be plainly and prominently marked with restrictive legends.

(b) Each Party recognizes the importance of the other Party’s Confidential Information. In particular, each Party
recognizes and agrees that the Confidential Information of the other is critical to their respective businesses and
that neither Party would enter into this Agreement without assurance that such information and the value thereof
will be protected as provided in this Section 16 (Confidentiality), Section 17 (Intellectual Property Rights) and
elsewhere in this Agreement. Accordingly, each Party agrees as follows: (a) the Receiving Party will hold any
and all Confidential Information it obtains in strictest confidence and will use and permit use of Confidential
Information solely for the purposes of this Agreement. Without limiting the foregoing, the Receiving Party
shall use at least the same degree of care, but no less than reasonable care, to avoid disclosure or use of this
Confidential Information as the Receiving Party employs with respect to its own Confidential Information of a
like importance; (b} the Receiving Party may disclose or provide access to its responsible employees, agents,
and consultants who have a need to know and may make copies of Confidential Information only to the extent
reasonably necessary to carry out its obligations hereunder; and (c) the Receiving Party currently has, and in the
future will maintain in effect and enforee, rules and policies to protect against access to or use or disclosure of
Confidential Information other than in accordance with this Agreement, including without limitation written
instruction to and agreements with employees, agents, or consultants who are bound by an obligation of
confidentiality no less restrictive than set forth in this Agreement to ensure that such employees, agents, and
consultants protect the confidentiality of Confidential Information, including Section 16 (Confidentiality),
Section 17 (Intellectual Property Rights). The Receiving Party will require its employees, agents, and
consultants not to disclose Confidential Information to third-parties, including without limitation customers,
subcontractors, or consultants, without the Disclosing Party’s prior written consent, will notify the Disclosing
Party immediately of any unauthorized disclosure or use, and will cooperate with the Disclosing Party to protect
all proprietary rights in and ownership of its Confidential Information,

¢) During the course of the Agreement, Contractor and County agree not to discuss the project with any
g proj
person who does not have a need to know that information for a constructive purpose that will
positively impact completion of the Implementation Plan.

{d} Contractor recognizes and acknowledges the sensitive and confidential nature of information it may
obtain with regard to County and the treatment services that it provides, and agrees that information.
with respect to County’s treatment services will be governed by Schedule E and Schedule F.
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(e) During the course of the Agreement, Contractor and County agree not to discuss the project with any
person who does not have a need to know that information for a constructive purpose that will
positively impact completion of the Implementation Plan.

AL PROPERTY RIGHTS

{(2)- All data provided by County belongs to County. All records compiled by Contractor in completing
the work described in this AGREEMENT, including but not limited to written reports, studies,
drawings, blueprints, negatives of photographs, graphs, charts, plans, County specific table and
dictionary codes, configuration specifications and ali other similar recorded data, shall become and
remain the property of County. Use or distribution of County data by Contractor is prohibited unless
Contractor obtains prior written consent from County.

(b) For systems hosted or stored on equipment not owned by County, Contractor will ensure that County
has full access to its data 24 x7x365. Upon Termination of this Agreement for any reason, Contractor
will provide a machine readable copy of the Data available to County within thirty (30) days of
termination of this Agreement,

(c) Notwithstanding anything to the contrary contained in this AGREEMENT, it is understood and
agreed that Contractor shall retain all of its rights in its proprietary information including, without
limitation, methodologies and methods of analysis, ideas, concepts, expressions, know how, methods,
techniques, skills, knowledge and experience possessed by Contractor prior to this AGREEMENT.

18.0 NON-HIRING

During the term of this Agreement and for a period of one (1) year following its termination, neither party
will directly or indirectly solicit for employment or as a consultant, an employee or consultant of the other
party, or any person who was an employee or consultant of the other party at any time during the twelve
(12) month period immediately prior to the date such employee or consultant is solicited, hired or
retained.

Neither party will be responsible for delays or failures in performance resulting from acts or events
beyond its reasonable control, including but not limited to, acts of nature, governmental actions, acts of
terrorism, fire, labor difficulties or shortages, civil disturbances, transportation problems, interruptions of
power supply or' communications or natural disasters, provided such party takes reasonable efforts to
minimize the effect of such acts or events.

20.0 GENERAL PROVISIONS

(a) Governing Law. This Agreement will be construed in accordance with the laws of the State of
California, without giving effect to the conflict of law rules thereof. Both parties agree this
Agreement does not constitute a consumer transaction.

Agreement between Monterey County Health Department/
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{(b) Entire Agreement. This Agreement and the schedules and exhibits attached hereto contain the entire
understanding of the parlies with respect to the matter contained herein. There are no promises,
covenants or undertakings contained in any other writing or oral communication. In the event of any
conflict between or among the documents comprising this Agreement, the latest dated document will
prevail.

{c) Amendments. This Agreement may not be amended or modified except in a writing signed by
authorized representatives of the parties.

(d) Waiver. A waiver of a breach or default under this Agreement will not be a waiver of any subsequent
breach or default. Failure of either party to enforce compliance with any term or condition of this
Agreement will not constitute a waiver of such term or condition.

(¢) Tnsolvency. In the event that either party will cease conducting business in the normal course,
becomes insolvent, makes a general assignment for the benefit of creditors, suffers or permits the ap-
pointment of a receiver for its business or assets, or avails itself of, or becomes subject to, any
proceeding under a Bankruptcy Act or any other statute of any state relating to insolvency or the
protection of rights of creditors, then (at the option of the other party) this Agreement will terminate
and be of no further force and effect and any property or rights of such other party, whether tangible
or intangible, will forthwith be returned to it.

{f) Assignment. The license granted hereunder to County may not be assigned, or sublicensed, or shared,
nor may County use the Licensed Programs to provide the software features as a service (Software as
a Service) to a third party, whether for the benefit of County or others, without the written consent of
Contractor. Contractor may not assign, sell, or otherwise transfer its interest or obligations in this
Agreement without the prior written consent of the County. The assignment of this Agreement to a
majority owned affiliate of Contractor or Contractor’s parent corporation will not reguire consent of
County, provided Contract provides thirty (30) days prior notice to County. County may, however,
assign all of its rights under this Agreement to an assignee who acquires all or substantially all of the
assets of County, is not a competitor of Contractor, and has financial resources at least equal to those
of County. Any permitted assignee will assume in writing, all obligations of the assignor.

(g) Dispute Resolution. The parties will use reasonable efforts, including, without limitation, face-to-face
negotiations, to resolve any differences arising between them as a result of this Agreement prior to
exercising their respective rights at law or equity.

(h) Severability. If any provision of this Agreement is found to be invalid, iliegal or unenforceable under
any applicable statute or law, it is to that extent deemed to be omitted, and the remaining provisions
of this Agreement will not be affected in any way.

(i) This Agreement may be executed in two or more counterparts, each of which will be deemed an
original.

(i) Headings. The headings of the paragraphs and sections of this Agreement are for convenience only and
will not control or affect the meaning or construction of any provision of this Agreement.

(k) Compliance with Laws. The parties agree to comply with all laws and regulations, including all United
States and multilateral export laws and regulations, to assure that the Licensed Programs are not
exported, directly or indirectly, in violation of law.

() Non-Exclusive Agreement. This Agreement is non-exclusive and both County and Contractor
expressly reserve the right to contract with other entities for the same or similar services.
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Notices required to be given to the respective parties under this AGREEMENT shall be deemed given by
any of the following means: (1) when personally delivered to the County’s contract adminisirator or to
CONTRACTOR’S responsible officer; (2) when personally delivered to the party’s principal place of
business during normal business hours, by leaving notice with any person apparently in charge of the
office and advising such person of the import and contents of the notice; (3) 24 hours after the notice is
transmitted by FAX machine to the other party, at the party’s FAX number specified pursvant to this
AGREEMENT, provided that the party giving notice by FAX must prompily confirm receipt of the FAX
by telephone to the receiving party’s office; or, (4) three (3) days after the notice is deposited in the U. S.
mail with first class or better postage fully prepaid, addressed to the party as indicated below.

Notices mailed or faxed to the parties shall be addressed as follows:

TO THE COUNTY:

Health Department Director

County of Monterey, Health Department

1270 Natividad Road

Salinas; CA 93906

Tel. No.: (831) 755-4526 Fax No.: (831) 755-4980

TO THE CONTRACTOR:

Netsmart Technologies, Inc.

Corporate Counsel

4950 Coliege Blvd

Overland Park, Kansas 66212

Contract Notices{@ntst.com

Tel. No.: (800) 421-7503 Fax No.: (631) 968-2123

Agreement between Monterey County Health Department/
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IN WITNESS WHEREOQF, the County and CONTRACTOR execute this AGREEMENT as

follows:
MONTEREY COUNTY CONTRACTOR.

By: By / Vs /

Contracts/Purchasing Officer (/ $ignature of Chair, President, or

Vice-President
Joseph McGovern, Executive VP
Printed Name and Title Printed Name and Title
Dated: o
Dated:™" 7 & P Oyi‘é

By: P - e ———

Elsa M. Jimenez, Director of Health

Dated:

Approved as to Fiscal Provisions:

By:

Gary Giboney, Chief Deputy
Auditor/Controller
Dated:

Approved as to Form:

By:

Stacy Saetta, Deputy County Counsel

Dated:

Approved as to Liability Provisions:

By:

Steve Mauck, Risk Management

Dated:

< P L7 )
w o (bt
(Signature of Sécretary, Asst. Secretary, CFO,
Treaghiter or Asst. Treasurer)®

TIMETH oy A D SN -G e CmmE
’,ri’rinted Name and Title ¢’ 679 ufé_’c;ﬂ?!. L«j

Dated: // //,? /&@/Q
s

¥INSTRUCTIONS: If CONTRACTOR is a corporation, including limited liability and non-profit corporations, the
full legal name of the corporation shall be set forth above together with the signatures of two specified officers. If
CONTRACTOR is a partnership, the name of the parinership shall be set forth above together with the signature of
a pariner who has authority to execute this Agreement on behalf of the partnership, If CONTRACTOR is
contracting in an individual capacity, the individual shall set forth the name of the business, if any, and shall

personally sign the Agreement.
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IN WITNESS WHEREOF, the County and CONTRACTOR execute this AGREEMENT as
follows:

MONTEREY COUNTY CONTRACTOR

By: By:

Contracts/Purchasing Officer Signature of Chair, President, or
Vice-President

Joseph McGovern, Executive VP

Printed Name and Title Printed Name and Title
Dated:
Dated:
By:
Elsa M. Jimenez, Director of Health
By:
Dated: (Signature of Secretary, Asst. Secretary, CFO,

Treasurer or Asst. Treasurer)®

Approved as to Fiscal Brovisions:

\$ ™ Printed Name and Title
By: A L\J

Auditor/Cpntroller

WARY
Approved as to Form:
By: ﬂ/{,&/& W

Gary Gibongy, %ﬁief Deputy Dated:

Dated:

Stacy Saefta, Dep /Coun7 Counsel

Dated:

Approved as to L1ab111ty Prov1s1ons.

By:

Steve Mauck, Risk Management

Dated:

*INSTRUCTIONS: If CONTRACTOR is a corporation, including limited liability and non-profit corporations, the
full legal name of the corporation shall be set forth above together with the signatures of two specified officers. If
CONTRACTOR is a partnership, the name of the partnership shall be set forth above together with the signature of
a partner who has authority to execute this Agreement on behalf of the partnership. If CONTRACTOR is
contracting in an individual capacity, the individual shall set forth the name of the business, if any, and shall
personally sign the Agreement.
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Schedule C

Support Services

The Support Services described in this Schedule will be performed by Contractor subject to the terms and
conditions of this License and Service Agreement.

a) Contractor will maintain the then current version of the Licensed Programs in substantial conformance

b)

d)

g
h)

k)

with its Specifications as amended from time to time by Contractor, and with applicable Federal regulatory
requirements and laws. Contractor will use commercially reasonable efforts to either:

(i) Correct any reproducible Problems or Defects in the then current or immediately prior
release of Licensed Programs by Contractor which prevent it from operating in substantial
conformance with the Specifications and applicable Federal regulatory requirements; or

(i) Provide a commercially reasonable alternative that will substantially conform with the
Specifications and applicable Federal regulatory requirements and laws.

County will make requests for Support Services by giving Contractor written notice specifying a Problem
or Defect in the Licensed Programs. In making a verbal request for Support Services, County will provide
Contractor within twenty four {24) hours after such verbal notice with such written information and docu-
mentation as may be reasonably prescribed by Contractor.

County will provide and maintain, at its expense, hardware and/or sofiware to allow Contractor to access
County's system remotely, County will provide Contractor with appropriate access credentials.

On a timely basis Contractor will also provide County with:

(i) such updates as are distributed without charge to other similar Coumty’s which reflect
modifications and incremental improvements made to the Licensed Programs by Contractor;

(ii) an opporfunity to obtain enhancements to the Licensed Programs for which charges are
imposed on the same terms as such enhancements are generally made available to other
County’s.

Contractor will make technical support personnel available from 9:00 a.m. to 6:00 p.m., Contractor local
time Monday through Friday, exclusive of Contractor holidays.

If reasonable analysis by Contractor indicates that a reported Problem or Defect is caused by a problem
related to Hardware used by County, the hardware’s system software, or applicable software other than
Licensed Programs, or County's misuse or modification of the Licensed Programs, Contractor's responsi-
bility will be limited to the correction of the portion, if any, of the problem caused by a Problem or Defect
in the Licensed Programs. County will, at Contractor's option, pay Contractor for the cost of analyzing the
reported problem at Contractor's then prevailing time-and-materials rate.

The initial term for provision of Support Services for Licensed Programs will begin on July 1, 2016 and end
on June 30, 2020.

Contractor agrees that it will not revise the Charges for Support Services during the initial term. In
accordance with Section 6 of the Agreement, Contractor will give County not less than ninety (90) days
written notice prior to the expiration of the initial term of the Agreement to commence negotiations on
Support Service Charges as part of the parties’ negotiations on any option to extend the Agreement.
Charges will not be increased for any extension term by more than the most recent increase in the US
Bureau of Labor Statistics Consumer Price Index for All Urban Consumers (CPI-U) - Medical Care or 4%,
whichever is higher.

Absent a bona fide dispute, if County fails to pay for Support Services when due, Contractor may refuse to
provide Support Services until County makes payment of all Charges due. If County has missed any
mandatory upgrades Contractor will also charge, and County will pay, for software and services necessary
to bring the Licensed Programs up to Contractor's then-current level before Contractor will certify that
County is again eligible for maintenance hereunder.

Guardiant is included at no charge provided County is current on maintenance. Guardiant is a diagnostic
tool that monitors the health of County’s licensed Contracior solutions and provides the ability to review
technical configuration and meiric data not limited to; configuration changes, support case activities,
system usage, application events, licensing, user activity, and installed updates in a dashboard view.
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k) If analysis by Contractor indicates that a reported problem is caused by a reproducible Problemn or Defect,
Contractor will use commercially reasonable efforts to provide Support Services in accordance with the
following prioritization of reported problems:

Priority

Definition

1 - Critical

Priority 1: will be assigned when the Contractor Program or a material Contractor Program Function component is
non-operational as a result of a defect [in Production environment only] such as the Production system cannot be
accessed or utilized in any capacity, a direct patient safety issue is present, or a HIPAA compliance violation as a
result of a server incident or Contractor application defect. Best efforts will be made to correct Priority 1 problems,
or to provide a plan for such correction, within two (2) business days.

County’s Commitment:
¢ This case Priority must be called in directly to the Contractor Support department.

s  County provides specific, detailed information required for troubleshooting/investigation.

¢ County provides appropriate staff and resources to sustain continuous communication and work effort as
required.

¢ Without appropriate County resources, the case will be downgraded to Priority 2 after three (3) business
days. .

2 - High

Priovity 2: will be assigned to Production defects that result in functions that have a significant negative impact on
daily operations but do not constitute as a “Sysiem Down”, A workaround may be available and/or the capacity to
maintain daily business functionality. Commercially reasonable efforts will be made to correct Priority 2 problems,
orto provide a plan for such correction, within five (5) business days.

County’s Commitment:
s County provides specific, detailed information required for troubleshooting/investigation.
s County provides appropriate staff and resources to sustain continuous communication and work effort as
required.
s Without appropriate County resources, the case will be downgraded to Priority 3 after six (6) business
days.

3-Medium

Priority 3: will be assigned for system defecis that result in functions that have no major impact on daily operations.
An issue that allows the continuation of function, including issues in which a reasonable workaround is available.
Commercially reasonable efforts will be made to correct Priority 3 problems, or to provide a plan for such
correction, within ten (10) business day.

County’s Commitment:

¢  County provides specific, detailed information required for troubleshooting/investigation.

¢  County provides appropriate staff and resources to sustain continuous communication and work effort as
required.

e Without appropriate County resources, the case will be downgraded to Priority 4 after eleven (11) business
days.

4 —Low

Priority 4: will be assigned fo cosmetic defects that do not affect system usability or non-defect related requests
including, but not limited to, system set up/configuration, training, functionality questions, documentation, portal
access, and upgrade requests, Commercially reasonable efforts will be made to address Priority 4 issues, or to
provide a plan for such comrection, within fifteen (15) business day.

County’s Commitment:
¢ County provides specific, detailed information required for troubleshooting/investigation.
e  Couniy provides appropriate staff and resources o sustain continuous communication and work effort as
required,
s Without appropriate County resoutces, the case will be closed following our Case Closure Notification
policy.

Agreement between Monterey County Health Department/
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Schedule D

Scope of Work for Professional Services and Optional Professional Services

a) Scope of Work for Professional Services

o M*Modal Voice Recognition Implementation Services:

Netsmart

| Scope of Services

Netsmart's Speech Recognition, Powered by M*Modal is 2 solution that provides real-time Speech
Understanding and command & conirol capabilities for the purpose of speech-baged documentation and
interaction within the CareRecord.

Application, Citrix, RDP/VMware, or Web browser.

Netsmart will configure up o 5 Fiuency Direct users.

Netsmart will work with the client fo design a deployment package utilizing the
client’s software deployment tool.

Fluency Direct will infaract with the CareRecord and is accessed via Chent

Netsmart will provide available predefined specific voice navigation commands.

Tmport of 1 list (up to 100 named entries) in an acceptable elactronic format of site-
specific names such as a list of physician, referring physician, clinician, and other

Coizglotﬁ;ts names that may be referenced in clinical documentation.
s Tmportof 1 list (up to 100 named entries) in an acceptable electronic format of site-
specific location names such as hospital, facility, department, radiolopy and
Iaboratory services provider names.
s Netsmart will provide training sessions as outlined below:
o Course Quantity Method
o Fluency Direct Train the Trainer Upto[5; Users In Person
o Oneon One Tramming Up to B8 Users In Person
o Web Admin Training Up to 2 Users Webinar
»  Microsoft® Windows® XP or higher Windows OS.
s  Processor: Infel Core 2 CPU, 1.5 GHz, 2GB recommended for Local Recognition.
» Microsoft® Internet Explarer Version 6 (SP1) or higher.
s  Net Framework 4.0
» For dictation support into Java based applications JRE 1.7 u6 (32 bit) or higher
needs to be installed on the computer before Finency Direct is installed.
* For Citrix XenApp support with the Fluvency Connector, you must have already
_ ingtalled the Citrix Client 10, 11, 12 or the Ciirix Receiver m advance of installing
Hardware Fluency Direct as well as have the Connector configured on the Citrix Server.
Specifications

‘While the above CPU guidelines serve as a pood general rule for system
requirements. It is offen helpful fo assess particular computers in your
organization against an ideal CPU speed. Websites like www.cpubenchmark net
offer objective scores to individual processors. By going to a site such as
www.cpubenchmark net you can pet benchmark seore for your processor(s) and
compars if to the idaal value of 3000. Any computer with a benchmark score
lower than 3000 should consider a remote recognition configuration to assure
maximum and consistent performance during speech recognition.

Agreement between Monterey County Health Department/
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Infernet
Connectivity
Requirements

An Internet connection with the following re_quiraments_ is needed for Fluency
Direct:

o Minimum bandwidth of 512 kbits/sec

o Open port 443 for HTTPS/SSL traffic

Assumptions

The Netsmart Project Manager will manage the project.

Client is reaponsible for any travel and expense.

Modifications and changes to the scope of the project must be controlled through
the Change Control process and approved by both Netsmart and the client.
Changes may affect the project schedule, time line, and go live dates.

The client will work cohesively with the Netsmart Team to provide subject matter
experts, technical support, and end user involvement as nieeded on a timely basis,
including any required third party vendors of the client.

Crganizational or technical changes that come out of the project will be managed
by the client. .

Authors should expect one hour of time spent training on the application. This
training includes introduction to the application, enrolling the author, the initial
reading of text to begin building the voice profile and reviewing the puidelines for
successful editing. The start of this training should be prior to wsing the
application for production but then moves to production use with the training
resource readily available for assistance.

Risks

Any client infrastruzcturs chanpes may impact the project time line.

External systems contributing data to the solution through interfaces may require
configuration by the third party vendor. The timeliness of that participation is np
to the client and may affect the schedule or time line of the project.

Fluency Direct brings change and improvement to the report creation process.
Physician acceptance is key to the success of the project. Fluency Direct offers
flexibility for the author workflows that include real-time Speech Understanding
and commeand & control capabilities for the purpose of speech-based
documentation. Cooperation between Netemart and the Client resources witl
produce optimired workflow and the highest level of project success.

+ Reaching Recovery Implementation and Training Services

Client acknowledges and understands that a two (2) day onsite training session, hosted by the Third Party
Vendor at its location, is mandatory in order to utilize the Recovery Tools. Training fees and associated
travel costs are at Client’s sole expense and will be contracted and scheduled directly with the Third Party

Vendor.

b) Additional Professional Services

Additional professional services shall include technical consulting and training as requested and approved
by County on an “as-needed” and “as-approved” basis by County.

s To initiate additional professional services, County shall submit a request for quote in writing to

CONTRACTOR,

s  CONTRACTOR shall provide a written quote for review/approval by County.
Upon approval of quote, County shall issue a purchase order and services can commence.
All payments shall be on an “as-incurred” basis and will not be prepaid. CONTRACTOR shall
issue monthly invoices for services with the following information to be provided as applicable:

o Requestor

Reference to Quote #

Q
o Date of Service
o

Hours if applicable and charges are based upon hourly rate
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Schedule E: Confidentiality of Patient Information

Confidentiality of Patient Information and Records. All patient information and records are confidential.
CONTRACTOR shall maintain the confidentiality of all patient records, including billings and
computerized records, in accordance with all applicable state and federal law relating to confidentiality of
patient records and patient information, including but not limited to: HIPAA, HITECH, and the HIPAA
Regulations; 42 U.S.C. § 290dd-2 and the Part 2 Regulations; the Lanterman-Petris-Short Act (“LPS™),
California Welfare and Institutions Code § 5328, er seq.; California substance abuse laws at California
Health & Safety Code §§ 11812 and 11845.5; federal and state Medicaid and Medi-Cal laws at 45 C.F.R.
§ 205.50, 42 C.F.R. §§ 431.300 ef seq. and California Welfare and Institutions Code § 10850, ef seq., the
Confidentiality of Medical Information Act (“CMIA™) at California Civil Code sections 56.00 ef seq.,
California laws governing HIV/AIDS records at California Health & Safety Code § 120975, and
California Civil Code Section 1798.29.

“Patient Information™ includes any individually identifying information related to a patient/recipient of
services including, but not limited to: name, identifying numbers, symbol, fingerprint, photograph or
voice print. ~ In addition, “Patient Information™ includes all information CONTRACTOR has obtained
about a patient/recipient of services, including the mere fact that patient is receiving alcohol or drug
treatment from the County or has been referred to an alcohol or drug treatment program by the County,
whether or not a documentary record of such information exists.

Ownership of Information, All Patient Information created, maintained. received, or transmitted by the

CONTRACTOR for or on or behalf of the County in connection with the Services under this Agreement

shall be and remain the properiy of the County and the County shall retain exclusive rights and ownership

thereto. Such information shall be referred to henceforth as “County Information”.

Use and Disclosure of Patient Information, CONTRACTOR shall use County Information or Patient
Information obtained from contact with patients/recipients of Services and complainants (including
anonymized data) only for the purpose(s) for which use or disclosure was authorized and shali implement
appropriate safeguards to maintain the confidentiality of such information and to prevent further use or
disclosure. CONTRACTOR acknowledges that County Information regarding a patient whose records
are subject to the Part 2 Regulations may not be re-disclosed to another entity without specific
authorization from the patient or his/her legally authorized representative for such re-disclosure. In
addition, CONTRACTOR shall obtain the County's prior written consent to any disclosure of County
Information, except as required by law. The County, through the Behavioral Health Director, shall have
access to any Patient Information created, received, transmitted, or maintained by CONTRACTOR in
commection with its performance under this Agreement,

CONTRACTOR shall use County Information or Patient Information gained from access to records and
from contact with patients/recipients of service and complainants (including anonymized data) only for
the purpose(s) for which use or disclosure was authorized and shall implement appropriate safeguards to

maintain the confidentiality of such information and to prevent further use or disclosure.

CONTRACTOR shall not disclose Patient Information, including the identities of patients/recipients of
service, without proper authorization to such disclosure or as required by law. CONTRACTOR further
acknowledges that County Information regarding a patient whose records are subject to the Part 2
Regulations may not be re-disclosed to another entity without specific authorization from the patient or
his/her legally authorized representative for such re-disclosure. In addition, CONTRACTOR shall obtain
COUNTY's authorization to such disclosure prior to any release of Patient Information. The COUNTY,
through the Behavioral Health Director, shall have access to such confidential information.

CONTRACTOR shall return or securely destroy County Information as directed by the County. Transfer
to the County or a third party designated by the County shalfl occur within a reasonable period of time,
and without significant interruption in service. In the event that County requires destruction of County
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Information, CONTRACTOR agrees to securely destroy all data in its possession and in the possession of
any subcontractors or agents to which the CONTRACTOR may have transferred County Information.
CONTRACTOR agrees to provide certification of data destruction to County.

CONTRACTOR shall notify County of any security breach or suspected security breach of any County
Information or covered under applicable federal regulations set forth in 12 C.F.R. Part 30, or under
California Civil Code 1798.29, or any other breach of County Information immediately following
discovery, if the information was, or is reasonably believed to have been acquired by an unauthorized
person, Notification must be given in the most expedient time possible and without unreasonable delay.
Written confirmation must be sent within two (2) days of discovery or notification of the breach or
suspected breach. A “breach” means the unauthorized acquisition of computerized data that constitutes
Personal Information that compromises the security, confidentiality, or integrity of the information. A
breach is also the acquisition, access, use, or disclosure of Protected Health Information in a manner not
permitted under the HIPAA Privacy Rule which compromises the security or privacy of the Protected
Health Information, and/or the unauthorized access, use, or disclosure of Medical Information under
CMIA.

Penalty for Unauthorized Disclosure, CONTRACTOR understands that disclosure of Patient Information
in violation of state or federal law may subject the party releasing the information to civil and/or criminal
fines, penalties, including but not limited to a minimum of $10,000 in civil damages, as set forth in
Welfare and Institutions Code Section 5330.

Duty to Wamn. CONTRACTOR understands that persons providing services under this Agreement may,
in certain situations involving a patient or recipient of services who is a danger to himself or others, have
a duty to warn third parties of such danger and should consult supervisory staff and/or legal counsel about
such duty to warn as appropriate.

Dissemination of these Confidentiality Provisions. CONTRACTOR shall inform all its officers,
employees, agents, and subcontractors providing services hereunder of these provisions.

Indemnification. Netsmart will indemnify, defend and hold harmless County and its respective
employees, directors, officers, subcontractors, agents and affiliates from and against all claims, actions,
damages, losses, liabilities, fines, penalties, costs or expenses (including without limitation reasonable
attorneys’ fees) suffered by CONTRACTOR arising from any negligent or wrongful acts or omissions in
connection with this Schedule H, by Netsmart or by its employees, directors, officers, subcontractors or
agents. In addition, CONTRACTOR will reimburse County for its actual out of pocket costs of notice,
mitigation or remediation of any privacy breach caused by any act or omission of CONTRACTOR.

By my signature below, as the authorized representative of the CONTRACTOR named below, I certify
acceptance and understanding for myself and the CONTRACTOR of the above confidentiality
provisy

Netsmart Technologies, Inc.

Business Name of Contractor

/ /7 Joseph McGovern

Signatifee of Authorized Representative Name of Authorized Representative
(printed)
11/18/16 Executive Vice President
Date Title of Authorized Representative
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SCHEDULE F
QUALIFIED SERVICE ORGANIZATION/BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”), effective July 1, 2016 (Effective Date”), is entered into
by and among the County of Monterey, a political subdivision of the State of California, on behalf of the
Health Department (“Covered Entity””) and Netsmart Technologies, Inc. (“Business Associate™) (each a
“Party” and collectively the “Parties”) hereby enter into this Qualified Service Organization Agreement under
the Part 2 Regulations and Business Associate Agreement under HIPAA.

Business Associate provides certain services (“Services”) for Covered Entity under this Agreement that
involve the use and disclosure of Protected Health Information that is created, received, transmitted, or
maintained by Business Associate from, or on behalf of, Covered Entity (“PHI").

The County is a “Covered Entity” as that term is defined in the Privacy Rule and the Security Regulations
and Netsmart Technologies, Inc. is a “Business Associate” as that term is defined in the Privacy Rule;

Business Associate is also a Qualified Service Organization, as defined in 42 C.F.R. Part 2.11, providing
services to Covered Entity.

The Parties are committed to complying with the Standards for Privacy of Individually Identifiable Health
Information, 45 C.F.R. Part 160 and Part 164, Subpatts A and E as amended from time to time (the “Privacy
Regulation™), the Breach Notification Standards, 45 C.F.R. Part 160 and Part 164, Subparts A and D (the
“Breach Notification Regulation™), and with the Security Standards, 45 C.F.R. Part 160 and Part 164, Subpart
C as amended from time to time (the “Security Regulation™) under the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA™), as amended by the Health Information Technology for Economic
and Clinical Health Act and its implementing regulations (“HITECII”) and the restrictions on use and
disclosure imposed under the Confidentiality of Alcohol and Drug Abuse Patient Records under 42 U.S.C. §
290dd-2 and 42 C.F.R. Part 2 (the “Part 2 Regulations™). Collectively, the Privacy Rule, Security Rule, and
Breach Notification Rule are referred to as the HHIPAA Regulations.

Business Associate acknowledges that, pursuant to HITECH, 45 CF.R. §§ 164.308 (administrative
safeguards), 164.310 (physical safeguards), 164.312 (technical safeguards), 164.316 (policies and procedures
and documentation requirements) and 164.502 et. seq. apply to Business Associate in the same manner that
such sections apply to Covered Entity. The additional requirements of Title XIIT of HITECH contained in
Public Law 111-005 that relate to privacy and security and that are made applicable with respect to covered
entities shall also be applicable to Business Associate.

Business Associate is committed to complying with applicable California law, including but not limited to,
the California Confidentiality of Medical Information Act, Cal. Civil Code §§ 56 et seq. (*CMIA™), the
Lanterman-Petris-Short Act (“LPS”) Cal. Welf. & Inst. Code § 5328 ef seq., California substance abuse laws
Cal. Health & Safety Code §§ 11812 and 11845.5; California laws governing HIV/AIDS records at
California Health & Safety Code § 120975, and California Civil Code Section 1798.29. Collectively,
these and other applicable laws shall be referred to as “California Laws™)

Business Associate is committed to complying with any applicable Medi-Cal requirements at 45 C.F.R. §
205.50, 42 C.F.R. § 431.300, e seq. and Cal. Welf. & Inst. Code §10850, ef seq. (“Medi-Cal requirements™).

Business Associate is also committed to complying with applicable requirements of the Red Flag Rules
issued pursuant to the Fair and Accurate Credit Transactions Act of 2003 (“Red Flag Rules™).

Business Associate acknowledges that the general prohibitions on re-disclosure under the Part 2 Regulations
do not allow Business Associate to disclose patient identifying information to another entity without patient
authorization, even where the Privacy Rule might allow disclosure;

Business Associate acknowledges that a person’s mere participation in an alcohol/drug program is
confidential, as is any information about the individual;
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Business Associate acknowledges that the CMIA prohibits Business Associate from further disclosing PHI
that it receives from Covered Entity where such disclosure would be violative of the CMIA, LPS, or other
state or federal law.

Business Associate acknowledge that disclosure of confidential matters can be a violation of federal law and
can subject Covered Entity, individual persons, and/or the Business Associate to potential criminal and civil
sanctions and fines;

This Agreement sets forth the terms and conditions pursuant to which PHI, and, when
applicable, Electronic Protected Health Information (“EPHI”), and the information protected under the Part 2
Regulations (“Part 2 Information™) shall be handled. The Parties further acknowledge that state statutes or
other laws or precedents may impose additional obligations, including data breach notification or information
security obligations, and it is their the Parties’ further intention that each shall comply with such laws as well
as HITECH and HIPAA in the collection, handling, storage, and disclosure of personal data of patients or
other personal identifying information exchanged or stored in connection with their relationship.

The Parties agree as follows:
DEFINITIONS

All capitalized terms used in this Agreement but not otherwise defined shall have the
meaning set forth in the Privacy Rule, Security Rule and HITECH.

PERMITTED USES AND DISCLOSURES OF PHI

Unless otherwise limited herein, Business Associate may:

(2) use or disclose PHI to perform functions, activities or Services for, or on behalf of,
Covered Entity as requested by Covered Entity from time to time, provided that such use or
disclosure would not violate the Privacy or Security Reguations or the standards for Business
Associate Agreements set forth in 45 C.F.R. § 164.504(e), exceed the minimum necessary to
accomplish the intended purpose of such use or disclosure, violate the additional requirements of
HITECH contained in Public Law 111-005 that relate to privacy and security, or violate the 42
C.F.R. Part 2 Regulations, California Law, Medi-Cal Requirements, and other applicable federal
or state law;

(b) disclose PHI for the purposes authorized by this Agreement only: (i) to its
employees, subcontractors and agents; (ii) as directed by this Agreement; or (iii) as otherwise
permitted by the terms of this Agreement;

(c) use PHI in its possession to provide Data Aggregation Services to Covered Entity as
permitted by 45 CF.R. § 164.504(eX2)(Q}B) if necessary to provide the Services under this
Agreement;

(d) use PHI in its possession for proper management and administration of Business
Associate or to carry out the legal responsibilities of Business Associate as permitted by 45
C.FR. § 164.504(e)(4)(i);

(e) use PHI to report violations of law to appropriate Federal and state authorities,
consistent with 45 C.F.R. § 164.502(j)(1) and to the extent permitted by the 42 C.F.R. Part 2
Regulations, California Law, and Medi-Cal Requirements;

() de-identify any PHI obtained by Business Associate under this Agreement for further
use or disclosure only to the extent such de-identification is necessary for the provision of

Services pursuant to this Agreement, and use such de-identified data in accordance with 45
C.F.R. § 164.502(d)(1); and
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RESPONSIBILITIES OF THE PARTIES WITH RESPECT To PHI

Responsibilities of Business Associate. With regard to its use and/or disclosure of PHI,
Business Associate shall:

(a) acknowledge that PIII may also be subject to the Part 2 Regulations (referred to
as “Part 2 Information™) and that it is fully bound by the provisions of the Part 2 Regulations and
the HIPAA Regulations in receiving, transmitting, transporting, storing, processing, or otherwise
dealing with, any Part 2 Information as it would apply to a “program” as defined in the Part 2
Regulations.

()] ensure that any Part 2 Information will not be re-disclosed to any other person or
entity, including an agency or Subcontractor who provides services to Business Associate, except
as permitted by the Part 2 Regulations;

{c) resist any efforts in judicial or administrative proceedings (including court order
and subpoena) if necessary, any efforts to obtain access to information pertaining to PHI and Part
2 Information, except as permitted by the Part 2 Regulations;

(d) use and/or disclose the PHI only as permitted or required by this Agreement or as
otherwise Required by Law;

(&) report to the privacy officer of Covered Entity immediately (i) any use and/or disclosure of the
PHI that is not permitied or required by this Agreement of which Business Associate becomes
aware, and (ii) any Breach of unsecured PHI as specified by HITECH, the Breach Notification
Rule, and (jii) any actual or suspected use or disclosure of data in violation of any applicable
federal or state laws by Business Associate or its agents or subcontractors upon Business
Associate’s determination of the occurrence of such unauthorized use and/or disclosure. In such
event, the Business Associate shall, in consultation with the Covered Entity, mitigate, fo the
extent practicable, any harmful effect that is known to the Business Associate of such improper
use or disclosure. The notification of any Breach of unsecured PHI shall include, to the extent
possible, the identification of each individual whose unsecured PHI has been, or is reasonably
believed by the Business Associate to have been, accessed, acquired, used or disclosed during the
Breach, as well as any other available information that Covered Entity is required to include in
Breach notification to the individual, the media, the Secretary, and any other entity under the
Breach Notification Rule and any other applicable state or federal laws, including, but not limited
to, 45 C.F.R. §§ 164.404 through 164.408. Ifany required information is not available at the
time of notification, it shall be reported to Covered Entity as soon as such information becomes
available. Business Associate shall cooperate fully with Covered Entity in meeting Covered
Entity's obligations with respect to such Breach.

(f) use commercially reasonable safeguards to maintain the security of the PHI and to
prevent use and/or disclosure of such PHI other than as provided herein; '

() obtain and maintain an agreement with each of its subcontractors and agents that
receive, use, or have access to PHI pursuant to which agreement such subcontractors and agents
agree to adhere to the same restrictions, conditions, and requirements on the use and/or disclosure
of PHI that apply to Business Associate pursuant to this Agreement;

(h) make available all internal practices, records, books, agreements, policies and
procedures and PHI relating to the use and/or disclosure of PHI to the Secretary for purposes of
determining Covered Entity or Business Associate’s compliance with the Privacy Rule;
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(0)

{r)

(i) document disclosures of PHI and information related to such disclosure and, within
ten (10} days of receiving a written request from Covered Entity, provide to Covered Entity such
information as is requested by Covered Entity to permit Covered Entity to respond to a request by
an individual for an accounting of the disclosures of the individual’s PHI in accordance with 45
CF.R. §164.528, as well as provide an accounting of disclosures, as required by HITECH,
directly to an individual provided that the individual has made a request directly to Business
Associate for such an accounting. At a minimum, the Business Associate shall provide the
Covered Entity with the following information: (i) the date of the disclosure, (ii) the name of the
entity or person who received the PHI, and if known, the address of such entity or person; (iii} a
brief description of the PHI disclosed; and (iv) a brief statement of the purpose of such disclosure
which includes an explanation of the basis for such disclosure. In the event the request for an
accounting is delivered directly to the Business Associate, the Business Associate shall, within
two (2) business days, forward such request to the Covered Entity. The Business Associate shall
implement an appropriate recordkeeping process to enable it to comply with the requirements of
this Section;

(i} subject to Section 4.4 below, return to Covered Entity within twenty-one (21) days of
the termination of this Agreement, the PHI in its possession and retain no copies, including
backup copies;

(k) disclose to its subcontractors, agents or other third parties, and request from Covered
Entity, only the minimum PHI necessary to perform or fulfill a specific function required or
permitted hereunder;

(1) ifall or any portion of the PHT is maintained in a Designated Record Set:

(i upon ten (10) business days’ prior written request from Covered Entity,
provide access to the PHI in a Designated Record Set to Covered Entity or, as directed by
Covered Entity, the individual to whom such PHI relates or his or her authorized
representative to meet a request by such individual under 45 C.F.R. § 164.524; and

(i) upon ten (10} business days’ prior written request from Covered Entity,
make any amendment(s) to the PHI that Covered Entity directs pursuant to 45 C.F.R.
§ 164.526;

(m) maintain policies and procedures to detect and prevent identity theft in connection
with the provision of the Services, to the extent required to comply with the Red Flag Rules;

{(n) notify the Covered Entity within five (5) days of the Business Associate’s receipt of
any request or subpoena for PHI. To the extent that the Covered Entity decides to assume
responsibility for challenging the validity of such request, the Business Associate shall cooperate
fully with the Covered Entity in such challenge;

maintain a formal security program materially in accordance with all applicable data security and
privacy laws and industry standards designed to ensure the security and integrily of the Covered
Entity’s data and protect against threats or hazards to such security;

to the extent that Business Associate carries out one or more of Covered Entity’s obligations
under the Privacy Rule, comply with the requirements of Privacy Rule that apply to the Covered
Entity in the performance of such obligations. Business Associate further acknowledges that,
pursuant to HITECH, the applicable provisions of HIPAA apply to Business Associate in the
same manner that such sections apply to Covered Entity;
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(@) acknowledge that it is obligated by law to comply, and represents and warrants that it shall
comply, with HIPAA, HITECH, the HHIPAA Regulations, the Part 2 Regulations, and the Red
Flags Rules, as applicable. Business Associate further represents and warrants that it shall
comply with all applicable state privacy and security laws, to the extent that such state laws are
not preempted by HIPAA or HITECH and acknowledges that, as between the Business Associate
and the Covered Entity, all PHI shall be and remain the sole property of the Covered Entity.

Additional Responsibilities of Business Associate with Respect to EPHI. In the event
that Business Associate has access to EPHI, in addition to the other requirements set forth in this
Agreement relating to PHI, Business Associate shall:

(a) implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of EPHI that Business
Associate creates, receives, maintains, or transmits on behalf of Covered Entity as required by 45
C.F.R. Part 164, Subpart C;

{b) ensure that any subcontractor or agent to whom Business Associate provides any
EPHI agtees in writing to implement reasonable and appropriate safeguards to protect such EPHI,
and

(¢) report to the privacy officer of Covered Entity, in writing, any Security Incident involving EPHI
of which Business Associate becomes aware within two (2) business days of Business
Associate’s discovery of such Security Incident or sooner if practical. For purposes of this
Section, a Security Incident shall mean (consistent with the definition set forth at 45 C.F.R. §
164.304), the attempted or successful unauthorized access, use, disclosure, modification, or
destruction of information or interference with systems operations in an information system. In
such event, the Business Associate shall, in consultation with the Covered Entity, mitigate, to the
extent practicable, any harmful effect that is known to the Business Associate of such improper
use or disclosure. If such Security Incident constitutes a Breach of Unsecured PHI, Business
Associate shall comply with the notification requirements set forth in Section 1.02(e).

Responsibilities of Covered Entity. Covered Entity shall, with respect to Business

Associate:

(a) provide Business Associate a copy of Covered Entity’s notice of privacy practices
(“Notice™) currently in use;

(b} notify Business Associate of any limitations in the Notice pursuant to 45 C.F.R.
§ 164.520, to the extent that such limitations may affect Business Associate’s use or disclosure of
PHI; .

(c) notify Business Associate of any changes to the Notice that Covered Entity provides
to individuals pursuant to 45 C.F.R. § 164.520, to the extent that such changes may affect
Business Associate’s use or disclosure of PHI;

(d) notify Business Associate of any changes in, or withdrawal of, the consent ot
authorization of an individual regarding the use or disclosure of PHI provided to Covered Entity
pursuant to 45 C.F.R. § 164.506 or § 164.508, to the extent that such changes may affect Business
Associate’s use or disclosure of PHI; and

(e) notify Business Associate, in writing and in a timely manner, of any restrictions on
use and/or disclosure of PHI as provided for in 45 C.F.R. § 164.522 agreed to by Covered Entity,
to the extent that such restriction may affect Business Associate’s use or disclosure of PHI.
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TERMS AND TERMINATION

Term. This Agreement shall become effective on the Effective Date and shall continue in
effect unless terminated as provided in this Article 4. Certain provisions and requirements of this
Agreement shall survive its expiration or other termination as set forth in Section 5.1 herein.

Termination. Either Covered Entity or Business Associate may terminate this Agreement
and any related agreements if the terminating Party determines in good faith that the terminated Party has
breached a material term of this Agreement; provided, however, that no Party may terminate this
Agreement if the breaching Party cures such breach to the reasonable satisfaction of the terminating Party
within thirty (30) days after the breaching Party’s receipt of written notice of such breach.

Automatic Termination. This Agreement shall automatically terminate withoui any
further action of the Parties upon the termination or expiration of Business Associate’s provision of
Services to Covered Entity.

Effect of Termination. Upon termination or expiration of this Agreement for any reason,
Business Associate shall return all PHI pursuant to 45 C.F.R. § 164.504(e)(2)(ii)(1) if, and to the extent
that, it is feasible to do so. Prior to doing so, Business Associate shall recover any PHI in the possession
of its subcontractors or agents. To the extent it is not feasible for Business Associate to return or destroy
any portion of the PHI, Business Associate shail provide Covered Entity a statement that Business
Associate has determined that it is infeasible to return or destroy all or some portion of the PHI in its
possession or in possession of its subcontractors or agents. Business Associate shall extend any and all
protections, limitations and restrictions contained in this Agreement to any PHI retained after the
termination of this Agreement until such time as the PHI is returned to Covered Entity or destroyed.

MISCEELANEQUS

Survival. The respective rights and obligations of Business Associate and Covered Entity
under the provisions of Sections 4.4, 5.1, 5.6, and 5.7, and Section 2.1 {solely with respect to PHI that
Business Associate retains in accordance with Section 4.4 because it is not feasible to return or destroy
such PHI), shall survive termination of this Agreement until such time as the PHI is returned to Covered
Entity or destroyed. In addition, Section 3.1(i) shall survive termination of this Agreement, provided that
Covered Entity determines that the PHI being retained pursuant to Section 4.4 constitutes a Designated
Record Set.

Amendments; Waiver. This Agreement may not be modified or amended, except in a
writing duly signed by authorized representatives of the Parties. To the extent that any relevant provision
of the HIPAA, HITECH or Red Flag Rules is materially amended in a manner that changes the
obligations of Business Associates or Covered Entities, the Parties agree to negotiate in good faith
appropriate amendment(s) to this Agreement to give effect to the revised obligations. Further, no
provision of this Agreement shall be waived, except in a writing duly signed by authorized representatives
of the Parties. A waiver with respect to one event shall not be construed as continuing, or as a bar to or
waiver of any right or remedy as to subsequent events.

No Third Party Beneficiaries. Nothing express or implied in this Agreement is intended
to confer, nor shall anything herein confer, upon any person other than the Parties and the respective
successors or assigns of the Parties, any rights, remedies, obligations, or liabilities whatsoever.

Notices. Any notices to be given hereunder to a Party shall be made via U.S. Mail or
express courier to such Party’s address given below, and/or via facsimile to the facsimile telephone
numbers listed below.
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If to Business Associate, to:
Netsmart Technologies, Inc.
4950 College Blvd.
Overland Park, KS
Attn:  Chief Privacy Officer
Tel:  800-421-7503

If to Covered Entity, to:
County of Monterey, Health Dept.

Behavioral Health Bureau

Attn?  Amie Miller, MFT, PsyD
Tel: 831-755-4503

Each Party named above may change its address and that of its representative for notice by the giving of
notice thereof in the manner hereinabove provided. Such notice is effective upon receipt of notice, but
receipt is deemed to occur on next business day if notice is sent by FedEx or other overnight delivery
service.

Counterparts; Facsimiles. This Agreement may be executed in any number of
counterparts, each of which shall be deemed an original. Facsimile copies hereof shall be deemed to be
originals.

Choice of Law; Interpretation. This Agreement shall be governed by the laws of the State
of California; as provided, however, that any ambiguities in this Agreement shall be resolved in a manner
that allows Business Associate to comply with the Privacy Rule, and, if applicable, the Security Rule and
the CMIA.

Indemnification Business Associate will indemnify, defend and hold harmless
Covered Entity and its respective emplovees, directors, officers, subcontractors, agents and

affiliates from and against all claims, actions, damages. losses, liabilities, fines, penalties, costs
or expenses, including reasonable attorneys’ fees (Damages) suffered by Covered Entity arising
from anv acts or omissions in connection with this Acreement, by Business Associate or by its

employees, directors, officers, subcontractors. or agents. As between Business Associate and
Covered Entity, the limitation of liability in Section 12, Limitations of Liability in the underlying

Agreement will not apply and Netsmart will fully indemnify Covered Entity for:

Covered Entity’s reasonable costs of notice, mitigation or remediation of any Breach of

Unsecured PHI or acquisition, access, use, or disclosure of data in a manner not permitted by this

Agreement that is attributable to any act or omission of Business Associate or its agents or
subcontractor

(b) Fines or penalties that are assessed against Covered Entity by a state or federal regulatory

agency for an act or omission of Business Associate or by its emplovees, directors, officers,

subcontractors, or agents on a theory of agency or vicarious liability.
(c) Damages resulting from any negligent or willful acts or omissions of Covered Entity in

connection with this Agreement are excepted from this indemnification requirement.

It is the intent of the parties to this Agreement to provide the broadest possible indemnification for
Covered Entity. Business Associate shall reimburse Covered Entity for all costs, attorneys’ fees,
expenses, and liabilities incurred by Covered Entity with respect to any investigation, enforcement
proceeding or litigation in which Business Associate is obligated to indemnify, defend, and hold harmiess
Covered Entity under this Agreement. This provision is in addition to and independent of any
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indemnification provision in any related or other agreement between the Covered Entity and the Business
Associate,

IN WITNESS WHEREOF, each of the undersigned has caused this Agreement to be duly executed in its
name and on its behalf as of the Effective Date.

NETSMART TECHNOLOGIES, INC. COUNTY OF MONTEREY, ON BEHALF OF

THE HEALTH DEPARTMENT

By:
Print Name; __Joseph McGovern ‘ Print Name: Elsa Jimenez
Print Title: Executive Vice President Print Title: Director of Health
Date: 11718116 Date:
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SCHEDULE G: NETSMART HOSTING
ADDENDUM TO LICENSE

This Adderdum is effective on the effective date of
the Agreement (“Addendum Effective Date”).

L.

PURPOSE OF ADDENDUM This
Addendum states the terms and conditions under
which Contractor will provide software hosting
services and permit County to load Data on the
Hosted System via a virtual private network
(“VPN) or Secure Socket Layer (“SSL”).

DEFINITIONS Capitalized terms in this
Addendum that are not defined below will have
the same meaning as the terms that are given in
the Agreement. All references to Schedules mean
the Schedules attached to this Contractor Hosting
Addendum to License unless otherwise indicated.

a) “Migration” refers to all services, activities,
and infrastructure associated with the
migration of the County’s Avatar system and
all associated components from the County
Network to Contractor’s Plexus Cloud.

b) "County Hardware” means the computer
hardware and communications equipment
required by County to log on to the System
and use the Sofitware Services and is the
responsibility of County to obtain.

¢) “Data” has the meaning provided in Section 6

d) “Hosted System” means the hardware and
software in Contractor’s data center,
including the Licensed Programs as defined
in the Agreement that are used to provide
Software Services to County. A brief
overview of the components and services of
the “Hosted System” is set forth in
Addendum Schedule 2(a})

e) “Month 1”7 means the first day of the first
month after nrtual contract execution.

fy “Contractor Provided Hardware” means any
equipment provided to the County by
Contracior

g) "Service Charges" means the amount to be
paid by County for
i} Contractor’s data center usage;

ii) Any Contractor Provided Hardware ;

iii) Any Professional Services

iv) The payment terms for Service Charges
are set forth in “Schedule A — Charges
and Payment Terms™ of the Agreement.
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h) “SLA” is an abbreviation for Service Level
Agreement. The Service Level Agreement,
or SLA, describes the functions, features and
performance capabilities of the Hosted
System as available at County’s site and is set
forth in Schedule 2(b).

TERM

a) Contractor hereby grants County a non-
transferable, non-exclusive right to access the
Hosted System from Contractor’s Data
Center for a period of July 1, 2017 through
June 30, 2020,

b) Ifthis AGREEMENT includes options for
renewal or extension, CONTRACTOR will
notify COUNTY of a proposed rate change a
minimum of ninety days (90) prior to the
expiration of the AGREEMENT. Both
parties must agree to any rate changes in
writing.

¢) The Hosted Software Services may be used
by County only:

i)y for County’s internal business purposes
and not to process the data of any other
entity; and

i) for access by the maximum number of
named users permitted under the
Agreement; and

iii) so long as the County is not otherwise in
default under the Agreement or this
Addendurn.

Subsections (i), (i}, and (iii) above shall be
understood to permit non-employees of County,
such as agents or contractors who have a need for
access to the Licensed Programs to support the
internal operations of County, to be added as
named users for the Licensed Programs.

d) This Addendum does not convey to County
any title or ownership interest in the Hosted
Systems or the Licensed Programs, County
has additional rights in the Licensed
Programs, however, under the Agreement.

€) The Hosting Services covered by this
Addendum are provided solely to County.
County is prohibited from engaging in any
activity that makes these Hosting Services
available to third parties.

CHARGES AND PAYMENT TERMS
County agrees to pay Contractor in accordance
with Section 7 and Schedule A.
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5. TAXES
The Charges set forth in this Agreement do not

include any taxes. Where applicable, there shali

be added to such Service Charges and County
shall pay amounts equal to any taxes (however
designated, levied, or based) on such Service
Charges including, but not limited to, state and
local sales, privilege, property, use or excise
taxes, but not including taxes based on the net
income of Contractor.

6. PROTECTION OF COUNTY DATA
As used in this paragraph 6, the word "Data"

means all information acquired from County that

will reside on a Contractor secure server and be

maintained for County during the performance of 9.
this Agreement. Contractor will maintain the Data

in accordance with generally accepted security
standards applicable to protected health
information and as required by law. Upon
termination of this Agreement for any reason
Contractor shall furnish all Data to County as
soon as reasonably practical in a mutually
acceptable industry standard format. If
professional services are requited to convert or
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7.

format the Data to meet requested format, County
will pay for such professional services as an
additional charge.

GENERAL TERMS

Except as expressly set forth in this Addendum,
the relationship between Contractor and County
will be governed by the provisions of the
Agreement.

SURVIVAL OF TERMS

In the event this Addendum terminates pursuant
to its terms, the Agreement will continue in full
force and effect.

CROSS DEFAULT

A default by County end resulting termination of
the Agreement will similarly terminate the license
rights granted by this Addendum. A default and
termination of this Addendum, however, will not
constitute grounds for termination of the
Agreement, unless the default under this
Addendum would likewise be grounds for
termination ofthe Agreement
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Addendum Schedule 2(a)
Overview of the “Hosted System” Components and Services

HOSTING COMPONENTS

A Avatar Environment

Contractor will provide redundant middleware and ECP servers to Monterey running through SSL, load
balanced with enterprise F5 load balancers, tied to a backend Cache database. This environment will be
replicated to our Kansas City data center with failover capabilities spelled out in the Disaster Recovery
portion of this document. The environment will be provisioned based up concurrent number of users and
estimated growth patterns. Coniractor implements and utilizes real-time monitoring on Avatar hosted
system, providing feedback on all security, stability, and performance attributes of each system.

The Contractor Avatar environment is governed under an ISO 27000 series framework, consisting of an
extensive set of policies, procedures, and work instructions governing the planning, implementation,
management, and support of the environment. Contractor’s complete set of policies and procedures will
be provided under a separate cover,

Contractor Plexus Support includes application and database patching. Contractor encourages the
Monterey to stay current with applications patches. Patches will be applied to Monterey test environments
first, to be tesied by Contractor and Monterey. Upon successful testing and validation by the Monterey,
Contractor will schedule and apply patches to the Monterey’s live environment at a mutually agreeable
time. Patches affecting core system security and stability, will be escalated and applied to the Monterey
environment, as soon as reasonably possible, to ensure optimal security and stability within the hosted
Avatar solution.

Awvatar application support will continue under the current Contractor Application support model. System
support, consisting of network connectivity, Cache database, security, and infrastructure system suppott is
provided by Contractor’s Plexus Cloud Systems Engineering team, Infrastructure Team, and Security
Teams. Monterey will be provided all applicable support phone numbers, which include the general
hosting phone numbers, 24/7 phone numbers, and escalation phone numbers.

Contractor Plexus hosting support will continue to utilize the same priority ranking system representing
the severity of issue currently being encountered. Priority 1 (P1) issues represent a down system event or
significant event severely hampering core system functionaiity or availability, which have Contractor’s
support teams immediate engage with the Monterey on addressing the issue. Priority 2 (P2) issues
represent a significant event occurring within the Avatar solution, while the core system remains
functional and accessible or critical system patches that need added to the environment. Contractor will
assign and initially engage with Monterey within 12 hours, to begin work on a resolution. Priority 3 (P3)
issues represent low priority issues, representing non-critical issues, non-critical patches, or questions.
Contractor will engage with the Monterey within 48 hours and begin work on a resolution.

B. Avatar Disaster Recovery

Contractor provides redundant, dedicated virtualization throughout the entire Avatar environment,
including middleware, ECP, and database servers. The middleware and ECP systems employ load
balancing behind master F5 load balancers, monitoring performance and health of each device. System
failures are identified and routed around, by the load balancers. The database environment utilizes HA
server components, to fail over between servers, in the event of a failure. Replicated copies of the
middleware and ECP environments are maintained offline, at our secondary data center, and update on a
weekly basis or after any changes are made. The database server environments are replicated in real-time
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to the secondary data center. Target RTO for Avatar failover to the secondary data center is 4 hours,
though generally can be completed in a matter of minutes. Target RPO for data loss is 30 minutes, though
all tests generally show times in the sub-2 minute timeframe.

Nightly backups of the Avatar environment occur to local tier I1I storage and to encrypted backup tapes,
which are taken offsite daily by Tron Mountain. Monthly restoration tests of random Monterey
environments occur and are fully documented from all three sources of information.

C. Scriptlink Hosting
Contractor will provide redundant Web Servers to support the hosting and execution of Monterey

developed scripts. In order to provide administrative rights to this Web Server, Contractor provides ‘
representatives from County secure access mechanisms into the Plexus Cloud Environment. The
environment will be provisioned based up concurrent number of users and estimated growth patterns. f
Finally, as part of the Scriptlink Hosting Contractor will provide and manage all aspects of the

communication between the County’s Hosted Avatar Environment and the Scriptlink Web Servers.

The Contractor Avatar environment is governed under an ISO 27000 series framework, consisting of an
extensive set of policies, procedures, and work instructions governing the planning, implementation,
management, and support of the environment.

Agreement between Monterey County Health Department/
Behavioral Health Bureau and Netsmart Technologies, Inc.
Tuly 1, 2016 to June 30, 2020 Page 4] of 68



HOSTING SCOPE OF SERVICES

A. Netsmart Data Center Ervironments. The Netsmart Plexus Data Centers ("NPDC") consist of a 2X primary

data center ervironment and an N+1 secondary datacenter emronment, both consisting of dual-fed,
redundatt data operation facllity intended to provide uninterrupted power and sendce far Netsmart clients.
The NPDC are deslgned to significantly reduce elient downtime and operates under supension twenty-four
{24) hours per day, seven (7) days perweek ("24 x 7'}, every day of the year. The NPDC houses all data
center equipment, inciuding hosted computing equipment, network equipment, and security equipment. Data
certer monitoring systems include fire protection (detectars, sprinkiers, and dry agent), mechanical systems,
camera recarding systems, entry alanns, efectrical systems, generator operations, water detection systems,
and card sccess control/biometrics access controis. Netsmart engineers observe systems 24 x 7 and repoit
alamms as needed. The following table sefs forth the responsibilities of Netsmart and Client regarding the
physical facilities:

No. Table 1: Netsmart | Client
Facility Responsibility Description NPDC

1.1 Enmdronment

111 Provide the NPDC facllity required to host the computing and network X
enviranment

11.2 Provide the NPDC eguipment and third party software

1.1.3 Manage, menitor and contral the NPDC

114 Pravide any applicable UPS/temperature-contralled environmentfor X
Metsmart provided equipment needed at Client site (e.g. network
equipment, etc.)

1.1.5 Provide appropriate rack space for Netsmart provided equipment &t the X
Client site, if applicable

1.2 NPDC Facility Management and Menitoring

1.2.1 NPDC pawer monitaring ror generators - * X

1.2.2 M onitaring of ehiller system for pressure, temp, alarm and standiy- * X

1.2.3 M onitoring of electrical room far moisture, UPS availability- * X

124 Monitoring of NFDC data center air-conditioning units, including alr X
condiioning, pawer, moisture, humidity and terperature- *

1258 Manitoring of NPDC Auto Transfer Switches. Monitors and activates X
UPS/generator system as incoming pawer dictates- =

1.2.6 Monltorng and control of the NPDC environment-*

1.2.7 Facillty operation and maintenance-*

1.3 NPDC Physical Security

1.3.1 Camera monitaring is provided throughout the Data Center and X
exterior entries. Multiple cameras provide views of the Data Center and
all aceess points, which are visible at all imes to the on-site operators.
All cameras continuousty record to tape far future viewing and
investigation- *

1.3.2 All primary doors are controlied by card access with biometric readers X
in high-security areas. Muliple access points must be crossed to
access the Data Center floor-*

1.3.3 All secured doars are electronic fall-secure strikes. All door hardware X
and Monitoring are backed by emergency power-*
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1.34 Access o host facility is site-restricted via ACL's which are controlied X
by Netsmart's securty personnel

1.3.5 E ntryfexit points of service center are monitored va closed-clreut X
television- ~ :

B. MNetwork Operations. As partof the NPDC Sendces, Netsmait will provide and manage many aspects of the
communications between the NFDC and the Client networks. Each section below describes a unigue aspect
of the netwaik Infrastructure. There are three separate networks that must work together in unison to provide
searmless application delivery. In addition, each parly agrees 1 perfarm thelr respective network operations
responsihilities, as setforth in Table 2 below.

1. NPDC Metwork Operatlon. The NPDC Metworlc Operations are the network equipment, software,
and consale systems that support the servers and databases for Cllent within a facility or facilities
that Netsmart manages. Netsmartwill provide and operate at the NPDC all network equipment, third
party seffware and cansole systems fo host the Licensed Software, equipment, and certaln third party
sofiware (collectively, tha "Netsmart Enviranment™). Netsmart will provide a high-availaiility neiwork
designed to remain fully operational in the event of any single equipment faflure. Possible points of
equipmentfailure may include routers, switches, load balancers, and firewalls. Netsmart will support,
manage, and maintain this equipment and third party software in a manner consistent with vendor
specifications and Netsmart best practices. MNetsmart will provide network management of il
M etsmart-provided netwerk corponerts in the NPDC to maintain the service levels set forth in this
MNetsmart System Schedule.

2. Netsmart/Client provided Intemet Communications.  The Intermnet Communications Nebwork
Operdlions are the communicaions  Infrastructures - that include primary and  secondary
communications circuits belween the NPDC and the Internet, and from the client LANAYYAN to the
Internet. The Netsmart circuits will he provisioned In a manner that maximizes existing physical circuit
diversity from a2 variety of Internet backhaone providers, at both data center environments. This
process does not guarantee physical diversily, but rather provides the best practice for oitaining
phiysical diversity. The Netsmart Internet circuits will be sized in accordance with Netsmart best
practices for appropriate bandwidth, quality of service and responsiveness. Some methcs that may
be used for sizing include active concurent users, number and volume of interface traffic, nurber
and volume of print activities, etc. All Metsmart-side circuit provisioning and management will be tie
responsibility of Netsmart in conjunction with Metsmart's third party communications carriers. Al
communications equipment necessary to terminate these WAN circuits will be provided ard
managed by Netsmart. The equipment may Include routers, swiithes, frewalls, oukof-hand-
managemant consales and power reboot switches as well as CSU/DSU circuit fermination
equipment. All cllent-side clrcult pravislaning and management will ba the responsibllity of the client.
All communications equipment necessary to terminate these Internet circuits will be provided and
managed by the client. The ecquipment may include routers, switches, firewalls, oukorband-
management consales and power reboot switches as well as CSU/DSU clrcult termination
equipment. Metsmart will assist Client in troubleshooting Irtemet issues that may involve Client's
network or client's Internat provider, however, Netsmart reserves the right to charge for the time,
materials and travel and reiated expenses invalved in resolution of problems that are determined o
originate within Client's network.

3. Client-provided LANAVAN. Client LAN and Client WaAN will consist of any communications clrcuits,
WeAN termination equipment and LAN eguipment not provided by Netsmart. These circuits and
equipment will be managed and maintained by Client. Netsmart will assist Client in froubleshoating
issues that may invalve Client's nelwork; however, N etsmant reserves tha right o charge for the time,
materials and travel and related expenses Involved in resolution of prablem s that are detemined o
grginate within Client's network.

4. Nesmart Provided MPLS Connectivity Client location will he prowvided (2) routers for connection 1
Mewsmart Technofogies' MPLS network from dient's intemal nebiork,  An MPLS circult will be
installed at the client location from (2) diverse carders. Both cireults will be identical in capacity and
notless than 20Mbps. Circuits will he provi sioned to have connectivily to both Netsmart data centers,
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Columbus and Kansas City, through thelr respective MPLS cloud. Once instalied, both circuits and
routers will be active allowing traffic to utilize each connection

No. Table2: Netsmart Client
" Network Operations Responsibility Description NPDC

21 NPDC Network Operations

2.1.1 All required network equipmeni within the NPDC, such as rauters, X
switches, load balancers and consoles

212 Metwork management of equigment and third party software, including X
routers, switches, load balancers and firewalls

213 Redundant power circuits and power distribution X

214 24 % 7 ¥ 365 network support with level 2 and 3 backup avallablie by X
pager

215 Manitoring Netsmart-grovided agplications response time, including X
round frip latency from Netsmart's Intemet praviders

216 Metwork management, support, installation, and configuration of X
Netsmar-provided WaAN circUits and WAN eguipment

22 Netsmart‘Client provided Intemet Communications Network
Dperations

2.2.1 Communications circuit(s) from the NPDC to Intemet Backibone

222 MNetwork managemenrt inciuding Monibaring systems, device
management and polling systems

223 Monitorng of Netsmartprovided network roukers, Including utiization, X
meimory, exception reporting, syslog, configuration management and
ACL hits/denies

224 Monitoring of Netsmart-provided YWWAN links ups/downs, error X
thresholds, bandwidth, and CIR packet flow/0ss

2248 Communications cireuli(s) from the CUENT to Intemet Backbone

228 Network managemernt including Monitoring systems, device
management and polling systems

227 Muonitoring of client-provided netwaork routers, including uiilization, X
memory, exception reporting, syslog, configuration management and
ACL hits/denies

228 Monitoring of Client Gateway upssdowns, router, switch, power X

23 Client LANANAN Operations

2341 Network management, suppott, installation, and configuration of Client X
provided YWARN circuits and WAN Equiprment

232 Network management, suppoart, installation, and configuration of Client X
LAN infrastriciure

233 Management of netwaork printers, temminal senvers, PCs, teminals or X
pther Client-side equipment

C. Systems Management. As part of the NPDC Services, Netsmart will provide systems management services
for the managem ent, security and peformance of the computing systems required to operate the Licensed
Software. The "back-end system"” Includes third party sofiware, certain Sublicensed Software, and host nodes
running the Licensed Software database as well as the Avaguard monitoring system, and Interface engine.
This aspect of the back-end system also includes the storage technology and media. The back-end sysiems
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also include the required operating systems {"OS") and layered products necessary forthe System to operate.
The computing system includes the back-end systen and the front-end application server resources
necessary to provide access to the Systern and executes the Licensed Software ghd server requirements to
facilitate printing (excluding Client print servers required for and on Client LAN), The computing system
Inciudes managerment and Moniforing systems and software to monitor and report on sysiem health, security,
capacity and availability.

The front-end system includies the required OS and layered-product licenses (necessary for the System o
operate. The system management services inciude the responsibility for the eguipment and third party
sofware maintenance of the computing system and associsted infrastructure in accordance with
manufacturer-recommended and supported practices. in addition, such services inciude processes and
resources to monitor the computing systems and to report and alert on compromised system health, security,
capacity, and avallability. Furthemore, Netsmart will:

+ Meetorexceed contracted performance, capaclty, and System Availability (a5 defined below) levels

using the appropriate management methodologies, resources, and tools for the Netsmart

Enviranments .

Provide Systern perforn ance Monitoring and tuning

Frovide System capacity analysis and planning

Provide storage management for all the in-scope environments

Use and achere to documented change management processes and procedures

Use and adhere {0 documented problem management processes, pracedures and escalation

guicelines

+ Provide and monitor mutually agreed-upon security functions in conjunction with Cliert's securty
officer and in accordance with documented security policies

* ¥ * &

{n addttion, each party agrees to perforn their respective systems management responsibilities, as setforth
in Table 3 below.

No. Table3: Netsmart Client

Systems Management Responsibilify Description NPDC
3.1 Equipment and Third Party Software Acguisition and Provisioning
311 Provide back-end computing systems consisting of CPU, memory and X

data storage required 1o operate the in-scope environmeni(s)

Back-end computing systems will e provided in accordance with
obligations set forth in this Netsmart System Schedule and certified by
Netsmart Engineering

312 Provide OS and layered-product software licenses for back-end X
systerns reguired to operate the In-scope environment(s)

31.3 Purchase of database Sublicensed Software and ongoing Sublicensed X
Soitware Malhtenance fees

314 Provide front-end computing systems necessary to faciitate Client X
access 1o their specific in-scope environment(s)

Front-end computing systerns will be provided in accordance with
ooligations set forth in this Netsmart System Schedule and certified by
Netsmart Engineering

31.8 Provide OS and |ayered-product sofhware licenses for front-end X
systems required to operate the in-scope environment{s)

316 Provide systems and third party software necessary fior Netsmart to X
manage and maonitor back-gnd and front-end systems

31.7 Provide front-end servers required ta faciitate printing from the in- X
scope ersvironment(s), excluding Client-specific print servers reguired
for local printing on Client site
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3.1.8 Pravide systerns required for Client local printing from Avatar and non- X
Avatar applications
318 Provide systems required for Client access to Client's LAN (e.g. local X
authentication, primarybackup domeéin controllers) and other non-
Avatar functionality
3.1.10 Provide front-end computing systems necessary to facilitate (ocal X
Client Licensed Software installation, Computing systems must meet
Netsmart minimum system requirements
3.2 Management and Monitoring
321 Apply 05 and layered-product service packs to from-end and back-end
systems as required to maintain system health, security, avaiability
and capacity
322 Moritor the computing systems (24 » ¥) to report and alert on
compromised system heaith, securty, availability and capacily
323 Reboat back-end and front-end computing systems on a recuiring
schedule to ogtimize performance of the camputing environment
3.24 Monitor charing application senvices (charting and Remote Report X
Distribution) for sUCcessiul completion
325 Resubrnit and/or reroute ary falled printjobs
3.2.8 Frovide OS and layered-product software licenses far front end
systems required for a [ocal Avatar application installation (Windows,
Crystal)
3.3 Security Administration
3.3.1 Provide systemn third party software and gguipment security conirols
332 Moritar Systerm security errors, exceptions and atternpted violations as
dictated by standamd procedures
333 Haost facility physical securiby measures and controls
334 Secure backup meda with check-in and check-out procedures
335 Stare Client's backup media in @ manner that will protect the
confidentiality of the data stored on them and ensure that such data
remain Client's propery
3.3.6 Run and menitor continuous intrusion detection software on both host
and network-trased svstems
3.3.7 Provide secure environment for on-site and off-site storage for backups
3.3.8 \irus detection and correction as required
332 Provide comaorate [T Security Manager to maonitor and enforce security
procedures and resolve exception repor issues
3.3.10 Provide logical security using Iockdown procedures post production
3.3.11 Agsign and manage accounts for Client users to access systems X
3.3.12 Desighate assigned security representative to ensure personnel have X
appropriate access and be responsible for review of access controls,
efc.
34 Othet Third-P arty Software
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3.4.1 Fravide adeguate licenses forthird party products used to augment X
Avatar functionality

Third-party products will be implemented in accordance with
obligations st forth in the contract and certified by Netsmart

Engineering
35 Miscellanecus Technologies Selaction, Deploym ent and
Management
.81 Provide, configure, host and manage other nor-Avatar resources X

deployed 1o augment Avatar functionality (excluding those which have
not bean idertified as Netsmart Avatar technology parners)

Resources excluded may consist of, but are notlimited to, blometric
authentication application and database servers, and medical encoding
application and database servers

352 Select peripheral technologies certified Dy Netsmart and consult with X X
Metsmart Technical Project Manager prior to final selection

Perpheral technalogies consist of PCs, thin client devices, hand-held
devices, prnters, document scanners, and barcode scanners

Metsmart is responsible for providing Client with a list of validated
devices, and Client is responsible for making their selection and
werifying with the TP that It is walid according ta the list provided

383 Procurement and deployment of peripheral techinoiagies in accordance X
with Netsmart- cerified configurations

304 Peripheral devices canfiguration, management and maintenance (Web X
browser configuration, connectivity, reiboofing, paper, taner, paper jam,
device offline, etc.)

3458 Client site perpheral management (adds, moves and changes-—-same X
changes may regulre NPDC assistance o implement)

3.5.6 Provide wirtlal access ta peripherals and interfaces as needed to X
support Client

D. Database Administration. MNetsmart will provide the shility to implement and maintain database access,
perfarmance and avallability in a consistent and efficient manner across all System environments. Clisnt will
maintain the contert and integrity of the database. Netsmart will:

+ Install and maintain Database Management System ("DBMS") software 35 defined in Tahle 4 below
Provide sppmprate datzhase manzagement methodologies, resources and tools to manage,
froubleshoot, back up and recover the database ervironments,

Monitor and report on database performance and capacity

Provide DBMS storage management

monitor and manage database security

Maintain offsite backup of the Systern and Cliert data (the offsite media backup will operate and
petfanm in a manner comparaile to NPDC with respect to both System and Client data)

*

* * ¥ &

In agdition, each party agrees to perfoim thelr respective database administration responsibilities, as set forth
in Table 4 below.
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No. Table 4: Netsmart | Client
Datahase Administration Responsibility Description NPDC

4.1 Software Installation and Upgrade

4.1.1 Installation, management, and upgrading of thind party database X
software necessary to support the Licensed Software.

4.1.2 Certification of application environiment after database or other X
uggrade

42 Perform ance Management and Monitoring

4.2.1 Monitor database alert togs X

422 Monitor database number of extents remaining X

423 Monitar database freespace X

424 Maonitor database freespace deficits X

425 Monitor database instance status X

4248 Monitor database lock conflicts X

427 Monitor space avallable In tablespace X

428 Monitor status of database listeners X

429 Reorg/defragment database objectstablespace X

4.2.10 Analysis and tuning of any custom scripts developed by Client or third- X
party

4.2.11 Monitor basic database performance characterstics such as 11O X

4.2.12 Monitor and manage file and tablespace X

4.3 Backup, Restore and Recovery

431 Perfarn system backups as spedified in standard backup procedure X

432 Media roiation X

433 Verify backup logs X

4354 Maintain and document backup reguirements X

4348 Coordinate offisite storage functions, inciuding logoing, tracking, X
labeling, ordering, receiving and sending storape media

436 Restare System data as required X

437 Define System-wide recovery and hackup requirements X

438 Schedule and test routine recovery procecures X

Agreement between Monterey County Health Departtment/
Behavioral Health Burean and Netsmart Technologies, Inc.
Tuly 1, 2016 to June 30, 2020

Page 48 of 68




439 Peirfarm the required frequency of replacement for all media in storage X
43.10 Backup of Client-based PCs and servers X
4311 Verification of restored environment X

E. Applications Management. Applications Management services are the services required to manage the
Licensed Software application level of the System . As part of the NPDC Services, Netsmart's primary function
with respect to Applications Management s in the areas of senice package management, application server
management, and monitoring and reporting on applicetion processes. Each party agrees to perfarm their
respective Applications Management responsibilities, as setforth in Table 5 below. Netsmartwill upgrade the
System as required to keep Client on a supportable release; but not more frequently than limit set foith inthe
scope of use tahie above. Specific service packages will be made available as reguired to address a medical
nieed, financial need or regulatory requirement. Client witl, at its own expense, support, manage and provide
training for all Licensed Software, Including without Himitation all maintenance and bulld activities related to
prduction financial and clinical applications and Ucensed Software upgrades.
"superusers” to provide Licensed Software management support.

Client agrees to use

No. Table5: . Netsmart | Client
Applications Management Responsibility Description NPDC
6.1 Service Package Manhagement
5.1.1 |.oad patches and Service Packages as required {0 meet contractual X
agreements
51.2 installation of New Releases on a periodic basis, subject o natice and X
approval by Client. (Frequency as set forth Inthe scope of use limit
section ahove)
51.3 Perfonn back-end special instructions for service package loads X
814 Perfom front-end special instructions for service package l0ads X
8148 Support applications testing by providing a cerification dormain to Client
as required to support contractual commitments
5186 Monitor Licensed Software nofifications for issues related to patient X
care, financial burden, or performance
817 Request patches & service packages as negded o keep the System at X
a suppostable level {as defined above)
518 Perfarm application special instructions for service package loads as X
needed
519 Perfoim sendce package certification guidelines as needed
5.1.10 | Test service packages /application enhancements, fixes and upgrades
and assure the integrity of the resutting data. Client is responsible for
final signof
' 8.1.11 | Perform and manape the process for local installatlons of the Licensed X
Software application on Client PCs :
5.2 Monitoring tasks
821 Monitor Application Servers for appropriate numberiups/downs
2.2 Manitor orphaned joumal transactions
5.2.3 Monitor Avatar System Access (095 and perfim maintenance X
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524 Verify client record status X
5.3 Autlit reports and logs
531 Review/monitor audi reports and logs
53.2 Perform Client audits/reporis/tools
54 User accounts
4.1 Establish ongoing sefp and maintenance of user aceounts for X
Licensed Software products
55 Maintenance Activities
.61 Cycle Application Servers as needed X
5562 Perform evert code/evert set changes as required
5518 Provide and maintaln application-specific securty such as task access,
positions, and role sefup
554 Train end users on application
555 Mairtain change management of all local installations of the Licensed
Software applications on Client PCs
56 Awatar Software Operations
5.6.1 Peifomm Dayiight Savings Time management activities
562 Notify Client help desk of issues found that affect service
5.6.3 Sef up and review purges and operations johs X
564 Runireview Licensed Softwate oparations X
56.5 Addfremaove operations jobs X
8.6.6 Monitor operations for successful completion X
5.6.7 Restart production jobs as required X

F. Interface Management.

Management responsibilities, as set farth in Table 6 below.

Interfaces include both medical device interfaces (MDIY) and foreign system
interfaces ("FSI" that reside on the System. Each parly agrees to perform their

respective Inierface

Mo. Tables: Netsimart Client
Interface Management Responsibility Dascription NPDC
6.1 Monitoring
6.1.1 Monitor Metsmart outbound interface gueue counts and over-threshold X
alarms
6.1.2 Monitor and cycle inbound interfaces as required to establish X
connections or start iransactions sending
6.1.3 Monitor Netsmart inbound cytle times over-threshold alams X
6.2 Management
5821 Notify Client help desk of issues found that affect service X
622 Motify Metsmart Hosting Suport when cycling interface/VPN's or of X
Known upsdowns
[ 6.2.3 Review system access logs X
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6.2.5 | Review error Iogs

5.2.6 Notify Netsimart's Hosting Support of issues found that affect service

G. Administration. Each party agrees to perform their respective administrations responstbilities, as set forth In

Tahie 7 telow.
1. Change Management. Metsmart and Client will follow a formal process for changes that could arfect

the hosted System. Netsmart will provide a cogy of the change management procedure to Client.
This process (1) ensures that changes accur ina cortralled envinment so that all parties understand
the potential impact of an Impending change, and (i) identifies potentially affected systems and
pracesses prior to Implementation of the change(s). Cliert must awthorize all changes that affect
praduction domains as specified inthe standard change management procedure.  Client agrees o
cooperate with Netsmart in connection with providing reasonable and appropriate maintenance
windows and patticipating In the testing as reasonably required.

2, Propler Managernent. Problem management is the idenfification, assessment of impact, reporting,
tracking, escalation, natification, and resolution of problems tat occur in the NPDC. Client s
respansible for malntaining a staffed help desk that will provide the first line of support for users and
data coordination calls. This line of suppark must be able to distinguish application issugs versus
connectivity or Infrastructure issues. In addifion, the use of "superusers” at Client site should be
maintained {0 address appication-specific issues.

3. Audit. Upon written noftice fram Client fo Netsmart's VP of Hosting/Systems Engineering, Netsmart
will pemit access to the NPDC and processing emvironment for Client's auditors and/or an
incfependent third party retained by Client. Client will pravide Netsmart's VP of Hoslinp/Systems
Engineenng an audit agenda two (2) weeks prior to audit date. Any such audit conducted by Client
auditors and/or an independent third party auditor retained by Client shall be limited to one (1) audit
per calendar year. Netsmart shall provide reascnable support and assistance during any such
audit(s) to inciude preparation, pre-audit events and 1 business day of physical NPDC access.
Metsmart will conduct a periodic independent audit {internal or third party) of the NPDC operating
environment in accordance with applicable standards. Quesions regarcing NP DC audits should be
directed to Netsmart's VP of Hosting/System s Engineering.

Ne. © TableT: | Netsmart | Client

Administration Responsibllity Description NPDC
T4 Change Management
7.1 Provide and maintain an automated change management system for X
the centralized reporting and tracking of chanpes made by Netsmart
persanngl

71.2 Provide a weekly Avatar patching maintenance window

7.1.3 Allow far 2 montihly global maintenance window
714 Motify Metsmart of planned outages on Client side
715 Designate at [east two individuals responsible for signing change foms

716 Notify Netsmart of changes to Cllent envisghment

7.1.7 Certify ALL changes prior to moving them to production

718 Test application enhancements, fixes, and upgrades and assure the
integrity of the resulting data

7.1.9 Provide sufficient advance notice (6 months) to Netsmart of matenial X
changes to Client growth (e.g., order volumes, Lsers)

R LR L]

7.2 Problein Management
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721 Pravide and maintain a method for proper escalation of problems within X
Metsmarl hosting rmanagern ent

722 Log all incigents and problems In accordance with documented X
processes.

723 Maintaln ownership of all proklems related to Netsmat services through X
closure or urtil agreement that the prablem is not within N etsmart's
SCope of responsibility

724 Provide appropriate contact numbers or other Infarmation necessary o X
communicate with key MPDC suppart staft

705 Perform post-mortem resiews on problems that affect senvice [Evel X

- standards, including root cause analysis [fpossible

726 Notity Netsmart's hosting suppart desk of issues found that affect X
senvice

7.2.7 Staff operations 24 x 7

728 Frovide on-call technical staff 24 x 7

7289 Ensure proper notification and escalation in accordance with standand
operating procedures

7.2.10 | Mairtain Client help desk to provide first line of support for Users

7.2.11 ldentify spglications issues versus connectivity issues

7.2.12 | Provide and maintain a method for proper escalation of problems within
Cllent's management

7.218 | Assign IT Coordinator for primary contact by MNetsmart techinalogy
group as per Metsinart standard escalztion procedures

13 Service Management

7.3.1 Pravide systemn availability reporting X

7.3.2 Create incident reports Tor outages X

733 Malrtain inventory of installed products X

7.3.4 Provide statistics and management reports to Client on a regular basis X
as detailed in the grocedures manual

735 Provide Client with detailed reporting and statistics an reported X
problems
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Addendum Schedule 2(b)
SERVICE LEVEL AGREEMENT
For
Hosting Account Services

1. Coverage Definitions

This Hosting Availability Service Level Agreement (SLA) applies to you (“County™) if you have contracted
for any of the following web-based services from Contractor: Avatar, TIER, Insight, or Cache hosting, e-mail
hosting, or web hosting,

This Section sets forth the System Availability commitments for Hosting Services. If monthly System
Availability (as defined below) falls below 99.0%, Contractor will provide a credit against the County’s next
monthly Hosting Fees to account for the downtime. The appropriate credit percentage (%) will be determined
based on the following table.

System Uptime % Credit %
>=98.0% and < 98.9% 5%
:97.0 to 97.9% 10%
95.0 t0 96.9% 15%
< 94.9 or below 25%

2. System Availability Calculation

a) Coniractor will calculate System Availability as set forth below for each month during the Term of this
Contractor Contract Addendum.

b} System Availability will be calculated as follows (and will be rounded to up to the next one tenth of a
percentage point):

System Availability = [ (Base Time — Unscheduled Downtime) / (Base Time) ] x 100

“Base Time” equals the product of the number of days in the applicable month times 24 hours times 60
minutes.

“Unscheduled Dowuntime™ equals the time (in minutes) during which the Production System is not
operational (excluding “Scheduled Downtime”) from Contractor’s Hosting facility internet connection
based on the measuring methodology documented below.

“Scheduled Downtime” equals the aggregate total of all minutes of planned and scheduled maintenance
performed during the month to perform any necessary hardware, operating system, network, database,
application software maintenance, repair, upgrades, and updates. Contractor will work with County to
determine and use commercially reasonable efforts to Schedule Downtime after regular business hours,
during times that minimize the disruption to operations. The amount of scheduled downtime may vary
from month to month depending on the level of change to the system such as the project implementation
phase, adding new products, upgrading products, etc.

¢) County is permitted to audit the Unscheduled Downtime based on the methodology established below.
Contractor agrees to cooperate with County in conmection with any audit of the Unscheduled Downtime.
This audit must take place within 30 days of the month end.
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d) Contractor recommends that County implement, on a timely basis, the Service Packages that will be
provided to County by Contractor on a periodic basis. Contractor will advise County on Service Packages
that may enhance performance and availability and will advise County of the advantages of implementing
the Service Packages as well as the implication of electing not to implement the Service Packages.
Contractor will perform the technical requirements needed for County to use the Service Packages that
County elects to implement, at no additional charge and as part of the Hosting Fees. County and
Contractor will work together to establish a mutually agreeable implementation schedule for the Service
Packages. Upon notice to County that the System’s performance and availability will be adversely
affected if County elects not to implement a Service Package, County will waive any credits set forth
above, until such time as County performs its obligations as necessary to implement the required Service
Packages.

e) County must allow Contractor to implement the latest Contractor supported layered software version (i.e.
08, DBMS, etc.) and patches within six (6) months of the general support announcement from Contractor.
Contractor will advise County regarding the layered software enhancements as well as the implications of
electing not to implement the layered software enhancements. Contractor will perform the technical
requirements needed for County to use the layered software enhancements that County elects to implement
as part of the Hosting Service fees. County and Contractor will work together to establish an
implementation schedule for the layered software enhancements. If Contractor provides notice to County
that the System’s performance and availability will be adversely affected if County elects not to implement
the layered software enhancements, County waives its right to any credits set forth above until County
implements the required layered software enhancements.

f) If County is operating beyond the Scope of Use limits, County waives its right to any credits set forth
above until County is in compliance with Scope of Use.

g} The System will be considered in a System Stabilization Period during the seventy-two (72) hour window
following the First Productive Use and following a Major System Change. During a System Stabilization
Period, changes to the System may be required to achieve optimal performance and Unscheduled
Downtime or Scheduled Downtime minutes do not apply.

3. Exceptions

County shall not receive any credits under this SLA in connection with any failure or deficiency of Hosting
Availability caused or associated with:

a. Circumstances beyond Contractor’s reasonable control, including, without limitation, acts of
any governmental body, war, insurrection, sabotage, armed conflict, embargo, fire, tlood,
strike or other labor disturbance, interruption of or delay in transportation, unavailability of or
interruption or delay in telecommunications or third party services, virus attacks or hackers,
failure of third party software (including, without limitation, web server software, FTP
Servers, or statistics) or inability to obtain supplies, or power used in or equipment needed for
provision of services;

b. Failure of access circuits to the Contractor Network, unless such failure is caused solely by
Contractor;
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c. Scheduled maintenance, scheduled backups, scheduled restores and emergency maintenance
and upgrades;

d. Issues with FTP, POP, or SMTP County access;

e. County's acts or omissions (or acts or omissions of others engaged or authorized by County),
including, without limitation, custom scripting or coding (e.g., CGI, Perl, Java, HTML, ASP,
etc.), any negligence, willful misconduct, or misuse of the Services;

f.  E-mail or webmail delivery and transmission;

g. Outages elsewhere on the Internet that hinder access to your account. Contractor is not
responsible for browser or DNS caching that may make your site appear inaccessible when
others can still access it. Contractor will guarantee only those areas considered under the
control of Contractor: Contractor server links to the Internet, Contractor’s routers, and
Contractor’s servers.

h. Use ofa VPN or similar connection which is not exclusively within Contractor’s control at
both ends of such connection, and where the problem occurs in the part of the VPN which is
not under Contractor’s control,

4, Scheduled Maintenance
Contractor reserves the right to establish a monthly maintenance window for the purpose of upgrading,
patching, modifying, and repairing portions or the entire ASP/Hosting environment. The monthly window
is generally scheduled on the 31 Sunday of the month, from 2:00AM — 5:30AM EST.

5. Credit Request and Payment Procedures
In order to receive a credit, County must submit a request for credit to Contractor Technologies, Inc.
Accounting at AR@ntst.com, within ten (10) business days after the incident supporting the request. Each
request must include County's account number (per Contractor’s invoice) and the dates and times of the
unavailability of the services. If the unavailability is confirmed by Contractor as an incident eligible for
credit, credits will be applied within two billing cycles after Contractor’s receipt of County's request.
Credits are not refundable and can be used only towards future billing charges.

Notwithstanding anything to the contrary herein, the total amount credited to County in a particular month
under this SLA cannot exceed the total hosting fee paid by County for the month in which Services were
impacted. Credits are exclusive of any applicable taxes charged to County or collected by Contractor and
are County's sole and exclusive remedy with respect to any failure or deficiency in level of services
described in this SLA if County applied for and received a credit. Nothing in this SL.A precludes County
from pursuing an alternate contract remedy for any future incident that may occur.
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Netsmart Subscription Products Addendum
1. Imtroduction. This Addendum is a supplement to the terms of the License and Services Agreement dated
July 1, 7 (“Effective Date”} by and between Netsmart Technologies, Inc. (“Contractor”), and the County
of Monterey, a political subdivision of the State of California, hereinafier referred to as (“County™), which
will be referred to in this Addendum as the “Agreement”. The terms and conditions of this Addendum
will apply to Subscription Products and Services identified in Section 2 by check mark. All references to
Schedules in this Addendum refer to the Schedules of this Addendum.

2. Subscription Products and Services Descriptions. Subscription Products and Services will include all
generic versions, corrections, enhancements and improvements developed by Contractor during the Term
of this Addendum:

= OrderConnect [l NotIncluded

The OrderConnect suite is an e-Prescribing and medication management product. The full version of this
product has the ability to exchange web-based pharmaceutical information, prescriptions, medication
orders, disease specific information, laboratory orders, and radiology/imaging and results with defined
allied healthcare partners.

X CareConnect [] Not Included

A software service that enables clinical data to be shared between providers and other entities such as
RHIOs Regional Health Information Organizations (“RHIOs”), Health Information Exchanges (“HIEs”™),
State agencies for public health organizations for immunizations, reportable labs and syndromic
surveillance data in support of national standards related to continuity of care, and Confractor County to
County referrals to support transifions of care with direct messaging capabilities.

IX| Care Guidance/Clinical Quality Metrics [ |Not Incladed

Contractor’s Clinical Decision Support and Quality Measures ensure County’s utilizing a Netsmart
CareRecord have the means necessary to meet all Meaningful Use stage 2 requirements for metric
reporting and care guidance functionality. The Care Guidance rules are based upon national quality
forums clinical quality measures, thus assuring clinician awareness and organizational improvement
towards meeting quality outcomes measures. As data is aggregated on the Clinical Quality Metrics
(“CQM™} Contractor will benchmark your organization’s performance on all required CQM.

X myHealthPointe Portal [l NotIncluded

A Consumer web portal that enables Care Providers to proactively involve Consumers in their care. Using
the portal, Consumers can schedule appointments, view current medications, and communicate with their
Care Providers,

] ProviderConnect Not Included

A software product that supports data exchange between the Contractor host system and outside
providers of care.
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3.

Supplemental Definitions

Any capitalized term not defined below but used in this Addendum will have the meaning given to that
term in the Agreement.

“Apent” means any person who is authorized under applicable law and regulations to transmit or relay
prescription authorization information between a Prescriber and a pharmacy. An Agent is typically a nurse
who is authorized by a physician to communicate with a pharmacy or laboratory on behalf of a Prescriber.

“Anniversary Date” means the annual calendar anniversary of the Effective Date.

“Care Provider” means an organization that provides medical or health services and any other person or
organization that furnishes, bills, or is paid for health care in the normal course of business including a
hospital, critical access hospital, skilled nursing facility, or comprehensive outpatient rehabilitation facility.

“Charges™ means the amounts to be paid by County for the right to use the Subscription Products and
Services and for hardware or other Third Party Products acquired by County under the terms of this
Addendum. The Charges and payment schedule are set forth in “Schedule A — Charges and Payment
Terms” of the Agreement and referenced again in Schedule 3(a) of this addendum.

“Consumer” means an individual who is receiving services from a Care Provider, and who has the right to
access specific portions of their electronic health record and the ability to exchange messages with their
Care Provider through a Subscription Services Product.

“Drug Information Data™ or “DID” means context-relevant drug database products licensed from one of the
following publishers: Cemer Multum, Inc. (“VantageRx"), First DataBank Evaluations of Drug Interactions
(“EDI”) or Thompson Reuters, Inc. (“UltiMedex”) that provides drug and allergy interaction and dosage
information (collectively, “DID Publishers™).

“Non-Prescribing User” means any person who is granted limited access to OrderConnect for the purpose
of editing information that is not required to be entered or modified by a Prescriber or Agent under
applicable law and regulations. A Non-Prescribing User typically generates reports without modification of
the information in the reports, and can update basic demographic information,

“Patient Data” or “Consumer Data” means names, addresses, social security numbers, medical records and
any other information concerning or relating to Consumers which is deemed to be protected health
information under the rules and regulations of the Health Insurance Portability

and Accountability Act of 1996 (“HIPAA™). Deidentified Data (as such term is defined by HIPAA) shalt
not be considered to be Patient Data,

“Prescriber” means any person who possesses a DEA number and who is authorized by law to write
prescriptions.

“Service Level Agreement” means the minimum performance criteria that Contractor will meet while
delivering the Subscription Service and the remedial action if performance falls below the target criteria as
provided in Schedule 3(b).

“User” means an individual or entity, other than a Consumer, that has been granted access with a user ID
and password to a Subscription Product or Service by the County.
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7.

License Terms and Conditions

The Subscription Products and Services are specifically included within the grant of license and term of
license as “Licensed Programs™ under the Agreement.

County grants to Contractor a non-exclusive, non-transferable license (the “Usage License™) to use all
Patient Data for the sole purpose of operating the Subscription Products and Services for the benefit of
County and its clients and for maintaining the Subscription Products and Services (for example, creating
backups of the Patient Data or moving it between servers) so long as Contractor has a bona fide need to do
so subject to and for the sole purpose required by this Addendum and the Agreement. The Usage License
does not confer on Contractor any right to share Patient Data with third parties other than Contractor
employees or consultants who are bound by agreements that contain confidentiality provisions equivalent
to those contained in the Agreement. The foregoing restriction on Contractor’s use of Patient Data does
not prohibit Contractor from making use of Deidentified Data as described and permitted under HIPAA,
but any use of Deidentified Data requires County’s prior written approval.

Term and Termination

Contractor will make the Subscription Products and Services available and Charges will apply in
accordance with Sections 6 and 15, and Schedule A of the Agreement.

In the event that County discontinues using the Subscription Products and Services for any reason, County
shall be entitled to the return of all data entered into the Subscription Product. In the event Contractor
ceases doing business, County shall also be entitled to the retum of all data entered into the Subscription
Product. In the event data is returned to County, it will be provided in comma delimited file format or
another format mutually agreed to by both parties.

Either party may terminate this Addendum in the event the other is in material breach of the terms of this
Addendum, or as permitted under the Agreement.

Charges and Payment Terms

County shall pay Contractor for the Subscription Products and Services as provided in Schedule A to this
Agreement.

County Obligations

In addition to the obligations under the Agreement County agrees;

A.
B.

o0

That it has no ownership rights in data or information in the DID services or content.

To restrict use of Drug Information Data to licensed healthcare professional directly connected with the
County, either as an employee or an authorized affiliate. Such use shall be made only under the
supervision of, and reliance upon, the clinical discretion and judgment of a licensed physician. As between
the County and the publisher of the Drug Information Data, County assumes full responsibility for
ensuring the appropriateness of using and relying upon the information supplied by the Drug Information
Data publisher, in view of all attendant circumstances, indications and contraindications. Except as
provided above, it will not otherwise make the DID content available to any person, or entity including the
government, whether affiliated or not, except as required by subpoena or other legal process and after
notice to the owner of the content.

To maintain accurate and up to date Patient Data in all systems covered by the Agreement.

To provide support to its Users and Consumers related to their use of the Subscription Products and
Services.

To notify Contractor in the event County becomes aware of or suspects misuse, unauthorized access, data
corruption or any other threat to the security of the Subscription Products system and related data or if
County receives a subpoena or other legal process requiring disclosure of Contractor confidential
information or DID content.
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F. For myHealthPointe Portal, to adhere to the terms and conditions or at a minimum, terms that are the same
as or equivalent to the terms stated in Schedule 3{c).

8. Contractor Obligations

In addition to the obligations of the Agreement, Contractor will be responsible for:

A. Establishing SSL connectivity between the Consumer’s computing device and the Care Provider’s
firewall;

B. Meeting the service levels as stated in Schedule 3(b);

C. Keeping Patient Data confidential in accordence with the terms of the Agreement.

9. Limitation on Cumulative Liability

EXCEPT FOR THE PARTIES’ RESPECTIVE EXPRESS INDEMNITY OBLIGATIONS IN THE
AGREEMENT (INCLUDING IN SECTION 9 (INDEMNIFICATION), IN SCHEDULE E AND
SCHEDULE F , THE CUMULATIVE LIABILITY OF CONTRACTOR TO COUNTY FOR ANY ACTUAL
OR ALLEGED DAMAGES ARISING OUT OF, BASED ON OR RELATING TO THE SUBSCRIPTION
PRODUCTS AND SERVICES COVERED BY THIS ADDENDUM, WHETHER BASED UPON BREACH
OF CONTRACT, TORT (INCLUDING NEGLIGENCE), WARRANTY OR ANY OTHER LEGAL
THEORY, WILL NOT EXCEED THE AMOUNT OF THE CHARGES PAID TO CONTRACTOR UNDER
SCHEDULE A FOR THE PRIOR TWELVE (12) MONTHS,

10, List of Schedules

Schedule 3(a) Charges and Payment Terms
Schedule 3(b)  Service Level Agreement
Schedule 3(c) Supplier pass-through terms for myHealthPointe Portal
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Addendnm Schedule 3(a)
Netsmart Subscription Charges and Payment Terms

All charges and Payment Terms are Governed under “Schedule A - Charges and Payment Terms”
of the Agreement.

*Each facility is allowed to fax 100 fax pages directly from the application per month for each prescriber license purchased.
Faxed pages in excess of that allowance in any calendar month will be billed at $0.20 per page for the balance of that month.

** No on-site travel is included for this product implementation.

MANDATORY DISCLAIMER ON DID PUBLICATIONS AND SERVICES: Information provided by the DID publishers
is believed to be accurate, up-to-date, and complete, but no guarantee is made by any of the DID publishers to that effect. In
addition, the drug information contained therein may be time sensitive. The DID publishers do not endorse drugs, diagnose
patients or recommend therapy. The DID services are informational resources designed to assist licensed healthcare
practitioners in caring for their patients and/or to serve end-users viewing this service as a supplement to, and not a
substitute for, the expertise, skill, knowledge and judgment of healthcare practitioners. Healthcare practitioners should use
their professional judgment in using the information provided. DID information is not a substitute for the care provided by
licensed healthcare practitioners. The absence of a warning for a given drug or drug combination in no way should be
construed to indicate that the drug or drug combination is safe, effective, or appropriate for any given patient. In connection
with the use of RED BOCK information in Drug Information Data, County acknowledges and agrees that THE PRICES
CONTAINED IN RED BOOK ARE BASED ON DATA REPORTED BY MANUFACTURERS. THE DID PUBLISHERS
HAVE NOT PREFORMED ANY INDEPENDENT ANALYSIS OF THE ACTUAL PRICES PAID BY WHOLESALERS
AND PROVIDERS IN THE MARKETPLACE. THUS, ACTUAL PRICES PAID BY WHOLESALERS AND
PROVIDERS MAY WELL VARY FROM THE PRICES CONTAINED IN THE DATABASE AND ALL PRICES ARE
SUBJECT TO CHANGE WITHOUT NOTICE.

*** Direct Messaging is subject to Contractor’s third party pass through provisions:

L SUBLICENSE. Inpriva, Inc. (Inpriva) hereby grants a limited nonexclusive and nontransferable sublicense for
certain Direct Messaging Services and other Health Information Network Services (together, the “HIN Services™), including
the right to store and use all information/data provided or obtained through use of the HIN Services (the “Inpriva
Information”™), through Netsmart {the “Sublicensor”) to the end-user Sublicensee (the “End-User” or “Customer™) for use
within the territorial boundaries of the United States and the United States territories of Puerto Rico, Guam and the Virgin
Islands (the “Permitted Territory™) subject to a written agreement between Sublicensor and County. County {Netsmart
County) acknowledges that Inpriva owns the HIN Services subject to the sublicense. County may not access or use the HIN
Services or store Inpriva Information from, or send the Inpriva Information to, any location outside of the Permitted
Territory without first obtaining Inpriva’s prior written approval and entering into such written agreements as Inpriva may
require.

1. PROTECTIONS AND NONDISCLOSURE. County agrees that it shall protect all Intellectual properties in the
HIN Services, including without limitation, patents, copyrights, and trade secrets. Further, County shall not reverse
engineer intellectual property associated with HIN Services. County may not allow a third party service provider (hereafter
“Service Provider™) to access or use the HIN Services or store or otherwise use Inpriva Information on its behalf without
first obtaining Inpriva’s written permission.

IIT. WARRANTIES AND INFRINGEMENT

(a) HIN Services. Contractor and Inpriva represent that HIN Services will substantially conform in all material respects
with the requirements of this Agreement and their Specifications. If a Problem or Defect occurs while County is receiving
Support Services, Contractor and/or Inpriva will correct the Problem or Defect in accordance with the Support Services
provisions set forth in Schedule C.

(b) Infringement. Contractor and Inpriva further represent and warrant that it has the right to grant the licenses granted
to County hereunder and in connection with HIN Services and that to the best of Contractor's knowledge the Portal does not
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infringe upon or violate the United States patent rights of any third party and do not infringe upon or violate the copyright,
or trade secret right of any third party.

{c) Viruses and Disabling Mechanisms. Contractor and Inpriva shall use commercially reasonable measures to screen
HIN Services to avoid introducing any virus or other destructive programming that are designed (1) to permit unauthorized
access or use by third parties to the software installed on County’s systems, or (ii} to disable or damage County’s systems.
Contractor and Inpriva shall not insert into HIN Services any code or other device that would have the effect of disabling or
otherwise shutting down all or any portion of HIN Services. Contractor and Inpriva shall not invoke such code or other
device at any time, including upon expiration or termination of this Agreement for any reason.

" (dy WARRANTY DISCLAIMER. EXCEPT AS EXPRESSLY PROVIDED IN THE AGREEMENT TO WHICH THIS
SCHEDULE IS ATTACHED AND IN THIS SECTION, ANY USE BY SUBCOUNTY OF THE HIN SERVICES IS AT
SUBCOUNTY'S OWN RISK. THE HIN SERVICES ARE PROVIDED FOR USE "AS IS" WITHOUT WARRANTY OF
ANY KIND. TO THE MAXIMUM EXTENT PERMITTED BY LAW, INPRIVA AND ITS SUPPLIERS DISCLAIM
ALL WARRANTIES OF ANY KIND, EXPRESS, STATUTORY OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE.

Iv. LIMITATION OF LIABILITY. NO LIABILITY FOR DAMAGES. EXCEPT FOR BREACH OF SECTION 16
(COUNTY CONFIDENTIALITY), SCHEDULE E (CONFIDENTIALITY OF PATIENT INFORMATION), AND
SCHEDULE F (BUSINESS ASSOCIATE AGREEMENT), INSURED CLAIMS, AND THE PARTIES’ RESPECTIVE
EXPRESS INDEMNITY OBLIGATIONS IN THIS AGREEMENT (INCLUDING IN SECTION 9
(INDEMNIFICATION)), IN NO EVENT SHALL INPRIVA OR ITS SUPPLIERS HAVE ANY LIABILITY FOR ANY
INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES IN ANY WAY ARISING OUT OF THE
USE OR INABILITY TO USE ANY PRODUCT AND HOWEVER CAUSED AND UNDER ANY THEORY OF
LIABILITY, INCLUDING BUT NOT LIMITED TC LOSS OF PROFITS OR LOSS OF DATA, EVEN IF SUCH PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL INPRIVA'S
CUMULATIVE LIABILITY ARISING OUT OF THIS SUBLICENSE EXCEED THE AMOUNTS ACTUALLY PAID
BY SUBCOUNTY TO SUBLICENSOR OR INPRIVA FOR THE HIN SERVICES PURSUANT TO THIS SUBLICENSE.

V. RESPONSIBILITIES OF END-USER. 1. This Section applies to any means through which an End-User orders
or accesses the HIN Services including, without limitation, system-to-system, personal computer or the Internet. 2. For the
purposes of this Section, the term “Authorized User” means a Customer employee that Customer has authorized to order or
access the HIN Services and who is trained on Customer’s obligations under this End-User License Agreement with respect
to the ordering and use of the HIN Services and Inpriva Information. 3. Each Direct Address has a healthcare or healtheare-
associated organization, person or device bound fo it as reflected in an associated Direct Digital Certificate. This License,
which grants access to the HIN Services is expressly conditioned upon compliance by the End-User with the terms and
conditions of the Direct Digital Certificates, including those related to management of the HIN Services. 4. Customer shall
ensure that only Authorized Users can order or have access to the HIN Services. 5. Customer shall take all necessary
measures to prevent unauthorized ordering of or access to the HIN Services by any person other than an Authorized User for
permissible purposes, including, without limitation, limiting the knowledge of the Customer security codes, member
numbers, User IDs, and any passwords Customer may use (collectively, “Security Information™), to those individuals with 2
need to know. 6. Customer shall monitor compliance with the obligations of this Section, and immediately notify Inpriva
if Customer suspects or knows of any unauthorized access or attempt to access the HIN Services. 7. If; subject to Section
1L, Customer uses a Service Provider to establish access to the HIN Services, Customer shall be responsible for the Service
Provider’s use of Security Information, and ensure the Service Provider safeguards such Security Information through the
use of security requirements that are no less stringent than those applicable to Customer under this Section. 8. Customer
shall use commercially reasonable efforis to assure data security when disposing of any individually identified personal
information obtained from Inpriva. Such efforts must include the use of those procedures issued by the federal regulatory
agency charged with oversight of Customer’s activities (e.g. the Office of Civit Rights) applicable to the handling of such
information or records. 9. Customer shall use commercially reasonable efforts to secure Inpriva Information when stored
on servers. 10. Customer is responsible for ensuring that Users are properly qualified to use the HIN Services and use them
for appropriate purposes. It is the Customer’s responsibility to review the access auditing reports for individual Users if that
is deemed by Customer to be important for their HIPAA compliance. 11, Customer is responsible for establishing a trust
policy to be used by the HIN Services to determine which recipients Users can send messages to and which senders the User
can receive messages from. Customer is responsible for the completion of registration forms and agreements required for
enrollment to use the HIN Services, including those establishing the identify of the Customer and the Customer’s
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Representative. 12. Customer agrees to accurately complete its registration information in the as part of the registration
process and maintain the accuracy of the information in an “Identity Registry” provided by Inpriva. Customer agrees to have
this registration information checked for consistency with other information sources by the Inpriva and understand that
inconsistencies may result in termination of HIN Services unless and until cotrected by the Customer. Customer agrees to
require that its Users maintain the accuracy of the information contained in the Identity Registry. 13. Customer
acknowledges that information provided by the Customer and its Users may be included in Provider/Direct directories
accessible to other organizations or persons having Direct addresses, unless the Customer notifies Inpriva otherwise. 14.
Customer agrees to comply fully with all requirements (including but not limited to requirements regarding individuals
receiving access to the HIN Services, and requirements regarding identity proofing of those individuals) that are set forth on
these web pages relating to registration, enrollment and management of the HIN Services and for the HIN Services
generally. The Participant further understands that such requirements may be updated by Inpriva from time to time in its
sole discretion, and that it is the responsibility of the Customer to review the requirements on an ongoing basis and to ensure
the Customer’s continued compliance with those requirements. 15. If Inpriva reasonably believes that Customer has
violated this Section, Inpriva may, in addition to any other remedy authorized by this End-User Agreement, with reasonable
advance written notice to Customer and at Inpriva’s sole expense, conduct, or have a third party conduct on its behalf, an
audit of Customer's network security systems, facilities, practices and procedures to the extent Inpriva reasonably deems
necessary, including an on-site inspection, to evaluate Customer's compliance with the data security requirements of this
Section.
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Schedule 3(b)

Service Level Agreement

1. Coverage and Definitions

This Service Level Agreement (SLA) applies to you (“County”) if you have contracted for any of the
Subseription Products and Services identified in Section II of this Addendum.

This Section sets forth the System Availability commitments for this Addendum. If monthly System
Availability (as defined below) falls below 99.0%, Contractor will provide a credit against the County’s next
monthly Fees (under this Addendum) to account for the downtime. The appropriate credit percentage (%) will
be determined based on the following table.

System Uptime % Credit %
>=98,0% and < 99,0% 5%

97.0 t0 97.9% 10%
95.0 t0 96.9% 15%

< 949 or below 25%

2. System Availability Calculation

h) Contractor will calculate System Availability as set forth below for each month during the Term of this
Contractor Agreement.

i) System Availability will be calculated as follows (and will be rounded to up to the next one tenth of a
percentage point):
System Availability = | (Base Time — Unscheduled Downtime) / (Base Time) | x 100

“Base Time” equals the product of the number of days in the applicable month times 24 hours times 60
minutes. '

“Unscheduled Downtime” equals the time (in minutes) during which the Production System is not operational
{excluding “Scheduled Downtime™) from Contractor’s Hosting facility internet connection based on the
measuring methodology documented below.

“Scheduled Downtime” equals the aggregate total of all minutes of planned and scheduled maintenance
performed during the month to perform any necessary hardware, operating system, network, database,
application software maintenance, repair, upgrades, and updates. Contractor will work with County to
determine and use commercially reasonable efforts to Schedule Downtime after regular business hours, during
times that minimize the disruption to operations. The amount of scheduled downtime may vary from month to
month depending on the level of change to the system such as the project implementation phase, adding new
products, upgrading products, etc.

i) County is permitted to audit the Unscheduled Downtime based on the methodology established below.
Contractor agrees to cooperate with County in connection with any audit of the Unscheduled Downtime.
This audit must take place within 30 days of the month end.

k) Contractor recommends that County implement, on a timely basis, the Service Packages that will be
provided to County by Coniractor on a periodic basis. Contractor will advise County on Service Packages
that may enhance performance and availability and will advise County of the advantages of implementing
the Service Packages as well as the implication of electing not to implement the Service Packages.
Contractor will perform the technical requirements needed for County to use the Service Packages that
County elects to implement, at no additional charge and as part of the fees under this Addendum. County
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and Contractor will work together to establish a mutually agreeable implementation schedule for the
Service Packages. Upon notice to County that the System’s performance and availability will be adversely
affected if County elects not to implement a Service Package, County will waive any credits set forth
above, until such time as County performs its obligations as necessary to implement the required Service
Packages.

County must allow Contractor to implement the latest Contractor supported layered software version (i.e.
0OS, DBMS, etc.) and patches within six (6) months of the general support announcement from Contractor.
Contractor will advise County regarding the layered software enthancements as well as the implications of
electing not to implement the layered software enhancements. Contractor will perform the technical
requirements needed for County to use the layered software enhancements that County elects to implement
as part of the fees under this Addendum. County and Contractor will work together to establish an
implementation schedule for the layered software enhancements. If Contractor provides notice to County
that the System’s performance and availability will be adversely affected if County elects not to implement
the layered software enhancements, County waives its right to any credits set forth above until County
implements the required layered software enhancements.

If County is operating beyond the Scope of Use limits, County waives its right to any credits set forth
above until County is in compliance with Scope of Use.

The System will be considered in a System Stabilization Period during the seventy-two (72) hour window
following the First Productive Use and following a Major System Change. During a System Stabilization
Period, changes to the System may be required to achieve optimal performance and Unscheduled
Downtime or Scheduled Downtime minutes do not apply.

Exceptions

County shall not receive any credits under this SLA in connection with any failure or deficiency of
Hosting Availability caused or associated with:

SRt

B

Circumstances beyond Contractor’s reasonable control, including, without limitation, acts of any
governmental body, war, insurrection, sabotage, armed conflict, embargo, fire, flood, strike or other labor
disturbance, interruption of or delay in transportation, unavailability of or interruption or delay in
telecommunications or third party services, virus attacks or hackers, failure of third party software
{including, without limitation, web server software, FTP Servers, or statistics) or inability to obtain
supplies, or power used in or equipment needed for provision of services;

Failure of access circuits to the Contractor Network, unless such failure is caused solely by Contractor;
Scheduled maintenance, scheduled backups, scheduled restores and emergency maintenance and upgrades;
Issues with FTP, POP, or SMTP County access;

. County's acts or omissions (or acts or omissions of others engaged or authorized by County), including,

without limitation, custom scripting or coding (e.g., CGI, Perl, Java, HTML, ASP, eic), any negligence,
willful misconduct, or misuse of the Services;

E-mail or webmail delivery and transmission;

Quiages elsewhere on the Internet that hinder access to your account, Contractor is not responsible for
browser or DNS caching that may make your site appear inaccessible when others can still access it.
Contractor will guarantee only those areas considered under the control of Contractor: Contractor server
links to the Internet, Contractor’s routers, and Contractor’s servers.

Use of a VPN or similar connection which is not exclusively within Contractor’s control at both ends of
such connection, and where the problem occurs in the part of the VPN which is not under Contractor’s
control.

Scheduled Maintenance
Contractor reserves the right to establish a monthly maintenance window for the purpose of
upgrading, patching, modifying, and repairing portions or the entire ASP/Hosting
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environment. The monthly window is generally scheduled on the 3™ Sunday of the month,
from 2:00AM — 5:00AM EST.

5. Credit Request and Payment Procedures

In order to receive a credit, County must submit a request for credit to Contractor Accounting at:
AR(@ntst.com, within ten (10) business days after the incident supporting the request. Each request must
include County’s account number (per Contractor’s invoice) and the dates and times of the unavailability of the
services. If the unavailability is confirmed by Contractor as an incident eligible for credit, credits will be
applied within two billing cycles afier Contractor’s receipt of County's request. Credits are not refundable and
can be used only towards future billing charges.

Notwithstanding anything to the contrary herein, the total amount credited to County in a particular month
under this SLA cannot exceed the total hosting fee paid by County for the month in which Services were
impacted. Credits are exclusive of any applicable taxes charged to County or collected by Contractor and are
County's sole and exclusive remedy with respect to any failure or deficiency in level of services described in
this SLA if County applied for and received a credit. Nothing in this SLA precludes County from pursuing an
alternate contract remedy for any future incident that may occur.
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Schedule 3(c)
myHealthPointe Portal Supplier Terms and Conditions

This Schedule states the terms and conditions of the Supplier (the “Terms”) that shall further govern the access
and use of the myHealthPointe Portal (“Portal”) made available by Netsmart Technologies Inc. Capitalized
terms not otherwise defined in this Schedule shall have the same meaning as in the Agreement (as defined
below).

ARTICLE 1 - DEFINITIONS

“Documentation” means those materials provided to County that describe the function and use of the Portal,
including without limitation the online user guide for the Portal, as updated from time to time.

“InteliChart” or “Supplier” means InteliChart, LL.C, a North Carolina limited liability company.

“Agreement” means the Agreement between Contractor and County, including all schedules, exhibits, and
addenda thereto, pursuant to which County is purchasing subscriptions to access and use the Portal and to
which this Schedule 3(c) is attached.

“Order Form” means a Contractor order form submitted by County in order to (i) purchase additional User
subscriptions to the Portal, and/or (iii) purchase Services from Contractor. Each Order Form shall be in a form
acceptable to Contractor and shall not be deemed effective unless accepted in writing by Contractor in its sole
discretion. The terms of each such Order Form are hereby incorporated by reference.

ARTICLE II - SUBSCRIPTION AND SERVICES

(a) Subscription Purchases. During the Initial Term of the Agreement Contractor shall make the Portal
available to the County pursuant to, and in accordance with, the Terms, the Agreement and each of the
applicable exhibits, schedule(s) and/or Order Forms thereto. County agrees that its subscriptions hereunder are
neither contingent on the delivery of any fiture functionality or features in the Portal nor dependent on any
oral or written public comments made by Contractor regarding future functionality or features in the Portal.
For avoidance of doubt, County acknowledges and agrees that its right to access and use the Portal is
subscription-based and is not being provided pursuant any perpetual license grant included within the
Agreement; provided, however, that the restrictions and limitations imposed on the Licensed Programs
included in the Agreement shall apply to your access and use of the Portal.

b) User Subscriptions. Unless otherwise specified in an applicable Order Form, (i) the Portal shall be
purchased as User subscriptions and may be accessed by no more than the number of Users purchased by
County from Contractor, (ii) additional User subscriptions for the Portal may be purchased during the term of
the Agreement by submitting an Order Form, and (iii} the additional User subscriptions for the Portal shall
terminate on the same dates as the then-existing subscriptions for the Portal. User subscriptions are for
designated Users and cannot be shared or used by more than one User but may be reassigned to new Users
replacing former Users who no longer require ongoing use of the Portal,

() Reservation of Rights. Subject to the limited rights expressly granted hereunder, Contractor reserve
all rights, title and interest in and to the Portal, including all related intellectual property rights. No rights are
granted to County hereunder other than as expressly set forth herein.

Agreement between Monterey County Health Department/
Behavioral Health Bureau and Netsmart Technologies, Inc.
Tuly 1, 2016 to June 30, 2020 Page 66 of 68



{d) County Responsibilities. County shall (i) be responsible for its User’s compliance with the
Agreement, (ii} be solely responsible for the accuracy, quality, integrity and legality of the Patient Data and of
the means by which County acquired the Patient Data, (iii) use commercially reasonable efforts to prevent
unauthorized access to or use of the Portal, and notify Contractor promptly of any such unauthorized access or
use, (iv) use the Portal only in accordance with the Documentation and all applicable federal and state laws and
regulations, (v) not make the Portal available to anyone other than its Users, its administrative personnel and
County’s patients, provided that in each such instance that County shall ensure that such individual (A) shalt
use the Portal only in accordance with the Documentation and all applicable federal and state laws and
regulations and (B) shall not access and/or use the Portal in order to build a competitive product or service,
copy any features, functions or graphics of the Portal, or monitor the availability and/or functionality of the
Portal for any benchmarking or competitive purposes, (vi) not sell, resell, rent or lease the Portal, {vii) not
modify, alter, revise, decompile, disassemble, reverse engineer, create derivative works or attempt to derive the
source code of the Portal, (viii) not use the Portal to store or transmit infringing, libelous, or otherwise
untawful or tortious material, or to store or transmit material in violation of third-party privacy rights, {ix) not
store or transmit any material containing software viruses, worms, time bombs, Trojan horses or other harmful
or malicious code, files, scripts, agents or programs, (x) not interfere with or disrupt the integrity or
performance of the Portal, (xi) not attempt to gain unauthorized access to the Portal or their related systems or
networks, or (xii) not access the Portal in order to build a competitive product or service, copy any features,
functions or graphics of the Portal or monitor the availability and/or functionality of the Portal for any
benchmarking or competitive purposes.

Article III - WARRANTIES AND INDEMNIFICATION

(a) The Portal. Contractor represents that the Portal will substantially conform in all material respects
with the requirements of this Agreement and their Specifications. If a Problem or Defect occurs while
County is receiving Support Services, Contractor will correct the Problem or Defect in accordance
with the Support Services provisions set forth in Schedule C.

(b) Infringement. Contractor further represents and warrants that it has the right to grant the licenses
granted to County hereunder and in connection with the Portal and that to the best of Contractor's
knowledge the Portal does not infringe upon or violate the United States patent rights of any third
party and do not infringe upon or violate the copyright, or trade secret right of any third party.

(¢) Viruses and Disabling Mechanisms. Contractor shall use commercially reasonable measures to screen
the Portal to avoid introducing any virus or other destructive programming that are designed (1) to
permit unauthorized access or use by third parties to the software installed on County’s systems, or (ii)
to disable or damage County’s systems. Contractor shall not insert into the Portal any code or other
device that would have the effect of disabling or otherwise shutting down all or any portion of the
Portal. Contractor shall not invoke such code or other device at any time, including upon expiration or
termination of this Agreement for any reason.

{d) Disclaimer. EXCEPT AS EXPRESSLY PROVIDED IN THE AGREEMENT AND IN THIS
SECTION, NEITHER PARTY MAKES ANY WARRANTIES OF ANY KIND, WHETHER
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND EACH PARTY SPECIFICALLY
DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW.Contracior Breach. County acknowledges and
agrees that should Contractor discontinue its provision of services under this Schedule of the
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Agreement, or materially breach its reseller agreement with InteliChart, then County, in its discretion,
may negotiate directly with InteliChart to obtain subscriptions/licenses and/or services previously
provided by or through Contractor.

(&) Indemnity by Contractor Intellectual Property Infringement. In the event of any claim by a third party
against County (the “Claim™), alleging that the use of the Portal infringes upon any intellectual
property rights of such third party, County will promptly notify Contractor and Contractor will defend
County and its officers, agents, and employees against such Claim in County's name but at
Contractor's expense, and will indemnify and hold harmless County against any liability paid by
County, including but not limited to attorneys' fees and disbursements, arising out of such Claim. In
the event such an infringement is found and Contractor cannot either procure the right to continued
use of the Portal, or, within forty-five (45) days of notice of the Claim (unless such period is extended
by County), replace or modify the Portal with a non-infringing program of comparable quality and
functionality, then Contractor shall discontinue its provision of services and refund to County all fees,
including subscriptions or licenses and professional service fees, paid by County, reduced by 1/36th or
each full month from the date of first use of the Portal, until the date of termination,

() LIMITATION OF LIABILITY, COUNTY ACKNOWLEDGES AND AGREES EXCEPT FOR
BREACH OF SECTION 16 (COUNTY CONFIDENTIALITY), SCHEDULE E
(CONFIDENTIALITY OF PATIENT INFORMATION), AND SCHEDULE F (BUSINESS
ASSOCIATE AGREEMENT), INSURED CLAIMS, AND THE PARTIES’ RESPECTIVE
EXPRESS INDEMNITY OBLIGATIONS IN THIS AGREEMENT (INCLUDING IN SECTION ¢
(INDEMNIFICATION)), THAT IN NO EVENT SHALL INTELICHART HAVE ANY LIABILITY
TO COUNTY, WHETHER BASED ON CONTRACT, TORT, NEGLIGENCE, STRICT
LIABILITY, PRODUCTS LIABILITY OR OTHERWISE. COUNTY AGREES THAT THE
PORTAL IS A DOCUMENTATION TOOL ONLY, AND THAT THE PORTAL IS NOT
INTENDED TO PROVIDE DIAGNOSES, PRACTICE GUIDELINES, ADVICE, GR PROTOCOLS
FOR DELIVERING MEDICAL CARE. COUNTY FURTHER AGREES THAT NOTHING IN THE
PORTAL OR ANYTHING ELSE PROVIDED PURSUANT TO THE AGREEMENT
CONSTITUTES OR IS INTENDED TO BE MEDICAL ADVICE OR A SUBSTITUTE FOR
MEDICAL KNOWLEDGE OR JUDGMENT. COUNTY FURTHER AGREES IT SHALL BE
SOLELY RESPONSIBLE TO ENSURE THAT THE DOCUMENTATION OF MEDICAL CARE
PROVIDED BY IT, ITS AFFILIATES OR THEIR RESPECTIVE EMPLOYEES, AGENTS, THIRD
PARTY CONTRACTORS, AND SUPPLIERS IS ACCURATE AND THAT ALL BILLING
INFORMATION DELIVERED BY COUNTY TO ANY INSURANCE COMPANY,
GOVERNMENTAL AGENCY, OR OTHER PAYOR SHALL BE ACCURATE AND COMPLETE.
NEITHER NETSMART NOR ITS VENDORS SHALL HAVE ANY RESPONSIBILITY AS A
RESULT OF THE AGREEMENT FOR DECISIONS MADE OR ACTIONS TAKEN OR NOT
TAKEN IN RENDERING MEDICAL CARE OR FOR INFORMATION PROVIDED TO ANY
INSURANCE COMPANY, GOVERNMENTAL AGENCY, OR OTHER PAYOR.

ARTICLE 1V - MISCELLANEOUS

{a) Assignment. County shall have no right to transfer, assign or sublicense any of its rights, interests or
obligations with respect to the Portal to any third party and any attempt to do so shall be null and void.

(b) Except as expressly set forth in this Schedule, the relationship between Contractor and County will be
governed by the provisions of the Agreement.
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