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The purpose of this letter is to notify you of a recent security incident involving a 
Department of Water Resources (DWR) employee's account. You are receiving this 
notification because the employee worked in the department's Division of Safety of 
Dams. The employee's email account was compromised and unencrypted information 
and data was taken outside of DWR's secure network. The incident was discovered on 
February 5, 2017. 

The Department promptly followed State protocols and notified the California Highway 
Patrol's Computer Crimes Unit and the Office of Emergency Services' California Cyber 
Security Integration Center .. 

DWR tak�s the security of our information and facilities very seriously. DWR is 
reviewing the information that may have been released without authorization and will 
alert those parties who may be impacted. 

DWR regrets that this incident occurred and assures you that we are all taking all 
necessary actions to minimize the risk of future recurrence. 

If needed, DWR will follow up with affected parties during the investigation process. If 
you have questions related to this notification please email them to 
DWR_External_Notification@water.ca.gov 
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Christy A Jones, P.E. 
Deputy Director 
Security and Emergency Management Program 
Department of Water Resources 




















