This Agreement is made by and between the County of Monterey, a political subdivision of the
State of California (hereinafter “County™) and:
National Council on Crime & Delinquency (NCCD) ,

(hereinafter “CONTRACTOR?™).

4.0__SCOPE OF SERVICESAND ADDITION

_PROVISIONS,

4.01  The following attached exhibits are incorpor.

this Agreement:

Exhibit A
Exhibit B
Exhibit C
Exhibit

Revised 09/28/13

Scope of Services/Payment Provisions

ated herein by reference and constitute a part of

Confidentiality and Data Security Procedures

HIPAA Certification
Lobbying Certification
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3.0 PERFORMANCE STANDARDS.

5.0  CONTRACTOR warrants that CONTRACTOR and CONTRACTOR s agents, employees,
and subcontractors performing services under this Agreement are specially trained,
experienced, competent, and appropriately licensed to perform the work and deliver the
services required under this Agreement and are not employees of the County, or immediate
family of an employee of the County,

5.02 CONTRACTOR, its agents, employees, and subcontractors shall perform all work in a safe
and skillful manner and.in: gompliatice with all-applicable laws and regulations. All work
petformed under. this'Agresment:thatis required by law fo be performed or supervised by
licensed personnel shall'be petfory ' ig

npletioniof services, but
Tivoice ‘ljiall set forth

70 TERMINATION,

7.01  During the term of this Agreement, zth; mypr%égﬁ%@%@rg Agreement for any
' reason by giving written notice of termination to the GENGRAGERR at least thirty (30)
COUNTY days prior to the effective date of termination, Such notice shall set forth the effective date
of termination. In the event of such termination, the amount payable under this Agreement

Ne shall be reduced in proportion to the setvices provided prior to the date of termination,

7.02  The County may cancel and terminate this Agreement for good cause effective immediately
upon  written notice to CONTRACTOR. “Good cause” inctudes the failure of
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CONTRACTOR to perform the required services at the time and in the manner provided
under this Agreement., If County terminates this Agreement for good cause, the County
may be relieved of the payment of any consideration to CONTRACTOR, and the County
may proceed with the work il any manner, which County deems proper. The cost to the
County shall be deducted from any sum due the CONTRACTOR under this Agreement.

7.03  The County’s payments to CONTRACTOR undet this Agreement are funded by local, state
and federal governments. If funds from local, state and federal sources are not obtained and
continued at & level sufﬂclent fo allow fcn the County s purchase of the indicated quantity
of semces, then the Co § i ice of thIS fact to CONTRACTOR and

ction 9.11

cts/Purchasing
a “Notioe to

1nsu1ance shall neither

9.02

All coverage’s, except surety, shétl bo'issued by companies which hold a current policy
holder’s alphabetic and financial size category rating of not less than A- VII, according to
the current Best’s Key Rating Guide or a company of equal finaneial stability that is
approved by the County’s Purchasing Manager,

9.03  Insurance Coverage Requirements; Without limiting CONTRACTOR’s duty to indemnify,
CONTRACTOR shall maintain in effect throughout the term of this Agreement a policy or
policies of insurance with the following minimum limits of liability;
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Commercial General Liability Insurance, including but not limited to premises and
operations, including coverage for Bodily Injury and Property Damage, Personal Injuty,
Contractual Liability, Broad form Property Damage, Independent Contractors, Produets and
Completed Operations, with a combined single limit for Bodily Injury and Property
Damage of not less than $1,000,000 per occurrence.
(Note: any proposed modifications to these general liability insurance requirements shall
be attached as an Exhibit hereto, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject fo County
approval,}

Business Automobile’L
leased, non-owiied, and:

professional

¢ basis, the
cment, obtain

. Any such tail

qpplicable shaﬂ
approval.)

9.04  Other Requirements;

All insurance required by this Agreement shall be with a company acceptable to the County
and issued and executed by an admitted insurer authorized to transact Insurance business in
the State of California. Unless otherwise specifisd by this Agreement, all such insurance
shall be written on an ocewrrence basis, or, if the policy is not written on an occurrence
basis, such policy with the coverage required herein shall continue in effect for a peried of
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three years following the date CONTRACTOR completes its performance of services under
this Agreement.

Each liability policy shall provide that the County shall be given notice in writing at least
thirty days in advance of any endorsed reduction in coverage or limit, cancellation, or
intended non-renewal thereof. Each policy shall provide coverage for Contractor and
additional insureds with respect to claims arising from each subcontractor, if any,
performing work under this Agreetnent, or be accompanied by a certificate of insurance
from each subcontractor showing each subcontractor has 1dentwa1 insurance coverago to the
abovc requirements

1 foroe the
emand by
County’s

térim, Failure by
ent, which entitles

0.0 RECORDS AND € NFIDE

10.01 Confidentiality. CONTRACTOR and its officers, employees, agents, and subcontractors
shall comply with eny and all federal, state, and local laws, which provide for the
confidentiality of records and other information. CONTRACTOR shall not disclose any
confidential records or other confidential information received from the County or prepared
in connection with the performance of this Agreement, unless County specifically permits
CONTRACTOR to disclose such records or information. CONTRACTOR shall promptly
transmit to County any and all requests for disclosure of any such confidential records or
information, CONTRACTOR shall not use any confidential information gained by
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CONTRACTOR in the performance of this Agreement except for the sole putpose of
carrying out CONTRACTOR’s obligations under this Agreement,

10,02 County Records.  When this Agreement expires or terminates, CONTRACTOR shall :
return to County any County records which CONTRACTOR used or received from County |
to perform services under this Agreement. ;

10.03 Maintenance of Records. ~ CONTRACTOR shall prepare, maintain, and preserve all :
reports and records that may be requned by federal, state, and County rules and regulations |
related to services perform rifelc steement. CONTRACTOR shall maintain such

ion, or other action relating to
“then CONTRACTOR. shall

ictors, shall
, color, sex,

nent and all petsons
NTRACTOR and 'my

services prlman]y or ex¢ y B g pbpulatlon a8 may be de%gnatcd in th1s
Agreement shall not be deemed 1o be p1 ohibited dlscummauon

12.0 COMPLIANCE WITTL TERMS OF STATE OR FEDERAL GRANTS.

12.01 If this Agreement has been or will be funded with monies received by the County pursuant
to a contract with the state or federal government in which the County is the graniee,
CONTRACTOR will comply with all the provisions of said contract, to the extent
applicable to CONTRACTOR as a subgrantee under said contract, and said provisions shali
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be deemed a partlof this Agreement, as though fully set forth herein. Upon request, County
will deliver a copy of said contract to CONTRACTOR, at no cost to CONTRACTOR.

13,0 _INDEPENDENT CONTRACTOR.

13.01 In the performance of work, duties, and obligations under this Agreement, CONTRACTOR
is at all times acting and performing as an independent contractor and not as an employee of
the County. No offer or obliga‘cion of permanent employment with the County or particular
County department or agency is intended in any manner, and CONTRACTOR. shall not
become enmled by v1rtue offhis:A A0 receive from County any form of employee
cation, retirement benefits, workers’
SONTRACTOR shall be solely
,QIudmg federal and state
rperformance of this
demnify, and hold
tur because of

15.0 MISCEL

15.01 Conflict of Interest;
not to acquire any interest:du i
indirectly conflict in any mamner or o any ‘degree with tho Full and comp]ete petformance
of the services required to be rendered under this Agreement.

15.02 Amendment. This Agreement may be amended or modified only by an instrument in
writing signed by the County and the CONTRACTOR,
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15.03

15.04

15.14

Waiver. Any waiver of any terms and conditions of this Agreement must be in writing and
signed by the County and the CONTRACTOR. A waiver of any of the terms and conditions
of this Agreement shall not be construed as a waiver of any other terms or conditions in this

Agreement.

Contractor, The term “CONTRACTOR” as wused in this Agreement includes
CONTRACTOR’s officers, agents, and employees acting on CONTRACTOR’s behalf in
the performance of this Agreement

Disputes. CONTRACTOR shall continue fo rnvander this Agreement during any
dispute. : g : :

similar servic¢

Construction of Agreem' ONTRACTOR agree that each party has
fully participated in the review ‘and revision of this Agreement and that any rule of
construction to the effect that ambiguities are to be resolved againgt the drafting party shall
not apply in the interpretation of this Agreement or any amendment to this Agreement,

Counterparts, This Agreement may be executed in two or more counterparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same

Agreement,
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15.15 Authority, Any individual executing this Agreement on behalf of the County or the
CONTRACTOR represents and warrants hereby that he or she has the requisite authority to
enter into this Agreement on behalf of such party and bind the party to the terms and
conditions of this Agreement. :

15.16 Integration. This Agreement, including the exhibits, represent the entire Agreement
between the County and the CONTRACTOR with respect to the subject matter of this
Agreement and shal! supersede all prior negotiations, representations, or agreements, either
written or oral, between the County and the CONTRACTOR as of the effective date of this
Agreement, which is the date:that thé Connty:signs the Agreement.

-confliet or inconsistency
=:0f any exhibit or other
vail and control. i

15.17

|
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16.0 SIGNATURE PAGE,

IN WITNESS WHEREQF, County and CONTRACTOR have executed this Agreement as of the day
and year written below,

COUNTY OF MONTEREY CONTRACTOR

By! National Council on Crime and Delinquency
Contracts/Purchasing Officer s Contractor’s Business Name*

Date: : .

By:

Date:

Approved

_ d non-~profit corporations, the full
) slghatures of two specified officers. If
CONTRAC,TOR is & partnership, the namée &f fiie. partnersh:p hall:bé st forth above together with the signature of a
partner who has authority to execute this Agreement on behalf of the partnership, If CONTRACTOR js contracting in an
individual capacity, the individual shall set forth the name of the business, if any, and shall personally sign the Agresment,

' Approval by County Counsel is required
*Approval by Auditor/Controller is required
*Approval by Risk Management is required only if changes are made in sections 7 or 8
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EXHIBIT A

Montetey County Depattment of Social Services
and
Nztional Council on Crime and Delinquency

May 1, 2016 —~ April 30, 2018

SCOPE OF SERVICES

CONTACT INFORMATION: ' |

For Contractot: Dt. Titn Connell
Ditector of Application Development
426 South Yellowstone Drive, Suite 250
Madison, WI 53719
(800) 306-6223

teonnell@necdglobal.org

For County: Loti Medina, Deputy Director
Family & Children’s Services
1000 South Main Street, Suite 112
Salinas, CA 93901
(831) 755-4470

BACKGROUND AND PRODUCT DESCRIPTION

A. CONTRACTOR has developed and owns all rights, title, and interest in a certain child welfare
reporting service identified as CONTRACTOR’s Internet Reporting Service and refetted to as
SafeMeasures®, SafeMeasures uses case-level data from a child welfare agency’s case
management system (CMS) and publishes it via a conventional web browset in a series of
concise, interactive management tepoxts,

B. SafeMeasures is a subsctiption reporting service that petmits COUNTY to monitor service
delivery activity by navigating an extensive set of reports presented in graph and chatt format,
These reports permit them to estimate current workload demand, plan more effective service
interventions, and monitor certain performance indicators established by state or federal
regulatory requitements. SafeMeasures includes case-level quality control displays that agencles
tmay employ to improve compliance with state or federal petformance audits.

SERVICES TO BE PROVIDED

1 Provision of Service

1.1  Web-Based Reports. Duating the Tetm of this Agreement, CONTRACTOR will
provide COUNTY with interactive web-based management repotts (“Management
Repotts™), whicl permit the COUNTY to categotize ageacy compliance with
various measutes and pesmit COUNTY to identify the specific cases within each
category, CONTRACTOR will specifically:




1.2

1.3

1.4

1.3

1.6

1.7

EXHIBIT A

(n) Provide Management Reports within 14 business days after first receiving
' raw CMS data from the COUNTY,; and

b Provide tegular updates of Management Reports, provided that COUNTY ot
another agency tegulatly submits raw CMS data to CONTRACTOR for
ptocessing and analysis. Under normal daily operations (i.e. no delays
during the data extract, transmission, or analysis), CONTRACTOR will
update reports within twenty-four (24) hours of recelvmg data from the
state,

Access to COUNTY Data. If requested by CONTRACTOR, COUNTY will supply
a copy of the CMS database(s), ot specifically desighated data tables therein, that
stote agency data to be-used by CONTRACTOR., If data is supplied by a third
party, COUNTY will authorize and facilitate telease of the data to CONTRACTOR.

Access to Website Restticted. The right to access the SafeMeasures website is
jurisdiction- and agency-specific. Only COUNTY and its employees or agents may
access ot use the SafeMeasutes website for the COUNTY’s monitoring and
tepotting needs. Specifically, and without limitation, COUNTY tay not act as 2
relay or intermediary allowing access to the SafeMeasures website to any thitd pasty
jurisdiction, agency, individual, or business for any purpose,

Internal Business. COUNTY may only use SafelMeasures for its own internal
purposes. COUNTY’s internal purposes do not include extending this setvice to
third parties, except that data may be ptovided to state and governmental authotities

if required by law.

Competing Setvices or Products. COUNTY shall not use all ot any patt of
SafeMeasures or its documentation to cteate a service or product that competes with,

~ otis used in a product that competes with, all ot any part of SafeMeasures, regardless

of whether such service or product is disttibuted with or without consideration.

Copytight Ownership and License. COUNTY acknowledges that CONTRACTOR
owns the copysight in all graphic intetfaces, teports, displays, and formats (“Original
Wotls™), CONTRACTOR grants COUNTY a fully paid license to display,
reproduce, and distribute the Original Works for its intesnal purposes with no sub-
licensing rights for the Term of the Agreement.

Training. CONTRACTOR will provide training as specified in Section 10 of this
Agreement. COUNTY will provide training facility, equipment, and access to the
CONTRACTOR Intetnet ttaining site.

Data Transmission. COUNTY, ot othet party supplying CMS data, shall supply
CONTRACTOR with regular extracts of agency data for ptocessing : aad analysis. Data
extracts shall occur daily, or on 2 schedule determined jointy by COUNTY and
CONTRACTOR., COUNTY ot supplying patty will send data over a secute channel to
CONTRACTOR s secure SSH setver, ot may transfer data via a mutually satisfactory
method that meets the frequency and security requirements of both organizations.




EXHIBIT A

Reporting Setvice Subsctiption Fee, COUNTY will pay CONTRACTOR the fees
(“Reporting Service Subsctiption Fees”) according to the payment schedule specified in
Section 11 of this Agteement, and all applicable taxes related thereto unless COUNTY
provides evidence that COUNTY is exempt from such taxes,

Updates. Duting the Tetim of this Agreement, CONTRACTOR will provide to COUNTY
updates, etror corrections, and modifications to SafeMeasures displays (“Updates”) as such
Updates become available. Updates do not include modifications to displays specifically
tequested by COUNTY. Any COUNTY-tequested modifications must be made by
CONTRACTOR at CONTRACTOR’s published setvice rates. CONTRACTOR teserves
the right to use the displays cteated for COUN'LY, and znalyses to produce such displays for
other parties, whether such displays were suggested by CONTRACTOR or the COUNTY.
CONTRACTOR shall not use any COUNTY data in its pubhshmg for othetr partles without

COUNTY’s petimission.
Term and Tetmination,

5.1 Term. The Term of this Agreement shall commence on May 1, 2016 and end on
April 30, 2018 unless eatlier terminated pursuant to Section 5.3. After expiration of
the current Term, CONTRACTOR will not provide any Updates to COUNTY, and
COUNTY must cease all use of SafeMeasures.

5.2 Renewal. If COUNTY is not in defauit of this agreement, COUNTY and
CONTRACTOR may renew this agteement for an additional petiod (“Renewal
Term™). Prior to the expiration of the curtent Tertn, CONTRACTOR may, in its
discretion, issue a quotation of the Reporting Service Fees for the Renewal Term.
Renewal of this Agreement will be effective upon (2) CONTRACTOR’s issuance of

* a quotation of the new Repotting Service Subscription Fees, and (b)
CONTRACTOR’s acceptance of COUNTY’s corresponding purchase ordes.

In otder to ensure continuous access to the SafeMeasures Internet reporting setvice,
the effective date of any rencwal agreement will begin one day after the previous
agreetent expires. If 2 renewal agteement is not fully executed and received by
CONTRACTOR within 30 days of contract expiration, CONTRACTOR teserves
the right to discontinue access to the SafeMeasures Internet reporting service until 2
refiewal agreement is in place.

5.3 Termination for Cause. A patty tnay terminate this Agreement if the othet patty
cominits a material breach that is not cured within 30 days of a written notice of
such material breach. This Agreement may be terminated immediately for a breach
of COUNTY’s obligation to pay fees undet this Agreement ot a breach of Sections
1.3, 1.4, or 1.5 of this Agreement. Similatly, COUNTY may terminate this
Agreement immediately for a breach of CONTRACTOR’s obligation to provide the
contracted services undet A., B., ot 1.1 through 1.7 of this Agreement.




EXHIBIT A

6. CONTRACTOR Watranty, Disclaimers, and Remedies

6.1 Warranty, CONTRACTOR wartrants that:

@

()

(d)

®

Provided that COUNTY or anothet designated patty regulatly submits the
required raw CMS data to CONTRACTOR, SafeMeasures will petform
substantially as desctibed in this Agreement and SafeMeasutes ptomotional
material.

It is not presently debatred, suspended, proposed for debarment, declated
ineligible, or voluntarily excluded from participation in covered transactions
by any federal departtnent ot agency. CONTRACTOR also wattants that it
is not suspended or debatted from receiving federal funds as listed in the List
of Parties Hxcluded From Federal Procurement or Non-Procutement
Programs issued by the General Services Administration.

CONTRACTOR will utilize all reasonable means and due diligence to
protect the confidentiality and security of COUNTY data (See Sewning
Confidsntial Information, Exhibit B),

Hxeept for the foregoing express warranties, CONTRACTOR neither makes
nor grants any othet warranties, express or implied. CONTRACTOR
excludes all implied wattanties including specifically any implied wattanty
atising by statute or othetwise in ot from a coutse of dealing ot usage of
trade including any and all implied warranties of merchantability,
merchantable quality, or fitness for any puzpose, particular, specific ot
otherwise. The foregoing express wattanty is the only warranty of any kind
for SafeMeasures, CONTRACTOR. makes no watranties whatsoever for any
Original Watks that have been modified by COUNTY, nor does
CONTRACTOR warrant that SafeMeasures will be offered without
interruption.

COUNTY acknowledges that CONTRACTOR provides no tnonitosing,

analysis, or review of the accuracy ot quality of the COUNTY’% data accessed

through SafeMcasures,

It bas the authority to enter into this Agreement and grant the license rights
contained in this Agreement; and that it’s performance under this Agreement
does not violzte other agreements or laws.

There is no pending ot threatened litigation that would have a material
impact on CONTRACTOR’s ability to petform.

County’s permitted use of the software will not Vio]ate the intellectual
property tights of any third party,

The SafeMeasures software does not, and will not, contain any destructive
mechanisms such as viruses, titne bombs, wotms, trap doots and the like,




6.2

EXHIBIT A

) Services provided by CONTRACTOR will be done in a professional and
wotkmanlike manner.

k) The SafeMeasures software will comply with all applicable fedetal, state and i
local laws. :
) It will promptly correct and tepair any deficiencies 1 the softwarc; and

() It will provide support and updates to the softw'ue for the duration of the
Agtreement,

Remedies. If SafeMeasutes does not operate substantially as wattanted (heteinaftet
described as “Noncompliance”), COUNTY will provide CONTRACTOR with
sufficient details available to COUNTY about the Noncompliance to allow
CONTRACTOR to reproduce it. As COUNTY’s exclusive remedy for any
Noncompliance, and as CONTRACTOR’s entire Hability it conttact, tott, ot
otherwise of such Noncompliance, CONTRACTOR will eithet:

(a) Correct the Noncompliance; or

(b) [f CONTRACTOR is unable to correct the Noncompliance after a
teasonable oppottunity to do so, COUNTY may:

fA) Request that CONTRACTOR cease publication of any demonsttably
incortect information and request a pro-rata reduction in the
Repotting Setvice fée; ot

(i) Tetminate the Reporting Sexvice Subsctiption and recelve a pro-rated
refund of the Reporting Setvice Subscription Fee.

7. Intellectual Property Indemmification by CONTRACTOR

7.1

7.2

Indemnification, Ifa thitd party claims that SafeMeasutes infringes any copyright,
patent, frade sectet, or other rights of any thitd party, CONTRACTOR will (as long
as COUNTY is not i matetial breach of this Agreement) defend COUNTY against
such claim at CONTRACTOR's expense, CONTRACTOR will pay all damages
that a court finally awards based solely on such claim, provided that COUNTY
notifiess CONTRACTOR in writing of such claim within 21 days of COUNTY’s
receipt of notice of the existence ot possible existence of such claim, and further :
provided that COUNTY allows CONTRACTOR sole and exclusive conttol over the
resolution of such claim, and that COUNTY cooperates fally with CONTRACTOR,
at CONTRACTOR’s cost, in the defense of such claim and in any related settlement !
negoliations.

Replacement, Refund. If such a claim is made or appeats possible, CONTRACTOR
may, using reasonable business judgment, either secure COUNTY’s right to continue
to use SafeMeasutes by modifying or replacing the pottion of SafeMeasures that is
the basis fot the claitm go that such portion of SafeMeasures is no longer infringing,
or CONTRACTOR may provide COUNTY with a ctedit equal to the portion of
previcusly paid Reporting Service Subsctiption Fee prorated to the remainder of the
Term or Renewal Term of the Agreement.

5
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COUNTY Warranties, COUNTY warrants that:

8.1

8.2

COUNTY will only allow access to SafeMeasures as permitted under this
Agreement. If COUNTY wishes to extend its use of SafeMeasutes beyond this
Agreement, COUNTY will obtain CONTRACTOR’s pmol written consent and pay
the applicable Reporting Service Subscription Fees.

COUNTY will provide the requested case-based CMS data to CONTRACTOR
using one of the methods desctibed in Section 2, or if data are supplied by another
party, execute ali necessary agreements and permissions to release this data to
CONTRACTOR.

General

9.1

9.2

9.3

9.4

9.5

9.6

Access to SafeMeasutes, COUNTY is responsible for providing access to the
SafelMeasures website via the Intetnet to its users, CONTRACTOR will, as
requested, provide reasonable assistance (up to three (3) houts cumulative for all
users) with set-up of user workstations and use of SafeMezsures via telephone, fax,
ot email at no additional charge to the fees as outlined in Exhibit A, COUNTY may

~ hite CONTRACTOR to provide additional teaining or assistance at the prevailing

published tates plus travel expenses.

Notification of Rights. In copying SafeMeasutes web reports as authorized undes
the terms of this Agreement, COUNTY will not temove, suppress, of modify any
notice of copyright, trademark, or other proptietary rights that appear in
SafeMeasures, COUNTY will use reasonable efforts to keep petsons with access to
SafeMensures from modifying or suppressing any of the copyright notices that
appear on SafeMeagures media, documentation, files, and bannes,

Service Fees, CONTRACTOR tesetves the tight to charge additional service fecs if
COUNTY seeks assistance for any other mattets not explicitly covered by this
Agreement. Agreements between COUNTY and CONTRACTOR. for additional
assistance/services not coveted undet this Agteement will be negotiated undes
sepazate covet, ot as an Amendment to this Agreement. The maximum amourt
payable by COUNTY to CONTRACTOR under this Agreement shall not exceed
eighty-one thousand dollars ($81,000) for the period May 1, 2016 — April 30,
2018.

County Administratot: COUNTY shall designate at least one (1) local SafeMeasures
Administrator to maintain user IDs and to coordinate the handling of guestions or

problems regarding SafeMeasures with CONTRACTOR.

Non-Assignment. Neither this Agreement not the rights of COUNTY under this
Agreement may be transferred, leased, assigned, ot shared without
CONTRACTOR’s priot wiitten consent.

Confidentiglity, COUNTY will not disclose SafeMeasures Original Works to anyone
other than its employees, consultants (who ate bound by a written confidentiality
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9.7

9.8

9.9

9.10

9.11

EXHIBIT A.

agreement), volunteers, and interns, except for information that is or later enters the
public domain through no fault of COUNTY.

Waivet. The waiver by either party of any default or breach of this Agreement does
not constitute a waiver of any other default or breach of this Agreement ot a
subsequent waiver of that same default ot breach.

Governing Taw and Severability, The laws of the State of California and the United
States govern this Agreement, Both patties consent to jutisdiction and venue in the
courts of Montetey County, California, or in the Federal Disttict coutt in the State of
California, for any claims arising out of this Agreement. If any part of this
Agreement is held to be invalid, that part will be omitted, but the balance of the
Agreement will remain in full force and effect. :

Survival. AH provisions of this Agi‘eement relating to warranties, confidentiality,
non-disclosute, proprietary rights, limitation of liability, indemnification obligations,
and payment obligation survive the termination or expiration of this Agteement,

Headings. The headings used herein are for reference and convenience only and will
not be used to interpret any provision of this Agreement.

Mutual Indetnnification: CONTRACTOR shall indemnify, defend and hold
harmless COUNTY, its officers, agents and employees from and against any and all
clais, liabilities, and losses whatsoever (including damages to property and injuries
to or death of persons, coutrt costs, and reasonable attoruey’s fees) occurring or
tesulting to any and all persons, firms or corporations futnishing or supplying wotk,
setvices, materials, or supplies in connection with the petformance of this
Agteement; and from any and all claims, liabilities and losses occutting ot resulting
to any person, firm or corperation for damage, injury or death arising out of ot
connected with CONTRACTOR’s performance-of this Agreement, unless such
claims, liabilities, o losses arise out of the sole negligence ot willful misconduct of
COUNTY. “CONTRACTOR’s performance” includes CONTRACTOR’s action or
inaction, and the action ot inaction of CONTRACTOR’s officets, employees, agents
and subcontractors.

COUNTY shall indemnify, defend and hold harmless CONTRACTOR, its officers,
agents and employees from and against any and all claims, Habilities, and losses
whatsoever (including damages to property and injuties to ot death of petsons, court

costs, and teasonable attorney’s fees) ocoutring or resulting to any and all persons,

firms or cotporations furnishing or supplying work, services, materials, or supplies in
connection with the performance of this Agteement; and from any and all claims,
labilities and losses occutring o resulting to any person, fism or corpotation fot
datnage, injury or death arising out of or connected with COUNTY’s performance
of this Agreement, unless such claims, liabilities, ot losses arise out of the sole
negligence or willful misconduct of CONTRACTOR, “COUNTY’s petformance”
includes COUNTY’s action ot inaction, and the action ot inaction of COUNTYs
officers, employees, agents and subcontractors.
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9.12  Notices, All notices o1 other communications required or permitted under this
Agreement will be in writing and will be delivered by personal delivery, email (with
delivery receipt), registered mail tetutn receipt requested, a “Next Day Air” delivery
service, or by facsimile transmission, addressed to the parties indicated below:

CONTRACTOR:

COUNTY:

Primary Contact:

Contact Person in
Case of System
Maintenance/Qutage

Direct invoices to:

Training

Tim Connell
426 South Yellowstone Dtive, Suite 250
Madison WI 53719

. Phone: (800) 306-6223 Fax: (608) 831-6446

Email: feonnell @CONTRACTORglobal.otg

Lot Medina, Deputy Ditectot/Family & Children’s Setvices
1000 South Main Street, Suite 112

Salinas, CA 93901

(831) 755-4470

Navneel Premlal, Business Technology Analyst
713 La Guardia Street

Salinas, CA 93905

(831) 783-7020

Preml@.ﬂ@,cg.mouterey‘ca.uﬁ

Daniel Bach, MA 111

1000 South Main Street, Suite 205
Salinas, CA 93901

(831) 796-3525
BachD@co.monterey.ca.us

CONTRACTOR will provide four (4) half-day face-to-face training sessions over two (2)
consecutive days. These training sessions can be used to train workers and supetvisors,
administrators, county tainers, of any combination thereof.

Standard training curriculum includes:

»  How to navigate the SafeMeasures application;

* Howto read various SafeMeasures report views (e.g., trend graphs, data tables, case
lists, crosstabs, comparison views, maps, etc.);

»  How to use other SM navigation features (e.g., filtering and subsetting reports, email
alerts, worker-geared task lists, exporting report data to Microsoft Excel, ete.);

s Howto find, customize, and save reports most relevant to one’s work area (e.g.,
intake, foster care, independent living, SDM, etc.).

» A System Administrator’s Guide.

On-site suppott, beyond the initial tratning sessions described above, 1s available as
tequested by COUNTY, at a time/materials cost of §150 per hout, Any agreement to
provide additional on-site support will be executed under separate cover, ot as an

amendment to this Agreement.
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EXHIBIT A

COUNTY agtees to provide a computer lab for training sessions.
Payment Schedule.

COUNTY shall pay CONTRACTOR an amount not to exceed forty thousand five

- hundred dollars ($40,500) upon execution of this Agreement, but no later than June 30,

2016, COUNTY shall pay CONTRACTOR an additional $40,500 no later than May 31,
2017, : : S

The maximum amount payable by COUNTY to CONTRACTOR under this Agresment
is eighty-one thousand dollars ($81,000),




EXHIBITB

SafeMeasures

Nattonal Council on
Crime & Delinguency

NCCD

Securing Confidential Information

The security of confidential data is of paramount importance to the Natlonal Cournicil on Crime and
Delinquency (NCCD). To ensure that all confidential data remain that way, NCCD has implemented &
multi-pronged approach to Internet security that covers:

Server configuration and network infrastructure
Transmission and storage of extractad data
Application access and communication
Personnel policies and procedures

Server Configuration and Network Infrastructure

The SafeMeasures® security model represents an extensive investmeant in the hardware and software
necessary to keep confidential data secure, SafeMeasures uses multiple servers to store, recelve, and
display data. This allows strict control over access to data.

All SafeMeasures data are stored in an Oracle 11g data warehouse. Because of the way Oracle handles
data storage, no data are accessible nor readable by anyone without a valid Oracle user account,

All SafeMeasures servers are housed in their own locked racks within a secured server room at an
Internet Service Provider (ISP) that is recognized for its ability to suppott and protect confidential data.
The servers are protected using such safeguards as 24-hour video surveillance, escorted access, glass
break detectors, and biometric scanners,

The Oracle database servers that hold confidential data are kept on an isolated network, apart from
the servers that handle SafeMeasures’ Internet traffic, These data servers are not accessible from the
Internet and are completely isolated from and invisible to unauthorized users. To ensure they stay this
way, the entire network and server infrastructure is regularty tested for vulnerabilities.

All access to the database servers Is strictly limited, The SafeMeasures application accesses the data
stored within these servers using secured weh services that are only accessible to the code executing
within the SafeMeasures application. Users cannot access these web services directly—the services
may only be executed using the SafeMeasures code. i

Whenever possible, the non-data files used to support SafeMeasures (templates, configuration files,
etc.) are stored in private areas on each web server. When this cannot he achleved, any sensitive
information that must be stored on a web server is always encrypted. This includes afl user and
database passwords. :

NCCD promotes just and equitabie soclal systems for Individuals, familles, and communities through research, public pollcy, and praciice.

1970 Broadway, Ste, 500 42635, Yeliowstonebr., Sta. 250 1 1601 RSt NW, 2nd FL {800) 305-6223
Cakland, CA 94612 Madlson, W 53719 Washington, LT 20008 www.nccdglobalorg
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Transmission and Storage of Extracted Data

In order to function properly, SafeMeasures requires data extracted from an agency’s host systam.
NCCD has estabiished procedures and systems to receive and store these data securely.

Data are extracted nightly via an automated extract and transmission program. This program is
generally created either by NCCD or by agancy personnel, and it runs within the agency’s network
environment. All data extracts are then compressed and encrypted, using industry- standard 256—b|t
AES encryption, before being sent to NCCD,

Data are sent to NCCD using the Secure Shell (5SH) protocol. $5H is a widely used method for securely
accessing and transferring data fo remote computers, SSH transmissions are encrypted and secured in
several ways, including digital certificate authentication at both ends of the connection and encrypted
password exchange. 55H uses RSA public key cryptography for its encryption. _

NCCD takes the following measures to secure the incoming file transfer server:

. Firewall rules aflow only SSH, $FTP, SCP, or FTPS/TLS connections from the Internet.
0 All access is audited by user account and originating IP address,
. Audit logs are monttored regularly for maliclous behavior, and NCCD maintalns an [P

blacklist on the firewall for any suspicious addresses,

. User accounts on the server are “jalled” using chroot, which Is an operation that
prevents one user account from accessing data in any other user account,

. NCCD recommends using RSA or DSA private/public key authentication for improved
security and ease of scripting the automated process.

Application Access and Communication

Access to the SafeMeasures web servers may be restricted to a limited set of known IP addresses. This
process, also known as “white listing,” ensures that NCCD's web servers are accessed only by
previously identified computers, However, It alsc prevents people from accessing SafeMeasures
outside of their offica (.., while working in tha fleld) on their srmart phones or tableats.

When enabled, white listing, in consort with other methods, hides NCCD applications from potential
hackers, search englnes, and random browsers, Most commonly, all P addresses from agency offices
are allowed initially; additional addresses can then be added as needed. Once a user's IP address has
been recognized, he/she must log into the SafeMeasures application with a valid user name and
password combination.

Aside from IP filtering, the SafeMeasures application utilizes current best-practice, audit-certiffed
security features. These include: ‘

. Email-based user account confirmation and password reset procedures;

2 © 2015 By NCCD, All Rights Reserved




. Network-level isolation of databases and data servers from the servers handling

Internet traffic;
) Physlcal separation of user account and agency data on distinct database clusters;
. SSL encryption (see below for more informatlon about SSL) of all traffic between the

user's browser and the SafeMeasures website;

. Regular server penetration tests and other securlty audits by Qualys, a leading
provider of Intarnet security services;

* " Password complexity rules that follow agency requirements;

. Password aging and cycling rules that follow agency requirements;

. Account lock-out after five invalid login attempts;

. User-, group-, and role—based controls on access to specific pages, reports, and report

elements; and
. User-level limits on the scope of visible data (e.g., limits to a specific unit or office).

All communications between the client browser and the SafeMeasures web servers are encryptad
using the SSL protocol, which is the same method used to encrypt credit card and other financial
transactions on the Intarnet. SSL encryption ensures that all data are protected while en route
between the server and the client.

Personnel Policies and Procedures

NCCD has a long history of handling confidentlal information, the security and privacy of which will
always remain a top priority. NCCD has implemented a number of policies and protocols to protect
confidential data: by requlring all staff and consuitants to sign confidentiality agreements as a
condition of employment; by restricting access to the NCCD offices by locking all outer doors at all
times, and by limiting access to confldentlal data to only key analytical and programming staff,

Further Information
For more information, contact:

Dr. Tim Connell, irector of Application Development
426 South Yellowstone Drive, Suite 250
NMadison, Wisconsin 53719

(800) 306-6223
teonnell@ncedatobal.org
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_ EXHIBIT C
Health Insurance Portability & Accountability Act (HIPAA) Certification

WHEREAS, Sections 261 through 264 of the federal Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191, known as “the Administrative Simplification
provisions,” direct the Department of Health and Human Services to develop standards to protect the
security, confidentiality and integrity of health information; and

WHEREAS, pursuant to the Administrative Simplification provisions, the Secretary of Health and
Human Services has issued regulations modifying 45 CEFR Parts 160 and 164 (the “HIPAA Privacy

Rule*); and

WHEREAS, CONTRACTOR and COUNTY have entered into an Agreement (“the Agreement”)
to which this Certification is an attachment whereby CONTRACTOR will provide certain services to

COUNTY ; and

WHEREAS, CONTRACTOR may have access to Protected Health Information (as defined
below) in fulfilling its responsibilities under the underlying Agreement,

THEREFORE, in consideration of the Parties’ continuing obligations under the Agreement,
compliance with the HIPAA Privacy Rule, and other good and valuable consideration, the receipt and
sufficiency of which is hereby acknowledged, CONTRACTOR agrees to the provisions of this
Certification and of the HIPAA Privacy Rule and to protect the interests of COUNTY.

L DEFINITIONS

Except as otherwise defined herein, any and all capitalized terms in this Section shall have the definitions
set forth in the HIPAA Privacy Rule, In the event of an inconsistency between the provisions of this
Certification and mandatory provisions of the HII?AA Privacy Rule, as amended, the HIPAA Privacy
Rule shall control. Where provisions of this Certification are different than those mandated in the HIPAA
Privacy Rule, but are nonetheless permitted by the HIPAA Privacy Rule, the provisions of this
Certification shall control.

The term “Protected Health Information” means individually identifiable health information including,
without limitation, all information, data, documentation, and materials, including without limitation,
demographic, medical and financial information, that relates to the past, present, or future physical or
mental health or condition of an individual; the provision of health care to an individuel; or the past,
present, or future payment for the provision of health care to an individual; and that identifies the
individual or with respect to which there is a reasonable basis to believe the information can be used to

identify the individual,

CONTRACTOR acknowledges and agrees that all Protected Health Information that is created or
received by COUNTY and disclosed or made available in any form, including paper record, oral
communication, audio recording, and electronic digplay by COUNTY, or iis operating units, to
CONTRACTOR or is created or received by CONTRACTOR on COUNTY s behalf shall be subject to

this Certification.
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EXHIBIT C

IT. CONFIDENTIALITY REQUIREMENIS .

(a)

(b)

Page 2 of 4
HIPAA Cettification
Agreement: National Council on Crite & Delinquency

CONTRACTOR agrees:
(i) to use or disclose any Protected Health Information solely: (1) for meeting its :
obligations as set forth in any agreements between the Parties evidencing their business
relationship or (2) as required by applicable law, rule or regulation, or by accrediting or
credentialing organization to whom COUNTY is required to disclose such information, or
as otherwise permitted under thig Certification, or the underlying Agreement ,(if consistent
with this Certification and the HIPAA Privacy Rule), or the HIPAA Privacy Rule, and (3)
as would be permitted by the HIPAA Privacy Rule if such use or disclosure were made by
COUNTY; and

(ii) at termination of the Agreerment, (or any similar documentation of the business
relationship of the Parties), or upon request of COUNTY, whichever occurs first, if
feasible CONTRACTOR will return or destroy all Protected Health Information recetved
from or created or received by CONTRACTOR on behalf of COUNTY that
CONTRACTOR still maintains in any form, and retain no copies of such information, or if
such return or destruction is not feasible, CONTRACTOR will extend the protections of
this Agreement to the information and limit further uses and disclosures to those purposes
that make the return or destruction of the information not feasible; and

(iii) to ensure that its agents, including 2 subcontractor(s), to whom it provides Protected
Health Information received from or created by CONTRACTOR on behalf of COUNTY,
agrees to the same restrictions and conditions that apply to CONTRACTOR with respect to
such information. In addition, CONTRACTOR. agrees to take reasonable steps to ensure
that its employees’ actions or omissions do not cause CONTRACTOR 1o breach the terms

of the Agroement.

Notwithstanding the prehibitions set forth in this Certification or the Agreement,

CONTRACTOR may use and disclose Protected Health Information as follows:

(1) if necessary, for the proper management and administration of
CONTRACTOR or to carry out the legal responsibilities of CONTRACTOR, prov1ded
that as to any such disclosure, the following requirements are met:

(A) the disclosure is required by law; or

(B) CONTRACTOR obtains reasonable assurances from the person to
whom the information is disclosed that it will be held confidentially and used or
further disclosed only as required by law, or for the purpose for which it was
disclosed to the person, and the person notifies CONTRACTOR of any instances of
which it is aware in which the confidentiality of the information has been breached,

(i)  for data aggregation services, if to be provided by CONTRACTOR for the
health care operations of COUNTY pursuant to any agreements befween the Parties
evidencing their buginess relationship. For purposes of this Certification and the
Agreement, data aggregation services means the combining of Protected Health :
Information by CONTRACTOR with the protected health information received by :
CONTRACTOR in its capacity as CONTRACTOR of another COUNTY, to permit data
analyses that rélate to the health care operations of the respective covered entities.




- EXHIBIT C

(c) CONTRACTOR will implement appropriate safeguards to prevent use or disclosure of :
: Protected Health Information other than as permitted in this Certification. The Secretary of

Health and Human Services shalil have the right to audit CONTRACTOR’s records and :
practices related to use and disclosure of Protected Health Information to ensure
COUNTY’s compliance with the terms of the HIPAA Privacy Rule, CONTRACTOR
shall report to COUNTY any use or disclosure of Protected Health Information which is
not in compliance with the terms of this Certification of which it becomes aware. In
addition, CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect
that is known to CONTRACTOR of a use or disclosure of Protected Health Information by
CONTRACTOR in violation of the requirements of this Certification or the Agreement.

I,  AVAILABILITY OF PHI

CONTRACTOR agrees to make available Protected Health Information to the extent and in the manner
required by Section 164,524 of the HIPAA Privacy Rule, CONTRACTOR agrees to make Protected
Health Information available for amendment and incorporate any amendments to Protected Health
Information in accordance with the requirements of Section 164,526 of the HIPAA Privacy Rule. In
addition, CONTRACTOR agrees to make Protected Health Information available for purposes of -
accounting of disclosures, as required by Section 164,528 of the HIPAA Privacy Rule.

IV,  TERMINATION

Notwithstanding anything in this Certification or the Agreement to the contrary, COUNTY shall have the
right to terminate the Agreement immediately if COUNTY determines that CONTRACTOR has violated
any material term of this Certification and/or the Agreement. If COUNTY reasonably believes that
CONTRACTOR will violate a material term of this Certification and/or the Agreement and, where
practicable, COUNTY gives written notice to CONTRACTOR of such belief within a reasonable time
after forming such belief, and CONTRACTOR fails to provide adequate written assurances to COUNTY
that it will not breach the cited term of this Certification and/or the Agreement within a reasonable period
of time given the specific circumstances, but in any event, before the threatened breach is to oceur, then
COUNTY shall have the right to terminate the Agreement immediately.

V. MISCELLANEOUS

Except as expressly stated herein or the HIPAA Privacy Rule, the parties to the Agreement do not intend

fo create any rights in any third parties. The obligations of CONTRACTOR under this Section shall

survive the expiration, termination, or cancellation of this Cettification and/or the Agreement, and/or the ‘
business relationship of the parties, and shall continue to bind CONTRACTOR, its agents, employees, |
contractors, successors, and assigns as set forth herein. !

The parties agree that, in the event that any documentation of the arrangement pursuant to which
CONTRACTOR provides services to COUNTY contains provisions relating to the use or disclosure of
Protected Health Information which are more restrictive than the provisions of this Certification or the
Agreement, the provisions of the more restrictive documentation will confrol. The provisions of this
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EXHIBIT C

Certification and the Agreement are intended to establish the minimumn requirements regarding
CONTRACTOR’s use and disclosure of Protected Health Information,

In the event that either party believes in good faith that any provision of this Certification and/or the
Agreement fails to comply with the then current requirements of the HIPAA Privacy Rule, such party
shall notify the other party in writing. For a period of up to thirty (30) days, the parties shall address in
good faith such concern and amend the terms of this Certification and/or the Agreement, if necessary to
bring it into compliance. If, after such thirty-day period, the Certification and/or the Agreement fails to
comply with the HIPAA Privacy Rule, then either party has the right to terminate upon written notice to

the other party,

CONTRACTOR: National Council on Crime and Delinguency

By:

- L 2/ ,;5’/ g
Title: Caetewre ¥ore, Leo

Date: f/“/ (F —F// é
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EXHIBIT D

CERTIFICATION REGARDING LOBBYING

National Council on Crime and Delinquency
The undetsigned certifies, to the best of his or her knowledge and belief, that:

1. No federal appropriated funds have been paid or will be paid by or on behalf
of the undersigned, to any person for influencing or attempting to influence an
officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in

- connection with the awarding of any federal contract, the making of any
federal grant, the making of any federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment,
ot modification of any federal contract, grant, loan, or cooperative agreement.

2. If any funds other than federal appropriated funds have been paid or will be
paid to any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this
federal contract, grant, loan, or cooperative agreement, the undersigned shall
complete and submit Standard Form LLL, “Disclosute Form to Report
Lobbying,” in accordance with its instructions.

3. The undersigned shall require that the language of this certification be
included in the award document for sub-awards at all tiers (including sub-
contracts, sub-grants, and-contracts under grauts, loans, and cooperative
agreements, and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was
placed when this trangaction was made or entered info. Submission of this
certification is a prerequisite for making or entering into this transaction imposed
by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not
more than $100,000 for each such failure,

A WL e tae, oo

Signafre @~ 7 /1 Title

Adeew | 2L 0/l

Agency/Organization Date




