STATE OF CALIFORNIA - DEPARTMENT OF GENERAL SERVICES

STANDARD AGREEMENT AGREEMENT NUMBER PURCHASING AUTHORITY NUMBER {If Appiicable)
§TD 213 {Rev. 03/2019) 18-10906

1.This Agreement is enfered Into between the Cantracting Agency and the Contractor named befow:

CONTRACTING AGENCY NAME '
California Department of Public Health

CONTRACTOR NAME
County of Monterey

L. The term of this Agreement is:

START DATE

THROUGH END DATE
June 29,2020

3. The maximum amount of this Agreement is:
543,000.00 Forty Three Thousand Dollars

t.The parties agree to comply with the terms and conditions of the fdllawlng exhibits, which are by this reference made a part of the Agreemant,

EXHIBITS TITLE PAGES
Exhibit A Scope of Work : 18
Exhibit B Budget Detail and Payment Provisions {Attachment), 1 page) (Attachment ll, 1 page) 3
Exhibit C* General Terms and Conditions 04/2017
Exhibit D Special Terms and Conditions 16
Exhibit E " | Additional Provisions 2.

.Exhibft F Federal Terms and Conditions (only if applicable, use for federat funded agreements) 12
ExhlbitG HIPAA/Information Confidentiatity P
“ExhititH Contractor's Release Form 1
ems shown with an asterisk (%), are hereby incotporated by reference and made part of this agreement as W attached hereto.
hese documents can be viewed at Swww.das.ca.0ov/OLS/Resour
¥ WITNESS WHEREOF, THIS AGREEMENT HAS BEEN EXECUTED BY THE PARTIES HERETO.
CONTRACTOR
ONTRACTOR NAME (if other than an inclividual, state whether a corporation, partnership, etc)
.ounty of Monterey
ONTRACTOR BUSINESS ADDRESS aTy STATE  |ZIp
270 Natividad Road Sallnas CA 93906
RINTED NAME OF PERSON SIGNING TITLE
Isa imenez Director
ONTRACTOR AUTHORIZED SIGNATURE DATE SIGNED

Reviewed a% o fiscallprpvisions
AFPROVED 45 TO FORM ‘

//u)ﬂLﬂzﬂ \) ” P Alditor-Ctntroller ¢ (5149

OEPUTY Poiky cot e Gounty of Hanteray

Clowiii O MONTE o

-_._.-ﬁf--;a:-\\

Pana 1 nf9



STATE OF CAUFORNIA - DEPARTMENT OF GENERAL SERVICES

STANDARD AGREEMENT AGREEMENT NUMBER PURCHASING AUTHORITY NUMBER {If Applicabls)
STD 213 (Rev, 03/2019) 18-10906

STATE OF CALIFORNIA
CONTRACTING AGENCY NAME
Californla Bepartment of Public Health
CONTRACTING AGENCY ADDRESS cIry STATE  [zIP
1616 Capltol Avenue, Suite 74.262, MS 1802, PO, Box 997377 Sacramento, CA 95899
PRINTED NAME OF PERSON SIGNING TITLE
Joseph Torrez Chief, Contracts Management Unit

CONTRACTING AGENCY AUTHORIZED SIGNATURE

DATE SIGNED

CALIFORNIA DEPARTMENT OF GENERAL SERVICES APPROVAL

EXENPTION {if Appllcable)
CDPH #4

Pranad nfn
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County of Monterey
18-10906
Exhibit B
Budget Detall and Payment Provisions .

1. invoicing and Payment

A. In no event shall the Contractor reguest reimbursement from the State for obligations entered
into or for costs ingurred prior to the commencement date or after the expiration of this
Agreement,

B. For services satisfactorily rendered, and upon receipt and approval of the invoices, CDPH
agrees o compensate the Contractor for actual expenditures incurred in accordance with the
Budget Line em amounts specified in Budget Attachments, of this Exhibit.

C. Invoices shall include the Agreement Number and shall be submitted not more frequently than
monthly in arrears to;

Myrna Lim

California Department of Public Heaith
Prevention Forward

P.Q. Box 897377, MS 7208
Sacramento, CA 95800-7377

Invoices shall:

1) Be prepared on Contractor letterhead. If invoices are not on produced letterhead invoices
must be signed by an authorized official, employee or agent certifying that the expenditures
claimed represent activities performed and are in accordance with Exhibit A.

2} Identiiy the biiling and/or performance period covered by the invoice.

3) Memize costs for the billing period in the same or greater level of detail as indicated in this
agreement. Subject to the terms of this agreement, reimbursemant may only be sought for
those costs and/or cost categories expressly identified as allowable in this agreement and
approved by CDPH.

D. Amounts Payable

The amounts payable under this agreement shall not exceed:
1) $20,000 for the budget pericd of April 1, 2019 through June 29, 2019,
2} $23,000 for the budget period of July 1, 2019 through June 29, 2020.

2. Budget Contingency Clause

A. Itis mutually agreed that if the Budget Act of the current year and/or any subsequent years
covered under this Agreement does not appropriate sufficient funds for the program, this
Agreement shall be of no further force and effect. In this event, the State shall have no liability
to pay any funds whatsoever to Contractor or to furnish any other considerations under this
Agreement and Contractor shall not be obligated to perform any provisions of this Agreement.

B. Iffunding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, the State shall have the option to either cancel this Agreement with no fiability
occurring to the State, or offer an agresment amendment to Contractor to reflect the reduced
amount.
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County of Monterey
18-10806
Exhibit B
Budget Detail and Payment Provisions

Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government Code
Chapter 4.5, commencing with Section 827,

Timely Submission of Final invoice

A

B.

Final undisputed invoice shall be submitted for payment no more than thirty (30) calendar days
following the expiration or termination date of this agreement, unless a later or alternate
deadline is agreed to in writing by the program contract manager. Said invoice should be
clearly marked “Final Involce”, indicating that all payment obligations of the State under this
agreement have ceased and that no further payments are due or outstanding. The State may, at
its discretion, chioose not to honor any delinguent final inveice if the Contractor fails to obtain
prior written State approval of an alternate final invoice submission deadline,

The Contractor is hereby advised of its obligation to submit to the state, with the final invoice, a

-completed copy of the “Contractor’s Release (Exhibit H).

Expense Allowability / Fiscal Documentation

A,

Invoices, received from the Contractor and accepted for paymant by the State, shall not be
deemed evidence of allowable agreement costs.

Contractor shall maintain for review and audit and supply to CDPH upon request, adequate
documentation of all expenses claimed pursuant to this agreement to permit a determination of
expense allowability.

If the allowabiiity of an expense cannot be determined by the State because invoice detall, fiscal
records, or backup decumentation is nonexistent or inadequate according to generally accepted
accounting principles or pracices, all questionable costs may be disallowed and payment may
be withheld by the State. Upon receipt of adequate documentation supporting a disallowad or
questionable expense, reimbursement may resume for the amount substantiated and deemed
aliowable.

Recovery of Qverpayments

A.

Contractor agrees that claims based upon the terms of this agreement or an audit finding
and/or an audit finding that is appealed and upheld, will be recovered by the State by one of the
following options:

1) Contracior’s remittance to the State of the full amount of the audit exception within 30 days
following the State’s recuest for repayment;

2) Arepayment schedule which is agreeable to both the State and the Contractor.
The State reserves the right to select which option as indicated above in paragraph A will be

employed and the Contractor will be notified by the State in writing of the claim procedure to be
utilized.
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County of Monterey
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_ Exhibit B
Budget Dstail and Payment Provisions

C. Interest on the unpaid balance of the audit finding or debt will accrue at a rate equal to the
monthly average of the rate received on investments in the Paoled Money Investment Fund
commencing on the date that an audit or examination finding is mailed to the Contractor,
beginning 30 days after Contractor's receipt of the State’s demand for repayment.

D. If the Contractor has filed a valid appeal regarding the report of audit findings, recovery of the
overpayments will be deferred untit-a final administrative decision on the appeal has been
reached. If the Contractor loses the final administrative appeal, Contractor shall repay, to the
State, the over-claimed or disallowed expenses, plus accrued interest. Interest accrues from
the Contractor’s first receipt of State’s notice requesting reimbursement of questioned audit
costs or disallowed expenses.

7. Advance Payments
No advance payment is allowed under this Contract.
8. Travel and Per Diem Reimbursement

Any reimbursement for necessary travel and per diem shall, unless otherwise specified in this
Agreement, be at the rates currently in effect, as established by the California Department of Human
Resources {Cal HR). If the Cal HR rates change during the term of the Agreement, the new rates shall
apply upon their effective date and no amendment to this Agreement shall be necessary. No travel
outside the state of California shall be reimbursed without prior authorization from the CDPH. Verbal
authorization should be confirmed in writing. Written authorization may be in a form including fax or
email confirmation. See CalHR website:
httg:llwww.calhr.ca.govlemplov&s/PaQesltravel-reimbursements.asgx _
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Exhibit 8, Attachment | County of Monterey
Budget Year 1 18-10906
(04/01/2019 - 6/29/ 2019)

Category A~ Category B :
- Total i
Diabetes Heart ota
A. PERSONNEL
' Total %
Position Titfe Base Salary | Months | Benefit % Cost UETE Cost %FTE FTE Tatal Costs
Public Health Program Manager il 128,652.00 3 40.27%) 5 2,782 8.65%) $ 2,782 8.65%; 17%| S 5,564 '
Management Analyst |11 103,284.G0 3 52.80%] 5 2,234 B.65%| § 2,234 8.65% 17%|$ 4,467 ?
$ - $ - . 0% & -
$ - 5 - ~ 0%[S - :
Total Salaries $ 231,937 46.54%]$ 5,016 $ 5,016 s 10,031
B. FRINGE BENEFITS Average 46.54% of Personnel** Is 2,334 1§ 2,334 B — 4,668
**Monterey County employees receive benefits based upon thelr date of hire, retirement tier level, and job classification. Beneflt rates vary based upan the length
af time and benefits received In a position and changes yearly with merit adjustments.

[Total Personnel Costs B 7,350 | $ 7,350 |$ 14,699 |

B. OPERATING EXPENSES _

Supplies $ 211 5 C2s 41
- . -

Total Operating $ 21 8 21] % 4

C. TRAVEL

Local travel to complete SOW deliverables (1200 miles at $,575/mile)

#Cat A,all Strategies; #Cat B, all Strategies $ 31515 31515 630

Conferences/Trainings (hotel, per diem, parking, and mileage) -

#Cat A,all Strategies; #Cat B, all Strategies 3 . 315 5 31505 630

Total Travel _ ' _ $ . 630]) 8 630] $ 1,260

D. SUBCONTRACTS

Total Subcontracts $ -15 -1% -

E. OTHER COSTS

Total Other Costs $ - 18 - |8 .

Total Directs Costs $ 8,000 | $ 8,000 | 16,000 |

F. INDIRECT COSTS

Calculated at 25.00% of Total Allowahle® Direct Costs or Total Personnel (] § 2,000 { $ 2,000 | $ . 4,000

+ Key: SOW Category (Cat A 6r Cat B}



Exhibit B, Attachment Il County of Monterey
Budget Year 2 18-10906
(7/01/2019 - 6/29/2020)
Category A Category B
Total
Diabetes Heart o
A. PERSONNEL
. . ' Total %
Position Title Base Salary | Manths | Beneflt % Cost %ETE Cost %FTE FTE Total Costs
Public Health Program Manager |1 128,652.00 12 40.27%3 % 2,830 2.20%] & 2,830 2.20%| 4.40%|% 5,661
Management Analyst lil 103,284.00 12 52,80%) 2,272 2,209 8 2,272 2.20%| 4.40%|5 4,544
$ - $ - 0.00%| 5 -
5 - 5 - 0.00%]| & -
Total Salarles $ 231937 46.54%] % 5,103 5 5,103 $ 10,205
B. FRINGE BENEFITS Average 46.54% of Personnel** |s 2,374 [ 2,374 | $ 4,749
**Monterey County employees receive bensfits based upon their date of hire, retiremant tier level, and job classification. Benefit rates vary based upon the length
of time and benefits received in a position and changes yearly with merit adjustments,

[Total Personnel Costs B 7,477 | $ 7,477 |5 14,934 |
B. OPERATING EXPENSES
Printing & Supplies $ 1,2931 8 1,293] 8 2,586
[ -
Total Operating $ 1,293| 3 1,203]$ 2,586
C. TRAVEL .
Local travel to complete SOW deliverables (1200 miles at $.575/mile) ¢
#Cat A,all Strategies; #Cat B, all Strategies N
Conferences/Trainings {hotel, per diem, parking, and mileage)
#Cat A,all Strategies; 4#Cat B, all Strategles ? 4301 5 43013 860
Tatal Travel s 430] § 430} s 850
D. SUBCONTRALTS
3 -
Total Subcontracts 5 1§ -|s -
E. OTHER COSTS
] -
S -
Total Other Costs $ - 15 - 18 -
Tota! Directs Costs B 9,200 | $ 9,200 | § 18,400
F. INDIRECT COSTS
Calculated at 25,00% of Total Allowable* Direct Costs or Total Personnel CI [ 2,300 | $ 2,300 | s 4,600
oTmEdENSEs

¢ Key: SOW Category (Cat

A ar Cat B}




The provisions herein apply to this Agreement unless the
provisions are superseded by an alternate

Exhibit D

Speclal Torms and Conditions
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Lounty of Montersy
18-10808
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Exhibit D
Special Terms and Conditions

1. Procurement Rules

(Applicable to all agreements in which equipment, property, commodities and/or supplies are
furnished by CDPH or expenses for said items are relmbursed with state or federal funds.)

8 Equipment definitions .
Whearever the term equipment /properly is ysed, the following definitions shall apply:

{1) Major equipmentiproperty; A tangible or intangible tem having a base unit cost of $5,000
or more with a life expectancy of one (1) year or more and Js either fumished by CDPH ar
the cost Is reimbursed through this Agreement. Software and videos are examples of
Intangible items that meet this definition,

(2) Minor equipmentiproperty: A tangible em having a base unit cost of less than $5,000
with a iife expectancy of one (1) year or more and is elther furnished by CDPH or the cost is
reimbursed through this Agreement.

b. Government and public entities (including state colleges/universities and auxllary
organizations), whether acting as a contractor, may secure all commadities, supplies,
equipment and services related to such purchases that are required in parformance of this
Agreement. Sald procurements are subject to Paragraphs d_through g of this provislon.
Paragraph ¢ of this provisfon shall also_apply, if equipment purchases are delagated to
subconfractors that are honprofit organizations or commerclal businesses,

‘c. Nonprofit organizations and commercial businesses, whether acting as a contractor and/or
suboontractor, may secure commodities, supplies, equipment and services related to such
purchases for performance tnder this Agresment. '

(1) Equipment purchases shall not exceed $50,000 aﬁnua!iy.

To secure equipment above the annual maximum limit of $80,000, the Contractor shall
make arrangements through the appropriate CDPM Program Gontract Manager, to have all
remaining eguipment purchased through CDPH's Purchasing Unit. The cost of squipment
purchased by or through CDPH shall be deducted fram the funds available in this
Agreement. Contractor shall submit to the CDPH Program Contract Manager a list of
aquipment specifications for those items that the State must procurs. The State may pay
the vendlor directly for such arranged equipment purchases and title to the equipment will
remain with CDPH. The equlpment wili be delivered to the Coniractor's address, as stated
on the face of the Agresment, unless the Contractor notifies the. CDPH Program Contract
Manager, in writing, of an alternate delivery address,

(2) Ali equipment purchases are subject to paragraphs d through g of this provision, Paragraph
b of thig provislon shall also apply, if equipment purchases are delegated to subcontractors
that are elther a government or public entity. :

(3} Nonprofit organizations and commercial businesses, shall use a procurement system that
maats the following standards:

(a) Maintain a code or standerd of conduct that shall govern the performance of fts officers,
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Exhibit [}
Spacial Terms and Conditions

amployees, or agents engaged In awarding procurement contracts. No employse,
officer, or agent shall participate in the selection, award, or administration of g
procurement, or bid contract in which, to his or her knowledge, he or she has & financlal
interast,

{b) Proturements shall be conducted In & manner that provides, to the maximum extent
practical, open, and free compstition,

(c) Procurements shall be conducted in & manner that provides for all of the following:
[1] Avold purchasing unnecessary or duplicate items,

[2] Equipment solicifations shall be bassd upon & clear and agsurate description of the
technical requirerents of the goads to be procurad.

[3] Take positive steps to utilize emall and veteran owned businesses.

. Unless walved or otherwise stipulaied in writhg by CDPH, prior written authorization from the
appropriate CDPH Program Contract Manager will be tequired before the Contractor will be
relmbursed for any purchase exceeding $2,500 or more for commodities, supplies, equipment,
and seivices related to such purchases. The Contractor must provide in its reguest for
authorization all parficulars necessary, as specified by CDPH, for evaluating the hecessity or
desirabifity of incurring such costs. The term "purchase” excludes the purchase of services
from a subcontractor and public utility services st rates established for uniform applicability fo
the general public. '

. In special circumstances, determined by CDPH (e.g., when CDPH hes a need to manitor
certain purchases, etc.), COFH may require prior written authotization and/or the submisglon of
paid vendor recelpts for any purchase, regardless of dollar amount. CDPH reserves the right to
elther deny claims for reimbursement or to request repayment for any Contractor purchase that
CDPH delormines to be unnecessary in carrying out performance under this Agreement. -

The Contractor must maintain a copy or narrative descriplion of the procurement system,
guidelines, rules, or regulations that will be used to make purchases under this Agreement.
The State reserves the right to request a copy of these documents and to inspact the
purchasing practices of the Contractor st any time. :

. For all purchases, the Contractor must maintaln copies of alf paid vendor invoices, decuments,
bids and other information used in vendor seleotion, for inspection or audlt. Justifications
supporting the absence of bldding (i.e., sole source purchases) shall also ba maintained on file
by the Contractor for inspection or audit.

- Equipment Ownership { lnventory / Disposition

(Applicable fo agreements In which squipment and/or proparty is furnished by CDPH and/or when
said items are purchased or reimbursed with state)

& Wherever the terms equipment andfor property are used in this provision, the definitions in

provision 1, patagraph a., shall apply.

Unless otherwise stipulated in this Agreement, all squipment andfor properfy thal are
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Exhibit D
Special Tetms and Conditions

purchased/relmbursed with agresment funds or furnishad by CDPH under the terms of this
Agreement shall be considered stafe equipment and the praperty of CDPH.

(1) COPH requires the reporiing, tagging and annual inventorying of all equipment and/or
property that is furnished by CDPH or purchased/reimbursed with funds provided through
this Agrasment, : :

Upon. raceipt of equipment and/or property, the Contractor shall report the receipt to the
CDPH Program Contract Manager. To report the receipt of sald items and to receive
property tags, Contractor shall use a form or format dasignated by CDPH's Asset
Management Unit. If the appropriate form (Le., Contractor Equipment Purchased with
CDPH Funds) does not accompany this Agresment, Contractor shall request a copy from
the COPH Program Contract Manager.

(2) If the Contractor entars info an agreement with & term of more than twelve months, the
Contractor shall submit an annual inventory of state equipment and/or properiy to the CDPH
Program Contract Manager using a form or format designated by CDPH's Asset
Management Unit. If an inventory report form (i.e., Inventory/Disposition of CDPH-Funded
Equipment) does not accompany this Agresment, Contractor shall request a copy from the
CDPH Program Contract Manager, Contractor shall:

(a) Include in the inventory report, equipment and/or property in the Contracior's possession
and/or in the possession of a subcontractor (including independent consultants),

(b} Submit the inventory report to CDPH according to the instructions appearing on tha
inventory form or issued by the CDFPH Program Contract Manager.

(c) Contact the CDPH Program Gontract Manager to learn how to remove, trade-in, sell,
transter or survey off, from the inventory report, expired equipment and/or property that
I8 no longer wanted, usable or has passed Its life expectancy. Instructions will be
supplied by CDPH's Asset Managament Unit,

. Title to state equipment end/or property shall not be affected by its incorporation or attachment
to any properly not awned by the State,

. Unless otherwise stipulated, CDPH shall be under no ohilgation to pa§ the cost of restoration,
or rehabilitation of the Gantractor's and/or Subcontractor's facility which may be affected by the
removal of any state equipment andfor property. '

. The Contractor shall maintain and administer & sound business program for ensuring the
proper use, maintenance, repair, protection, Insurance and pressrvation of state equipment
ancfar propetty. .

(1) In administering this provision, CDPH may require the Gantractor to repair or replace, to
CDPH's satisfaction, any damaged, lost or siolen state eguipment and/or property.
Contractor shall immediately file a thaft report with the appropriate police agency or the
California Highway Patrol and Contractor shall promptly submit one copy of the thaft report
to the CDPH Program Contract Manager.

- Unless otherwise stipulated by the program funding this Agreement, equipment and/or property
purchased/reimbursed with agreement funds or furnished by CDPH under the terms of this
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Agreement, shall only bs used for performance of this Agreement or another CDPH agreement,

Within sixty (60) calendar days prior to the termination or end of this Agreament, the Contractor
shall provide a final Inventory teport of equipment and/for property fo the CDPH Program
Contract Manager and shall, at that time, query CDPH as to the requirements, including the
~ manner and method, of returning state equipment and/or property to CDPH. Final dispasition
of equipment and/or praperty shall be at CDPH expense and according to CDPH instructions.
Equipment and/or property disposition instrictions shall be issuad by COPH immediately aftar
Fecaipt of the final inventory report, At the termination or conciusion of this Agresment, CDPH
may at its discretion, authorlze the continued use of state equipment andfor property for
performance of work under a different CDPH agreement.

, Motor Vehicles

(Applicable only if motor vehicles are purchasedfreimbursed with agreement funds or furnished
by CDPH under this Agreemant.)

(1) If motor vehicles are purchased/rsimbursed or furnished by CDPH under the terms of this
Agreement, within thirty (30) calendar days prior to the termination or end of this
Agreement, tho Contractor shall return suoh vehicles to CDPH and shall deliver alf
necessary documents of tille or registration to enable the praopar transfer of a marketable
title to CDPM,

(2) If motor vehicles are purchased/relmbursed or furnished by CDPH under the terms of this
Agresement, the State of California shatl be the le ner of said motor vehicles and
the Contractor shall be the registered owner. The Contractor shall only use satd
vehicles for the performance under the terms of this Agreement.

(3) The Contractor agree that all operators of motor vehicles, purchagsedfreimbursed or
fumished by CDPH under the terms of this Agreement, shall hold a valid State of California
driver's licensa. In the event that ten or more passengers are to be transported In any one
vehicle, the operator shall also hold a State of California Class B driver's licensa,

(4) If any motor vehicle is purchasedfreimbursed or fumished by CDPH under the terms of this
Agreement, the Contractor, as epplicable, shail provide, maintaln, and cedify that, at a
minimum, the following type and amount of automobile liability insurance Is in effect during
the term of this Agreement or any extension pariod during which any vehicte remains in the
Caontractor's posesssion; '

Automaobile Liabllity Insurance

(a) The Contractor, by signing this Agreement, hereby cerlifies that it possesses or will
obtain automobile Habliity insurance in the amourit of $1,000,000 per occurrenca for
bodily injury and property damage combined. Said insurance must be obtained and
made effective upon the dellvery date of any motor vehicle, purchased/reimbursed with
agreerment funds or furnished hy CDPH under the terms of this Agreement, to the
GContractor.

(b) The Contractor shall, as soon as practical, furnish a copy of the cerdificate of Insurance

ta the GDPH Program Contract Manager. The certificate of Insurance shall identify the

CDPH contract or agreement number for which the Ineurance applies.
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{c) The Confractor agres that badiiy' injury and property damage liabllity insurance, ag
required herein, shall remain n effect at all times during the term of this Agreement or
until such time as the motor vehicle is returned to CDPH,

{d) The Contractor agree 10 provide, at least thirty (30) days prior to the explration date of
sald insurance coverage, a copy of a new certificate of instrance evidancing continued
coverage, as indicated herein, for not less than the remainder of the term of this
Agreement, the term of any extension or continugtion thereof, or for a period of not less
than one (1) year.

(o) The Contractor, if not a self-lnsured government andfor public entity, must provide
evidence, that any required certificates of insurance contain the following provisions:

[1] The Insurer will not cancel the insured's covarage without giving thirty (30) calendar
days prior written notice to the Stale.

[2]1 The State of California, its officers, agents, employees, and servants are Included as
additfonal insureds, but only with respect to work performed for the State under this
Agreement and any extension or confinuation of thiz Agraement.

[3] The Insurance carrler shall notify CDPH, in writing, of the Contractor's failure to pay
premiums; its cancellation of such policies; or any ofher substantial change,
including, but not limited fo, the status, coverage, or scopa of the required insurance.
Such notives shall contain a reference to each agreament number for which the
insurance was ohtained,

(i} The Contractor s hereby advised that copies of certificates of insurance may be subject
to review and approval by the Department of Genersl Services (DQA8), Offlce of Risk
and insurance Management, The Contractor shall be notified by CDPH, |n writing, If this
provision is applicable to this Agreement, If DGS approvai of the certificate of insurance
is required, the Contractor agrees that no work or services shall be performad prior to
obtaining said approval.

{g) In the event the Coniractor fafls to keep insurance coverage, as required hereln, in
effect at all imes during vehicla possassion, CDEPH may, in addition to any other
remedies It may have, terminate this Agreamant upon the occurrence of such event.

3. Subcantract Requirements

{Applicable to agresments under which services are 1o be performed by subcontractors inciuding
independent consultants.) '

a. Prior written guthorization will be required before the Cantractor enters info or Is reimbursed for
any subcontract for services exceeding $2,500 for any artices, supplles, equipment, or servicas.
The Contractor shall obtain at lsast three competive quatations which should be submitted or
adequate justification provided for the absence of bidding,

b. CDPH reserves the right to approve or disapprove the selection of subcontraciors and with

advance written notice, require the substitution of subcontractors and require the Gontractor to
terminate subcontracts entered into in support of this Agreement.
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(1) Upon receipt of a written notice frem CDPH requiring the substitution and/or termination of a
subconiract, the Contractor shall take steps to.ensure the completion of any work in
progress and select a replacement, if applicable, 'within 30 calendar days, unless a longer
pariod is agraed to by CDRH,

. Actual subcontracts (i.e., wiltten agreement betwesn the Contracior and a subcontractor)
exceading $2,500 are subject to the prior raview and writien approval of CDPH,

d. Contractor shall maintain a copy of each subcontract emered into in support of this Agresment

and shall, upon request by CDPH, make copies avallable for approval, ingpection, or audit.

@ CDPH assumes no responslbiiity for the payment of subcontractors usad in the performsnce of
this Agreement. Contractor accepts sole responsibliity for the payment of subcontractors used
In the perforrnance of this Agresment, ,

f. The Contractor is responsible for all performance raquirements undsr this Agresment even
though performance may be sasried cut through a subcontract,

g. The Contractor shall ensure that all subcontracts for services include provigion(s) requiring
sompliance with applicable terms and conditions specifled In this Agreement and shall be the
subcontractor's sele point of contact for all matters relatad to the performance and payment
during the term of this Agreement.

h. The Contractor agrees to include the following clause, relevant to record ratention, in all
subcontracts for services:

“(Subcontractor . Name) agress to maintain and preserve, until three years after
terminatlon of (Agreement Number) and final payment from CDPH to the Contractor, to
parmit CDPH or any duly authorlzed representative, to have agcess to, examine or audit
any pertinent books, documents, papers and records related to this subcontract and to
allow Interviews of any employees who might reasonably have information related to
such racords.” -

. Incgome Restrictions

Unless othersise stipulated in this Agreement, the Contractor agrees that any refunds, rebates,
credits, or other amounts (including any interest thereon) accruing to or received by the Contractor
under this Agreament shall be pald by the Contractor to CDFH, to the extent that they are properly
allocable to costs for which the Contractor has been reimbursed by CDPH under this Agreement.

. Site Inspection

The State, through any authorized representatives, has the right at all reasonable times to inspect
or otherwise avaluate the work performed or being performed hereunder including subconiract
supported activities and the premises In which it Is being performed. I any inspection or evaluation
is made of the premises of the Contractor or Bubcontractor, the Contractor shall provide and shall
require Subcontractors to provide all reasonable facilities and asslstance for the safety and
convenience of the authorized representatives in the performance of their dutles. Al inspections
and evaluations shall be performed in such a manner as will not unduly delay the services
petformed.
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Intellectual Property Rights
a. Ownership

(1) Except where CDPH has agreed in a signed writing to accept a license, CDPH shall be and

remain, without additional compensation, the sole owner of any and all rights, title and
interest in all Intellectual Property, from the moment of creation, whether or not Jointly
concelved, that are made, concelved, derived from, or reduced to practice by Contractor or
CDPH and which result directly or indirectly from this Agreement.

(2) For the purposes of this Agreement, Intellectual Praperty means recognized protectable

rights and interast such as: patents, (whether or not issued) copyrights, trademarks, sarvice
marks, applications for any of the foregoing, inventions, trade secretls, trade dress, logos,
insignla, color combinations, slogans, moral rights, right of publicity, author's rights, contract
and licensing rights, works, mask works, industrial design rights, rights of priority, know
how, design flows, methodologies, devicos, business processes, developments,
innovations, good will and afl other legal rights protecting intangible proprietary information
as may exlst now andlor here after come into existence, and ail renewsls and extensions,
regardless of whether those rights arise under the laws of the United States, or any other

state, country or jurisdiction,

(a) For the purposes of the definition of Intellectual Property, “works” means all literary
works, writings and printed matter Including the medium by which they are recorded or’
reproduced, photographs, art work, pictarial and graphic representations and works of a
similar nature, fiim, motion pictures, digital images, animation cells, and other
audlovisual works including positives and negatives thereof, sound recordings, tapes,
educational materials, Interactive videos and any other materials or products. created,
produced, conceptualized and fixed in a tanglble medium of expresaioh. [t includes
prefiminary and final products and any materials and information developed for the
purposes of producing these final products. Works does not include articles submitted
to peer review or reference journals or independent research projects,

(3) In the performance of this Agreement, Contractor will exercise and utilize certain of its

intellectual Property In existence prior to the effective date of this Agreement. In addition,
under this Agresment, Contractor may access and utilize certaln of CDPH's intellectual
Property in existence prior to the effective date of this Agreement. Except as otherwise set
farth herein, Contractor shall not use any of CDPH's Intellactusl Properly now existing or
hereafter existing for any purposes without the prior written permission of CDPH, Except
as otherwise set forth herein, nsither the Contractor nor CDPH shall give any
ownership inferest in or rights to its Intellectual Property to the other Party. If during
the term of this Agreement, Contractor accesses any third-party Intellectus! Property that is
licensed to CDPH, Contractor agrees to abide by all license and confidentiality restrictions
applicable to CDPH in the third-party's licerise agreemant.

(4) Gontractor agrees to cooperate with CDPH in establishing or maintaining CDPH's exclusive

tights in the Intellectual Property, and in assuring CDPH's sole rights against third parties
with respect to the Intellectual Property. If the Contractor enters into any agreements or
subcontracts with other parties in order to perform this Agresment, Cantractor shall require
the terms of the Agreement{s) to include all intellsctual Property provisions. Such terms
must include, but are not limied to, the subcontractor assigning and agreeing to assign to
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CDPH ali rights, title and Interest in Intellectual Property made, conceived, derivad from, or
reduced to practice by the subcontractor, Contractor or CDPH and which result directly or
indirectly from this Agresment or any subcantract, .

(5) Contractor further agrees to aseist and cooperate with CDPH in all reasonable respects,
and execute all documents and, subject to reasanable avaliabllity, give testimony ant take
all further acts reasonebly necessary to acquire, transfer, malntain, and enforce CDPH's
intellactual Property rights and Interests.

b. Retained Rights / License Rights

(1} Except for Intellectual Property made, concelved, derlved from, or reduced to practice by
Contractor or CDPH and which result directly or Indirectly from this Agreement, Contiactor
shall retein title to all of its Intallectual Property to the extent sugh Intellsctual Proparty is in
existenoe prior to the effective date of this Agreement. Contractor hereby grants to CDPH,
without additional compansation, a permanent, non-exclusive, royalty free, pald-up,
wotldwide, irrevocable, perpetual, nonerminable license to use, reproduce, manufacture,
sell, offer to sell, import, export, modify, publicly and privately display/perform, distribute,
and dispose Contractor's Intellectual Property with the right to sublicense through multiple
layers, for any purpose whalsoever, to the axtent It Is Incorperated In the Intellsctual
Property resulting from this Agreement, unless Contractor assigns all rights, title and
interest in the Intellactual Property as set forth hereln.

(2} Nothing in this provislon shall restrict, limit, or otherwise prevent Contractor from using any
ideas, concepts, know-how, mathodology or technigues related to its performancs under
this Agreement, provided that Contractor's use does not infringe the patent, copyright,
trademark rights, license or other Intellectual Property rights of CDPH o third parly, or
result in a breach or default of any provisions of this Exhibit or result in a breach of any
provisions of law relating to confidentiality.

¢, Copyright

(1) Contractor agrees that for purposes of copyright law, all works [as defined in Paragraph a,
subparagraph {2)(a) of this provisien] of authorship made by or on behalf of Contractor in
connection with Contractor's petformance of this Agreement shall ba deemed “works made
for hire". Coniractor further agrees that the work of each person utifized by Contractor In
connection with the performance of this Agreement will be a "work made for hive,” whether
that person is an employee of Contractor or that person has entered into an agreament with
Conftractor to perform the work. Contractor shall enter into a written agresment with any
such person that: () all work performed for Contractor shall be deemed a “work made for
hire” under the Copyright Act and (Il) that person shall asaign all right, title, and interest to
CDPFH to any work product made, concsived, darived from, or reduced to practice by
Contractor or CDPH and which result directly or indlrectly from this Agreemeant,

(2) All materials, Including, but not limited to, visua! works or text, reproduced or distributed
pursuant to this Agresment that include Intellectual Property made, conceived, derived
from, or reduced to practica by Contractor or CDPH and which result directly or indirectly
from this Agreement, shall include CDPH's netice of copyright, which shall read in 3mm or
larger typaface: "@ {Enfer Current Year e.g., 2014, efo ], Department of Public Health. Thig
material may not be repreduced or disseminated without prior written permission from the
Department of Public Health." This notice should be placed prominently on the materials
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and set apart from other matter on the page where it appears, Audio productions shall
contaln a similar audio notice of copyright.

Patent Rights

With respact to inventions made by Confractor in the performance of this Agreement, which did
not result from research and development specifically included In the Agresment's scope of
work, Contractor hereby grants to CDPH a license as described under Section b of this
provisien for devices or materlal incorporating, or made through the use of such irventions. I
such inventions result from research and development work specifically included within the
Agreement’s scope of work, then Contractor agress to assign to CDPH, without additional
compensation, all its right, title and Interest in and to such inventions and to assist CDPH in
securing United States and forelgn patents with respect thersto.

Third-Party intellectual Property

Except ag provided herein, Contractor agreas that its performance of this Agreement shall not
be dependent upon or include any Intellectual Property of Contractor or third party without first:
(i} obtaining CDPH's prior written approval; and (i) granting to or obtaining for CDPH, without
additional compensatien, a license, as described in Section b of this provision, for any of
Contractor's or third-party's Intellectual Property in existence prior to the effective date of this
Agreament. [f such a license upon the these terms Is unattainable, and CDPH determines that
the Intellectual Property should be included In or is required for Contractor's parfortnance of this
Agreement, Contractor shall obtain a license under terms acceptable to CDPH,

Warranties
(1) Contractor represents and warrants that;
(a) It is free to enter into and fully perform this Agreement,

{b) 1t has secured and will secure all rights and licenses necessary for its petformance of
this Agreement.

(¢} Neither Contractor's performance of this Agreement, nor the exercise by either Party of
the rights granted In this Agreement, nor any use, reproduction, manufacture, sale, offer
to sell, import, export, madification, public and private display/performance, distribution,
and disposition of the intellectual Property made, concelved, darived from, or reduced to
practice by Contractor or CDPH and which result directly aor Indirectly from this
Agreement will infringe upon or violate any Intallsctual Property right, non-digclosure
phligation, or other proprietary right or interest of any third-party or entity now existing
under the {aws of, or hereafter existing or issued by, any state, tha United States, or any
forelgn country. There is currently no actual or threatened claim by any such third party
based on an alleged violation of any such right by Contractor,

() Neither Contractor's performance nor any part of its performatice will violate the right of
privacy of, or consfitute a libe! or slander against any person or antity.

{e) It has sacured and will secure all rights and licenses necessary for Intellectual Property

including, but not limited to, consents, waivers or releases from all authors of music or
performances used, and talent {radio, television and motion picture talent), ownaers of
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any interest in and fo real estate, sites, locations, property or props that may be used or
shown, '

(T} It has not grantsd and shall not grant to anhy persoh or entity any right that would or
might derogate, encumber, or interfere with any of the rights grantad to CDPH in this
Agresment.

(9) It hes appropriate systems and contrals In place fo ensure that state funds will not be
used in the performance of this Agresment for the acquisition, operation or maintenance
of computer software in violation of copyright laws.

(h} It has no knowledge of any outstanding clalms, licenses or other charges, liens, ot
encumbrances of any kind or nature whatsoever that could affect in any way
Contractor's performance of this Agresmant.

CDPH MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING
FROM THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK,
CORYRIGHT OR THE LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED.

9. intellectual Property Indemnity

("

(2)

Contractor shall indemnify, defend and hold harmless CDPH and fts Noensees and
assignees, and its officors, direstors, employass, agents, representatives, sucosssors, and

‘users of its products, (“lndemnitees”) from and agalnst all claims, actions, damages,

losses, liabiliies (or actions or proceedings with respect 1o any thareof), whether or not
rightful, arising from any and all actions or claims by any third parly of expsnses related
thereto (Including, but not limited to, alt legal expenses, court costs, and attorney's fess
incurred in Investigating, preparing, serving as a witness I, or defending against, any such
claim, action, or proeeeding, commencad or threatened) to which any of the Indemnitees
may be subject, whether or not Contractor Is & party 1o any pending or thisatenad Itigation,
which arlse 'out of or are related to (i} the incorreclness or hreach of any of the
representations, warranties, covenants or agreasments of Contractor pertaining to
intellectudl Property; ot (i)} any Intellectual Preperty infringement, or any other type of actusl
or alleged infringement claim, arising out of CDPH's use, repreduction, manufacturs, sale,
offer to  sel, distribution, import, export, modification, public and private
perfotmance/display, license, and disposition of the Intellectual Property made, concelved,
derived from, or reduced to practice by Gontractor or CDPH and which result directly or

indirectly from this Agresment. This indemnity obligation shall apply Irreepactive of whether

tha infringement claim Is based on a patent, trademark or copyright registration that issuad
after the effective date of this Agreement. CDPH reserves the right to participate in and/or
control, at Contractar's expense, any such infringement action brought against CDPH,

Should any Inteliactual Property licensed by the Contractor to COPH under this Agreement
hecome the subject of an Inteliectual Property infringement claim, Contractor will exercise
ite authority reasonably and in good faith to preserve CDPH's right to use the ficensed
Inteliectual Propeity in accordance with this Agreement at no expense to CDPH. CDPH
shall have the right to monitor and appear through its own counsal {at Conlractor's expense)
In any such claim or action. In the defense or ssttlement of the claim, Contractor may
obtain the right for COPH to continue using the licensed Intellectusl Property, or, replace or
modify the licensed Intellectual Propetty so that the replaced of modified Intaliectual
Property becomes nen-infringing provided that such replacement or modification s
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functionally equivalent to the original licensed intellectual Property, If such remedies are not
reasonably avallable, CDPH shall be entitied to @ refund of ali monies paid under this
Agreement, without restriction or limitation of any other rights and remedies evailable at law
or In equity.

(3 Contractor agrees that damages alone would be Inadequate to compensate COPH for
breach of any term of this Intellectual Property Exhibit by Contractor. Contractor
acknowledges CDPH would suffer irreparable harm in the event of such breach and agrees
CDPH shall be entitled to obtain equitable relief, Including without limitation an injunction,
from & court of competent jurisdiction, without restriction or limitation of any other rights and
remedies available at law or in equity.

h. Burvival

The provisions set forth herein shall survive any termination or expiration of this Agreement or
any project schedule,

Prior Approval of Trainlng Seminars, Workshops or Conferences

Contractor shall obtain prior COPH approval of the location, costs, dates, agenda, instructors,
instructional materials, and attendees at any reimburssble training seminar, workshop, _or
conference conducted pursuant to this Agreement and of any reimbursable publicity or educational
materlals to be made available for distribufion. The Contractor shall acknowledge the support of
the State-whenever publicizing the work under this Agreement in any media. This provision does
not apply to necessary staff meetings or trainlng sessions held for the staff of the Contractor In
order 10 conduct routing business matters.

Confldentiality of Information
The Contractor and its enployees, agents, or subcontractors shall:

a. Protect from unauthorized disclosure names and other identifying information congerning
persons either recelving services pursuant to this Agreement or persons whose names or
identlfying information become available or are disclosed to the Contractor, its employses,
agents, or subcontractors as & result of services parformed under this Agreement, except for
statistical Information not identifying any such peraon.

b. Not use such identifying information for any purpose other than carrving out the Contractor's
obligations under this Agreement.

c. Premptly transmit to the CDPH Contract Manager all requests for disclosure of such identifying
information not emanating from the client or parson. :

d. Not disclose, excepl as otherwise specifically permitted by this Agraement or authorized by the
client, any such identifying information to anyone other than GDPH without prier written
authorization from the CDPH Confract Manager, excspt if disclosure is required by State or
Faderal law, '

~@. For purposes of thie provision, identity shall include, but not be limited to name, dentifying

number, symbol, or other Identifying particular assigned to the individual, such as finger or voica
print or a photograph. '
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i. As deemed applicable by CDPH, this provision may be supplemented by additional terms and
conditions covering personal health information (PH) or personal, sansitive, and/or confldential
information (PSCI). Sald terms and conditions will be outlined in ohe or more axhibits that will
sither be attached to thia Agreement or incorporated into this Agreament by reference,

Documents, Publications and Written Reports

(Applicable fo agreements over $5,000 under which publications, written raports and documents
are developed or produced. Government Code Section 7550.)

Any document, publication or written report (excluding progress reports, flnanclal reports and
normal contractual communications) prepared as a requirement of this Agresement shall contain, in
a separate section preceding the main body of the document, the mimber and dollar amounts of al|
contracts or agreements and subcontracts relafing to the preparation of such document or report, If
the total cost for wark by nonemployess of the State exceeds $5,000.

10. Dispute Resclution Process

a. A Contractor grievance exists whenever there is a dispute arising from CDPH's action in the
administration of an agresment. If there is & dispute or grievance between the Contractor and
CDPH, the Contractor must seek resolution using the procedure cutlined below,

(1) The Contractor should first informally discuss the problem with the CDPH Program Contract
Manager. If the problem cannot be resolved informally, the Contractor shall direct its
grievance together with any evidence, in writing, to the program Branch Chief, The
grievence shall state the issues in dispute, the legal authority or other basis for the
Contractor's position and the remedy sought. The Branch Chief shall rendar a decislon
within ten (10) working days after recelpt of the written grievance from the Contraotor, The
Branch Chief shall respond in writing to the Contractor Indicaling the decision and reasons
therefore. If the Contractor dizsagrees with the Branch Chisfs declsion, the Contractor may
appeal to the second level,

(2) When appealing to ihe second level, the Contractor must prepare an appeal indicating tha
reasons for disagreement with Bransh Chiefg declslon, The Contractor shall include with
the appeal a copy of the Gontractor's original statemerst of dispute along with any supporting
evidence and a copy of the Branch Chief's decision. The appeal shall be addressad to the
Deputy Director of the divisian in which the branch is organized within ten (10) working days
from recslpt of the Branch Chief's decision. The Deputy Direator of the division in which the

* branch is organized or his’her designee shall meet with the Contractor to review the issuas
ralsed. A written declsion signed by the Deputy Diractor of the divialon in which the branch
I8 organized or histher designee shall be directed to the Contractor within twenty (20)
working days of recelpt of the Contractor's second level appeal.

b. If the Contractor wishes to appeal the decision of the Depuly Director of the division in which

the branch is organized or hisfhiar designes, the Contractor shall follow the proceduras aet forth
in Divigion 26.1 (commencing with Section 38050) of the Health snd Safety Code and the
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regulations adopted thereunder. (Title 1, Division 2, Chapter 2, Articls 3 (commencing with
Sectian 1140) of the Californfa Cade of Regulations).

¢. Disputes ariging out of an audit, examination of an agresment or other action not coverad by
subdivigion (a) of Section 20204, of Chapter 2.1, Title 22, of the California Code of Ragulations,
and for which no procedures for appesl are provided in statute, regulation or the Agreement,
shall be handled in accordance with the procedures identified in Sections 51016 through 51047,
Title 22, California Code of Regulations.

d. Uriless otherwise stipulaied in wilting by CDPH, all dispute, prievance andfor appaal
correspondence shall be directed to the CDPH Contract Manager.

e. There are organizational differences within CDPH's funding progrems and the management
levals identified in this dispute resalution proviston may not apply In evary contractual situation.
When a grievance Is recelved and organizational differences exist, the Contractor shall be
notified in wiiting by the CDPH Contract Manager of the level, name, and/or title of the
appropriata management official that is responsible for issulng a decislon at a given level.

Officials Not to Benefit

No members of or delegate of Congress or the State Legislature shall be admiited to any share or
part of this Agraement, or to any benefit that may arise therefrom. This provision shall not bs
construed to exiend to this Agreement if made with a corporation for ts general bahefits,

Prohibited Use of State Funds for Software

Contractor certifiss that it has appropriate systems and controls in place to ensure that state funds
will not be used It the performance of this Agresment for the acquisition, operation or maintenance
of computer sofiware in violation of copyright laws.

Contract Uniforiity (Fringe Benefit Allowabllity)
{Applicable only to nonprofit organizations.)

Pursuent lo the provisions of Article 7 (commencing with Sactioh 100525) of Chapter 3 of Part 1 of
Division 101 of the Health and Safely Gode, CDPH sets forth the foliowing policles, proceduses,
and guidelines regarding the relmbursement of fringe benefits. '

8. As used harein fringe benefits shall mean an employment benefit given by one's employer to an
employes In addiiion to one's regular or normal wages or salary, .

b. Asused hereln, fringe bensfits do not include:

(1) Compensation for personal services paid ourrently or accrued by the Contractor for servicas
of employees rendered during the term of this Agreemant, which Is identified as regular or
normal salarles and wages, annhual leave, vacation, sick leava, holidays, jury duly and/or
military leaveftraining. -

(2) Director's and executive committee member’s fees.

{3) Incentive awerds and/or bonus incentive pay.

(4} Allowances for off-slta pay.

(%) Location aliowances.
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(6) Hardship pay.
(7) Cost-of-living differentisls

Specific allowable fringe benefits include:

{1) Fringe benefits In the form of employer cantributions for the employer's pottion of payroll
taxes (lLe., FICA, 8UI, SDI), employee health plans {ie., health, dental and vision),
unemployment insurance, werker's compensation insurance, and the employer’s share of
penslonfretirement plans, provided they are granted in accordancs with established written
organization policies and maeet all legal and Internal Revenue Service requirements,

Ta be an allowable fringe benefit, the cost must meet the following criteria:

(1) Be necessary and reasonable for the performance of the Agresment.
(2) Be determined in accordance with generally accepted accounting principles.
(3) Be conalstent with poficies that apply uniformly fo all activities of the Contractor.

Contractor agrees that all fringe betiefits shall be at actual cost.
Earned/Accrued Compensation

(1) Compensation for vacation, sick leave and holidays is fimited to that amount
earned/accrued within the agresment term, Unused vacation, sick leave and holidays
eamed from periods prior to the agreement term cannot be claimed as allowable costs,
Sea saction f (3)(a) below for an example.

(& For multiple vear agreements, vacation and sick lsave compensation, which is
earned/accrued but not paid, due to employsa(s) not taking time off may be carried over
and claimed within the overall term of the multiple ysars of the Agreement. Holidays cannot
be carried over from one agreement year to the next. See Provislon § (3)b) Tor an exarnple,

(3) For single year agreements, vacation, sick leave and holiday compensation that Is
earned/accruad but not paid, due to employes(s) not taking time off within the term of the
Agreemant, cannot be claimed as an allowable cost. See Provision f (3)(c} for an example.

(a} Exampls No. 1:

if an employes, John Doe, sarms/accrues three wasks of vacation and twelve days of
gick leave each year, then that Is the maximum amount that may be claimed during a
one year agreement. if John Doe has five weeks of vacation and eighteen days of sick
leave at the beginning of an agreement, the Contractor during a one-ysar budget period
may only claim up to three weeks of vacation and twelve days of sick leave as actually
used by the employes. Amounts earned/accrusd in periods prior to the beginning of the .
Agreement are not an allowable cost,

{) Example No, 2:
If during a three-year {multiple year) agreement, John Doe doas not use his three weeks
of vacation in year one, or his three weeks in year two, but he does actually use nine
weeks In year three; the Contractor would be allowsd to claim all nine wesks paid for in
year three. The total compensation over the three-year pariod cannot exceed 156
weeks (3 x 52 weeks).
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{¢) Example No. 3:
If during a single year agresment, John Doe works fifty weeks and used one week of
vacation and one week of slck leave and all fifty-two wesks have baen billed fo CDPH,
the temaining unused twe weeks of vacation and seven days of sick leave may not bhe
claimed as an allowable cost,

14, Cancellation

A.

This agreement may be cancelled by CDPH without cause upon 30 calshdar days
advance written nolice to the Contractor,

CDPH reserves the right to cancel or terminate this agresment immediately for cause. The
Contractor may submit a written request to terminate this agreement only if CDPH
substantially fails to perform its responsibliities as provided herein. '

The term “for cause” shall mean that the Contractor fails to meet theterms, conditions,
and/or respansibilities of this agresment, :

Agreement termination or canceliation shall be effective as of the date indicated In CDPH's
notification to the Contractor. The notice shall stipulate any final performanae, invoicing or
payment requirements,

Upon recelpt of a notlee of termination or cancellation, the Contractor shali take immediate
steps to stop performance and to cancel or reduge subssquent agreement costs,

In the event of early termination or cancellstion, the Contractor shall be entltied fo
compensation for services parformed satlsfactorily under this agreemant and expenses
Incurred up to the date of cancellation and any hon-cancelable obligations incurred in
support of this agreement.
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Insurance Requirements
A. General Provislons Appiying to All Policles
1) Coverage Term — Coverage heeds to be inforcs for the complete term of the Agreement.

2)

3)

4)

. B)

8}

7}

&)

County of Monterey

If insurance axpires during the term of the Agreement, a new certificate ang requirad
endersaments must be recalved by the State at least ton {10) days prior to the expiration
of this insurance. Any new Insurance must comply with the original Agreament terms,

olicy Cancellation or Termination and Notige of Non-Renewsl — Contractor shall
provide to the COPH within flve (8) business days foliowing receipt by Contractor a copy of
any cancellation or non-renewal of insurance required by this Contract. In the event
Contractor falls to keep In affect at all fimes the spacified Insurance coverags, the CDPH
may, In addition to any other remedies it may have, terminate this Contract upon the
aceurrence of such event, subject to the provisions of this Cohtract.

Premiums, Assessm uetibles ~ Coniractor Is responalble for any premiums,
policy assessments, deductibles or self-nsured retentions contained within thelr insurance

program,

Frimary Clayse ~ Any required Instrance contained in this Agreement shall be primary
and not excess or contributory to any other insurance carried by the CDPH,

| Carrier Required Rating — All insurance compenies must canmy an AM Best
rating of at least ‘A~ with a financial category rating of no lower than V1. If Contractor is
self-Insured for a portion or all of its insurance, review of financial information including a
latier of cradit may be required.

Endorsements - Any required endorsements requested by the CDPH must be physically
attached to all requested certificates of insurance and not substituted by referring to such
coverage on the certificate of Insurance.

Inadequate Insurance - Inadequate or lack of insurance does not negate Contractor's
obligations under the Agraement.

Use of Subcontractors - In the case of Contractor's utlllzation of Subcontractors to
camplete the contracted scope of work, Gontractor shall Include all Subcontractors ag
insured under Contractor’s insurance or supply evidence of the Subcontractor's insurance
to the CDPH equal to policles, coverages, and limits required of Contractor,

surance Coverg ulrements

Contractor shall display evidence of certificate of insurance evidenaing the following coverage:

1y Commercial General Liabllity - Conmiractor shall maintain general lizbllHy with limits not

less than $1,000,000 per sccurrence for bodlly injury and property damage combined with
a $2,000,000 annual policy aggregate. The policy shall Include coverage for liabilities
arising out of premises, operations, independent Contractors, products, completed -
operations, personal and advertising injury, and liability assumed undar an insurad
Agreement. This Insurance shall apply separately to each insured against whom claim is
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made or suit is brought subject to Coniractor's limit of liability. The policy shall be
endorsed to include, ‘The State of California, ite officers, agents, employess, and servants
as additional insured, but enly insofar as the operations under this Agresment are
concernad.” This endorsement must be supplied under form acceptable to the Office of
Risk and insurance Management.

Automoblle Liability (when required) ~ Gontractor shall maintain motor vahicle llability
insurance with imita not less than $1,000,000 combined single limit per accident. -Such
insurance shall cover liability arlsing out of a mator vehicle including owned, hired and
non-owned motor vehicles. Should the scope of the Agreement involve transportation of
hazardous materials, evidence of an MCS-80 endorssment is requirad. The policy shalt be
endorsed to include, “The State of California, its officers, agents, employass, and servants
ae addiional insured, but enly Insofar as the operations under this Agresment are
concerned,” This etidorsement must be supplied under form acceptable to the Office of
Risk and Insurance Management.

orker" ensation and E er's Liabllity (when required) - Contractor shall
maintaih statutory worker's compensation and einployar's liability coverage for all its
emplayses who will be engaged in the performance of the Agresment. Employer's liabllity
limits of $1,000,000 are required. When work is performed on State ownad o controfied
property the policy shall contain a walver of subrogation endorsement in favor of the State.
This endorsement must ba supplisd under form acceptable to the Office of Risk and
Insurance Management,

Professional Liability (when required) — Gontractor shall maintain profeasional liabifity
covering any damages caused by a negligent error: act or omiesion with limits not less
than $1,000,000 per occurrence and $1,000,000 policy aggregate. The policy's retroactive
date must be displayed on the certificate of insurance and must be bafore the date this
Agreement was executed or before the beginning of Agreement work,

Envi ronmenjayggllut.ign Liability (whan required) — Contractor shall maintain pollution

liabillty for limits not less than $1,000,000 per clalm covering Centractor's llabhity for bodrly
Infury, properly damage and environmental damage resulting from pollution and related
cleanup costs incurred arising aut of the work or services to be performad under this
Agreement. Coverage shall be provided for both work perfarmead on site as well as
transportation and proper disposal of hazardous maletlals. The policy shall be endaorsed
to include, “The State of California, its officers, agents, employaes, and servants as
additional insured, but only insofar as the operations under this Agreement are
concerned.” This endorsemant must he suppliad under form acceptable to the Ofiice of
Risk and Insurance Management. :

Alreraft Liabllity (when required) - Contractor shall maintaln aircraft liability with a limit not
less than $3,000,000. The policy shall be endorsed to include, “The State of California, its
officers, agents, employees and servants as additional insured, but only insofar as the
operations under this Agresment.” This endorgement must be supplied under form
acceplable to the Office of Risk and Insuratice Managsment.
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. Exhiblt F
Federal Terms and Conditions

(For Federally Funded Subvenfion/t.ocel Assistance Agreemaht)

The use of headings or tities throughaut this exhiblt is for convenlence only and shaif not be used to interpret or to
govem the meaning of any specific tarm or condition.

This Exhiblt contalns provisions that require strict adherehce to various confracting lews and shall be used for
agreement funded In whole or in part by Federal Funds.

Federal Contract Funds
Federal Equal Employment Opportunlty Requirements
Debarment and Suspension Certification
Covenant Against Contingent Feas
Lobbying Restrictions and Disclosure Certlﬁcatlon
Additional Restrictions
Federal Requirements
Alr and Water Pollution Requirments
8moke-Free Workplace Certification
. Use of Bmall, Minority Owned and Women's Businesses
. Human Subjacts Use Requirements
. Financlal and Compliance Audit Requirements
. Audit and Record Retention
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Exhibit F
Federal Terms and Condltions

1. Federal Confract Funds

a. it is mutually understood between the parties that this Agreement may have besn written before
ascertaining the avaliability of congrassional appropriation of funds, for the mutua) benefit of both parties,
in order to avold program and fiscal delays which would ocour If the Agraament were exacuted after that
determination was made.

b, This agreement Is valid and enforceable only If sufficlent funds are made avallable io the State by the
United States Government for the fiscal years covered by the term of this Agresment. In additian, this
Agreament Is subject to any additiona restrictions, limlitations, o conditions enacted by the Congress or
any statute enacted by the Congress which may affect the provisions, terms or funding of this Agreement
in any manner.

¢. It is mulually agreed that If the Congress does not appropriate sufficlent funds for the program, this
Agreemant shall be amendad to refiect any reduction in funds.

o, CDPH has the option fo invalidate or cancel the Agreement with 30-days advance writlen notice or 1o
amend tha Agreement 1o reflect any raduction in funds.

- 2. Federal Equal Opportunity Requlrements

a. The Centracter will not dissriminate against any employee or applicant for employment becauss of race,
color, veligion, sex, natlongl origin, physicel or mental handloap, disabllity, age or status as 8 disabled
veteran or veteran of the Vietnam era. The Contractor will take affirmative action to ensure that qualified
applicants are employed, and that employees are treated during employment, without regard to their race,
color, religion, sex, national origln, physical or mental handicap, disabilily, age or status as a disabled
veteran or veteran of the Vielnam era. Such ection shal include, but not be limitad to the following:
employmant, upgrading, demotion or transfer; racrultrment or racruitment advertising: layoff or farmination;
rates of pay or other forms of compensation; and career davelopment opportunities and selestion for
training, Including epprenticeship. The Contractor agrees to post In consplcuous places, avallable to

- employees and applicants for employment, notices to be provided by the Federal Government or CDPH,
setfing forth the provislons of the Equal Opportunity clause, Section 503 of the Rehabilitation Act of 1973
and the affirmative action clause required by the Vietnam Era Veterans' Readjustment Assistance Act of
1974 (38 U.8.C, 4212). Such notices shall state the Conlraciors obligation under the law to take
afflrmative action to employ and advance In smploymant qualified applicants without discrimingtion based
on their race, color, teligion, sex, national origin physical or mental handioap, disability, age or status as &
dissbled veteran or veteran of the Vietnam erz and the rights of applicants and employess.

b. The Gontractor will, in all soliciations or advancements for employees placed by or on behalf of the
Contractor, state that all qualified applicants will receive consideration for employment without regard to
race, color, religion, sex, national origin physical or mental handicap, disability, age or status as a disabled
veteran or vetesan of the Vietham ers,

¢. The Contractor will send to each fabor union or representative of workers with which it has a collective
bargaining agreement or other coniract or understanding a notice, o be provided by the Federal
Government or the State, advising the labor union or workers' representative of the Contractor's
commitments under the provisions herein and shall post coples of the notice In conspicuous places
available to employeas and applicants for employment.

d. The Contractor will comply with all provisions of and furnish all infarmation and raports reguired by Section
503 of the Rehabllitation Act of 1973, as amanded, the Vietnam Era Veterang' Readjustmant Asslstance
Act of 1874 (38 U.5.C. 4212) and of the Federal Executive Order No. 11246 as amendad, Including by
Executive Order 11375, ‘Amanding Executive Ordaer 11248 Relating to Equal Employment Opportunity,’
and as supplemented by regulation at 41 CFR pert 80, “Office of the Federal Contract Compliance
Programs, Equal Employment Opportunlly, Department of Labor” and of the rules, reguiations, and
relevant orders of the Secratary of Labor,
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@, The Contractor will furnish all information and reports reguired by Federal Executive Order N, 11246 s
amended, Including by Executive Order 1137, ‘Amsnding Executive Order 11246 Relating fo Equal
Employmant Qpportunity,' and as supplemented by regulation at 41 CFR part 60, “Office of the Federat
Contract Compliance Programs, Equal Employment Opportunity, Department of Labor” and the
Rehabllitation Act of 1873, and by the rules, regulations, and orders of the Secratary of Labor, or pursuant
thereto, and will permit accass to its books, records, and accolnts by the State and its designated
tepresentatives and the Secretary of Labor for purposes of Investigation to ascertain compliance with such
rules, ragulations, and orders. _ ,

f.  In the event of the Contractor's noncompliance with the requirements of the provisions herein or with any
federal rules, regulations, or orders which are referenced hereln, this Agreement may be cancalled,
tarminated, or suspendad in whole or in part and the Contractor fay be daeclared neligible for further
faderal end state contracts in accordance with pracedures authorized In Federal Executive Order No.
11246 85 emended and such other sanctions may be imposed and remedies Invoked as provided in
Federal Executive Order No. 11248 as amended, Including by Execuive Ordar 11875, ‘Amending
Executive Order 11246 Relating to Equal Employment Opportunity,' and as supplementec by regulation et
41 CFR part 80, "Office of the Fedaral Contract Compliance Programs, Equal Employmant Opportunlty,
Department of Laber,” or by rile, regulation, or order of the Secretary of Lebor, or as otherwlse provided
by law. '

g. The Contrector will include the pravisions of Paragraphs a through g in every subcontrect-or purchass
order unless exempted by wules, regulaions, or orders of the Secrelary of Labor issued pursuant to
Federal Executive Order No. 11248 as amended, Including by Executive Order 11375, ‘Amonding
Executive Order 11246 Relating to Equal Employment Opportunity,” and as supplemented by regulation =t
41 CFR part 80, “Office of the Federal Contract Compliance Programs, Equal Employment Opportunity,
Department of Labor,” or Section 503 of the Rehabilitation Act of 1973 or (38 U.8,C. 4212) of the Vietnam
Era Veteran's Readjustment Assistance Act, so that such provisions will be binding upon each
subcontractor or vendor. The Contractor will take such action with respeot to any subcontract or purchase
order as the Director of the Office of Federal Contract Compliance Pragrams or CDPH may direct as 4
means of anforclng such provisions Inoluding sanctions for noncompliance providad, however, that in the
evanl the Contractor becomes Involved I, or Is threatened with litigation by a subcontractor or vendor as
resull of sugh direction by CDPH, the Coriractor may request Iy writing to CDPH, who, in turn, may
request the United States to enter into such litigation to protect the interests of the State and of the United
States. '

3.  Debarment and Suspension Certification

a. By signing this Agresment, the Contractor agrees to comply with applicable federal suUspenaion aﬁd
teberment regulations including, but riot limited to 7 CFR Part 301 7, 456 CFR 78, 40 CFR 32 or 34 CFR
B3,

b. By slgning this Agreement, the Coniractor certifies to the best of its knowledge and hellef, that it and its
principals:

(1} Are not presently debarred, suspsrided, proposed for debarment, declared ineligible, or voluntarlly
excluded by any federal department or egency;

{2) Have not within a three-year period preceding thig application/proposaliagreement baen convicted of
of had & civll judgment rendered egainst thetn for commisgion of fraud or a criminat offense In
connection with abtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or contract under a publlc trangaction; violation of Federal or State antitrust statutes or
sommission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
falsa statements, or racelving stolen property;

(3) Are not presently indicted for or otherwise criminally or civilly charged by a governmental ently

(Federal, State or local) with commission of any of the offenses enumerated in Paragraph b(2) herein;
and
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{4) Have not within & thres-year period preceding this applicationfproposaliagraement had cne or more
public transactions (Federal, State or local) terminated for cause or default.

(6} Shall not knowingly enter Into any lowsr tier covered transaction with a person who Is proposed for
debarment under federal regulations (i.e., 48 CFR part §, subpart 9.4), debarred, suspended, declared
ineligible, or voluntarlly excluded from participation In such transaction, unless authorized by the Stats,

(8) WIIl include a clause entitled, "Debarment and Suspension Certifioation” that essentially sets forth the
pravisions herein, In all lower tler covered transactiona and In all solicitations for lower lier covered
transactions.

6. If the Contractor is unable to certify to any of the statements in this certificét!an, the Contractor shall
submit an explanation to the CDPH Contract Manager,

d. The terms and definitions herein have the meanings sat out In the Definitions and Covaerage seotions of
the rules Implementing Federal Executive Order 12649,

e. If the Contractor knowingly violates this certification, In addiltion to ofher remedies avallable fo the Federal
Goverpment, the CDPH may terminate this Agreement for cause or defauit.

Covenant Against Contingent Feas

The Contractor warrants that no person or selling agency has been employed or retalned to soiicit’secure this
Agreement upon en agreement of understanding for a commisslon, percentage, brokerage, or contingent fes,
except bona fide employees or bona fide established commercial or selling agencies retained by the
Contractor for the purpose of securing business. For breash or violation of this warranty, CDPH shalt have the
right to annul this Agreement without Habillty or in its discrefion to deduct from the Agreement price or
consideration, or ofherwise recover, the full amount ‘of such commission, percentage, and brokerage or
contingent fee.

Lobhying Restrictions and Disclosure Certification
{Applicable to federally funded agreements in excess of $100,000 per Section 1352 of the 31, Us8.C)
a. Certification and Disclosure Requirements

(1) Each person (or recipient) who requests or recelvas a contract or agreement, subcontract, grant, or
subgrant, which is subject to Section 1352 of the 81, U.8.C., and which excesds $100,000 at any tler,
shall fie a certification (In the form sst forth In Attachmant 1, consisting of one page, entitled
“Certification Regarding Lobbying®) that the reciplent has not made, and will not make, any payment
prohibited by Paragraph b of this provislon. _

(2} Each reciplent shall file a disclosure (in the form set forth in Attachment 2, entitied “Standard Form-
LLL ‘disclosure of Lobbying Activitles") iIf such recipient has mads or has agreed to make any
payment using nonappropriaied funds {to Include profits from any covered federal action) In
connection with a contract, or grant or any extension or amendment of that contract, or grant, which
would be prohibited under Paragraph b of this provision if paid for with appropriated funds.

(3) Each recipient shall file a disclosure form at the end of each calendar quarier In which there occurs
any event that requires disclosure or that materially affect the accuracy of the Information confained In
any disclosure form previously filed by such person under Paragraph a(2) herein, An event that
materlally affects the accuracy of the information raported includas:

(2) A cumulative increase of $25,000 or more in the amount paid or expected to be paid for
influencing or attempting to influence a covered federal action:

(b) Achange in the persen(s) or individuals(s) influencing or attempting fo Influence a covered federal
action; or
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(6} A change in the offlcer(s), employes(s), or membar(s) contacted for the purpose of influancing or
attampting to Influenoe a covered federal action.

(4} Ezch parson (or reciplent) who requests or recelves from a petson referred to in Paragraph a(1) of
thls provision a contract or agreement, subcontract grant or subgrant axceading $100,000 at any tier
under a contract or agreement, or grant shall file a certification, and a disclosure form, If requirad, to
the next tisr above.

(5) All disclosure forms (but not certifications) shall be forwarded from ter to tier until received by the
person referred to in Paragraph a{1) of this provision, That person shall forward all disclosure forms
to GDPH Program Gontraot Manager.

b. Prohibition

Section 1352 of Title 31, U.S.C., provides in part that no appropriated funds may be expanded by the
reciplent of a federal contract or agrsement, grant, ioan, or cooperative agresment 1o pay any pereon for
influencing or attempting to influence an officer or ampioyee of any agency, a Member of Congress, an
officer or employea of Congrass, or an gmployee of a Member of Gongress In connection with any of the
following covered faderal actions: the awarding of any federal contract or agreement, the making of any
federal grant, the making of any faderal loan, entering into of any cooperative sgreement, and tha
extansion, cantinuation, venewal, amendment, or modifieation of any federal contract or agreament, grant,
[ogn, or cooparative agreement,

8, Addifional Restrictions

(Applivable to all contracts funded in who'e orin part with funding from the federal Departments of Labor,
Health and Human Services (including CDC funding), or Education.)

Contraator shall comply with the restrictlons undar Divigion F, Tille V, Section 603 of the Consolidatad
Appropriations Act, 2012 (H.R. 2055), which provides that:

“8EC. 5083.(a) No par! of any appropriation contalned in this Act or transfarred pursuant to section
4002 of Public Law 111148 shall be used, other than for normal and recognized executive-legisiative
relationships, for publicity or propagaria purposes, for the preparation, distribution, or use of any ki,
pamphiet, booklet, publication, electronle communication, radio, television, or video presentation designed
to support or defsat the enactment of lagistation befors the Congress or any State o locat legistature or
legislative body, except in presentation to the Congress or any State or local leglslature itself, or designed
to support or defeat any proposed or pending regulation, administrative action, or order [ssued by the
executive branch of any State or local yavernment, except in prasentation to the execitive branch of any
Stata or local government itself.

{b) No part of any appropriation contained In this Act or transfetred purauant to seetion 4002 of
Public Lew 111-148 shall be used to pay the salary or expenses of any grant or contract reciplent, or
fagent ecting for auch reclpient, related to any activily designed to influsrics 1he anactment of legisiation,
appropriations, regulation, edministrative action, or Exscutive order proposed or pending before the
Congress of any State government, State legislature or local legislature or legislative body, other than for
normal and resoghized executive-legislative ielationships or participation by an agency or officer of g
State, local or tribal government In poficymaking and administrative processes within the executiva branch
of that government.

(¢} The prohibitions in subsections (z) and (b} shall include any activity to advocate or promole any
proposed, pending or future Federa!, State or local tax Increase, or afy proposed, pending, ar future
requirement or restriction on any legal consumer preduct, inoluding its sale or marketing, including but not
limited to the advocacy or promotion of gun control.”

7. Federal Requirements

Contractor agrees to comply with and shall require all subcontractors, if any, to corply with gl applivable
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Faderal requirements including but not Umited to the United States Code, the Code of Federal
Reguiations, the Funding Opportunity Announcerent, the Natlee of Awerd, the funding agreement, and
any memoranda or letfer regerding the applicable Fedsral raquirsments,

Air or Water Pollution Requirements

Any federally funded agreement and/or subcontract In excess of $100,000 mwst comply with the following
provisians urless said agreement Is exempt under 40 CFR 15.5.

a. Government confraclors agree to comply with all applicable standards, ordets, or requirements issuad
under section 306 of the Clean Alr Act [42 1.8.C. 1867(h)], sextion 508 of tha Clean Water Act (33 U.8.C,
1868), Executive Order 11738, and Environmental Protection Agency regulations (40 CFR past 16).

b. Institutions of higher education, hospitals, nonprofit organizations and commercial businesses agree to
comply with afi applicable standards, orders, or requifements lssued under the Clean Alr Act (42 U.S.C.
7401 of seq.), as amended, and the Federal Water Pollution Contrai Act (33 UB.C. 12581 et seq.), 38

" amended,

Smoke-Frae Workplace Certiflcation

(Applicebls to agreements that provide heallh, day care, sarly childhood developrient services, education or -

lbrary services to children under 18 divectly or thraugh local governiments. )

a. Publio Law.103-227, also known as the Pro-Children Act of 1094 (Act), requlres that smoking not be

" permitted In any portion of any indoor faclity owned or lsased or confracted for by an entity and used
routinely or regulariy for the provislon of heaith, day cate, early childhood development services, edugation
or liorary sesvieas fo chikiren under the age of 1 8, If the services are funded by faderal progrems either
directly or through state or local governments, by federal grant, confract, loan, or loan guarantes, The law
also applies to children's services that are provided in Indoor facillties thet are constructed, operated, or
maintatned with such federal funds, The law does not apply to children's services provided In private
resldences; portions of facilities used for inpatient drug or alcohol treatmant; service providers whose sole
source of applicable federal funds is Medicare or Medicald: or facilities where WIG coupons are
redeamed,

h. Failure fo comply with the provisions of the law may resuit in tha imposltion of a civil monetary psnsaity of

up to $1,000 for each violation andior the imposition of an administrafive compliance ordsr on the

responsible party,

c. By signing this Agreament, Contractor certiftes that 1 will uomplfy with the requirements of the Act and will
not allow smoking within any partion of any indoor factliity used for the provision of services for children as
defined by the Act. The prohiblfions hereln are affactive December 26, 1994.

d. Gontractor further agrees that it wil in'ser't this certification into any subawards ésubsentraets—er—subgrama}
entared Into that provide for children's sarvices as described in the Act. :

Use of Small, Minority Owned and Women's Businesses

Positive efforts shall bs made to use small businesses, minority-owned firms and women's business
sntarprises, whenever possible (i.e., procurement of goods andfer seivices). Contractors shall taka all of the
following steps to further this goal. .

{1) Ensure that small businesses, minority-ownad firms, and women's business enterprises are used to the
fullest extent practicable.

(2) Make informatlon on forthcoming purchasing and contracting opporfunities available and arrange fime
frames for purchases and coniracts to encourage and faciiitate participation by small businesses, minority-
awned firms, and women's business enterprises,
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(3) Consider In the contract process whether firms competing for larger contrasts Intend to subcontract with
amall businessas, minority-owned finms, and women's business enlerpiises.

(4) Encourage contracting with consortiums of small businesses, minority-owned firms and woman's buslhess
anterprises whan & contract Is foo large for one of these firms to handlg individually.

{6) Use the services and assistance, as appropriate, of such organizations as the Federal Small Business
Administration and the U.S. Department of Cormmerce's Minarity Business Development Agency In the
solicltation end utilization of small businessas, minority-owned firms and women's business entarprizes,

Human Subjects Use Requirements

(Applicable anly to agresments that Include any tests or examination of materials derived from the hurnan
kody.)

By signing this Agreement, Confractor agress that if any performance under this Agreement or any
subcontract or subagresment includes any tests or examination of materlals derived from the human body for
the purpose of providing informatlon, diagnusls, pravention, treatment or assessment of diseass, impairment,
or health of & human belng, all locations at which such examingtions aera performed shall meet the
requitemants of 42 U.8.C, Seotion 2634 (CLIA) and the regulations theraunder.

Financial and Compliance Audit Requirements

By signing this Agreement, the Contractor/Subcontrac tor agrees to abide by all requirements specified in 2
CFR 200 of seq., 2 CFR #f s8q., as applicabls, including but not limited 1o obtaing an annuat audit, and any
subsequent faderal regulatory additions or revisions. :

8. The definitions used in this provision are contalned in Seation 38040 of the Health and Safety Cutle, which
by this reference is made a part hereof,

t. The Coniractor, as indicated below, agrees to obiain one of the following auidits;

() If tha Contragtor is a nonprofit organization (zs defined in H8S Code section 38040) and receives

8 ate aganoy under a direct service coritract of aqreeme : the Contractor
agraes fo oblaln an annyal single, organization wide, financial and compllance audit. Said audit shall
be conducted according to Generally Acvepted Auditing Standards. This audit does not fulif the audit
requirements of Paragraph ¢{3) below. The audil shall be completed by the 15th day of the fifth
moenth following the end of the Contractar's fiscal year, and/or

{2) 1f the ContractorIs a nonpirofit organizgtion (&8s defined in H&S Code santion 38040) and raceives legs

hith_$28,000 ¢ from_an! te anency under a direct service coptract or saree pit, the
Gontractor agrees to obtain a hieanial single, organization wide financial and campliance audit, unless
there s evidence of fraud or other violation of state law in connection with this Agreement, This audit
does not fulfill the sudit requirements of Paragraph ¢(3) below. The audit shall ba cormpleted by the
161 day of the fifth morith following the end of the Contractor's fiscal year, andlor

(3) I the Coptractor is a State or Local Govemment-entity or Nonprofit organization (as defined In 20ER
Part 200) and exvends $750,000 or more in Feders] awards, the Contractor agress to obialn an
annual single, organization wide, financial and compliance audii according to the requiremants
specified in 2CFR Part 200, An audit conducted purstiant to this pravision wiil fuifiy the aydit
raguirements outlined in Paragraphs ¢{1) and e(2) above, The gudit shall ba completad by the end of

the ninth month following the end of the audit period. The requirements of this provision apply if:
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{a) The Contractar I3 a reciplent expending Fedoral awards recelved directly from Federal awarding
_agencies, of '

(b) The Contractor s & subreciplent expending Federal awards received from a pass-through entity
such as the State, County or communily based arganization,

(4} If the Contractor submits to CDPH a report of an audit othar than a gingle audh, the Contractor mut
aleo submit a certification Indicating the Contractor has not expended $750,000 or more In fedaral
funds for the year coverad by the sudit report, :

. Two goples of the audit report shall be delivered to the CDPH program fl.indlng thls Agreement. The augit

report must identify the Contractor's legal name and the number assigned to this Agreement. The zudit
report shall be due within 30 days aftet the completion of the audit. Upon receipt of sald audit report, the
COPH Program Confract Manager shell forward the audit report to CDPH's Audits and Investigations Lnit
i the audit report was submitted under Section 18.¢(3), unless the audit report is from a City, County, or
Special District within the Stale of Californla whereby the report will be retained by the funding program.

The cost of the audits desoribed hereln may be Included In the funding for this Agreement up to the
proportionate amount this Agresment represents of the Gontractor's total revenue. The CDPH program
funding this Agreement must provide advance written approval of tha speclfic amount allowad for said
aldit expensas, '

The State or it's‘ authorized designes, Including the Bureau of State Audits, 1s responsible for conducting
agreement performance audits which are not financial and compilance audits. Performance audits are.
definad by Generally Accepted Govemment Auditing Standards.

Nothing In this Agreement limits the State’s responglbiity or authorlly to enforce State law or regulations,
pracedures, or reporling requirements arising therato. .

Nothing in this provision limits the authority of the State to make audits of this Agreement, providad

' however, that If Independent audits arranged for by the Contractor mest Generally Acceptad

Governmental Audiiing Standards, the State shall rely on those audits and any additional aurdit work and
shall bulld upon the work afready donse, :

The Stale may, at its option, direct its own auditors 1o parform elther of the audits desorlbed above. The
Contractor wil be glven advanoe written nefification, if the State chaoses to exercise ifs option fo parform
said audits, ' '

The Cantractor shall includs a clause in any sgresment the Contractor enters into with the audit firm doing
the single organization wide audit to provide accass by the Staie or Federal Government fo the working
papers of the independent auditor who prepares the singie organization wide audit for the Confractor.

Federal or siate auditors shall have “expandad scope audifing" autharity to conduct specific program
audits during the same period in which a single organization wide audit is being performed, but the audit
report has not been Issusd. The federal of state auditors shall revisw and heve access fo the currant audit -
work being conducted and will not apply any testing or review procedures which have not been satisfled by
previous audit work that has bean completed,

The term "axpanded scope auditing” Is applied and definad in the U.8, General Accounting Office (GAO)
issued Standards for Audit of Govarnment Organizations, Programs, Activiiies and Funeflons, betler
known as the "yeilow book",

Audit and Record Retention
(Applicable to agreements In excess of $10,000.)

& The Contractor shall maintain books, records, documents, and other svidence, accounting procedures
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and practices, sufficient fo properly reflect all diract and indirect costs of whatever nature claimed to have
been Incurred in the performance of this Agreement, Including any matching oosts and expensss, The
foragolng constitutes "records” for the purpose of this provision,

X The Contractor's facility or office or such part thereof as may ke engaged In the performance of this
Agreement and hig/her records shall be sublect at all regsonable times lo inspection, audit and
reproduction,

Contractor agraes thet CDPH, the Department of General Services, the Bureau of State Audits, or thelr
designated representatives Including the Comptrolier General of the United States shall have the right to
revisw and fo copy any recerds and supporting documentation pertaining to the performance of this
Agresment. Contractor agress to allow the auditor(s) access to such records during normal business
hours and ko allow interviews of any employess who might reasonably have Information relsted to such
records. Fuyrther, the Contractor agrees to Include a simllar right of the State to audit records and
interview staff in any subcontract refated to performence of this Agreement. (GG 8648.7, CCR Title 2,
Sectioh 1896},

. The Confractor shall preserve and make available histher racords (1} for @ perled of three years from the
date of final payment undsr this Agresment, and {2) for sugh longer period, If any, as is reguired by
applicable statute, by any other provision of this Agreament, or by subparagraphs (1) ar {2} below, '

(1) If thls Agresment is completely or partially terminated, the racords raiating to the work terminated shall
be preserved and made available for a period of three yoars from the date of any resulting final
settiement.

{2) If any litigation, claim, negotiation, audlt, or other Aetion Involving the racords has besn startad tﬁefore
the expiration of the three-year period, the records shall ba retained until completion of the action and
- resoluflon of all lssues which arise from it, of until ths end of the raguler three-year perlod, whichever

i later.

- The Conlractor shall comply with the above requirements and be aware of the penalﬂas' for violations of
fraud and for obsfruction of investigation as set forth in Public Contract Gode § 10115.10, If applicable.

The Contractor may, at its discretion, following receipt of final payment under this Agreement, reduce its
acoounts, books and records related to this Agresment fo microfiim, computer disk, CD ROM, or other
data storage medium. Upon vequest by an authorized representatlve to inspect, audit or obtain coples of
sald records, the Condractor andfor Subcontractor must supply of make avaliable applivable devicas,
hardware, and/or software necessary to view, copy andior print sald racords. Agplicable devices miay
Include, but are not limited to, microfiim readers and microfilm printers, etc.

. Tha Gontractar shéll, if applicable, comply with the Single Audit Act and the sudit reporting reguirements
set forth in Title 2 of the Cads of Federal Regulations, Part 200 (2CFR Fart 200).
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STATE OF CALIFORNIA
CALIFORNIA DEPARTMENT OF PUBLIC HEALTH

CERTIFICATION REGARDING LOBBYING
The undersigned certifies, to the best of his or her knowledge and belief, that;

{1) No Federal appropriated funds have been paid or will be pald, by or on behalf of the underslghed, to
any person for influencing or atternpting to infiuence an ofilcer or empioyee of an agency, & Member of Congress,
an officer ar employee of Congress, or an employee of a Member of Congrass in connaction with the making,
awarding or entering Info of this Federal confract Federal grant, or cooperative agreement, and the extenslon,
sontinuation, renewal, amendment, or modification of this Federal sontract grani, or cooperative agreerment,

(2) If any funds other than Faderal appropriated funds have besn pald or will ba paid fo any person for
Influencing or ettempting to influence an officer or amployee of any agency of the United States Government, a
Member of Congress, an officer or employas of Congress or an employse of B Member of Congress in
connaction with this Federal contract, grant, or cooperative agreement, the undersigned shall complete and submit
Btandard Form LLL, *Disclosure of Lobbying Aotivities” In acsordancs with its instructions.

(3) The undersigned shell requirs that the language of this certification be Weluded in the award
documents for all subawares at all tiers {Including subcontrastor's, subcontracts, and nontracts undar conperative
agresments) of $100,000 or more, and that all subrecipients shall cartify and disclose accoidingly.

This certification is @ materal reprasentation of fact upon which reflance was placed when this fransaction wes
Mmeade or anterad Into. Submisslen of this certification Is a prerequisite for making or entering Ints this transaction
Imposed by Section 1352, Title 31, U1.8.C., any person who falls to file tha required certification shall be subject to
a civil panalty of not less than $10,000 and nof more than $100,000 for each such fallure.

Name of Genlrantor - " Prinlad Nama of Person Slgning for Gonlrecior
ContractNumber Slynaturs of Person Slgning for Gontracior
Date ) Tille

Aftter exacution by or on behelf of Contractor, pleage return to;

Galifornia Departmant of Public Health

CDF‘H reserves the right to notlﬁy tha Contragtor in writing of &n alternate submission address,
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CERTIFICATION REGARDING LOBBYING Apptoved by OMB -
‘Compiete this form to disclose lobbying activities pursuant to 31 U.S.C, 1352 0346048
{Seoe reverse for public burden disclosure)

1. Type of Federal Action: 2. 8tatus of Federal Aclion: - 3. Repori Typs:
[1 a contract [1 a Dbidloffer/application [T & Inifalfiing
b. grant b. Initial award b. materlal change
¢. cooperative agreement C.  post-award .
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6. Federal Departmenl/Agency 7. Fedsral Program Name/Description:
CDFA Number, if applicable:
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$
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11. Information requested through this form Is authorized_by 1ite 31 )
U.8.G. section 1382, This disclosure of labbylng sctivities is a material | Slonalurs:
repracentation of faet upon which rellance was placed by the Her
shove when ts lrenssction wes made or entered Into, Thls | Print Name:
disclosure Is required pursuant to 81 U.8.C. 362, This Infommation i
wl be avallable for pubRc Inspsction. required dlaclosure shall be | Title:
subject to & not morg then $100,000 for each such falitre, Telaphone No.: Date:

‘ Authorized for Local Reproduction
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antlly for Influgneing or allermpling to Infltence an officar o aiploye of any agency, o Member of Gongress, an offsar of amployee of Gongress, or en employse of 8 Mamber
of Gongrass [ connestion wilh & coversd Faderel actlon, Gomglale alt ltara that apply for bath the Inlilal fling ard materlnl chenga raport, Rafer to Ihe mplgmenting guldance
pwblished by the Oiftce of Menagamant and Budget for addllional Infarmailon, .

I idantify the typs of soverad Faderal ection for whish tobbying oitv(fy Ip andfer has been sacured to nfivencs tha auteorne of a coverad Fedorgl action,
2. ldeniity the stalus of tha sovarad Fedatal aclion,

-8 |danlity (he appmpriate classifoation of this teparl. Jf this T 2 follow-up ropor! caused by & malsial change te-the iformation previously repotled, anter the yesar and
quarter In which the change acimrad, Entar the date o the leal proviously submitted rjort Ly this repotllg enltty for this-tovered Federa) atlion,

4 Enter the full name, eddjers, eiy, State and Zp cude of the voporing entlsv. Includle Congreasional District, If known, Cheak the appropriate tlaesilicetion of the
reparfing antily that- designates If li I8, O expects to be a prime or subawar reoclrlant. Identity the [ler of tha subawardes, e.p., the firataukawaidoe of o prlma 13
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6 If the organlzatlon fifing the report In ller 4 cheaks "Subawardea, (han enler the full neme, addrass, oy, Slate-and zip code of tha pilme-Federal reclplent. Inchrde
Gongraasional Digtie, if knowh, .
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Department of Treneportetion, Unltad States Coest Guard,

7. Entar fhe Federal progrem name or dascriplion for fhe -coverad Federal aclion {ltam 1), lr'knuwa. enter the il Gataloy of Fadersl Domestio Assiglante {CFDA)
number for grants, cuoperative agreements, loans, and loan corpmiiments,

8. Entar the most sppioprlate Federal idanlifylng rumbar avallabla for the Federat ncllon idenilied In tam 1 {e.p., Raquest for Prog:asl {RFP} numbser; Invitalion for Bid
(IFE) number, grant annouscament nymber: the enntraot, grent, or loeh award nimber; the applicationiproposal control nlinber aealgnad by the Feder) aganty),
Inelude prefixes, e.g., “RFP-OE-00-001.2

B, For & govared Federsl antion whare Wiera has been en award or toan commillment by the Faderal ag0ity, enter the Faderal amount of the awardioan commiiment
fet the prime anfity Mentified i ltam 4 or B,

10. (s} Enter tha Ml nama, address, clly, Stale and 2ip uote of the kibbying reglatrant under Iha Lobliying Dlaciosure Act of 1895 engagad by the reporting enlity
idaniifled In Hem 4 1o lslluarice tha covered Padoral aclian,

{6} Enter the full names af tha Individus)is) gelfoiming servioas, end includs ful] addrass If diffarant from 10 (8}, Entar Laat Nams, First Nama, and Midoie it
(M. : : .

According to the Paperwork Reduation Act, us amendad, Ro parecns sre raquingd to respond to g colisclion ef Infarmation uniass ) displays g valid
OMB Gontrol Number, Tha valld OME comirol number for this Information collestion fs OMB No, 0348-0046. Publlc raporling burden for this
coflecilon of information Is estimated to fverage 10 minules per raaponse, Including tme for reviewing Instructions, searching axlsting dalp sources,
gatherdng and maliaining the data peeded, and compleling and reviewlng the coltsctlon of Informatlon, Send comimonts ragarding the burdan
estimata ar any obiar aspact of Ihis collaction of Information, Inclyding suggestiona for redlicing this burden, to G Offico of Manageme:t and
Budget, Paparwork Reduction Projact {0348-9048), Washington, DG 20503,
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Attachment G
HIPAA Business Assoclate Addendum
Recitals
A. The undetlying contract (Agreement), to which this HIPAA Business Associate Addendum is attached

to and made # part of, has been determined to constitute a business associate relationship under the
Health Insurance Portabiiity and Accountability Act of 1986, Public Law 104-191 ("HIPAA"}, the Health
Information Technology for Econemic and Glinical Health Act, Public Law 111-005 ('the HITECH Act"),
421).8.C. section 17921 et seq., and their implementing privacy and securlty regulations at 45 CFR Parts
180 and 184 ("the HIPAA regulations®).

The Depaitment of Public Health (‘CDPH") wishes to disclose fo Business Associate certain information
pursuant fo the terms of the Agresment, some of which may constitute Protected Health Information
("PHI"), Including protacted health information in electronle media (“ePHI"), under faderal Jaw, ang
personal information {"PI") under state iaw,

As sef forth in the Agreement, Contractor, here and after, is the Business Assoclate of CDPH acting on
CDPH' behalf and provides services, arranges, performs or asslats in the performance of functions or
activities on behalf of CDPH and creates, receives, maintains, transmits, uses or discloses PHI and PI.
CDPH and Business Assoclate are each a party to the Agresment and are collectively referred to as the
“parties.”

The purpose of this Addendum is to protect the privacy and security of the PHI and Pi that may ke
created, received, maintained, transmitted, used or disclosed pursuant to the Agreement, and to comply
with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulations, including,
but not limited to, the requirement that CDPH must enter into a contract contalning specific requirements
with Contractor prior to the disclosure of PHI fo Contractor, as set forth in 45 CER Parts 160 and 164 and
the HITECH Act.

The terms used in this Addendum;, but not otherwise defined, shall have the same meanings as those
terns have in the HIPAA regulations. Any reference to statutory or regulatory language shall be to such
language as in effect or as amended.

Pefinitions

A.

Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.

Business Assaclate shall have the meaning given to such term under HIPAA, the HITECH Act, and the
HIPAA regulations,

Covered Entity shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.

Electronic Health Record shall have the meaning given to such term in the RITECH Act, including, but
not fimited to, 42 U.8.C Section 17921 and implementing regulations.

Electronic Protected Health Information (ePH!) means Individually Identifiable health information
fransmitted by elecironic media or malntained in electronic media, including but not imfied to slectronic
media as set forth under 45 CFR section 160.103. .

Individually ldentifiable. Health Informaticn means health information, including demaographic Information
collected from an individual, that is created or received by a health care provider, health plan, employer
or heaith care clearinghouse, and relates to the past, present or future physical or mental health or
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condition of an individual, the provision of health care to an individual, or the past, present, or future
payment for the provision of health care to an Individual, that identifies the individual or where there s a
Teasonable basis to believe the Information can be used to identify the individual, ag set forth under 46
CFR section 160.103.

G. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CRF Parts 160 and 164.

H. Personal Information shall have the meaning given fo such term in California Civil Code sectionS 1798.3
and 1798.29., . S, i

1. Protected Health Information meane individually identifiable health information that Is transmitted by
electronic media, maintained In elactronic media, or is transmitted or malntained in any other form or
Mmedium, as set forth under 45 CFR section 180.103,

J. Required by law, as set forth uncler 45 CFR section 164,103, means a mandate contained in Jaw that
cempele an enlity to make a use or disclosure of PHI that Is enforceable in a court of law. This includes,
but Is not limited to, court orders and court-ordered warrants, subposnas o sunimons issued by a court,
grand jury, a governmental or tribal inspector general, or an administrative body authorized to require the
production of Information, and a Givil or an authorized Investigative demand. It alsa ingludes Medicare
conditions of participation with respect to health care providers participating in the program, and statutes
or regulations that require the production of Information, including statutes or regulations that require
such Information if payment is sought under a government program providing public benefits,

K. Secretary means the Secretary of the U,8. Dapartment of Health and Human 8ervices ("HHS") or the
Secretary’s designee. o

L. Security Incident means the attempted or successfil unauthorized access, use, digclosure, modification,
. or destruction of PHI or Pi, or confidential data that is essential to the ohgoing operation of the Business
Assoclate’s organization and Intended for intemal use; or interference with system operations in an’
information system.

M. Security Rule shall mean the HIPAA regulation that is found at 45 CFR Parts 160 and 164,

N. Unsecured PHI shall have the meaning given 1o such term under the HITECH Act, 42 U.8.C. section
17932(h), any guidance lssued pursuant to such Act and the HIPAA regulations.

1l Terms of Agreement
A, Permitted Uses and Disclosures of PHI by Buginess Associate

Permitied Uses and Disclosures. Except as otherwiss Indicatet! in this Addendum, Business Assoclaie
may use or disclose PHI only to perform functions, activities or services spetified in the Agreement, for,
or on hehalf of CDPH, provided that such use or disclosure would not violats the HIPAA regulations, if
done by CDPH. Any such use or disclosure musl, to the extent practicable, be limited o the limited data
sef, as dafined in 45 CFR section 1684.514(g)(2), or, if neaded, to the minimum necassary to accomplish
the intended purpose of such use or disclosure, in complianca with the HITECH Act and any guidance
jsaued pursuant to such Act, and the HIPAA regulations,

1. Specific lise and Disclosure Provisions. Except as othemwise indicated In this Addendum,
Business Associate may:
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a, Use and disclose for management and administration. Use and disclose PHI for the proper
management and administration of the Business Associats provided thet such disolosures are
required by law, or the Business Assoclate obtains reasonable assurances from the person to
whom the Information is disclosed that it will remaln confidential and wilf be usad or further
disclosed only as required by law or for the purpose for which It was disclosed to the person, and
the person notifies the Business Associate of any instances of which it I8 aware that the
confidentiality of the information has been breached.

b. Provision of Data Aggregation Services, Use PHI to provide data aggregation services to
CDPH. Data aggregation means the combining of PHI created or recelved by the Business
Associate on behalf of CDPH with PH! received by the Business Assoclate In its capacity as the
Business Asseciate of another covered entity, to permit date analyses that relate to the health
care oparations of CDPH.

B. Prohibited Uses and Disclosures

1. Business Assoclate shall not disclose PH! about an individual to a hesith plan for paymant or health
care operatlons purposes if the PHI pertains solely to a health care item or service for which the
health care provider involved has been pald out of pocket in full and thé individual requests such
restriction, in accordance with 42 U,S.C. section 17935(a) and 45 CFR section 164.522(a).

2. Business Assaclate shall not directly or Indirectly recelve remuneration In exchangs for PHI, exbapt
with the prior written consent of CDPH and as permittad by 42 U1.8.C. section 17935(d)(2).

C. Responsibllities of Business Associate
Business Associate agrees:

1. Nondisclosure, Not to use or disclose Protectad Health Information {PHI) other than as permitted
or required by the Agreement or as regilred by law, :

2. Safeguards. To implement administrative, physical, and technical safeguards that reagsonably and
appropriately protect the confidentiality, integrity, and avallabllty of the PH, including elestronic PHI,
that it craates, receives, maintains, uses or transmits on behalf of CDPH, in compliante with 45 CFR
sections 164,308, 164.310 and 184.312, and to prevent use or disclosure of PHI cother than as
provided for by the Agreement, Business Associate shall implement reasonable and appropriate
pollcles and procedures to comply with the standards, implementation specifications and other
tequirements of 45 GFR section 164, subpart C, in compliance with 45 CFR section 164.316.
Business Associate shall develop and maintain a written information privacy and security program
that includes adminietrative, tachnlcal and physical safeguards approprlate to the size and complexity
of the Business Associate’s operations and the nature and scope of its activities, and which
Incorporates the requirements of section 3, Security, below. Business Assoclate will provide CDPH
with lts current and updated policies, )

3. Security. Toteke any and all steps necessary to ensure the continuous security of all computerized
data systems containing PHI andfor Pl, and to protect paper documents containing PHI and/or P).
These steps shall Include, at a minimum:

a. Complying with all of the data syslem sacurity precautions listad in Aftachment A, the Business
Associate Data Security Requirements;
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b. Achiaving and maintalning compliance with the HIPAA Sacurity Rule (45 CFR Parts 160 and! 164),
as necessary in conducting operations on behalf of CDPH under the Agreement;

¢. Providing a level and acope of security that is at least comparable to the leval and scope of
seowity established by the Office of Management and Budget In OMB Circular No, A-130,
Appendix Il - Sscurlty of Federal Automated Information Systems, which sets forth guldelines for
automated information systems in Federal agencies; and .

d. Incase of a conflict between any of the security standards contalned In any of thess enumeralad
sources of securiy standards, the most striingent shall apply. The most stringent means that
safeguard which provides the highest level of protection to PHI from unauthorized disclosure.
Further, Busineas Associate must comply with changes to these standards that oocur after the
effective date of the Agreement.

e. Business Associate shall deslgnate a Security Officer to overses its data security prograrm who
shall be responsible for carrying out the requlrements of this section and for communicating on
sscurity matters with CODPH. '

D. Mitigation of Harmful Effects. To mitigate, to the extent practicable, any harmful effect that Is known
to Business Associate of a use or disclosure of PHI by Buslness Assodiate or lts subcontractors in
viotation of the requirements of this Addendum. .

E. ‘Business Assoclate’s Agents and Subcontractors.

1. To enter info written agreements with any agents, including subcontractors and vendors, to whom
Business Associate provides PHI or PI recelved from or created or received by Business Assaciate
on behalf of CDPH, that impose the same restrictions and conditions an such agents, subconiractors
and vendors that apply to Business Assoclate with respact to such PHI and Pl under this Addendum,
and that comply with all applicable provisions of HIPAA, the HITEGH Act and the HIPAA regulations.

2. In accordance with 45 CFR ssction 184.504(e)(1){ii), upon Business Associate’s knowladge of a
material breach or viotation by its subcontractor of the agreement between Business Associate and
the subcontracior, Business Associate shall: :

a. Provide an opportunity for the subcontracior to eure the breach or end the violation and terminate
the agreement if the subcontractor does not cure the breach or end the victation within the time
- specifiad by CDPH; or

b. Immediately terminate the agreement if the subcontractor has breached a material term of the
agreament and curse is not possible.

F. Availabiilty of information to CDPH and Individuals. To provide access and information:

1. To provide access as CDPH may require, and In the time and manner designated by CDPH (upon
reasonable notice and during Business Associate's normal business hours) to PH! in a Designated
Record Set, to CDPH (or, as directed by CDPH), to an Individual, in sccordance with 45 CFR saction
164.524. Designated Record Set means the group of records maintalned for CDPH that includes
medical, dental and billing records about individugls: enroliment, payment, clalims adjudication, and
case or madical management systems maintained for CDPH health plans; or those records Lsed to
make decislons about Individuals on behalf of CDPH. Business Assoclate shall use the forms and
processes developed by CDPH for this purpose and shall respond to requests for access to records
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transmitted by CDPi4 within fifteen (15) calendar days of racelpt of the raquest by produclhg tha
records or verifying that there are none. )

2. If Business Assoclate maintains an Electronic Health Record with PHI, and an individual raquests o
gopy of such information in an electronic format, Business Associate shall provide such information
In an electronic format to enable CDPH to fulfill its obligations under the HITECH Act, including but
not limited to, 42 U.8.C. seciion 17935(e).

3. If Business Associate recelves data from CDPH that was provided to CDPH by the Soclal Security
Administration, upon request by CDPH, Business Assoclate shall provide CDPH with a list of all
employees, contractors and agents who have access to the Social Security data, including
employees, contractors and agents of Its subcontractors and agents.

Amendment of PHI. To make any amendment(s) to PHI that CDPH directs or agrees to pursuant to 45
CFR section 164.528, in the time and manner deelgnated by CDPH. '

Internal Practices. To make Business Assoclate’s nternal practices, books and records relating to the
use and disclosure of PHI received from CDPH, or created or received by Business Associate on behalf
of CDPH, avaiiable to CDPH or to the Secretary of the U.S. Department of Health and Human Services
in a time and manner desighated by CDPH or by the Secrelary, for purposes of determining CDPH’
compliance with the HIPAA regulations. [f any Information needed for this purpose Is in the exclusive
possesslon of any other entity or person and the othier entity or person fails or refuses to furnish the
information to Business Aesoclate, Business Assoclate shall so certify to GDPH and shall set forth the
efforts it made to obtain the Information.

Dogumentation of Disclosures. To document and make avallable to CDPH or (at the direction of
CDPH) to an Individua! such disclosures of PHI, and Information related to such disclosures, necessary
to respond to a proper request by the subject Individual for an accounting of disclosures of PHI, in
accordance with the HITECH Act and fs implementing regulations, including but not limited to 45 CFR
section 164.528 and 42 U.8.C. section 17935(c). i Business Assoclate malntains electronic health
records for CDPH as of January 1, 2009, Business Associate must provide an accounting of disclosures,
including those disclosures for treatment, payment or healith csre operations, effactive with disclosures
on ur after January 1, 2014. If Business Associate acquires electronic health records for CDPH after
January 1, 2009, Business Associate must provide an accounting of disclosures, Including those
disciosures for treatment, payment or health care operations, effective with disclosures an or after the

dats the slectronic health record is acquired, or on or after January 1, 2011, whichever date is later. The

electronic ascounting of disclosures shall be for disclosures during the three years prior to the recuest
for an acsounting.

Breaches and Securily incidents. During the term of the Agreement, Business Assoclats agrees fo
Implement reasonable systems for the discovery and prompt reporting of any breach or security incidant,
and to fake the following steps:

1. Nofice to CDPH. (1) To notify CDPH rmmediately by telephone call pius emall or fax upon the
discovery of  breach of unsecured PHI or Pl in electronic media or in any other media if the PHI or
Pl was, or is reasonably believed to have besn, accessed or acquired by an unauthorized parson, or
upon the discovery of a suspected security incident that involves data provided to GDPH by the Social
Security Administration. (2) To hotify CDPH within 24 hours by email or fax of the discovery of any
Suspected security Incident, Intrusion or unauthorized access, use or disclosute of PHI or Pl in
vivlation of the Agreement and this Addendum, or polential loss of confldential data affecting the
Agreement. A breach shall be treated as discovered by Business Assoclate as of the first dlay on
which the breach Is known, or by exercising reasonable diiigence would have been known, to any
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person {other than the person committing the breach) who Ig an employee, officer or other agent of
Business Associate. .

Notice shall be provided to the CDPH Program Contract Manager, the COPH Privacy Officer and the
CDPH Information Security Officer. If the incident occurs after business hours or on a weekend or
holiday and invoives electronic PHI, notice shall be provided by calling the CDPH ITSD Service Desk.
Notice shall be made using the "CDPH Privacy Incident Report” form, including all information known
at the time. Business Assoclate shall use the most current version of this form, which is posted on
the CDPH Privacy Office website (www.CDPH.ca.gov,

Upon discovery of a breach or suspected security ingident, intrusion or unauthorized access, use or
disclosure of PHI or Pl, Business Associate shall take:

a. P}ompt corrective action to mitigate any risks or damages involved with the breach and to protact
the operating environment; and -

- b. Any action pertaining to such unauthorized disciosure required by applicable Federal and State
laws and regulations.

2. Investigation and Investigation Report. To immediately investigate such securily incident, breach,

or unauthorized access, use or disclosure of PHI or Pl. Within 72 hours of the discovery, Business

- Associate shall submit an updated “CDPH Privacy Incident Report” containing the information marked

with an asterisk and all other appficable information listed on the form, to the extent known at that

time, to the CDPH Pregram Contract Manager, the CDPH Privacy Officer, and the CDPH Information
Security Officer:

3. Complete Report. To provide a complete report of the investigation to the CDPM Program Contract
Manager, the CDPH Privacy Officer, and the CDPH information Security Officer within ten (10)
working days of the discovery of the breach or unauthorized use or disclosure. The report shall be
submitted on the “CDPH Privacy Incident Report" form and shall include an assessment of all known
factors relevant to a determination of whether a breach occurred under applicable provisions of
HIPAA, the HITECH Act, the HIPAA regulations and/or state law. The report shall also include a full,
detailed corrective action plan, including information on measures that were taken to halt andfor
contain the improper use or disclosure. If COPH requests information in addition to that listed on the
"CDPH Privacy Incident Report” form, Business Associate shall make reasonable efforts to provide
CDPH with such information. If necessary, a Supplemental Report may be used to submit revised or
-additional information after the completed report is submitted, by submitting the revised or additional
information on an updated "CDPH Privacy Incident Report” form. CDPH will review and approve the
determingtion of whether a breach occurred and individual notifications are required, and the .
corrective action plan.

4. Noftification of Individuals. 1fthe cause of a breach of PHI or Pl is attributable to Business Associate
or its subcontractors, agents or vendors, Business Assoclate shali notify Individuals of the breach or
uhauthoarized use or disclosure when notification is required under state or federal law and shali pay
any costs of such notifications, as well as any costs associated with the breach. The notifications
shall comply with the requirements set forth in 42 U.S.C. section 17932 and its implementing
regulations, including, but not limited to, the requirement that the notifications be made without
unreasonable delay and in no event later than 60 calendar days. The CDPH Program Contract
Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer shall approve the
time, manner and content of any such notifications and their raview and approval must be obtained
before the notifications are made,
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5. Responsibility for Reporting of Breaches. If the cause of a breach of PHI or P is attributable to

Business Associate or its agents, subcontractors or vendors, Business Associate is responsible for
all required reporting of the breach as spacified in 42 U.8.C. section 17832 and its implementing
regutations, including notification to media outlets and to the Secretary. If a breach of unsecured PHI
involves more than 500 residents of the State of California or its jurisdiction, Business Associate shall
notify the Secretary of the breach immediately upon discovery of the breach. If Business Associate
has reason to believe that duplicats reporting of the same breach or incident may occur because its
subcontractors, agents or vendors may report the breach or incident to CDPH in addition to Business
Assaciate, Business Associate shall notify CDPH, and CDPH and Business Associate may take
appropriate action to prevent duplicate reporting. The breach reporting requirements of this

paragraph are in addition to the reporting requirements set forth in subsection 1, above.

8. CDPH Contact information. To direct communications to the above referenced CDPH staff, the
Contractor shall initiate contact as indicated herein. CDPH reserves the right to make changes to the
contact information below by giving written notice to the Contractor, Sald changes shall not require

. an amendment o this Addendum or the Agreement to which it

is incorporated.

Health
1415 L. Street, 5" Floor
Sacramento, CA 95814

Email: privacy@cdph.ca.gov

Telephone: (877) 421-9634

CDPH Program CDPH Privacy Officer CDPH Information Security Officer
Contract Manager .

See the Scope of Work Privacy Officer Chief Information Security Officer
exhibit for Program Privacy Office, c/o Office of Legal | information Security Office
Contract Manager Services California Department of Public
information California Department of Public Health

P.O. Box 997413, MS 6302
Sacramento, CA 95899-7413

Email: cdphiso@cdph.ca.gov

Telephone: IT Service Desk
(916) 440-7000 or
(800) 579-0874
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K. Termination of Agreement. In accordance with Sectlon 13404(b) of the HITECH Act and to the extent
required by the HIPAA regulations, If Business Associate knows of a material braach or violation by
CDPH of this Addendum, it shall take the following steps:

1. Provide an opportunity for GDPH to cure the breach of snd the violation and terminate the Agresment
if CDPH dows not cure the breach or end the violation within the time specified by Business Associate;
or ,

2. Immadiately terminate the Agreement if CDPH has breached & materlal torm of the Addendum and
- oure is not possible.

L. Due Diligence. Business Assoclate shail exercise due dlligence and shall take roasonable steps o
ensure that it remains In compliance with this Addendum and Is in compliance with applicable provisions
of HIPAA, the HITECH Act and the HIPAA reguiations, and that is agants, subcontractors and vendors
are In compliance with their obligations as reguired by this Addendun.

M. Sanctions and/or Penalties. Business Assoolate understands that a fallure to comply with the
provisions of HIPAA, the HITECH Act and the HIPAA regulations that ars applicable to Business
Associate may result in the Imposition of sanctions andior penalties on Business Associate under HIPAA,
the HITECH Act and the HIPAA regulations.

IV. Obligations of CDPH
CDPH agrees to:

A. Notice of Privacy Praciices, Provide Business Associate with the Nofice of Privacy Practices that
GDPH produces In accordance with 45 CFR section 184.520, as well as any changes to such notica.

B. Permission by Individuals for Use and Disclosure of PHI. Provide the Business Associate with any
changee in, or revocation of, permission by an Individual to use or disciose PHI, If such changes affect
the Business Associate’s permitted or required uses and disclosures,

C. Notifizafion of Restrictions. Notify the Business Assooiate of any restriction to the use or disclosure of
PHI that COPH has agreed to in accordance with 45 GFR section 164.522, to the extent that such
. restrition may affect the Business Associate’s use or disclosure of PHI.

D. Requests Conflicting with HIPAA Rules. Not request the Business Assaciate 1o use or disclose PHI
in-any manner that would not be permissible under the HIPAA reguiations if done by CDPH. :

V. Audits, inspaction and Enforcement

A. From time to time, CDPH may Inspect the facllities, systems, books and records of Buslhess Associate
to monitor compliance with the Agreement and this Addendum. Business Assoclate shall promptly
remedy any violation of any provision of this Addendurn and shall certify the same to the CDPH Privacy
Officer in writing. The fact that CDPH Inspects, or fails to inspect, or has the right to inspect, Rusiness
Associate’s facilities, systems and procedures does not relieve Buginess Associate of Its responsibliity to
comply with this Addendum, nor does CDPH"
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1. Failure to detect or

2. Detection, but failure to notify Business Associate or require Business Associate's remediation of any
unsatisfactory practices constitute acceptance of such practice or a waiver of CDPH enforcement
rights under the Agreement and this Addendum,

B. If Business Associate is the subject of an audit, compliance review, or complalnt investigation by the
Secretary or the Office of Civil Rights, U.S. Dapartment of Health and Human Services, that is related to
the performance of its obligations pursuant to this HIPAA Business Assoclate Addendum, Business
Assaciale shall notify CDPH and provide CDPH with a copy of any PHI or Pl that Business Associate
provides to the Secretary or the Office of Civil Rights concurrently with providing such PHI or Pl to the
Secretary. Business Assoclate is responsible for any clvil penalties assessed due to an audiit or
invastigation of Business Associate, in accordance with 42 U.8.C, seotion 17934(c).

Vi. Termination

A. Term. The Term of this Addendum shall commence as of the effective date of this Addendum and shall
extend beyond the termination of the Agresment and shall terminate when all the PHI provided by CDPH
to Business Assqciate, or created or received by Business Assoclate on behalf of CDPH, is destroyed or
returned to CDPH, in accordance with 45 CFR 164.504(e)2)(li)(1).

B. Termination for Cause. In accordance with 45 CFR section 164.504{e)(1)(ii), upon COPH’ knowledge
of 8 material breach or violation of this Addendum by Business Assooiate, CDPH shall:

1. Provide'an opportunity for Buginess Assoclate to oure the breach or end the violation and terminate
the Agresment if Business Associate doss riot cure the breach or end the violation within the ime
specifiad by CDPH; or

2. lemediately terminate the Agresment if Business Associate has breachied a material term of this
Addendum and cure ls not possible.

C. Judiclal or Administrative Proceedings. Business Assoclate will notify COPH if it is named as a
defendant In a ¢riminal proceeding for a violation of HIPAA. CDPH may terminate the Agreement if
Business Associate is found gulity of a criminal violation of HIPAA, CDPH inay terminate the Agreement
it a finding or stipulation that the Business Assaciate has violatad any standard or requirement of HIPAA,
or other security or privacy laws Is made in any administrative or civil proceeding In which the Businass
Assaclats Is a parly or has been joined,

D. Effect of Termination. Upon fermination or expiration of the Agreement for any reason, Business
Assoclate shall refurn or destroy all PHI received from COPH {or created or recelvesd by Business
Assooiate on behalf of CDPH) that Business Associate still maintains in any form, and shall refain no
copies of such PHI, If return or destruction is not feasible, Business Assoolate shall notlfy CDPH of the
conditions that make the return or destruction infeasible, and CDPH and Business Asgociate shall
determine the tenms and condltions under which Business Associate may retain the PHI. Business
Associate shall continue to extend the protections of this Addendum to such PHI, and shall limit further
use of such PHI to those purposes that make the retumn or destruction of such PHI infeaslble. This
provision shall apply to PHI that is in the possession of subcontractors or agents of Business Assoclats.

VH.Miscellaneaus Provisions
A. Disclaimer. CDPH makes no warranty or representation that compliance by Business Assoclate with
this Addendum, HIPAA or the HIPAA regulations will be adequate or saflsfactory for Business Assaciate's
own purposes or that any information In Business Associate’s possession or cohtrol, or transmitted or
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received by Business Assoclate, is or will be secure from unauthorized use or disclosure. Business
Assoclate Is solely responsible for all declslons made by Business Associate regarding the safeguarding
of PHJ. .

B. Amendment The parties acknowledge that federal and state laws relating to elactronic data securlty
and privacy are rapidly evolving and that amendment of this Addendum may be requlred to provide for
procedures to ensure campllance with such developments. The parties specifically agree o take such
aclion as is necessary to implament the standards and requirements of HIPAA, the HITECH Act, the
HIPAA regulations and other applicable iaws reiating 1o the security or privacy of PHI. Upon CDPH'
request, Business Associale agrees fo pramptly enter into negotiations with GDPH concerning an
amendment to this Addendum embodying written assurances consistent with the standards ang
requiromants of HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws. CDPH may
terminate the Agreement upon thirty {30) days writtan notlce In the evant:

1. Business Assoclate does not promplly enter into negoflations to amend this Addendum when
requested by CDPH pursuant to this Section; or '

2. Business Associate does not enter into an amendment providing assurances regarding the
safeguarding of PHI that CDPH in its sole discrelion, desms sufficient fo satisfy the standards and
requirenents of HIPAA and the HIPAA regulations.

C. Assistance in Litlgation or Administrative Proceedings. Business Assoclate shall make itself and
any subcontractors, employess or agents assisting Business Asscciate in the performance of its
obligations under the Agresmert, available to COPH at no cost to CDPH to testify as witnesses, or
otherwiae, In the event of litigation or administrative proceedings being commenced against COPH, lIts
directars, officers aor employees based upon claimed violation of HIPAA, the HIPAA regulations or other
laws relating to security and privacy, which involves inactions or actions by the Business Assnciate,
except where Business Associats of its subcontractor, employee or agent is a named adverse party.

D. No Third-Parly Beneficlaries. Nothing @xpress or implied in the terms and conditions of this Addendum
is intended to confer, nor shall anything hereln confer, upon any person othsr than CDPH or Business
Associate and their respective successers ar assignaes, any rights, remeadies, obligations or liabiiities
whatisoever.

E. Inferpretation. The terms and conditions In this Addendum shall be intsrpreted as broadly as necessary
toimplement and comply with HIPAA, the HITECH Act, the HIPAA regulations and applicable state laws.
The parties agree that any ambiguity in the terms and condiitions of this Addendum shall be resolved in
favor of @ meaning that complies and Is consistent with Hi PAA, the HITECH Act and the HIPAA
regtilations,

F. Regulatory References. A reforence in the terms and conditions of this Addendum to a section in the
HIPAA regulations means the section as In effect or ag amended.

G. Survival. The respective rights and obligations of Business Associate under Section VI.D of this
Addendum shall survive the termination or expiratlon of the Agreerent.

H. Ne Waiver of Obligations. No change, walver or discharge of any liability or obligation hereunder on

any one or more occasions shell be deemed a walver of performance of any gontinuing or other
obligation, or shall prohibit enforcement of any obligation, on any other occasion.
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Attachment A
Business Associate Data Security Requirements

. Personnel Controls

A. Employee Training. All workforce members who assist in the performance of functions or activities
on behalf of CDPH, or access or disclose CDPH PHI or P must complete information privacy and
security training, at least annually, at Business Associate’s expense. Each workforce member who
raceives information privacy and security training must sign a certification, indicating the member's
name and the date on which the training was completed. These certifications must be retained for a
period of six (6) years foliowing contract termination. :

B. Employee Discipline. Appropriate sanctions must be applied against workforce memberé who fail
to comply with privacy policies and procedures or any provisions of these requirements, including
termination of employment where appropriate. '

C. Confidentiality Staternent. All persons that will be working with CDPH PHI or Pl must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy Safeguards,
Unacceptable Use, and Enforcement Policies. The statement must be signed by the workforce
member prior to access to CDPH PH! or Pl. The statement must be renewed annually, The
Contractor shall retain each person’s written confidentiality statement for CDPH inspection for a
period of six (6) years following contract termination.

D. Background Check. Before a member of the workforce may access CDPH PHI or Pl, a thorough
background check of that worker must be conducted, with evaluation of the results to assure that
there is no indication that the worker may present a rigk to the security or integrity of confidential data
or a risk for theft or misuse of confidential data. The Contractor shall retain each workforce member's
background check documentation for a period of three (3) years following contract termination.

Il. Technical Security Controls

A. Workstation/Laptop encryption. All workstations and laptops that process and/or store CDPH PH|
or Pl must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as
Advanced Encryption Standard (AES). The encryption solution must be full disk unless approved by
the CDPH Information Security Office.

B. Server Security. Servers containing unencrypted CDPH PHI or Pl must have sufficient
administrative, physical, and technical controls in place to protect that data, based upon a risk
assessment/system security review.

C. Minimum Necessary. Only the minimum necessary amount of COPH PHI or P) required to perform
necessary business functions may be copied, downloaded, or exported.

D. Removable media devices. All electronic files that contain CDPH PHI or Pl data must be encrypted
when stored on any removable media or portable device (i.e. USB thumb drives, floppies, CD/DVD,
Blackberry, backup tapes etc.). Encryption must be a FIPS 140-2 certified aigorithm which is 128bit
or higher, such as AES.

E. Antivirus software. All workstations, laptops and other systems that process and/or store CDPH

PHI or Pl must install and actively use comprehensive anti-virus software solution with automatic
updates scheduled at least daily.
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F. Paich Management. All workstations, laptops and other systems that process andfor store CDPH
PHI or PI must have critical securlty patches applied, with systam reboot if necessary. There must
be a documented patch management process which determinas Instaliation timeframe based on risk
assessment and vendor recommendations. At a maximum, all applicable patches must be installed
within 30 days of vendor release.

G. User iDs and Password Controls. All'users must be issued a unique user name for accessing
. CDPH PHl or PI. Username must be promptly disabled, deleted, or the password changed upon the
transfer or termination of an employee with knowledge of the paasword, at maximum within 24 hours.
Passwords are not to be shared, Passwords must be at least elght characters and must be a non-
dictionary word. Passwords mustnot be stored in readable format on the computer, Passwords must
be changed every 80 days, preferably every 60 days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at ieast three of the following four
groups from the standard keyboard:

« Upper case letters (A-Z)
« Lower cage lotters (a-z)

» Arabic numerals (0-8)

» Non-alphanumeric characters (punctuation symbols)

H. Data Destruction. When no longer needed, all CDPH PH] or Pl must be wiped using the Gutmann
or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, or by degaussing. Media may
also be physically destroyed In accordance with NIST Special Publication 800-88, Other methods
require prior written permission of the CDPH information Security Office.

l. System Timeout, The system providing access to CDPH PHI or Pl must provide an automstic
' timeout, requiring re-authentication of the user session after no more than 20 minutes of inactivity.

J. Warning Banners. Afl systems providing access to COPH PHI or Pl must digplay a warning banner
siating that dafa is confidentlal, systems are logged, and system use is for business purposas only
by authorized users. User must be directed to log off the system if they do not agree with these
raguirements. ‘

K. System Logging. The system must maintain an automated audit irail which can Identify the user or
system progess which Inftlates a request for CDPH PHI or PI, or which alters CDPH PH! or PI. The
audit trail must be date and time stamped, must log both successful and failed accesses, must be
read only, and must be restricted to authorized users. [f CDPH PHI or Pl is stored in & database, .

- database logging functionality must be snabled. Audit trall data must be archived for at least 3 years
after ocourrence. .

L. Access Confrols. The system providing access te CDPH PHI or Pl must use role basad access
controls for all user authentications, enforcing the princlple of least privilege,
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M. Transmission encryption. Al data transmissions of CDPH PH] or Pl outside the secure Internal
network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as
'AES. Encryption can be end fo end at the network level, or the data files tontaining PHI can be
encrypted. This requirement pertains to any typa of PHI or Pl in motion such as website accsss, file
transfer, and E-Mail,

N. infrusion Detection. All systems involved In accessing, holding, transporting, and protecting CDPH
PHI or P| that are accessible via the Intemet must be protected by a comprehensive Infrusion
tetoction and prevention solution.

fi. Audit Controls

A. System Security Review. All systems processing and/or gtoring CDPH PHI or P) must have at least
an annual system risk assessment/security review which provides assurance that administrative,
physical, and technical controls are functioning effectively and providing adequate levels of
protection. Reviews should inolude vulnerability scanning tools.

B. Log Reviews. Allsystems processing and/or storing CDPH PH! or Pl must have a routine procedure
in place to raview system logs for unauthorized acoess,

C. Change Control, All systems processing and/or storing CDPH PHI or Pl must have a documented
change control procedure that ensures separation of duties and protecis the confidentlallty, integrity
and availability of data.

IV, Business Continuity / Disaster Recovery Controls

A. Emergency Mode Operation Plan. Contractor must eatablish o documented plan to enable
continuation of critical business processes and protection of the gecurity of elecironic CDPH FHI or
Plin the event of an emergency. Emergency means any ciroumstance or situation that causes
hormal computer eperations to become unavailable for use in performing the work required under
the Agreement for more than 24 hours.

EB. Data Backup Plan. Contractor must have estabiished dosumentsd procadures to backup CDPH
PHI to malntain retilevable exact coples of GCDPH PH) or P, The plan musi include a regular
schiadule for making backups, storing backups offsite, ar Inventory of backup media, and an
astimate of the amount of time needed to restors CDPH PHI or P! should it be lost. At a minimum,
the schedule must be a weskly full backup and munthly offsite storage of COPH data,

V. Paper Document Controls

A. Supervislon of Data. CDPH PHI or P! In paper form shall nat be left unattended at any time, unless
It Is locked in a file cabinet, file room, desk or office. Unattended means that information is not being
observed by an employee authorized to access the Information. CDPM PH) or Pl in paper form shalll
not be left unattended at any time In vahicles or planes and shall not be checkad I baggage on
commercial airplanes,

B. Escorfing Vislfors. Visitors to aroas where CDPH PH! or Pl is contained shall be escorted and
GDPH PHI or PI shall ba kept out of sight while visitors are in the area,

C. Confidential Destruction. CDPH PHI or Pl must be disposed of through confidential means, such
as croas out shredding and pulverizing,
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D. Removal of Data. CDFH PHI or Pl must not be removed %rom the premises of the Contractor except
with express written parmission of CDRH.

E. Faxing. Faxes contalning CDPH PHI or Bl shall not bs left unattended and fax machines shall bs In
Secure areas. Faxes shall contain a confidentiality stetement notifying persons receiving faxes in
error to destroy them. Fax numbers shall be verified with the intended reclplent before sending the
fax.

F. Maifing. Mallings of COPH PHI or Pl shall be sealed and secured from damage ar inappropriate
viewing of PHI or P| to the extent possible, Mailings which Include 500 ormare Individually identifiable
records of CDPH PHI or P! in a single package shall be sent using a tracked maifling method which
includes verification of delivery and receipt, unless the prior written permission of CDPH to use
another method s obtained.
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Exhibit M
Contractot's Release

Instructions to Contractor:

With final Involce(s) submit one (1} original and one (1) copy. The original must bear the origing! slgnature of & parson
authorized to bind the Contractor. The additional copy may bear photocopled signaturas,

Submission of Final Involce

Pursuant to contract number 8-10808 entored Into between the State of California Depariment of Publlc Health
(CDPH) and the Contractor (identiied betow), the Contractor doss acknowledge that final payment has been raquested vig
invoice number{s) + 1 the amount{s) of § and dated

¥ nacessary, enter "See Aftached” In the appropriate blocks and altach a ilst of invoice numbars, dollar amounts and Invoice dates,

Release of all Obligations

By signing this form, and upon receipt of the amount spaciled in the Invoice number(s) referencad above, the Gontractor doss
hereby release and dischargs the Statg, its offlcars, agents and emplayees of and from any and all llabilities, obligations, clalms, and
damands whatsoaver arising from the above referercad contract.

Repayments Due to Audit Exceptions / Record Retention

By signing this form, Confractor acknowladges that expenses authorlzad for reimbursemeant does not gusranes fina! allowability of
sald expenses, Contracto; agrees that the amount of any sustained audit exceptions resulting from any subsequent audit maca
after final payment will be refunded to the State.

All expense and sccounting records related to ths above refsrenced contract musi be malnfalned for audit purpoaes for no l2ss than
three years beyond the date of final payment, unless a longer term is steted in safy contract,

Recycled Product Use Certification

By slgning this form, Contractor certifies under Penally of perjury that a minlmum of 0% uniess otharwise specified in writing of post
consurmer matertal, as defined in the Public Contrsict Coda Sectlon 12200, in preducts, materials, goods, or supplies offerad or sold
fo the State regardless of whether It mests the raquirements of Public Contract Code Section 12204, Condractor spagifies that
printer or duplicatlon cariridges offerad ar sold fo the State comply with the requirsmants of Sectlon 12156(e).

Reminder to Return State EquipmentiProparty (if Applicable)
{Appliss anty If equipment was provided by GDPH of purchased with o5 ralmbursed by contract funds)

Unlass COPH has agproved the continued use and poesession of State aquipment {as dafined in the above referenced contract) for
use in cannection with another CDPH agreament, Gonfractor agreas fo promptly initlate artangements to account for and return sajg
equipment to COPH, et CDPH's expense, If said equipment has not passed is usefu Iife expactancy as defined In the above
referanced contract,

Patants | Other Issues
By slgning this form, Gontractor fuither agress, in connection with patent matters and with any claims that are not apecifically

releaged as sot forth above, that it will comgly with all of the provisions contained in the above refersnced sontract, ingluding, but not
limited to, those provisions relating to notification to the Blate and relatad 1o the defq 140 ar prosecution of litlgatian,

QONLY 8iGN AND DATE THIS DOCUMENT WHEN ATTACHING TO THE FINAL INVOICE

Contractor's Legal Name (as on cordract);

Signature of Gontracter or Official Designee: ) Date:

Printed Name/Title of Person Signing:

GDPH Dlstrlhution:  Agtounting (Crighnal) Program
COIH 2352 (7/07)




