Agreement between County of Monterey and Everbridge, Inc. —-Draft Versioné
RFP 10436

AGREEMENT BETWEEN COUNTY OF MONTEREY AND

EVERBRIDGE, INC.

'This AGREEMENT is made and entered into by and between the County of Monterey, a
political subdivision of the State of California, hereinafter referred to as “County”, and
EVERBRIDGE, Inc. hereinafter referred to as “CONTRACTOR.”

SAMPLE RECITALS

WHEREAS, County has invited proposals through the Request for Proposals (RFP #
10436) for TELEPHONE MESSAGING AND EMERGENCY NOTIFICATION
SYSTEM, in accordance with the specifications set forth in this AGREEMENT; and

WHEREAS, CONTRACTOR has submitted a responsive and responsible proposal to
perform such services; and

WHEREAS, CONTRACTOR has the expertise and capabilities necessary to provide the
services requested.

NOW THEREFORE, County and CONTRACTOR, for the consideration hereinafter
named, agree as follows;

1.0 PERFORMANCE OF THE AGREEMENT

1.1 After consideration and evaluation of the CONTRACTOR’S proposal, the County hereby
engages CONTRACTOR to provide the services set forth in RFP # 10436 and in this
AGREEMENT on the terms and conditions contained herein and in RFP # 10436. The
intent of this AGREEMENT is to summarize the contractual obligations of the parties,
This AGREEMENT is based on the following supporting documents:

AGREEMENT

RFP # 10436 dated May 16, 2013, including all attachments and exhibits
CONTRACTOR’S Proposal dated June 27, 2013,
Exhibit A — Prequalification’s (pgs. 18-19)

Exhibit B — Functional Requirements (pgs. 20-26)

Exhibit C — Technical Specifications (pgs. 27-35)

Exhibit D — Security Requirements (pgs. 36-38)

Exhibit E — System Specs — Mass Notification (pgs. 39-42)
Exhibit F — Pricing (pgs. 43-48)

Exhibit G — Q&A (pgs. 49- 50)

Exhibit H — Everbridge Additional Provision (pg. 51)

1.2~ 'These documents are on file with the Contracts/Purchasing Division,
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1.3

1.4

1.5

1.6
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All of the above-referenced documents are intended to be complementary. Work
required by one of the above-referenced documents and not by others shall be done as if
required by all. In the event of a conflict between or among component parts of the
contract, the contract documents shall be construed in the following order:
AGREEMENT, RFP #10436, CONTRACTOR’S Proposal, including all attachments and
exhibits.

CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’s agents,
employees, and subcontractors performing Services (as defined below) under this
AGREEMENT are specially trained, experienced, competent, and appropriately licensed
to perform the work and deliver the services required under this AGREEMENT and are
not employees of the County, or immediate family of an employee of the County.

CONTRACTOR, its agents, employees, and subcontractors shall perform all work in a
safe and skillful manner and in compliance with all applicable laws and regulations. All
work performed under this AGREEMENT that is required by law to be performed or
supervised by licensed personnel shall be performed in accordance with such licensing

requirements,
1.5.1 CONTRACTOR must maintain all licenses throughout the term of the
AGREEMENT.

CONTRACTOR shall furnish, at its own expense, all materials, equipment, and
personnel necessary to carry out the terms of this AGREEMENT, except as otherwise
specified in this AGREEMENT. CONTRACTOR shall not use County premises,
property (including equipment, instruments, or supplies) or personnel for any purpose
other than in the performance of its obligations under this AGREEMENT.

2.1

2.2

oscororsmvics

CONTRACTOR shall provide periodic security reviews and vulnerability assessments of
CONTRACTOR’s provided service and system.

To provide Telephone Messaging and Emergency Notification Systems to the County of
Monterey. Per terms and conditions set forth within RFP 10436, proposal submitted by
CONTRACTOR, Inc. to include addendum, attachments, and reference exhibits A — H
(the “Service™).

3.1

- 3.0 TERM OF AGREEMENT

The initial term shall commence on October 8, 2013 through and including October 8,
2014, with the option to extend the AGREEMENT for four (4) additional one (1) year
periods. County is not required to state a reason if it elects not to renew this
AGREEMENT,
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If County exercises its option to extend, all applicable parties shall mutually agree upon
the extension, including any changes in rate and/or terms and conditions in writing.

Termination by Either Party. Either Party may terminate this Agreement upon the other
Party's material breach of this Agreement, provided that (i) the non-breaching Party sends
written notice to the breaching Party describing the breach in reasonable detail; (ii) the
breaching Party does not cure the breach within thirty (30) days following its receipt of
such notice (the "Notice Period"); and (iii) following the expiration of the Notice Period,
the non-breaching Party sends a second written notice to the breaching Party indicating
its election to terminate this Agreement.

Termination for Convenience by COUNTY, County May terminate this AGREEMENT
without cause at any time on thirty (30) days prior written notice; provided, however, that
it shall not be entitled to a refund of any fees then due and owing.

4.1

4.2

4.3

44

4.5

40 COMPENSATION AND PAYMENTS

It is mutually understood and agreed by both parties that CONTRACTOR shall be
compensated under this AGREEMENT in accordance with the pricing sheet attached
hereto.

County shall pay the CONTRACTOR in accordance with the payment provisions set
forth in Exhibit F — Pricing, subject to the limitation set forth in this AGREEMENT. The
total amount payable by County to CONTRACTOR under this AGREEMENT is not to
exceed the sum of $79,234.00 for year one of the contract and not to exceed the sum of
$73,550.00 for the optional renewal years,

Any discount offered by the CONTRACTOR must allow for payment after receipt and
acceptance of Services, material or equipment and correct invoice, whichever is later. In
no case will a discount be considered that requires payment in less than 30 days.

CONTRACTOR shall levy no additional fees or surcharges of any kind during the term
of this AGREEMENT without first obtaining approval from County in writing.

Pricing does not include any local, state, federal or foreign taxes, levies or duties of any
nature, all of which COUNTY is responsible for paying, except for those relating to
CONTRACTOR’s income and any Federal Transportation Tax.

5.1

/5.0 INVOICES AND PURCHASE ORDERS

Invoices for all Services rendered per this AGREEMENT shall be billed directly to the
Department of Emergency Communications department at the following address:
County of Monterey Department of Emergency Communications
Attn; John Vaught — Administrative Services Assistant
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1322 Natividad Rd.
Salinas, CA. 93906

CONTRACTOR shall reference the RFP/RFQ number on all invoices submitted to
County. CONTRACTOR shall submit such invoices periodically or at the completion of
services, but in any event, not later than 30 days after completion of services. The
invoice shall set forth the amounts claimed by CONTRACTOR for the previous period,
together with an itemized basis for the amounts claimed, and such other information
pertinent to the invoice. County shall certify the invoice, either in the requested amount
or in such other amount as County approves in conformity with this AGREEMENT, and
shall promptly submit such invoice to County Auditor-Controller for payment, County
Auditer-Controller shall pay the amount certified within 30 days of receiving the certified
invoice.

All County of Monterey Purchase Orders issued for the AGREEMENT are valid only
during the fiscal year in which they are issued (the fiscal year is defined as July 1 through
June 30).

Unauthorized Surcharges or Fees: Invoices containing unauthorized surcharges or
unauthorized fees of any kind shall be rejected by County. Surcharges and additional fees
not included in the AGREEMENT must be approved by County in writing via an
Amendment.

6.1

6.0 INDEMNIFICATION

CONTACTOR shall defend, indemnify and hold COUNTY harmless from and against
any Claim against COUNTY, but only to the extent it is based on a Claim that the
Everbridge Mass Notification Service directly infringes an issued patent or other IP Right
in a country in which the Everbridge Mass Notification Service is actually provided to
COUNTY. In the event CONTRACTOR believes any CONTRACTOR Technology is, or
is likely to be the subject of an infringement claim, CONTRACTOR shall have the
option, at its own expense, to: (i) to procure for COUNTY the right to continue using the
Everbridge Mass Notification Service; (ii) replace same with a non-infringing service;
(iif) modify such Everbridge Mass Notification Service so that it becomes noninfringing;
or (iv) refund any fees paid to CONTRACTOR and terminate this Agreement without
further liability. CONTRACTOR shall have no liability for any Claim arising out of (w)
COUNTY Data or other COUNTY supplied content, (x) use of the Everbridge Mass
Notification Service or Software (as defined on Attachment 1) in combination with other
products, equipment, software or data not supplied by CONTRACTOR, (y) any use,
reproduction, or distribution of any release of the Everbridge Mass Notification Service
or Software other than the most current release made available to COUNTY, or (z) any
modification of the Everbridge Mass Notification Service or Software by any person
other than CONTRACTOR.
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LIMITATION OF LIABILITY. Neither Party shall have any liability to the other Party
for any loss of use, interruption of business, lost profits, costs of substitute services, or for
any other indirect, special, incidental, punitive, or consequential damages, however
caused, under any theory of liability, and whether or not the Party has been advised of the
possibility of such damage. Notwithstanding anything in this Agreement to the contrary,
in no event shall CONTRACTOR’s aggregate liability, regardless of whether any action
or claim is based on warranty, contract, tort, indemnification or otherwise, exceed
amounts actually paid by COUNTY to CONTRACTOR hereunder during the 12 month
period prior to the event giving rise to such liability.

7.1

7.2

7.3

7.0 INSURANCE REQUIREMENTS

Evidence of Coverage:

7.1.1 Prior to commencement of this AGREEMENT, CONTRACTOR shall provide a
“Certificate of Insurance” certifying that coverage as required herein has been
obtained. Individual endorsements executed by the insurance carrier shall
accompany the certificate. In addition CONTRACTOR upon request shall
provide a certified copy of the policy or policies.

7.1.2  This verification of coverage shall be sent to the County’s Contracts/Purchasing
Department, unless otherwise directed. CONTRACTOR shall not receive a
“Notice to Proceed” with the work under this AGREEMENT until it has obtained
all insurance required and such, insurance has been approved by County. This
approval of insurance shall neither relieve nor decrease the liability of
CONTRACTOR.

Qualifying Insurers: All coverage, except surety, shall be issued by companies which
hold a current policy holder’s alphabetic and financial size category rating of not less
than A- VII, according to the current Best’s Key Rating Guide or a company of equal
financial stability that is approved by County’s Purchasing Officer.

Insutance Coverage Requirements:

Without limiting CONTRACTOR’s duty to indemnify, CONTRACTOR shall maintain

in effect throughout the term of this AGREEMENT a policy or policies of insurance with

the following minimum limits of liability:

7.3.1 Commercial general liability insurance, including but not limited to
premises and operations, including coverage for Bodily Injury and
Property Damage, Personal Injury, Contractual Liability, Broadform
Property Damage, Independent Contractors, Products and Completed
Operations, with a combined single limit for Bodily Injury and Property
Damage of not less than $1,000,000 per occurrence.
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7.3.2 Business automobile liability insurance, covering all motor vehicles,
including owned, leased, non-owned, and hired vehicles, used in

providing Services under this AGREEMENT, with a combined single
limit for Bodily Injury and Property Damage of not less than $1,000,000
per occurrence.,

7.3.3 Workers® Compensation Insurance, if CONTRACTOR employs others
in the performance of this AGREEMENT, in accordance with California
Labor Code section 3700 and with Employer’s Liability limits not less
than $1,000,000 each person, $1,000,000 each accident and $1,000,000
each disease.

7.3.4 Professional liability insurance, if required for the professional services
being provided, (e.g., those persons authorized by a license to engage in
a business or profession regulated by the California Business and
Professions Code), in the amount of not less than $1,000,000 per claim
and $2,000,000 in the aggregate, to cover liability for malpractice or
errors or omissions made in the course of rendering professional
services. If professional liability insurance is written on a “claims-made”
basis rather than an occurrence basis, CONTRACTOR shall, upon the
expiration or earlier termination of this AGREEMENT, obtain extended
reporting coverage (“tail coverage™) with the same liability limits. Any
such tail coverage shall continue for at least three years following the
expiration or earlier termination of this AGREEMENT.

7.4 Other Insurance Requirements:

7.4.1 All insurance required by this AGREEMENT shall be with a company acceptable
to County and issued and executed by an admitted insurer authorized to transact
Insurance business in the State of California. Unless otherwise specified by this
AGREEMENT, all such insurance shall be written on an occurrence basis, or, if
the policy is not written on an occurrence basis, such policy with the coverage
required herein shall continue in effect for a period of three years following the
date CONTRACTOR completes its performance of Services under this
AGREEMENT.

7.4.2  Each liability policy shall provide that County shall be given notice in writing at
least thirty days in advance of any endorsed reduction in coverage or limit,
cancellation, or intended non-renewal thereof. Each policy shall provide coverage
for CONTRACTOR and additional insured with respect to claims arising from
each subcontractor, if any, performing work under this AGREEMENT, or be
accompanied by a certificate of insurance from each subcontractor showing each
subcontractor has identical insurance coverage to the above requirements.

743 Commercial general liability and auiomobile liability policies shall provide an
endorsement naming the County of Monterey,_ils officers, apents, and emplovees
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as  Additional  Insureds with respect to ligbility arising  out of the
CONTRACTOR'S work, including ongoing and completed operations, and shall
further provide that such insurance is primary insurance lo any insurance or self-
insurance maintained by the County and that the insurance of the Additional
Insureds _shall not be called upon io contribute to a loss covered by the
CONTRACTOR'S insurance. The required endorsement form for Commercial
General Liability Additional Insured is ISQ Form CG 20 10 11-85 or CG 20 10
10 01 in tandem with CG 20 37 10 01 (2000). The required endorsement form for
Automobile Additional Insured endorsement is ISO Form CA 20 48 02 99,

74.4 Prior to the execution of this AGREEMENT by County, CONTRACTOR shall
file certificates of insurance with County’s contract administrator and County’s
Contracts/Purchasing Division, showing that CONTRACTOR has in effect the
insurance required by this AGREEMENT. CONTRACTOR shall file a new or
amended certificate of insurance within five calendar days after any change is
made in any insurance policy, which would alter the information on the certificate
then on file. Acceptance or approval of insurance shall in no way modify or
change the indemnification clause in this. AGREEMENT, which shall continue in
full force and effect.

74.5 CONTRACTOR shall at all times during the term of this AGREEMENT maintain
in force the insurance coverage required under this AGREEMENT and shall send,
without demand by County, annual certificates to County’s Contract
Administrator and County’s Contracts/Purchasing Division. If the certificate is
not received by the expiration date, County shall notify CONTRACTOR and
CONTRACTOR shall have five calendar days to send in the certificate,
evidencing no lapse in coverage during the interim. Failure by CONTRACTOR
to maintain such insurance is a default of this AGREEMENT, which entitles
County, at its sole discretion, to terminate this AGREEMENT immediately.

8.0 RECORDS AND CONFIDENTIALITY

8.1 Confidentiality: CONTRACTOR and its officers, employees, agents, and subcontractors
shall comply with any and all federal, state, and local laws, which provide for the
confidentiality of records and other information. CONTRACTOR shall not disclose any
confidential records or other Confidential Information (as defined below) received from
the County or prepared in connection with the performance of this AGREEMENT, unless
County specifically permits CONTRACTOR to disclose such records or information.
CONTRACTOR shall promptly transmit to County any and all requests for disclosure of
any such confidential records or information. CONTRACTOR shall not use any
confidential information gained by CONTRACTOR in the performance of this
AGREEMENT except for the sole purpose of carrying out CONTRACTOR s obligations
under this AGREEMENT.
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Definition; Protection. As used herein, “Confidential Information” means all
information of a Party (“Disclosing Party”) disclosed to the other Party
(“Receiving Party”), whether orally, in writing, or by inspection of tangible
objects (including, without limitation, documents or prototypes), that is
designated as confidential or that reasonably should be understood to be
confidential given the nature of the information and the circumstances of
disclosure. Confidential Information includes without limitation, any personally
identifiable Customer Data, all CONTRACTOR Technology, and either Party’s
business and marketing plans, technology and technical information, product
designs, reports and business processes. Confidential Information shall not
include any information that: (i) is or becomes generally known to the public
without breach of any obligation owed to the Disclosing Party; (ii) was known to
the Receiving Party prior to its disclosure by the Disclosing Party without breach
of any obligation owed to the Disclosing Party; (iii) was independently developed
by the Receiving Party without breach of any obligation owed to the Disclosing
Party; or (iv) is received from a third party without breach of any obligation owed
to the Disclosing Party. The Receiving Party shall not disclose or use any
Confidential Information of the Disclosing Party for any purpose other than
performance or enforcement of this Agreement without the Disclosing Party’s
prior written consent, unless (but only to the extent) otherwise required by a
governmental authority. Each Party agrees to protect the Confidential Information
of the other Party with the same level of care that it uses to protect its own
confidential information, but in no event less than a reasonable level of
care. Without limiting the foregoing, this Agreement and all terms hereof shall be
CONTRACTOR’s Confidential Information.

8.2 County Records: When this AGREEMENT expires or terminates, CONTRACTOR shall
return to County any County records which CONTRACTOR used or received from County to
perform services under this AGREEMENT: provided, however, that any data archived on
backup tapes in the ordinary course of business shall not be returned. CONTRACTOR shall
destroy this archived data as soon as it is feasible but not more than 18 months after the end of
the agreement. CONTRACTOR may destroy the data by fully overwriting or destroying the
tape. CONTRACTOR is required to submit to County notice indicating how the data was
destroyed, date, time. and location.

8.3 Maintenance of Records: CONTRACTOR shall prepare, maintain, and preserve all reports
and records that may be required by federal, state, and County rules and regulations
related to Services performed under this AGREEMENT,

8.4 Access to and Audit of Records: Once per calendar year, upon 30 days writien notice,
County shall have the right to examine, monitor and audit all records, documents,
conditions, and activities of CONTRACTOR and its subcontractors related to Services
provided under this AGREEMENT. The parties to this AGREEMENT may be subject, at
the request of County or as part of any audit of County, to the examination and audit of
the State Auditor pertaining to matters connected with the performance of this
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AGREEMENT for a period of three (3) years after final payment under the-
AGREEMENT.

9.0 NON-DISCRIMINATION

9.1 During the performance of this contract, CONTRACTOR shall not unlawfully
discriminate against any employee or applicant for employment because of race, religious
creed, color, national origin, ancestry, physical disability, mental disability, medical
condition, marital status, age (over 40), sex, or sexual orientation. CONTRACTOR shall
ensure that the evaluation and treatment of its employees and applicants for employment
are free of such discrimination. CONTRACTOR shall comply with the provisions of the
Fair Employment and Housing Act (Government Code, §12900, et seq.) and the
applicable regulations promulgated thereunder (California Code of Regulations, Title 2,
§7285.0, et seq.).

9.2 The applicable regulations of the Fair Employment and Housing Commission
implementing Government Code, §12900, ¢t seq., set forth in Chapter 5 of Division 4 of
Title 2 of the California Code of Regulations are incorporated into this AGREEMENT by
reference and made a part hereof as if set forth in full.

9.3  CONTRACTOR shall include the non-discrimination and compliance provisions of the
clause in all AGREEMENTSs with subcontractors to perform work under the contract.

_10.0 OVERRIDING CONTRACTOR PERFORMANCE REQUIREMENTS

10.1  Independent Contractor: CONTRACTOR shall be an independent contractor and shall
not be an employee of Monterey County, nor immediate family of an employee of
County. CONTRACTOR shall be responsible for all insurance (General Liability,
Automobile, Workers® Compensation, unemployment, etc,) and all payroll-related taxes.
CONTRACTOR shall not be entitled to any employee benefits. CONTRACTOR shall
control the manner and means of accomplishing the result contracted for herein.

102 Minimum Work Performance Percentage: CONTRACTOR shall perform with his own
organization contract work amounting to not less than 50 percent of the original total
AGREEMENT amount, except that any designated 'Specialty Items' may be performed
by subcontract and the amount of any such 'Specialty Items' so performed may be
deducted from the original total AGREEMENT amount before computing the amount of
work required to be performed by CONTRACTOR with his own organization or per a
consortium,

10.3  Non-Assignment: CONTRACTOR shall not assign this contract or the work required
herein without the prior written consent of COUNTY except in the event that
CONTRACTOR merges, is acquired by, or transfers substantially all of its assets.
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CONTRACTOR agrees to provide COUNTY with notice of any such merger, acquisition
or transfer within 30 days of its occurrence.

104 Any subcontractor shall comply with all of County of Monterey requirements, including
insurance and indemnification requirements as detailed in SAMPLE AGREEMENT.

11.0 CONFLICT OF INTEREST

CONTRACTOR covenants that CONTRACTOR, its responsible officers, and its
employees having major responsibilities for the performance of work under the
AGREEMENT, presently have no interest and during the term of this AGREEMENT
will not acquire any interests, direct or indirect, which might conflict in any manner or
degree with the performance of CONTRACTOR’S Services under this AGREEMENT.

~12.0 COMPLIANCE WITH APPLICABLE LAWS

12.1  CONTRACTOR shall keep itself informed of and in compliance with all federal, state
and local laws, ordinances, regulations, and orders, including but not limited to all state
and federal tax-laws, that may affect in any manner the Project or the performance of the
Services or those engaged to perform Services under this AGREEMENT.
CONTRACTOR shall procure all permits and licenses, pay all charges and fees, and give
all notices required by law in the performance of the Services.

122 CONTRACTOR shall report immediately to County’s Contracts/Purchasing Officer, in
writing, any discrepancy or inconsistency it discovers in the laws, ordinances,
regulations, orders, and/or guidelines in relation to the Project of the performance of the
Services.

123 All documentation prepared by CONTRACTOR shall provide for a completed project
that conforms to all applicable codes, rules, regulations and guidelines that are in force at
the time such documentation is prepared.

13.0 FORCE MAJEURE

"Force Majeure” means any cause beyond the reasonable control of a party, including but
not limited to acts of God, civil or military disruption, fire, strike, flood, riot, war, or
inability due to the aforementioned causes to obtain necessary labor, materials or
facilities.

If any party hereto is delayed or prevented from fulfilling its obligations under this
AGREEMENT by Force Majeure, said party will not be liable under this AGREEMENT
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for said delay or failure, nor for damages or injuries resulting directly from the inability
to perform scheduled work due to Force Majeure.

CONTRACTOR shall be granted an automatic extension of time commensurate with any
delay in performing scheduled work arising from Force Majeure. CONTRACTOR agrees
to resume such work within three (3) days after the Force Majeure has subsided enough
to do so.

14.0 RIGHTS AND REMEDIES OF THE COUNTY FOR DEFAULT

In the case of default by CONTRACTOR, County may procure the articles or services
from other sources and may recover the loss occasioned thereby from any unpaid balance
due to CONTRACTOR or by proceeding against any performance bond of
CONTRACTOR, if any, or by suit against CONTRACTOR. The prices paid by County
shall be considered the prevailing market price at the time such purchase(s) may be made.
Inspections of deliveries or offers for deliveries that do not meet specifications shall be
made at the expense of CONTRACTOR.

150 TRAVEL REIMBURSEMENT =

Travel reimbursements shall not exceed the IRS allowance rates as per County of
Monterey Travel Policy. A copy of County’s Travel Policy is available on the Auditor-
Controller’s web site at: hitp://www.co.monterey.ca.us/auditor/policy.htm.

160 EMERGENCY SITUATIONS

CONTRACTOR shall provide the name and contact information of a representative who
shall be available 24 hours a day, 7 days a weck, in the event of an emergency. During
the emergency, CONTRACTOR shall provide County with all available supplies,
materials, equipment and/or services on a priority basis.

County expects emergency deliveries to occur within 4 hours of order placement and may
be required during evenings, weekends, and holidays. Time is of the essence for delivery
during emergency situations. Delivery location(s) and estimated arrival will be mutually
agreed upon, by County and CONTRACTOR, at time of order and will be determined
based on need and existing conditions. It is understood that current conditions, such as
power outages, road closures, and damages to CONTRACTOR's facility and/or
equipment, will be taken into consideration.

- 17.0 BACKGROUND CHECKS |
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CONTRACTOR shall be required to submit appropriate State level criminal background

clearance(s) for all personnel required to work within County facilitics that are deemed

restricted or high security, including but not limited to the Sheriff’s Office, Probation

Department, 911 Center, and District Attorney’s Office.

17.1.1 A California licensed Investigator must perform the required State level criminal
background check(s) which must then be submitted to County prior to the
personnel being allowed to work within such County facilities.

17.1.2 CONTRACTOR is responsible for the cost of the State level criminal background
check(s).

17.1.3 EXCEPTION: personnel who are designated to provide services at any of the
Sheriff’s facilities are required to undergo fingerprinting and background checks
through the Sheriff’s main office, at no cost to CONTRACTOR.

The required background checks SHALL be completed prior to allowing the personnel to
work within any of the limited access facilities.

180 WARRANTY BY CONTRACTOR

CONTRACTOR shall fully warrant all materials, equipment, and service against poor
and inferior quality or workmanship for a period of not less than one (1) year from date
of final acceptance by the COUNTY. Time is of the essence of this AGREEMENT,
CONTRACTOR shall repair or replace any inoperable materials or equipment in a timely
manner during warranty period. THE FOREGOING REPRESENT THE ONLY
WARRANTIES MADE BY EVERBRIDGE HEREUNDER AND CONTRACTOR
EXPRESSLY DISCLAIMES ALL OTHER WARRANTIES OF ANY KIND,
WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW.

NEITHER CONTRACTOR NOR ITS LICENSORS WARRANT THAT THE
EVERBRIDGE MASS NOTIFICATION SERVICE WILL OPERATE ERROR
FREE OR WITHOUT INTERRUPTION. WITHOUT LIMITING THE
FOREGOING, IN NO EVENT SHALL CONTRACTOR HAVE ANY
LIABILITY TO CUSTOMER, USERS, CONTACTS OR ANY THIRD PARTY
FOR PERSONAL INJURY (INCLUDING DEATH) OR PROPERTY DAMAGE
ARISING FROM FAILURE OF THE EVERBRIDGE MASS NOTIFICATION
SERVICE TO DELIVER AN ELECTRONIC COMMUNICATION, HOWEVER
CAUSED AND UNDER ANY THEORY OF LIABILITY, EVEN IF
CONTRACTOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE,

19.0 ACCESSIBILITY

12
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CONTRACTOR shall inform itself regarding any peculiarities and limitations of the
spaces available for the installation of all work and materials furnished and installed
under the AGREEMENT., CONTRACTOR shall exercise due and particular caution to
determine that all parts of CONTRACTORS work are made quickly and easily
accessible.

© 20.0 DAMAGE

The CONTRACTOR shall be held responsible for any breakage, loss of the COUNTY’s
equipment or supplies through negligence of the CONTRACTOR or his employee while
working on the COUNTY’s premises. The CONTRACTOR shall be responsible for
restoring/replacing any equipment, facilities, etc. so damaged. The CONTRACTOR shall
immediately report to the COUNTY any damages to the premises resulting from services
performed under this AGREEMENT.

. 210PROTECTIONOFPUBLIC .

CONTRACTOR shall provide adequate warning devices, barricades, guards, flagmen, or
other necessary precautions shall be taken by the CONTRACTOR to give advice and
reasonable protection, safety and warning to persons and vehicular traffic concerned in
the area(s) affected by this AGREEMENT.

720 GUARANTEE OF MALWAREFREEGOODS

All software/hardware purchased must be free of malicious code such as viruses, Trojan
horse programs, worms, spyware, etc. Validation of this must be written into the contract.
Malicious code or malware (short for malicious software) is defined as software (or
firmware) designed to damage or do other unwanted actions on a computer system.
Common examples of malware include viruses, worms, Trojan horses and spyware.
Viruses, for example, can cause havoc on a computer’s hard drive by deleting files or
directory information. Spyware can gather data from a user’s system without the user
knowing it. This can include anything from the web pages a user visits to personal
information, such as credit card numbers.

230 INTELLECTUAL PROPERTY RIGHTS _

All data provided by County belongs to County. All records compiled by
CONTRACTOR in completing the work described in this AGREEMENT, including but
not limited to written reports, studies, drawings, blueprints, negatives of photographs,
graphs, charts, plans, source codes, specifications and all other similar recorded data,
shall become and remain the property of County. Use or distribution of County data by
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CONTRACTOR is prohibited unless CONTACTOR obtains prior written consent from
County.

For systems hosted or stored on equipment not owned by County, CONTRACTOR shall
furnish all data to County upon request by County at any time during the term of this
AGREEMENT in a useable format as specified by County and at no additional cost to
County.

Notwithstanding anything to the contrary contained in this AGREEMENT, it is
understood and agreed that CONTRACTOR shall retain all of its rights in its proprietary
information including, without limitation, methodologies and methods of analysis, ideas,
concepts, expressions, know how, methods, techniques, skills, knowledge and experience
possessed by CONTRACTOR prior to this AGREEMENT.,

" 240NOTICES

Notices required to be given to the respective parties under this AGREEMENT shall be deemed
given by any of the following means: (1) when personally delivered to County’s contract
administrator or to CONTRACTOR’S responsible officer; (2) when personally delivered to the
party’s principle place of business during normal business hours, by leaving notice with any
person apparently in charge of the office and advising such person of the import and contents of
the notice; (3) 24 hours after the notice is transmitted by FAX machine to the other party, at the
party’s FAX number specified pursuant to this AGREEMENT, provided that the party giving
notice by FAX must promptly confirm receipt of the FAX by telephone to the receiving party’s
office; or, (4) three (3) days after the notice is deposited in the U. S. mail with first class or
better postage fully prepaid, addressed to the party as indicated below.

Notices mailed or faxed to the parties shall be addressed as follows:

TO COUNTY: TO CONTRACTOR:
Contracts/Purchasing Officer Everbridge, Inc.

County of Monterey, Contracts/Purchasing  Attin: Cinta Putra

168 W, Alisal Street, 3rd Floor. 500 N, Brand Blvd.

Salinas, CA 93901-2439 Glendale, CA. 91203

Tel. No.: (831) 755-4990 Tel. No.: (818) 230-9700

FAX No.: (831) 755-4969 FAX No.: (818) 484- 2299
derrm@co.monterey.ca.us Email: ¢inta. putra@everbridge.com

25.0 LEGAL DISPUTES |

CONTRACTOR agrees that this AGREEMENT and any dispute arising from the
relationship between the parties to this AGREEMENT, shall be governed and interpreted
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by the laws of the State of California, excluding any laws that direct the application of
another jurisdiction’s laws.

Any dispute that arises under or relates to this AGREEMENT (whether contract, tort, or
both) shall be resolved in the Superior Court of California in Monterey County,
California.

Subject to Section 3.3, CONTRACTOR shall continue to perform under this
AGREEMENT during any dispute.

The parties agree to waive their separate rights to a trial by jury. This waiver means that
the trial will be before a judge.

Additional Provisions

The Additional Provisions attached hereto as Attachment 1 are hereby
incorporated into and made a part of this Agreement as though set forth in full.

15
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IN WITNESS WHEREQF, the ({Jounty and CONTRACTOR execute this AGREEMENT as

follows:

(i b 1O s,

Contracts@urchasmg Officer

Dated: SEP 2 T 13

CONTRACTOR

Vice-President

Marie-Laure Leglise, Vice President of Finance

Approved as%j:smsions:

Printed Name and Title

Dated: 09/2672013 ~

Deputy Auﬂ{tor/ﬁldntroller

Dated: q__’g ’)_,\'5

/

Approved as to Liability Provisions:

(Signature of Secretary, Asst. Secretary, CFO,
Treasurer or Asst, Treasurer)*

Cinta Putra, Chief Financial Officer

Risk Management

Dated:

Printed Name and Title

Dated: 09/25/2013

Approved as to Form:

Ab° %ﬂ%}h L

—Deputy County Counsel

Dated: ”7 - ;)9 T /,5

County Board of Supervisors’ Agreement Number:; A\; l Z’ S/ 5 ‘5‘/

Frepared by Tom Skinner, MA I
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*INSTRUCTIONS:  If CONTRACTOR is a corporation, including limited liability and non-profit
corporations, the full legal name of the corporation shall be set forth above together with the signatures of
two specified officers. If CONTRACTOR is a partnership, the name of the partnership shall be set forth
above together with the signature of a partner who has authority to execute this Agreement on behalf of
the partnership. If CONTRACTOR is contracting in an individual capacity, the individual shall set forth
the name of the business, if any, and shall personally sign the Agreement.

17
Prepared by Tom Skinner, MA I



Agreement between County of Monterey and Everbridge, Inc. —Drafl Version6
RFP 10436

Exhibit A- Pre-Qualifications

_ " Couney of Montsrey
%eve rb Hd ge Telephone Wessaging & Bmergenoy Horifisation Sypten

Section 2—Pre-qualifications

Pre-Crunlifisations/Tieonsing CONTRACTOR mast acknowledes in welting that it meets alt of the pre-
guelifications sand lleensing saguirements, If requivsd.

Busdlaridge is cualified and has introdused prblish notification fanctionality to deploy messages lyy
aumtherized elisnw to WEA {oomesly IPAWSCMAS). Authorized clients, such as government entiriss, wAll
need to provide their COG ID (Common Opecating Group IDY, the Common Wame (Logen MNamea), and
the digital sactificare provided by FEMA within ths settings of the Bvesbridgs spstem. Onos this infarmarion
hias baen provided, clisn ane abls 1o send notifiezdions and include the prblish ro WEA as a deploymen:
option - or simply targer WEA 1eparare from any ether target population.

When sending to WEA, addicional fields are required (and speoified) by FEMA, to sucssssfully launch the
massage, Thase fields inelude the Sender Agenoy Wams (text), Bvent Name (dropdown), Message Sratus
{dropdewmn) Messags Type {dropdown), Message Category (dropdown), eganey {dropdovn), Saverity
{drapdown), Certainty {dropdown), Expiration Diate (date field), Region Code (tex), and the Messags to the
Public {text, max 90 shacacrers), All fislds and spacificarions are designaced by FEMA. Dnoe all elaments
have been provided and the messags is sanr, the Bvarbridge system sends a CAPdnrmarced message 1o the
WEA. gateveay on the dlient’s behalf ro nedify the public vithin theie outlinsd jurisdictional azeas.

Byerbridge also provides a sraining mode for WEA notifieations whersly dlissics may teain theic message
iniriatos o dhe wsage of the WEA functionality witheut actually sending a message ro the WHA gateway.

Wots: Approval for the use of WBA is conduciad by FEMA,

Prospective CONTRACTORS raust demanstoats that their propessd service, including ali sofbwars, fs
vapable of sending and rensiving CAP (Common Altering Protocsll Version 1.2 messages via the TPAWS.
Opan Platform. Proposed service shall be capable of ssnding nnd recsiving meisiges theough the same
user faterinos that is uisd to pansrats TENS (Tolephons Emergenay Wotifizating Systent) messages bath
in production and training modes,

Yes, Huerbridge i abls to demonstrate the deploymant of CAP formarted mastages to WEA (CWAS) at any
tinas. We mainrain both the ahility to uilise WEA in a real svant (for authocized clients) or in a teaining

mads

Should diens desies further integration with CAP, Bverlwidge provides ]S5O0 based RESThul API structures
to Lauaoh nonfications based on any CAP message genarated within the dient sowironment. Thase AP
allow dients a great level of flexibility when integrating with internal systems and achisving integeation
points with Bverbridge {for notification launches or contact management) that aze not ot of the bex
funerionality. Additional details vegardiog available integration aprions and our APls is available a3 pavt of
the final seleerion process and uades WDA,
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1 o] Connty of 2onterey
Aeverbﬂ d g e Talephone Messaging & Bmssgency Horification System

Puospective CONTEACTOR's proposal shall states
#  Dats that CONTRACTOR'S proposed seavics beeame IPAWS compliant

Ewarbridege iutsgraces with the ChAS dissemination chanmel within the IPATS pladoem June
2013). Purthesmore, Everbridgs is CAP 1.2 compliant (Bwerbridze began testing fn Speing 2012,
eompliznies vas aghieve in Clooober 2012}, Howevar, we do not conply or supporr all dissensination

channels of IPAYWS today.

*  The full IPAWS aapabitity will be malntained through the 1ife of any seevice sonteast and;

To the exsant of the cursant servicas outlined sbowe, Bverbwides vill bs maintsining this
funetionality for our disnts in futvre geoerations of the system. Purthesmore, Bvarbridge will be
eontinually anhancing this funetionalicy as client nesds demand or as nevs gensrations of CAP ace
reloased. Additional infoemation regarding potential futues enhanesments is nor available at this
time.

¢ That CONTRACTOR will updats propused seivice in & timsly fashion and at no cost to County
to maintain compatibility witly newey versions of the Common Alsrting Protacol should the
Federal Management Agsney areate a vevsion to sucrsed Vawslon 1.2 of the CAP,

Yas, plaass see the previous Bvarbridpe sesponse,
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County of Monterey

Telephone Messaging & Emergeney Notifleatdon System

RFP Appendix A—Functional Reguirements

S F O | Response —

#01 FUNCTIONATL REQUIREMENTS CIN|[A COMMENTS
CGonern] Regudrements .

1 CONTRACTOR must aeate and demonstrare bt Bverbridge complies with and
upon request that thelr system meets Mindmum meets Minimum Standneds Tor
Standards for Emerpency Telephone Notificarion Timergency Telephone
Svstems, Document 56003, published by the Motifleatlon Systemys, Docmment
Natlonal BEmergency Nunber Assoclation 56003, published by the
(NENA), June 12, 2004. National Emergoncy Number

Assoclation (NENA), June 12,
2004,

2 Must support an Applicaton Propramming X Everbridge hos a RESTTul APY
Interface (APD) that allows for automarically that uses a HTTPS connection
wdding, updadng, and removing of users. APl to transfer data in veal time if
must also support sustom wser {elds, desired. Everbridge's Contact
subscriptions, and dellvery methods, APl allows cllents to Integrate

our contaet record management
funcrionatity with exdsting
backend data systems such as
LDAP, Actlve Iirectory,
PeopleSoft, Oracle, Banuer, and
other 818 plarforms, All duta
fields including custom Relds,
subseripdons and delivery
metheds can be imported
through the APL

3 Must support the ability for administravors to X Monterey County will have full
manually add, eclit, and delete message vecipionts ahility to anually manage their
from the system without CONTRACTOR own datn, No contiactor
intervention. intervention s required for

_ adminlgtratlon of the sysremn.

4 Must include a mechanlsm e track which vser X Hverbridge maintaing a log
made chinges, when changes were made, and regarding changes made to the
include a detailed list of changes. system. All uplonds are fully

logged showing when chunges

weie imade, who made the

changes, including a full list of
o - . the chunges mode,

] Activations do not requive CONTRACTOR X Bverbridge ls accessible through

inrerventlon, such as an aperaror. a web partal, mobile npplication,
or web portal, There Is no action
necessary (vom Everbridge to
broadeast a message, This Is
completely managed by the
LuuLy.

G Must uliow users w sewrch for predoaded X Everluridye supports notfleatlon
catpaigus, taps, wid seeenges vsing dytuunic tetplates that can inglude
lcey word searvch; searching shoukl not require preloaded messages and settings
exReL nume, including mapping settings,

Prepared by Tom Skinner, MA I
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. County of Monterey
Aeve rbndge Telephone Messaging & Bmergency Novification System

synumte [lery, and sewcdies.
Bwerlhridge supports “heging
with® and "contains” searches
thut will help produce the
destred data,

7 Must be able 1 generate notifieations to lated X | Hverbridie can vench any phone
and unlisted relephone numbers, : number including phone
numbers that require an
) ] extenslon,
8 Muar accept f montdidy uplowd of MSAQ s S liverbriclge can nceept uplowds of
provided hy County. CONTRACTOR must sign data at any {nrerval, Bverbrldge
nondisclosure aprecment, will sign a NIDA after review

from our legal department, this
Is & common vequest and
generally does not represent a
hurdle to haplementation.

9 Must be able to send all messages in mulriple x Tverbridge also supports Texvtor
languoges. Speech messuging ln 2 forelgn

Tnuguage {ability to type a
message in a forelgn language
and have that message delivered
in the laguage wich correct
mestage prompty and
pronunciatlon). Everbridge
suppoits the fellowlog 13
¢listinet languages today:

« Danish

o Fnglish (0.8 and UK)
s French

o Clerman

s [tallan

© Japnhese

« Norwapgian
 Portuguese

& Russion

2 Spmlsh (Burope and Latin
Ameriesn)

s Swaodish

These langusges ave wvadlable at
no additional cost. Tranalatlng
services we not provided due o
the types or errors thar
automatie transhions con make
{the building {s hot vs. the
building is on (ire). Professional
translntdons should be used for
all messages sent,

21
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County of Monterey

Telephone Messaging & Emergency Notification System

10

Must be able to Injtlate sessions, activate saved
messages, nhd create new messages from 108 and
Androld mabile devices us well ss Witnlows and
Mac deskiop computers,

Any authorlzed user (sdmin
hased on permissions) who has
interned nceess ean launch o
notiffeation from an Internet
browser, In addition Everbridge
has developed a soludon to
supporl any Smattphone device
called the Everbridge Mabile
LIRL. This Maobile URL ean be
lsunched from any web
connected device allowlng an
adminigtracor the ability to
deploy a notification quickly and
enutly fvonn o wide varlery of non-
standard devices, In addition,
Lverlwidge hns developed a
series of mobile Apps for 108
and Androld devices,

13

literface must be simple, inkiitive, and uger
friendly.

Using the Everbridge system, the |

entire message creation process
Is compleved in a stngle screen
and i pre-see with default
preferences, expediting the time
to brondcast a message while
reducing human errors. Tor
muximuns efficlency, botl text,
measages and velce messages cun
e created and delivered via the
same broadeast. All default
settings are controlled by your
aduministrator and do not
recuire vendlor nssistance, The
sysn was designed 1o be
Inruitdve and user filendly,
ensuring easy messoge creation,

12

User shall e aiven the option to record a
wessage at the dme of acchvatlon (on the fly) or wo
use a previously recorded message,

Everbridge supports the
following merhods to record »
live verice:

+ Record a new message via
phone or with a
microphone connected 1o
the PC

+  Call in with a telephone
and record a message

« Selecr n prerecorded voice
mersage

¢ Upload n WAV flle from
YOL Catvputer

e Record directly on your
mobile phone vineur

Prepared by Tom Skirner, MA I
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County of Monterey

Telephone Messaghng & Faergency Notificatlon Systemn

Mabile Member applicatlon

In addivion 1o Including a rexr-
roapeach {TT8) eogine which
can be used with any
notification, Bverbridge holds
LIS Patent # 8,149,995 coverlng
the use of text to speech In
notifiearion,

13

All system functionallyy and componenta
avatlable to users must he utllized through a
single application; a single user inteeface.

Tivarbridge has dlesigned the

system to make all funcriong
peeassible to account
administrators through a single
nterfnce portal. This simplifies
system. ianagemnent for
administrators.

14

Must provide simple, enline reglstravion for
cltizens.

The Memler Portal is a full self
serve Teglstration and optdn
interface lnagely under the direct
design control of the Client. 1t is
easy to collect oprin Information
through this povil.

15

Must provide campaign racking snd tme samp
datalmse storage of sent messages for reporting,

Everbridge logs overy messages
sent from the notification
platform, This Includes o time
atamp and traclking for cuach

mesange.

16

Must be capable of answering machine detection
and ability to leave o message.

Everlaidge can derermine
whether a phone i3 answered by
# live recipient or an answerlng
machine. This result s logged
and will result in the system
leaving & messnge il configured
10 o 50,

17

Must have the ability to resend o message that
lass been sent and to adjust the targeted audience
of the message content,

Bverlrldge allows o message o
e easily resent. In this process
you ean use the same or
diffcrent recipients (gven
targeting those that responded
or didn't respond to n previous
message). The message content
can also he adjused in the case
of an updaic to a situatlon
(update to an inckdent, all clear,
e1te.)

18

Must have the abillty 1o resend o message that
has been sent and to adjuer the targriced audience
of the mensage content, (This is a repear of # 17

shove)

Everbridge allows a message 1o
T ensily resent. In this process
you can use the same or
different recipients (even

Prepared by Tom Skinner, MA [
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County of Monrerey

Telephone Messaging & Emergency Norifleation System

ravgeting thase that responced
or didn’t respond o a previous
message), The message content
can also be adjusted in the cuse
of an update Lo g sicuaion
{updace w w ineldent, all clear,
etc.)

19

Must be able to schedule a notlfication fora
furure date and rhme of delivery.

Bvarbridge allows you to

schedutle s notifieation for a
time in the furure, or to ser a
reeurting broadoase that will
aceur daily, weekly, monthly, or
vearly,

20

Call reciplents must be able w replay the message
multiple times.

Everbridge allows reciplents to
repliy n message alter listening
1o it.

2]

Must be able to select geographic aveas on an
anline map in which notifications will e seqt,

Exerbridge has wn Intograted
G138 platform that allows
reciplents 0 be selected
geagraphically,

22

Must be able to edit and save a geographic aren
for future notificntion.

Everbridge allows you ro desw,
edit und save a geographic area
forr notifleation, These areas can
be utilized 1n the futare and can
he stored in a catalop of shape
{iles,

23

Must he abie to exclude individuol address{es)
from geogeaphle notlfications,

Everlridge allows an advlress or
subset of addresses to be
exchuded from a specific
notifleation,

24

Must allow delivery of location only hased
notifications.

Everbridge enables notifications
to target contacts based on
individuals, groups, rules, or the
map. Each can be uged in
combination with each other or
completely independently, This
allows dellvery based on loeation
only.

KA

Musr be able vo resirict user tecess o send
tnessuges bused on jurksdictional avens.

Everbridge allows you Lo restrict
usct aeeess on o number of
erfterin. This Includes statle
groups ot dynamlc groups that
are definad as part of the contact
management ancl user roles
definitions,

26

The notifiention systemn has to provide the means
1o deliver messages to all devices including:
IPAWS, landline, wircless, e-mail, SMS/MMS,
and alpha wnd numeric pagers,

Tiverbridge supports multiple
delivery methods for every
message thar is sent. Bverbridge
uses a roratfonal methodology
that will seek n conflemation
from the individual by

Prepared by Tom Skinner, MA |
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Telephone Memaging & Emergency Notifiention System

systematieally working through
the stored contact patha for each
PEragIL.

Must utilize existlng shape files for display and
notifleation as well as nccept uploads of new (GlS
files.

Everbridpe allows shape files to
be imported from standard ESR]
SHP/ZIP) or Google (KML)
formats,

28

Resldents, employess, and constivuents must be
uhle to reglater/add/edit up to five additional
persong, such ae parents, sibings, spouses, to
their account.

Everbridpe suppore potentlally
an unlimited number of aptdn
reglstrations through our
member porral. Bach civizen can
register up to {ive ndelresses and
ns meny conract paths as allowed
Ty your settlngs,

Must not allow Individuals to opr out of futire
emergency notiffeations,

Bverbridge pives admindstravors
full contrnl of the notfearion
system. I desired, it s possible
i the member portal (o prevent
information from belng
removed,

30

Must aflow individuals 1o opt out of non-
emergency notifications.

Bverbridge nllows adminlstrators
ter easily manage subscriptions,
this cun Inchude the ability ro
give subscription proferences
that inelude non-emergency
notiflcatdon wpes.

31

Notifications must Include a programmable
callback number that allows for up w ten (10)
igits hut will accopr na fow an three (3), e,
o11)

Bverhridge allows customers to
customize the ten digir caller 112
that Is sene for every notification,
A three diglt nomber such as
911 is not acceprect for a
nunber of reasons, One major
one le that when a person inteses
w call 95 a mutter of habiv they
will quickiy call ic back. This can
put undue stress on your 911
operators anc cavse mass
comfusion in an nbrewdy stressful
vime. Bverbridge would he happy
to share n decade of expotience
and best practices lor messaging
inchiding caller 1D and callback
number steategy,

Eemall notlfications shall be able to include
wrtachmenta (drawings, maps, lsts, eve), Dellne
any Umitations and exceptions.

artachments of 1MB cach to be
attached to o notfication, There
are no resirictions ot the file
type.

Evetbridge allows up to five file

Prepared by Tom Skinner, MA 1
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33

Must allow for the laporn and export of sl
message information in a common formaot.
(CONTRACTOR ro spectfy available formmis.}

| Bverbnidge allows you to use the

APl to populate message content
if destred. Our AP utilizes a
RESTHid JSON based protovol.
Message Information can b
exported through our reporting
functionality as a FIDE, CSV file,
oi nlse through our AT,

34

Must inclucle 24/7/505 roll-fiee, immediate,
CONTRACTOR operated techuleal support
phone number for County and other users
stafTed by on-duty technlelan whe enn send
megsnges on our hehalf in botly English and
Spundsh.

Everbridge hag o statfed
24/7/365 1ol free suppore
cender that §s operated by
employess, The sopport center I
available to nestat with sending
notfeatlons if the welr intedfuce
I 1ot aceessible, We do have n
linguistically diverse support
team, and members have the
capability of sending u messuge
in any language supporred by
our system. 1t should always be
noted rhat mesaages should be
appraved by n natlve spenker
prior to sencing the message to
prevent confusion,

Easily ncecssible descriptions of dete fleles in
notification entry sereen.

Everbridge has built in help and
support that describes ench of
the flelds of a notification, Ouer
system i designed and built in
an Intultive way 1o ensure ensy
message creation and sending,

36

Must allow for daily uploads of populadon data,

Everbridge allows for uploads at
any [nterval. This could be
anything Inclnding wepkly, daily,
or hourly uplonds. Additlonnlly
a full contact Integiutlon wn
ensure a live i-to-f match of data
th your system and the
Everbridge system,

3750

Functionn] Requivements 37-50 are blanle,

Prepared by Tom Skinner, MA 1

26



Agreement between County of Monterey and Everbridge, Inc. —Draft Versioné
RFP 10436

Exhibit C — Technical Specifications

%ev&rbridge

Connty of Monterey

Telephone Messnging & Emergeney Noufeatlon Syatem

RFP Appendix B—Technical Specifications

Respoy

e

TECHNICA] SPECIFICATIONS

<

N

COMMENTS

Qengral Regultementy

Must pravide a test environment and test plan,

Everarldge enn provide a live
test envitonment that ean he
populated with contact
information within a test
group. This lve vest system
only differs in the contact
dacabase and Is a true
representation of the
environment that
wdmindstators will noeess.
Everliridge le wifling o help
develop a test plan that will
ensure the county Is prepared
10 370 live,

Must do quarterly (or beteer) updates to GIS
mapping,

Lverbridge subscribes to
cloud based mapping services
from ESRI, Google and Bing,
These systems are upcdated
conthuously as changes and
additiona are madle 10 maps.

Must be CONTRACTOR hosted; SART0 Software
e 0 Bervice maodel is required.

Bverlbridge opesates
exclusively as a4 Saaf, Ouy
application runs on SOC 2
Tier TV datacenters and
has a plan for redvmdancy
failover in the event of a
disastes.

Must not requlre onsire hardware.

Iiverbridge requires no onsite
hardware or sofiwnre to be
installecl. Everyrhing is
maintained by Bverbricge.

Must not veqidre any integeation with ongite
software or hardware (exchicing Web browser).

The Lverbridge user interface
only reguires a web browser,
There is no speclallzed
soltware or hardware
required 1o aceess the sysrem,

6

Musr he 100% IPAWS Functional — See Section
7.1 for addionul detail.

Fverbwidge complies.
Everbridge is certifled ns a
gateway for IPAWSE/CMAS,
Authovized elients, such as
goverhment entltles, will
need o provide thelr COG
1D (Common Operating
Croup 1D, the Commen
Name (Logon MName), and the

1 digleal gepiificats provided by
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FEMA withit the serrlngs of
the Bverbeldge system, Onen
thiy information has heen
provided, cllents are able 1o
send notificacions and
include the Pulilish to
IPAWS/TCMAS as
deployment option - or
slmply rarger [PAWS/CMAS
separate from any other tnrget
population,

When sending to
IPAN/S/CMAS, nddirional
fields are yequired {and
specified) by FEMA to
successfully launch the
message. These fields include
the Sencler Agency Name
{vext), Bvent Mame
{dropdown), Messnge Status
{dropdown)Massage Type
{dropdown), Messape
Category (dropdown),
Urgency (dropdown), Soverity
(dropdown), Certainty
(dropdown), Explration Date
(dace field), Region Code
(rext), and the Message to the
Public (texr, mox 90
characrers), All flelds and
specifientions nre designated
by FIiMA. Once all elements
e been provided and the
messnge is sent, the
Everbridge system sends a
CAP-formatted message ro
the IPAWS/CMAS gateway
on the client’s behalf o
notify the public within their
outtined jurisdictional arens.

Evealiriclge also provides a
teulning mode for
IPAWS/CMAS natifications,
whereby clients may teain
thelr message Inltineors on
the usage of the
WPAWS/CMAS functlonadlty

28
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| withour actually sending a

message to the [PAWS-
CMAS prteway.

Must have CMAS capabilicy Independent of
IPAWS o8 soon as technology is avatluble in
County's area.

Bee response 6.

o]

Must be capable of storing contact Informarion of 1
million Individunls,

Everbridge complics.
Customets such os the state
of Connectient and the Chy
of Bostan have over 1 million
CONracKs.

Must be capable of processing simultaneous
activations without call lists being placed into
queue for later delivery,

Bverbridge con gend mulsiple
notifications slmultaneously
to different sudiences, The
system will not require one
broadeast to be completed
before the other one begins.
Both notifications will oceur
at the smine thne,

10

Must be oble 1o send messages via TDD/TTY
without the aid of a relay operator,

Gverbridge fully suppores
TDI/TTY,

11

Must be able to set TDD/TTY as a global defaulr,

TDD/TTY cnn he set ns n
default delivery method.

12

Must be provided through a service supporved by
buck-upp operntlons geogrophleally sepavated andd
redundont architecture (plternnte hosted faciling).

Everbridge matutaing an
active-nctive infinseructure,
The recundant infrastrusture
engures that the system Is
available even in the event of
a fudlure, The datocentors gre
in geogruphically diverse
locations ensuring that a
reglonalized disaster will not
prevent us from sending
IMCSSAReS,

5

All data stored in the
Everbridge system is
contluuously available to the
county.

14

Muat allow County to be able to access and modify
datn ot any time.

County administrators can
log into the Bverbrldge
system and mannge dato and
settings ar any time,

County must retain ownershlp of datay duts must
be returned to County upon termination of
contract,

Evarbitdge will not hold vour
dara hostage If you ever
decide to vertinnte our
contract. The county will
have a st perlod to export
the data, alter this it will be

Prepared by Tom Skinner, MA |
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%%_everbridge

purged from the system and
overwritten or destroved in
line with our dara deswuction
policies.

16

Must vetain in progress work afier o system timeout
chie ro ustr Inactivity or connection failuse,

All data in the Everbridge
gvatem is stored on our
datncenters, Logping ourof a
workstation or losing
conmeetion will nov canse sny
snved wenk to be disearded.

17

Dutabase must be searchable by any field (phone
number, name, street, city, ZIP code, ete.)

Bverbridge provides an
aclvanced search eapability
that allows you to sexrch any
piece of data that is in the
contact database,

18

CONTRACTOR must provide and hast « ngl'l'\_ll;
page, Smartplone wap T Gudzes sighups s a
desirnble fenture.

Bverbridge maintains a
member porral that ullows for
cidzen sigmips. The page 1s
fully accessible from
smartphones trough the web
Lrowser, Everbridge hns ¢
recipient application built 1w
YEECIVE INESSRECE,

Clounty must e able to guery on any field/fields in
the database,

Everbridgo provides an
advanced search eapabiiiry
that allows you to search any
plece of dara that is in the
contacy: dntabase,

20

Must have customizable flelds in the datbase.

Everbridge allows for an
unlimited number of ctistom
fields in the database. These
fields can contains itemns such
as sulscriptions, speclal
needs; specialized skills, and
TesnONe TeALRE,

21

Must be capable of generating reports of who was
comtacred, and who was not contactad,

Everbridge hos a tlch
advanced reporting feuwture
thar allows all fields In the
member daebnse and
notification histary to be used
o generate a report, This
includes rhe request of
finding who confirmed or
didn’t confirm a notification.

22

Must be able 1o provide on-screen reports of all
nutifications.

Bverbridge provides on screen
reporiing of notifications. All
notificatlons can be examined
in the nser Interface. Real-
time Informarion 1 collecred
in the Interface, allowing you
to monitor_results and to

Prepared by Tom Skinner, MA [

30



%everbridg@

Agreement between County of Moriterey and Everbridge, Inc, —Draft Version6
RFP 10436

County of Monrerey

Telephone Messaging & Emergency Notflearon System

send follow up information
ter the appropriste audience
at the nppropriate time.

Maps, databases, saved messagos, and reports must

remain saved wngd avaliable on the applicatlon until
contraet is l't’.l‘!llll“lﬂted-

Bverbridge svores up v 18
monthe of data directly In the
user inrerface, Reports can be
exported at any dme to
contaln all dira regarding a
notiffeadion.

24

Full sysrem functionality shall be available w
ounty during all restlog wnd upgrades,

Binee Everbrldge maintains
an activeactive Infrastructure,
it is possible for us to perform
systen upgractes while the
systemn remalns online, We
can nchieve this by upgrading
a slngle datacenter while
another handles systom load,

25

CONTRACTOR sholl ensure that all dots is
retained, and i necessary, relonded after any
hardwate or software upgrades,

Fverlridge parforms all
aystem malntenance,
handling the database,
upgraces and migrations.
This process 1s seamnless and
invisible to our customers,

26

Reports must be downloadable in Fxeel or other
common format,

Bverbidge allows reparts to
he oxporeed in C8V, Bxeel,
PDF and JSON formats.

27

Reports must be searchable by date range and/or
specifles: last 30 days, 7 days, ete.

Evetlridge provides n near
infinite number of filrers that
can veturn only the
information destred, This con
be n date range, type of
messnge, specifle content, e,

28

Reports muar be senrehuble by user (who sent the
masange) or location of the message.

This is o fleld that can be
utilized in the custom
reporting within the
Everbridge system.

29

Reports muse include: Suceess percentage nnd the
actual number (and define what mekes it a
“success”) g well us failures by percentage an
getual number {define fullurer networle error, busy
signal? Ere.). Inelude the number or count of ench
type of service: landlne, cellular, text, ete,

Liverbridge provides all tliis
Information in addition wo
the number of each type of
contaer and thelr response
pach. Everbridge considers a
“suceess” s n confirmarion of
recelpt. This is more than
reaching a numuher or an
answer machine, A
conflrmutlon requires an
acrual netlon by the reciplent,
This will be a response via

emall or SMS, or u key press

Prepared by Tom Skinner, MA |
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on a phone call. This ensures
we have reached an acouat
contact, and nor just placed a
sticcesaflll hessnge.

30 | Reperts must inchule: st and stop time, type of X Everbridge inclucles all this in
message or subject of messaye, size of the message, our reporting funcrionality,
suecess of each service ype, who inittated the This is just the beginning as
Inessage. we cin reference any field In

the member databuwe ov
notification hlstory,
Everbridge has o dynamic
fudly featured reporting
engine that ensures you can
document your history,

31 | Must be able o download reporr into file of Last X Bverbridge Mass Notification
{specifie number of) activations with besic Is capable of tracking message
information in n rendahle format (Excel, Access), dlelivery and acknowledgment
Bxecutlve Suminary reports as well ns detailed of recetpe. All reporting
report levels. Information is available in

ren! time, a8 it {8 collecred
from the mrget veclptents,
Reports are available in
HTML, PDF, and CSV

formats,
32 | Must be able to generate reports by activations by X Everhridge provides several
user, focadon, and/or dace. levels of realthne reporring.

Flest, our Dashboard provides
high level graphical reporting
for hoth {n progress and
Listorical norifications,
8econd, after launching any
notificntion, the Active
Notifieation/Notificntion
Hlistoty tab is displayed which
provides addivional graphieal
high level reporting details for
any notificarlon campalgn
Inuncheel. These reports can
e hvvestignted furcher to
detarmine all norifieation
optiona configured, summaty
starus Information
{confirmation by status and
poach) and full delivery detdls,
This information 1s
exportable in C8Y and PDF
forrnats. Finally, our AdIloc
Reperting provides custom

32
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reporting whereby clients

have the ability to define rhe
reports as they see fir. This
includes the selection of data
fields to Include, filtering
uptions, export options
(HTML, TSV, PDIY, and the
abllly to save veports for later
use,

minlmum: answer, answering machine, busy, ving,
N anewer, operator intevcept, lax, defined Teleo
network error, ete,

3} | CONTRACTOR repore muwr melude men

Reports can be customized ro
determine all nordfleation
options configured, stmmary
status informarion
(confirmation by siatus and
pich) and full delivery dotally,

34 | Can query the database on any fleld, or any
combination of fields, in the database to create lsts,

Ad-Hoc Repotring provides
custom reporting wherehy
clients have the ability to
define the repotis ns they see
fir, This tneludes the seleetion
of data flelds to tnclude,
filtering options, export
options (HTML, CSV, PDIY,
and the ability to save reports
for later use.

35 | Must be able to throtle messages 1o at varlable
rites, Please describe,

To help ensure notifications
are reccived by the target
reclpionts, Evetbridge
designed a cruly rotational
contact methodology which
leverages multiple contact
delivery paths such s
telephone calls, natlve SMS,
IM, and e-mail {and many
more), This provides a
narursd call throttling nbiliy,
The system will rotate
through ench tmrget
reciplent’s devices,
individually, and seek
conflvmation, Once
cenflrmation is received, It in
yegistered with the lverbridge
system and no further
notlfienriona are deployed to
thar contact. However, if the
contact does not conflrm, the
Rverbridge system rotates 1o
the nexr available device for
the targer reciplent and
athempts to conracy themn

Prepared by Tom Skinner, M4 |
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again, secklug confivmarion,
This process continues undl
the eontact conflrms or und]
the broadenst durition
and/or contact cycles have
explred.

The rotational contact
methodology further allows
the Bverbridpe system 1o
automatienlly handle the “last
mile” isstes by simply side-
stepping any congested or
non-avallalle nerwork(s) and
attempting to contact the
target recipient on their next
available device (potentially
on a different newvork or
using n different technology
entirely). In additlon, this
system of roraring rhrough
multiple contact paths
provides an inherent
throttling capnbility thot not
only Increases velinbility of
communication streams but
also reduces overall
gongestion on varlous carrier
networks.

Finally, for these clients who
understand Hmdeatlons in
thoelr internal volce
infrasteveture (such ns a
limited number of phone
Tines wvailable In an office
space with a large amount of
people), Bverbridge offors
client definable hrondeast
rthrottling capabilities. This
allows clients to fully define
an unlimited number of
global dialing srring, and
when Bverbridge places any
cills ro dhese "dialing
patterns”, the volume of calls
simulrancously placed will Le
threttled based on the cllent’s
defined maximum. Ifa
relephone number dialed
does not meet the defined

34
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throtting pattern, a defaule
throwding volume can be vaed
ws a "fall back” - or throttling
may be skipped alrogether.

Thig blend of rotastonnt
delivery and our global
throttling flextbillty provides
our clients with high degrecs
of flexilility when handling
diverse notifiention tavget
envizanments and this
funerionality Js not avallahle
in any ather product on the
magkerplace,

36 | Data of any kind {maps, campaigns, citizen data,
reports; swved messages, et} must never expice or
he removed from the system for any reason by
CONTRACTOR without explicit mstruction by
County notll rerminarion of Contract,

Maps, cleizen data, reports
and notlfieatlon remplates do
not expive and will not be
removed {rom the systein
withour County
Administrator interaction.
Natlficarion history |s
maintained in the system for
18 months.

37-46 | Techniesl Specificntlons 37-46 are blanke.

Prepared by Tom Skinner, MA 1
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RFP Appendix C—Security Requirements

Response _
4 SECURITY RECQUIREMENTS CIN|A| COMMENTS

Thata mnst e hinsred offzite on aecuye 887 v or * The SO Type-Il datecenters
higher servers, utllized by Bverbrldge for the
ACTEn8 produetion
envitommest provide 1eliabile,
secure, and scrlabie services,
Security controls include:

»  Onalte securlly personnel

24/7/305

+  Indoor and outdloor
video swrvelllance

«  Auromated alsrm aystems
» LEmployee necess controls
»  Biometric scanners

e Secutity escorts to nnd
from onge or rack

e Physical bag search (e
puzses, gte.)

s Laptop computer
restrietions and
reglstration

« Property passes for
removing ot introducing
hardware

2 | Denote the lacatlon where the dara will le srored X Bverbridge uses toptier

and il it will be seplicuied elyewlhore, Caary Link CyberCenters
that are located 1o Burbunk,
CA and Denver, COL The
data centers are maintained In
an Actlve-Active configuration
which means that data is
continuously replicated
berween the two, matntaining
our muldple dats conters In
gyne with one another,

3 | Enceypted uscrname/pagsword with firewall x Lverlseidlge requires o 256-hit
protection. Muliifactor nuthentleation HTTPS cotmention w weeess
reconnnended for County Adinbngstearors, the platform. All connecrions
are authenticared with a valid
username and password.

4 | Server must use logglng, X Tverbridge enables netive
moenlioring, intrusion
detecrdon, and logging of ull
evants, om all compomenta,

36
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within ali viets of tie ACT-
Baa8 infrasrructure. The
monitoring rools conslat of
both network based 115
devices seanning all network
rraffic, and hortbased probes
that are deslgned to detect
any activity ourside of normal
application wraffic an
performance, I s moniwr
derects any unusual or
susplcions acrivity, the
monitoring tool generares an
sacomated aler that s
immediately Investigated by
our onecall support team. We
do not share nddivtonal
internnl system performance
Information/metrics or client
deployment information with
any outslds party 1o maintain
confidentlality.

5 | Denote who will have access 1o the dara, X Everbridge employees with
backend data system access
are pranted only the access
that they need For a specific
purpose. Users are always
ghvan the least access that is
needed for a spectfic vask.
Operating sysfetn secounts
and platform accounts require
changes cvery 90 days.

Account administrators will
control who 1y given access to
the system. In some cases this
may inchule Everlddge
employees with tralning or get
up roles in the systemn, These
employees may be
implementation specialisis,
reainers, and account
managers. County
Adminiserarors will control all
other Users and their

. ] permilssions.

6 | Produce shall support HTTPS, h 4 Everbridge seguires a 256-bit
HTTPS conuection to access
the platform,

37
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7 | ldar controls In place to ensure the safery of stored
data. Maonitoring by CONTRACTOR for
unautharized activity and timely notification of
perential data securley breaches; regular secuyity
reviews and vitlherabllity rssessments ug part of
Serviee Agreement,

Iverbridge constantly yeviews

all aspects of the ACT-Snad
Infrastructure to ensure that
the system monitoring,
fntrusion detection, wnd audit
logging capabilities are
moetlng the current security
challenges In the marketplace,
Should dae onecall suppornt
team hecome aware of «
brench or issue on the
fnternal Cotporate of ¥anl
network, Everbridge 1s able ro
qulckly disable any part or the
entlre Infrastruciure,

customers’ data,

B | Ensure backup of data I8 not comingled with other

Fverbridge contenets with
Inclustry lencler Lton
Mountain for offslte backups.
Prior to transport all client
clatn is encrypred and stored
on barcoded medin, The
meclla is wansporied by
bomded carriers in locked
containers, The meclin ls
offlonded inslde lron
Mountain's secure warehouse
for storage.

Prepared by Tom Skinner, MA [
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Everbridge Mass Notification enables users to

sand noflfications to Individuals or groups using
lists, locations, and visual Intelligence, This
comprahenslve notification system keeps everyong
Informed before, during and after all events whether _
amergency or non-amarganay. Discerning customars  Devoloplng Your Notification Progrum
choose Everbridge Mass Notification for s robust Powor outages
analytics, GIS capabilities, flexible, customizable S e
contact management system and a unigue "globally A
{ocal” approach that makes it simple to notify or :
manage contacts and/or managa contact data o
across multipls dlstributed deta stores from a single =
actess paint, ?

-+ Citlzen Proteation and Efo Safoly

+  Emorgoncy Responae and
Management

+ Qontinuily of Qperations

e A

WA VERITDNGE B0OM
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+  Intellgent, paroonollzed message dellvery 1s shout
targeting the Indiviadual and nat tha davice, Escalatlon
follows the order of contact prefaranca dasignater
by the reciplent and stops once the recipient

‘ pondinng recolpt,
.t GIBbesed message langeting to quickly and castly
© wend myssades W uipients in a specific geographlc
rogian defined by 2ip vods, streel aldress, adlus from
& spealfic pelnl, or athor sitribute, $paatiy a locatlon
with Usenftiendly trawing toals ar even uplosd shape
filas from olher applications for anthe-fiy notifications to
» lwrgeled geodraphic areas,
ot Bupport for up te 43 sontact paths is included, providng
Trexthillty Inn broadumsting inessagss (o virlually ary
: nommunkzations devics, neluding deshlop slwts, in
f addition to supparting ascalation warkflow tHioughoul
: the organlzation,

+ Bulld ovents for one-click sending durng ingldanta,
Sel up notification templates with pre-determined
contoct lists andl pre-tetined mossages for faster
communleations In a grisls.

+  (uiekly resend notifications (o recipients, o send follow

© upmessages toall o & subsol of revipienty
for iranking within the sorme incident or evert,
Yo+ Flewbla callhrotliing canubliities smpowsr sysleim
o adniinlatratars fo conflgure rules based on their
infrasteucture’s capachy,
.4 Segrefate your managemant and operating striung
© intamuitiple notification environments. Saparating
by geography, department/iunction, country or other
riterla provides maximum seaurity and fexibiiity.

: 4 Web Posting sllows netifications 1o autematieally
o bepublished to systems such as: Public Webyites,
{nteanels, Inlermal Systems, and Social Medla,

- ATVERGED WROBELITY AND CONNECTIVIVY

+ Bring the powsr and secuiily of communications
; and Ingldent managemant 1o moblle devices
avarywhate, aven undar revarae network conditions.
.+ Support for muli-platform smart phones and
tablets ncliding Apple® 108 and Androld™ devicas
. areprovided.
t Benefit from reporting end anaiytics with a native
interface designed for the aperating systam of
the device,
i+ 8snd notifications with @ mulipla-cholces question
with ug lo nine cifferent responses or "I'm (K" ¢itizen
welinses informalion,

GHORAL READY
-+ Peorsonalize your reach to a global audience by
Droaduasthig invesagos gobally, inany language,
Multilingual text-lo-spaech capabillyy enables you truly o
loonlkze communicallons,

WAL, FYFRBRIGRT.COM I 2 | LVERBRIDGE MASS NOTIFICATION

Prepared by Tom Skinner, MA [

1 Glohally Ineal gall routing increaises the dellvery spead
and volume of volaa rotifinations; your gobal colls
will be inibiatad using providers that ara local to the call
reciplant.

Gustomized global calier 1D enabies you sait & singls
notlficetlon anywhere In the world with a cafier 1D can he
customized per oountry and Is Incal and familiar to the
oall reciplont,

+ Blore your data locally and swoursly In your countiy of
profaranco onr comply with the regulatory requirsmenls
of thatfocale,

+ An organization with muliple, distributed data stores
doeg not need Lo do anything special In order 1o nocess
or manage this contact date or notdy contects. A unified
aceess point makes the location of data transparent 1o
tho usar.

+  Dasigned to mesl the highest standards for regulatory
requirernants nnd handiing of Pl worldwide, Including
encryption of dats al resl, if neaded,

GEO-INTELLIBENT TOOLS .

v Bava and organize critical and often-ised shapas
and boundaries 1o Improve communication specd
A0 ALGUrELY,

4 Qreats orimport ragions for onedime use or categonze
and store to the Ragion Library lor reuse laten

<+ Dynamic search, Hwing and targeted alsits allow
you 10 view the looatlons of speclal needs populations,
aubscribers to epecifio olert types, fire distriots, police
stations, and nore.

+  Load, gao-code and manage contact data within a gingle
Inerface and i reaklinme,

+ Search addrass, locallon or point of interast and oxchide
contats based o loeation of othor attributes,

FIEXIHLE, CUSTORMEPARLE CORTACT MANAGEMERY

+  Eagily sutomalod bulk, partial and ult updates utilizing a
geture, Industry stendard methed for
tlata teanafar,

< Update groups and custom fialds withoul compromising
Infarmation fram HIt syatams.

+ {Organize and entagorizn contaet data In o way that
1s meaningful to your organization,

1 Sanrch or filter contacts on any aidbute or combination
of attribules within the contact's profile,

+ Lasily notify contacta and/or manage contast dato
actoss multiple hglnbuted date stores from & sngie
access poinl,

4 Data can be populated from several sourtes andl
gev-coded, B11 data can be kept separate for
omorgengy-only usage,
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Gomprehensive, rabust analytios and reporting
capabilities provite the astiohabls intelifiensa needed
to enhance your continuity and reslilancy, as well as
measure your communication program's effectiveness
and 1o gontinually improve its eificlency,

Anngd with puwdriud, seourate ingident analyses in rewl-

- Arrieh, docision-mukers arp ampuwarsd [ ey chonges

ondhedly, leading ko better results,

L.aunch frequently reciiested reports enthally with
Quick Reports,

Provide summary and datallad after-action tapers for
continvous improvements &g well as management and
regulatory compliance,

Easily enhanca exported reports with affine creation of
pivat iables andg crosgrefarencing.

SURASTARY
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POGITIYE USER EXPERIENCE

Comprehansive and intulive administator Interface to
manage settings, limits and defaults.

Separato user and contact manngement that uses role-
iased access controls,

Aceount and Organizationsl hierarehy structure,
Gomprehansiva salfearvice administration.

Mags Notification providas branded, custoinizable
profile managemant portals to adininister oth pubdicly
available and private {invilation only) opt-in, Both

are acqessetl via a link on your website thal directs
aarlicipants o the optdn intertaue,

Publiu and jrivate portals sre Section 508 compliant and
include flplcovel view/read/wiite acoess controls, The
Intuitive Interfans anabies reciplents 1o quickly and easily
ranage thalr prefetences including contact information,
locations they care about, alort preferences and more,

Whelher you need 0 immeristely contact stakeholdars or io manage nonemergency lasks like fests
and peak usage, Everbridge's rellable and easyto-use system keeps everyone up 1o date. Everbrldge
offers & singie platform for all eritical communications, so that you can better protect fife and property,
mes! regulatory requirements, and improve eperational effiviencies.

Prepared by Tom Skinner, MA I
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Delivery Altomation
Visual intedllgence
Social Intelligence

Incident Management

The Everbridge Difference

Loplabiiny

Everbridge’s next generation clastie Infrastructura delivers
unmatehed seale and performancs, It incorporates real-
time intelligent manitoring of system demant! 10 snawre
optimal notifloation delivery parformance, So when spiws
in demand acour, the syslem's arghiteclure seamlossly
taps Into o nooriniinite ameunt of copacity and provessing
Tesources to satlsfy all neification delivery needs - withoul
falluras or hottinnneks,

Balenad iavation

Evaryone says that they lead the industry In inrevation

= hut Evarbritlgs has baan grantad mora prtsnis then

any uther imass communication vendon These patents
underscare Everbnldge's vision, Industry expartise and
wehnology proficiancy In mass communieations and reflect
tha advanramants that Fvarhyliga haa contributod to the
wurnmunigativig industry within the argas of notification
aystems, geo-notification systams, text-to-apeach and
upeechto-text notifications,

WWW.EVERBIHDUE.GOR

Prepared by Tom Skinner, MA |

:Tfustad Platform

Unified Data Management
100% Redundant Systems
Scalable Elastic Infrastructure
QOpen Integrations

Target the Indlvidual Y
Contact Confirmation

\ Two-way Mobile

. Situational Responsas

Eane £ Complis

Tha Fvarbridga Solutions Sulta featuras a proptietary ACT-
SaaB™ garvice, an advanced Software.-as-a-¥ervice (Sons)
delivery modei on a cloud iafrastructure with multiple dete
conters In aetlve-aclive configuration, Everbridge 1s the only
inclaent notification providar to offar this laval of saerily,
performance, and avallabiiity, Leveraging thi bonefits

of Emergency Notiication for Cloud Computing™ helps
lowar the cost and increase the powar of communications,
provides flexibility, and crestas a mors seciirs somputing
pnvironmant withoul suftware, hardwsre, or inlemal
telephone networks o purchase and maintain,

Aot Everbiifigs

Everbridie provides Industry-lsadiing Interactive
commumnication and mass ntifination sotutions to
orgganizations in all mjor industries and government
seciors. Everbridge solullons Inaranse sonneotivity (o kay
aulienves, aulomate communication processes, and
inteprate rasipiant feadback, dita fasds, and soalnl modio
in 8 slngls corpmunicativng consola, Ulimeately, these
goiutions provide the insight and infrastnicture that help
clionis sove lives, manage critloal sotlvities and Improve the
effisiency of daily operations,

Meverbridge
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Exhibit F - Pricing
% - r'b 'd County of Monterey
ZmEVe Vi g@ Telephone Messaging & Emergency Notifearion System

Section 5—Pricing (Attachment A) & Warranty

CONTRACTOR shall corplete and submit priclng os per ATTACHMENT A - PRICING SITEET
attached hereto,

Please see on the lollowing page Attochiment A - Pricing Shoet, We have also included as a supplement a
deralled Everbridge price quove which provides a comprehensive overview of the Mass Notficaton solution
Inclugions ns well as costs,

Wareantys CONTRACTOR shall specify the warranty period for the materlals and guacantee the
workmanship of all items propused. After the sward, the CONTRACTOR shall promptly remedy afl
defects without cost to the County that may sppens within this period, CONTRACTOR shall also spocily
it extended warranty s available and subnait the extended warranty term perfod ond associnted cost.

The Everbridge system is a Softwire as a Service (Snal) solution thal does net require cnstomers te install or
wnage any hardware ov software. As such, it does not lend sell vy the provision of o woarranty o the
rradivional sense, Bverlwidge perforras all saystem updates and maintenance for the life of the contracr at no
ndditional charge ro the customer.

43
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Connry of Monterey

Telephone Messayring & Emergency Notfleation System

%everbridge

Attachment A—Pricing

CONTRACTORs to submit tiered pricing informadon at different levels of use with cost for exceeding
allotted uge, CONTRACTORS Lo include setup costs, malntenance, aud annual price incresses, Pricing
to includer pricing for emergency notification service only os well us emergency notificntion with nan-

emergency connnunity notification service.

Unlimited Use Ther 1 « # of Tier 2 -# of Tlee3 - i of
Minutes, Texts, Minutes, Texts, Minutes, Texts,
Activations Activations Actlvations
Emeargancy It is assumed with The price as The price as Tha ptice as
Notificatlon Only this model that prasentad Is for presented Is for presented is for
= Unlimited the customized unlimited unlimited unlimited

Administrators

opt-n page
options are not

emergency use of
all call types, all

emergency use of
all call types, all

emergency use of
all call types, all

going to be used, call paths. call paths. call paths.
911 data and
standard opi-in of
additional contact
paths only?
If the above 15 an
accurate
description, then
system will be:
: $£59,000.
Emergency & $73,550 N/A - Completely | N/A—Completely | N/A - Completely
Lommunlty Unlimlted Use Unlimited Use Unlimited Use
Notifications =
Unlimited
Administrators _
Annual $73,550 or N/A - Unlimited N/A - Unlimited
Maintenance $59,000 iF Systern Use System Use
Emergency
Notifleation Only
is selected as the
use model, _
Setup Cost ..35884 | 95684 95,684 5,684
Arnual Price N/A. Price Is for 1
Increase year with five 1-

yaar options as

presented. No

price increase
from year Lo year,

Prepared by Tom Skinner, MA4 |

44



Agresment between County of Monterey and Everbridge, Inc. -Draft Version

RFP 10436
Y NOR Y B A, St R0 tek BIE 360,431, aw.gve NrIAER om
% everbl 'dge AR URI, CA BLAOH UNA [ETHE b aies,u.:?)m e
QUOTATION
(uote Number: 00008320
Confidantial
1of3
Eahibil i
Propared  Gina Encallndo Quetatlon Dale:  June 22, 2043
for:  Monlersy CA, County of - PFB5 Quicls Explration Date;  Ostobor 31, 2013
1322 Notividod Road Rep:  Patrick Stuvar
Balinas, GA 3006 (818) 230-0724
(831) 7981338 pulrivk.stuvergiove bridyetial uom
8317866444
encalladogl@oo.monfuray.on.us
Cantrast Surmary Information
Gontract Perod: 1 Year
Contract Optlonal Years: & Yoars
MK Contacts up to! LU0
MN Housoholds up te: 145,000
‘ ANNUAL SUBSGRIP-TIQN - Sov attachied Product inciueion Sheet/e for product datalls.
! E ; _ : :
| Borvico | EesType ' Q& UnilPrice Total Price -
Bverbridge Mogs Notiiication {MN) with Uniimited Domeslie Non- . Recurring 1 M ZaH- $71.050.00 .
| Emergency Minutes ; :
Everbridge CMASIWEA Notillcaiion , Recuring : 1 ‘ $2.500,00 32.500.00
45
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%eVerbri d e 100 ¥ Brand S, Sulle 1000 18l 6003004942 whrave-brkdgssam
- Alargale, CAHE203 USA T B1RAB. 2200
QUOTATION
uete Number Q00083229
Confidantlal
20f3
Exhibit B
f Pricing Summary:
Year One Feasn §73.650.00

Onadime Implementation and Soi Up Fou: $6,684.00 |

e ————— e e = e

£73,660.00 |

Additionsd rales apply for all inlermnpticnal cas.

Quate subjec! 10 terms & conditions of the Everbridpe Serviees Agraamont.

Subjett to sates aves whare applicable,

Exaapt for currancy designation, the supplemenial neles below, if any, suppiiad In thls Qunta ara for Informationa! purposes s nol
inlended 1o be legally binding or ovarrde negotiated fanguegs of the Evarbiiige ine. Sanvina Agreamant.

bl ol i

{*Yoor One Fess ara tho total of the firat year annual subseription Tees and any onedime tess, 1.6, Prefassional Savicas.)
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- I SR N Bl divd, Stale WX le: BRE 6600 s ove WHIRE.LOM
Aseverbri dge o o
QUOTATION
Gunte Number: 00008329
Confldontiat
Jofl

Exhibit B

Suppleneital Noles:

Qnote 1s for an ANNUAL UNLIMITED USE system which includas:

Unilnvied use - ol contact or calt typas: Phono (Heme, Call, Work, Olher), SMS (SMPP ond SMTH), emall {inulliple eucounts por porson),
TTYITOD, Momber Application {location based notifivations) as well ag other pathe as Wey become avaitoble

Unlimitad adminislratars

Unfiriled ongolng treining

All ayatam updatas

Mass Notifieation ools

Cuisinm Cltizanfiiginass Opsin Paga dasign and hnsilng (pravides porat for collecting addilonal cantact pathe of cltizens and businessos)

Thiy pricing pockege provites for up lo 148,000 howseheldafbusinesuss and up 1o 5,000 omployoes or olhor essoclaled tesm mambers as
Igontifad by ths counly,

Evertridge has deslgned the systam to provide Intaroperabla comniunications for all oities, towns and agencies In the calmly As hart of that
darign It Is epnaiad varlous trams (glich ar GRUMB parsonnel, various emergancy diractors from nospitats and swmounding preay oig)
would be included under the notitication progrens.

1 the unlveretly iv coneldering o eystom for their uniquo uoo 1L s rozognized thul ony ctudent gan opl In thraugh tho eounty opt in portal and
lgentiy thamssives ns a student In order (o recalve nolllcationa of various Lypod via tha systam as queted. i is howaver suggestod that If
this fe th goal tha universlly sonstder contrasting for lls wwn unlgue crgsrdzation or system whivh would by ietwniud bul uriyus from the
ciundy gystern,

Banelils of a university speciiic systen;

Custom Caller 1D

Cuslom greeling Idenlifying the universily when sulling

Custom student opt In page with programs v Hantiying eharnetoristics unlgue to student papulation (such as dortn nuraber, program or
ohar studant organization with tnigus communications neads)

Full EMART Univereily Notiflonion Sulte which includo both the Maro Notiflantion (M) pletform as wall ag the Interaative Visthliiy (V)
anrvices

Thie ergantzations wili ba abls 1o halwerk thelr systams (M seeded. The prive effared 1o U unluerslly fs discounted off our slunderd pricig
U b th reledionship Letween U W enbitivs, 118he univensity isonds Lo only enler Deir pensommg and slodents trough tha opt In procass
Inta the county systam the price A prasentad IS tha torrat! price.

it the univerefty would like 1o adopt thelr own syslam with the bensfite outlined ahove than the annual fee as preceniad would incronse by
8,000 providing a system for the 6,000 studentz, The syaten will algo have unlimited ennuel use.

Authorized by Everbridge: To accept this quate, sign, dite an relum:
Signature ata Autherized Slgnature Dato
Print Name Tille Print Name Ting
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SYSTEM INCLUSION
Gonfidant/al

everbridge

Everbridge Mass Notlfication

Everbricge Mass Nelification ailows users to send notifleations to individuais or groups using lists, locations, and visual
intelliganae, Evartridgs Mase Noflfication le supporied by stala-olthe-atl veeurily prolocals, an elastis bdrastnictura,
advanced mohliity, Inleraclive reporling and anslylics, adnptive pzopla and resource mapplng to miror your erganization, aad
true anterprise class dala managomeont copabllitos 1o provide a wite areay of dala mansigement eplions, Below ig a list of key
systom Incluslons with your new Evarbridge Mass Nolificalion syslem.

Unagh
Untimiled US Emorguntxy and Criliosl Messaging
Unkimited US Non Emergancy Massaging

. Atcess
1 Orgonization
Sinpla Looalion Gontaot Lala Store (in USA. UK, Canada)
Unlimiled Administrator Acoess to the Evarbridge Systom
Unlimhad Nesled, Statis and Dynamic Groups

Koy Notifiemtion Foalures
Intograted Geo Notlfication Cspablilly
InataBridge Accoasibility for Conforenos Calls
Polling Accessibiifly for Active Date Collection
Intograted Onstha-Tly and Aggregeted Notifisation Gapabllitics
Mulllple Lenguage Texl lo Spooch Accass
Intersictive Deshbowrd for Drganizatlonal Activity Summary
Up to 13 Contact Paths
Graphlosl and Ad-Hoc Reporiing
Unfimiled Netiliogtion Tomplatas
Unlimitad Gustom Fislds, and Opt In Subscriptions

. Gontrot Dala Manggoment .
ol sonice Single Contact Record Adjusimenty
Bolf-aarvice Conlact Impor vie GV Upload
Dutk Contacl Management Atlomation via SBaouro FTP

Mapping Toble
Automatic Real-tmy GLuwdlng
Rodundant $tandard Background Maps
Shapo and polvgon Managoment Systam

" Additional Resolrces
Mobile Nollfication Inltiatlen Appiiations for 108 and Andmld
Customer Branded Pulilic or Private Contact Solf Sarva Portal

- Sot-up & implementation
Dadloated Imptomentation Speclallet/ Projest Manager
Sell Servioe Administrative Set-up, Configuration and Dafaull Preferences
lnliial Mambar Data Upload and Tsst Broadoast
Unlimited Avuwss tu Evarbiridge Univarsity

Baltar Demm‘ons B M Do B B A 1 BHE fheo Wt ans T G Do
Glenire UA SO UNA 4 hah
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Exhibit G- Q & A’s

* Wlere will my dats he atorsd?

Bverbridge uses top-tiar Century Link CyberCeutsrs that are located {n Burbank, CA and Denver, CO, The
daig centers are maiutained n ap Actlve-Active configuration whick means thet date & conilnuonsly veplicated betwsen the fwo,
maintaining our mulfiphs data eauters in syne with ous avother,

» Who will have aceess to my sensiiive data?

Everbridge smployess with backend dats system aecess ate geanted only the nccess that they nesd for & spseific puspose, Usars are sheays given the
leagt aceess dhat is needed for a specific task, Cparating system accounts aud platfony aeeounts ra%uire chauges every 20 days. Accoumt
adwiuistrators will control who s givan 2c0ess 1o the systan. Tn sonte casss tgis gy include Bverbridge employeer with tealning or set up rolas in
e aystam, These employses may be boplementation spasislists, traiuer, and avcount managers. County Administrators will control all other
Urars and thisir parmissions.

*  What controls do youhave Iu place to ensure safaty fov miy data while it is stored In your envirenment?

The data centers are mainiained i ah Active-Active configuration which means that data js contimously seplicatad between fhe two, mainiaiving
our unltiple data centers fu syue with one another,

Evetbridge enzbles active monitoring, mtrusion detection, and logging of all events, on 2ll compousnts, within 21 tiers of fhe AGTS2a8
infrastrocture. The sondioring tools consist of both network based 1DS devices seanuing all, nenwork waffie, and host-based probes that ae
tlesigned to detect any activity outaide of nopmal application traffie sud parformancs. If 2 monitor detects any unusual or suspicious zetivity, the
mepitoring too] generatis an sufomated olert thet 48 fimnedintely Investigated by our on-call support team. Wa do not share additionsl

{ntemal system performance informationtretries or clieat deployment ingmnation with any outeide party t6 maintain confidentiality.

» What type of emiployes / contractor seveenlng you do, befors you hive them?

Everbridga perfoms a rigorous background check on 2l Everbridge smployaes who will have acesss to tachuology infrastiuehws of cliant data, We
use Mega Croup Ouline for background checks, thase chacks uclude: Addrass verification, Social Security wamber onfimyativn, Driving tecords,
Courts of {Jeueral Jurisdietion (Felony index, 7-year scope), Tax Lien and judgment filiugs (10-year sope), Bankmptey filiugn (statewids),
Consumer Cradit Report swmnary, Court of Genaral Furisdiction Civil Records (7-year scops), Bdueation verification (highest dagres),
Professional lieeuss/eertifieate varification, Ruploymient verification {three prior employers), Criminal misdeweanors {7-yaar scops). Additionaily,
all Everbridge employsas, prior to swployiuent, s required 1o submit and pass 2 dmg test. These fasts are conductsd by Qwast Dizguostios,

’ VWAl my data b veplicated te any other datacenters ayound the world (Ifyes, thei which anes)?

Byerbridge uses top-tier Ceutary Link CybarCeuters that are located in Burbank, CA and Denver, CO.

* What b your Dsaster Recovery and Busluess Conllnuity stvategy?

Evaibiidge operatas exclusively ae a §a25. Our application runs on SOC2 Tier 1V datacentars and has 2 plan for sedundaney fallover in the avent of
2 disaster

* Is your Cloud Computing servics SAS70 compliant? - Everbridge operates exchusively 2s a $aafi. Our apphieation tuns on SOC 2 Tier
1V datacenters qud has a plan for redundancy faflovar in the svent of a disaster

® Do you offer single sign-on for your serviess?

Asan emesgency communications too], the Everbridge service huss been desigued to ensure clisnts® ability to access it aven under erisis conditions.
Ay foon of Smgle $ign-On (S50) that requires velidatiou against a system outside of Evarbridge’s eontrol infroduses a patential point of failure
a8 well a8 dependencies ou fle custower’s network, I the clant'a suthentication euvironment is unavallable for any reasou, it createn a situation
where the smargency commusization too] could be unusable. In order to avoid this dapsudeancy Everbridge does noteurrently integrate direcily
fute Active Directory, LDAP, or ofher Siugle Sign-On systams.

» How do you detect if an application is helng attacked (hacked), atd how s thet reported to e and my employees?

Everbaidge constantly reviews all aspects of the ACT-f235 infrastructare to ensure that the systew monitoring, intrusion detsetion and mudit logging
capabilities ave mesting the curent security challanges in the markesplace, Shoutd the otevall support texm bacome aware of 2 braach or fssuaon
the intemal Corporate or §aad netwark, Everbridge 3 able fo quickly disable any part of the entire infrastrueture,

Everbridge snables active moniteriug, futanion detection, and logging of all avents, on 21l componeuts, within all fiers of the ACTSaa5
infrastruenue, The monitoring tools consist of bofl network based IDS deviess seanning all natwork traffie, and host-basad probes that ara
desiged to detect any activity outeide of norws] spylieation traffic and performance. I(a monitor detests auy waneual or suspicious activity, tha
movitoring tool gensrates an aufowated alert dhat is tmiediataly {uvestigatad by our ou-call supportieam, We do not shars additions! futamal
system pecformmee nformetionimetries or client deployment information with any outside party to waintain confidentiality,

. SVILL T have full ovwnership of my data?
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Everbridge will nothold your date hostaga if you aver decids to tetminate ‘our conteazt. The county will
have 2 net period to export the data, after thin it will be purged from the system and overwritten or destroyed fn line with our data destruetion
policics,

* Will you provide me my dato in a rendable format ~Pdf, Exeel, Accens? - Everbridge allows teparts to be exportad in C5V, Exes],
PDF and FEON fonnats.

» Da you offer o way for te to yun yoor application focally and how guickly Ican revert to the loeal Installation? - No

* Date Classification: Consider the sensilivity of your data befors making a dechilon of whether or not o putit n the eloud, —N/A

* Encryptlons Engyypt sensitive, protected data before placing it in the elond,

Evarbiidge contracts with industry leader Tron Meuntain for off-site bzckups. Prior 1o traneport all elisnt data is enerypiad and stored on bareodad
wedia, The media is tracsported by bondad catviers inlocked containsts. The media is offloaded iuside Iron Mountain's sseute warehousa for
storage,

» Authentication: Conslder requiring multifactor authentication for access to elousd computing resourees,

Everbridge requires a 236-bit HTTPS connactiva to access the platform, AN connections are suthentioated with 2 valid usemame and password, ~
The Bverbridga servics has been dasigned to ensre your sbility to acesss il even uudec erisie conditions, As such, sulti-factor authentication
{iypically implementad a3 “sewething you Jaow, snd something, vou have®) could pravent users from supeessfidly logging it 1o send emergency
eouunicattons when emergouey steikes, Everbridige has ppiad not o provide mulfi-factor authentication. 10, s05ure. YouE SSIES0CK,
eauinication, ave available when you need fhem, no watter whiat the situation at hand,

» Valuershility Asseasment: Iuclude n vequireniont for regular seourity reviews andvainerabillty nssessments as part of the sevice
level agreement with the provider,

Everbridge shall provide periodic security revigws and vilnerability assessments. Sex Saction 2.1 of Agreement,

. Monilor: Requirve elose monlioring of clond computing resonrees by providars for unauthorized acihvliy,

Everbridge constanfly veviews a1} avpects of the ACT.$205% infrastnzefurs to ensure tirat the systay monitoring, iatusion defection, and audit
logging capabilities are mesting the cuzrent sacusity challenges i the marketplace. Should the ou-call aupport tesm become aware of 3 breach or
fssua on the intamal Coporate g Saefl network, Bverbridge e abls fo quickly disabls any part or the entire infrastructurs,

. Backup: Ensure that your backup date 1s not comlugled with ofher customers,

Everbridge couteacts with industry leadar Iron Mountain for off-nite barkups. Prior to transport all eliant data fs snerypied sud stored on barcoded
wadia, The mediz is wznsportad by bondad earfars inlocked contaimers. The madia i offloadsd iuside Iron Mountain’s seeure warshouss for
storage.

» Netifieatlon: Require providers to provide tinaely notification of any potential data securty breack,

Evaibridge maintaine 2 well-dafiued Tucident Response Plan which covets jufonuation security brasches, smong oflier things, We take every effort
10 snate 2 client's dafa fe protechad from loss or unanfhiorized access. These efforts encompass netwark security, hardware secutity, aceess
privileges, softwate security naitg industry-standard procadures, and employes sseurity awaneess training, Howaver, in the mnkikely eveut that
Evarbridge personns! beeante aware of auy cowpromice in seawity or elisnt data, Everbridgs executes the following proceduses;

Daterming the scope of the data conpromized and seope of breach

Report braach deseription, data compromised, and cliente afferipd

Contest affected clients via Client Services outraach 1o establishad aceount coutarts
Re-start sarvices, if applicable

Twiplement corrective action

OGO

» Investigations: Require providers 1o provide timely aseistance i fulfilling Sovestlgation ond audlt requirements,

County shall have fluz tight to axamine, monitor and audit all secordn, dosumants, conditions, mud aetivities of CONTRACTOR and ite
subconiractors selated to services provided under this AGREEMENT, The parties 1o this AGREEMENT may be subjeet, at the requeat of County
or 24 part of any audit of County, fo the examination aud sudit of the State Auditor pertsining 1o matters eonuected with the parfonuanes of iis
AGREEMENT for a perind of thres years after fiual paynent under the AGREEMENT. All data stored in fhe Bverbsidge aystom fo contintously
available to the County.

Prepared by Tom Skinner, MA [
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Exhibit H — Everbridge Additional Provisions
Attachment 1 -Additional Provisions

1.1 Users, County shall in te discration avthorize certain employess and comtractors of County, all cltias,

polics departmants, fire deparments, fira agendes, and univarsities within the County of Monterey to accass the

- Bervices ("User{s)"). Each Usar must be bound In writing to confidentiality olslgations that are no less restriciive

than those sel forth heraln, and that are sufficlent fo permit County to fully perfomn Ite obligationa under this

Agreement. County shall cause Users to undergn Inltial aelup and fralning. Counly shall be rasponsible for (1)

anauring that Users malntaln the confldentlality of all Lisar ingin and passward Informatlon; (1) ensuring that Users

usa the Services In accordanca with all applleable faws and regulations, inclleing those ralating to use of persongl

infarmatlon; (1) any breach of the temmes of this Agreamant by any User; and (iv) all communicalions by Lsars using

the Services. County shall immediately notify CONTRACTOR If It bacomes aware of any User aciion or omission
that would constitule a breach or violation of any tenm ofthia Agrasmant.

1.2 County Data. All electronic data County provides to CONTRACTOR in connecion with ihe use of the
Services (“County Data”} shall be true, accurate, current and complete, and shali be In a form and foimat spacifled
by CONTRACTOR, Counly shall have sole responsiblity for the accuracy, qualily, ntegrily, legatily, rellability, and
appropriateneas of all Counly Data. By purchasing the Servicss, County authorizes CONTRAGTOR {o collact, stors
and process County Data subject to the tenms of this Agresment, County shall malntaln a copy of all Couniy Data it
provides to CONTRACTOR. If Gounty or any Usar provides any County Data that Is usitrue, inaceurate, outdatad or
incomplets, Sounly acknowledges and agraes that any communications sentutilizing the Servicas may not reach the
Intendad Contacl. County shall prevent unauthodzed accass to, or uge of, the Services, and shall notfy
CONTRACTOR promliy of any such unauthorfzed uss, CONTRACTOR shall have no lialiilly for any Insses,
damages, clalms, suits or other actions arising out of or In connection with the unautholized or improper use of the
Sarvices an County's hardware or networks, County acknowlsdges that CONTRACTOR is not responsible for
monftaring County or Usara' use of the Service io examine the content pagsing through i, and CONTRACTOR shall
have ho Babllityfor such content,

13  County shall use the Servicas solaly for its Internal businese purposes and shall not make the Senvices
avaliahla to, or uge the Sarvices for the benefit of, any third parly except as axpressly contemplatad by thls-
Agrasment. County shall not: () copy, modify, raverae enginaet, de-compile, disassemble or otherwiss attempt to
discover or replicate the computer source code and object code providad or used by CONTRAGTOR In connection
with dellvery of the Services {the "Software”) or create derivative works basad on the Software, 1hs Sanvice or any
potion thereof, (Y merge any of the foragoing with any third party software or serdces; {H) usa any CONTRACTOR
Confidential Information o create a product thal compates with the Software; (Iv) remove, obscurs or aller any
propriatary hotlcas or labels on the Software or any portion of the Services; (v) craate Intemet “links® to or from the
Services, or "frame” or “mirror” any content forming pait of the Servicas, other than on County's own Intranats for lte
own Internal buslnass purposas; (vI) use, post, ransmit or introduce any device, sofbware or routing whidh Interferas
or atternpts to Interfare with the operation of the Setvice; or {vi)use the Services in violation of any applicable law or
regulation,

1.4 Raservationof Rights. Other than as expresaly sst forih In this Agreemant, CONTRACTOR grants to
County no license or other rights In or to the Servicas, the Software or any aihar propietary technology, material or
infamation made available 1o County througls the Sendces or ofherwlse In comnection wih fhls Agreamant
{colleclivaly, the “CONTRACTOR Tachnology”), and all such righte are hereby axpressly reserved, CONTRACTOR
{or ita llcensors where appiicable) owns all rights, tile and interssl In and to the Sorvices, the Scftware and any
COMNTRACTOR Tachnology, and all patent, copyiight, frade secra! and atiher intallectual propsry rights (“IP Rights")
thereln, as well as () all feadback and ofher Information {except for tha Counly Dala) provided {0 CONTRACTOR by
Usars, County and Contacts, and (1) all transactional, peformance and dellvative data and metadata generated Ih
connactionwith the Services,.

15  Qounty Bepresantofions and Warranties, County represents and warranis that during use of the
Sarvice, County shall have primary safety and emergancy responge procedures Incuding, without imitation, notifying

811 or equivalent flre, pollce, emaergency medieal and public health offidals (collectivaly, “First Respondars™,
County acknowledgas and agnaas thal CONTRACTOR 18 not a First Raspondar, and that the Sarvices do nof senve
as a substitide for Counly's own emargency respense plan, which In the evanl of an actual or potential thraat to
peraon of proparly, shall Include contacting a First Responder. County represents and warrants fhat all
commenications Wilizing the Hervices shall be sent by authorized Users, and that the collectlon, storaga and
processing of County Data, and the use of the Services, as provided In this Agreement, will at all timas comply with
{(x) County's own policles regardng privacy and protaction of personal Infonmation; and (y) ail applicable laws and
Eeguletttlgmt, induding those related fo processing, storage, use, disclosurs, securlty, protection and handling of
ounty Data.
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