TATE OF CALIFORNIA - DEPARTMENT OF GENERAL SERVICES

'TANDARD AGREEMENT
ID 213 {Rev.03/2019)

A - 14441,

AGREEMENT NUMBER
18-10906

PURCHASING AUTHORITY NUMBER {if Apphtable)

. This Agreement is entered Into between the Cantracting Agency and the Contractor named below:

ONTRACTING AGENCY NAME
alifornla Department of Public Health

ONTRACTOR NAME
ounty of Monterey

The term of this Agreement is

FART DATE
pril 1, 2019

JROUGEH END DATE
Ine 29, 2020

‘The madmum amount of this Agreement Is:
43,000.00 Forty Three Thousand Dollars

The parties agres to comply with the terms and conditions of the following exhibits, which are by this reference made a part of the Agreement,

EXHIBTS TITLE PAGES
Exhibit A Scope of Work 18
Exhibit B Budget Detail and Payment Provislons (Attachment |, 1 page) (Attachment Il 1 page) 3
ExhibitC* General Terros and Conditions 04/2017
ExhibitD Specfal Terms and Conditions 16
Exhibit E © | Additional Provisions 2.
ExhlbitF | Federal Terms and Conditicns {only If applicable, use for federal funded agreements) 12
Exhibit G HiPAAInformation Confidentiality 15
ExhibitH Contractor's Release Form 1

ms showr with an asterisk (%), are hereby incorporated by reference end made part of this agreement as i atiached herelo.
¢5e documents can be viewed at hittps://www.dgs.cq.a0v/OL S/Respurces
WATNESS WHEREQF, THIS AGREEMENT HAS BEEN EXECUTED BY THE PARTIES HERFTO.
CONTRACTOR
INTRACTOR NAME (if other than an individual, state whether a corparation, partnership, etc)
wunty of Manterey
INTRACTOR BUSINESS ADDRESS any STATE  |2P
170 Natividad Road {Salinas CA  |93306
INTED NAME QF PERSON SIGNING TITLE
13 Jimenez Director
HHTRALTOR AUTHORIZED SIGNATURE DATE SIGNED
4
e oallets




TTATE OF CALIFORNIA - DEPARTMENT OF GENERAL SERVICES

STANDARD AGREEMENT AGREEMENT NUMBER PURCHASING AUTHORITY HUMBER (f ‘Applicabla)
TD 213 {Rev. 03/2019) 18-10906

STATE OF CALIFORNIA
‘ONTRACTING AGENCY NAME
alifomla Department of Public Health
DNTRACTING AGENCY ADDRESS CITY STATE  [zZIp
616 Capltol Avenue, Sulte 74.262, MS 1802, PO, Box 997377 Sacranmento, CA 95899
RINTELD NAME OF PERSON SIGNING TITLE
oseph Torrez Chlef, Contracts Management Unit

DATESIGNED o

/220 1S

ONTRACTING AGEN&:;Z%

ALIFORNIA DEPARTMENT OF GENERAL SERVICES APFROVAL |/

EXEMPTION {if Applicable)
CDPH #4

Parna? nf9



'sAepijoy [e1o1o Jdaoxe ‘Aepl4 ybnoly)
Aepuojy ‘wd 00:g 03} we 0Q:6 'sinoy pue sAep Bunpjom Jojoenuos) feulou Buunp papiaold e [leys sediAIes ay |

SINOH 99IAI0G

"WOAA JO @doog ey} ul paguosaid
se )jeaH 2l|qnd jo Juswpedaqg Ajunos Aassjuop sy} ul sanyjioe} siqeoljdde Je pawiopad aq |[eys seoinas ay |

uonED0T 9JIAIRS

“WIOM Jo @doog ay) U paqiiosap se salfiajens pasnbal
S8pN|duUl pue SUOIJUSAISIUI PJeMIC] UOIJUaASId 10} S| 80UB)SISSY [ED0T 10j0R[UOD 10} HAdD @Y} O} poplieme
Buipun; ‘015900dA8SNN Joquinu Juels) ‘gz ¢6 Jequinu Y40 ‘(Do) UoRuanald Pue [0JJUCD 9SEBasI Joj SISJUS)

‘Joisysajoyo poojq ybiy pue axons ‘gAD ‘sejegelp joJuod 1o Aejep Jusaald 0} seipunuoddo pue sjjis ‘@BpajmoL
asealoul 1ey) saoljod pue seyoeosdde pesig-wes) pasueyue ‘sweiboid jJuswebeuew esessip pue ebueyo ejf1sey|
paziubooai Ajjeuoneu o} jeusjal ‘ABojouoayebueyoxe uopewloul yyesy Buisn sjusied ysu-ybiy 1o uonesuusp!
Jouped waysis yyeay ul Juswaaoidwi jeuoibal ul ynsal [jm papiaoid seoialas jJualupedsp yyesy reso] syl

"(QAD) oseasip JejnaseAoipled pue sajoqelp Joj ysii ybiy 1e suoitejndod jnpe yyim SSIUNLULLCD [B20| 0) SOOIAISS
apinoud jm Jojoenuo) ‘Aleaioadsel 'G80LE L PUE §50LEL SUOHORS Bpo) Ajefes pue yjesH elwojie) o} jJuensing
"uleiay paquosep ssoinas syl (Hdao) UiesH alignd 1o usuweds( eiwiojijen ey} 0} epiaoid 0] seaibe Jojoeiuon

MBIAIBAQ) 99IAIDG
MJOpA Jo adoog
¥ Hqiyx3y
81 Jo | abed

90601-8.
Asseuowy Jo Auno)n



8} Jo g abed
90601-81
Aaleyuopy jo Aunon

sn°es Aalsjuow@ pyiuuey jew3

8868-06/ (1£8) Xed
985+-55/ (L£8) :auoydsieL

906€6 YO ‘seuies
peocy pepialieN 0LCL
luUeH ElsUy
Aa12)uoy Jo fjunon

aob eo'ydpo®@zeneqhepzaunp eoIsso
rew-3

62.6-255 (916) xed

1/86-256 (916) :euoydsjal

1/€1-668G6 VO ‘Ojusweloeg

802, SIN ‘2/£.66 x0d 'O'd

BLIRJQA P ZOUNN B2ISSS( UouaY
youelugq |0Jjuo) aseasiq oluoiyo

yl|eoH 21lqnd Jo juswiiedag eluiopeD

:0} saunbui |fe 10aiiq 'g

sn'eo Asiejuolroo@pyiuuey (jlewg

2898-96/ (1L£8) xed
98G%-6G/ (1.£8) :auoydsia

laBeuepy Adijod pue ‘uonenjeas ‘Buiuue|d
jUUBH BISUY
Rasouop Jo Ajunon

Aobes ydpo@uwi] eulAp Jrew-3
62.6-25G (916) xed
£666-266 (916) ouoydsjal

Jobeuepy 1peHUOD
Wi ewAW

ullesH d1|qnd Jo jusuedog eluioyed

‘aq [IM JuaWDaIbe sy} JO Ud} 8} Buunp saanejuasaidel joefoid ay)l vy

YIOM Jo adoog
¥ Jqiyxg

soARejuasalday Josfoid




wr ewApw upy

L1€/-66856 VO ‘Ojusweres

80¢. SN '2.€166 X089 'O'd

plemio- UojUSASId

UiesH 2lignd jo uswpedaq ejuroged

:§S9Jppe Bumol|o} 8y} 0] JUSS a4 ISNWI SBINSO[OSI(] "PIEME [elopay sy Bunoaye
Ailenuajod suonejoia Ajinjelt Jo ‘Alaquq ‘pnely BUIAIOAU! ME] JEUILLLIO [BIPa) JO SUOREIOIA O} pajejal uoneuLIoul
Ile HdaD o3 Buim Ul Jeuuew Alswy e ut ‘esojosip Jsnw sjueldioeIgNS/SIOPBAUOIGNS [[B PUE SI0}OBIUOD

(SIIdVd) WaISAS UoReumoju] AUboiy] pue 8oUBllLIO{IS SSpIEMY [eIopa] 10} 3INsSopPsi] 'd
‘Pouuioyad eq ¢} seoialas sy} Jo uonduosap pajielap . 1oy UqIYXT Siu) Jo g -1 sobed 99g Yy

PouLIOLIBd 9( 0} S9JIAIOG G

Juswesibe siy} 0} Juswpuswe ue ainnbal jou jleys sebueyd
preg "Aued Jayjo auy) o) sanou uspm Buialb Aq enoqge uonew.ojul ay; o} sabueys exew Aew Aued Jayig g

90601-81 JaqUUNN 1oepuoD
LOGES VO ‘seulles

Joo|4 piy] ‘Jeans [esiy ‘A 80L
Aalajuoly jo Auno?) uonusy
‘BleN ssauisng [eba

faisyuop Jo funon -iopenuon

G8#000000 #0al vOs$id

2500096 #d| [eJopad
SSaUPPY SOUERILDY

:ssalppe Bumoljoy ayj o] Juss aq [jeys ‘10Joe[uUOT) By} O} HdaD woy sjuswied |1y "D
NIOpA Jo adoog
Y iqiyx3y
8l Jo € abed

90601-81
faisjuopy Jo funon



‘uolssigns

10} Jello) pue uuoj

apiaoid [Im HAAD 6102

‘8 aunf Aq Je1S 4d HdaO

0} UOljeuLioju] 10.JU0D

yum uoloipsunijeale

JnoA uiypm swiesboud
SIS J0 ISl Ywang L'}

6L0g ‘62 aunp
- 6102 ‘L ludy

Il 1sA[euy
uswsheuepy
pue [| JeBeuepy -uopoipsuniease anoA ui swelboud M
weJfold d3d SINSA 4o 18! B Juswinood ||

oy} M0[2q) SLW0Ul MO]-
‘(0202dH Aq peinsesuwi)
ebelaAe jeuoneu

Jo ebe.iane ejels ayy
aAoge S| SSEaSIp JIUOIYD
Jo aouajeasaud s sloum
eale ue se paulep s
Baly paAlesiapun ‘seale
paaJosiapun ul sweiboid
(s3WsQ) Hoddng pue
uoneanp3 Juswabeuey
-}|eg sejeqelq palpaIady
-3avV/paziuboasy
-yay ui uoljediopsed

pue 0} ss200€e anosdul]

b

‘SUONIPLCD JU0IYI Jussaid pue ‘sbeueLw ‘/

Jnuepl o) suopeziueblo aied yjjeay ulylim sainpadosd pue

saio|jod Auep| — Z 8ARd3lqO

"UOISSILUCNS 10} JeWLO)

pue wioj spiaold jIim HAQD
"61.02 '8¢ 8unr Aq yeis
(4d) plemio uonuaaald

Hdao o3 (uoidweyd
Jauan yjeeH eye) Jauped

6102 ‘62 sunr

i

"ddQ [eucheN

0} way} Bulualal pue sejeqelpald
Nishleuy |  ynm sjusied BuiAjuspi Joj J8jUs0
jswabeuey | yjesy o} esuejsisse [ed1UYID) [B00]
pue || 1obeuepy pue ajejs abetons) o) diysisuped

"(ddq reuonen)
weibold uonuaasld

sejedeiq [euoleN
Ajjeowoads ‘uouaasid
seljeqel(] z @dA] Joj
we.Boid abueya sjA}say)
paziuBosal~-DQD o}

wey) Jojes pue sajaqelpaid
Uiim sjusned Ayuspl

0} swa)sAs Bupuswedu

Je)ua2 yjeay Jo ucnew.ojul — BL0Z ‘| Mdy welboid 43d B |SI|Ge)se pue uojjeloqe||o2 f ul suopeziueblo
J0BJUOD puEe SWeu Jwqns |-} 10} sijuss yjesy [eso] Anuspl L'l aleoyjjesy Isissy ‘L
Aued
8|qeisAleQ auijawi L g|qisuodsay Aagoy ABajens

“stiresBold aPuEYD 81/159)]] peziuBo2a2 Ajjeuoneu 03 SUOHIPUOD HUOILD YHIM

sjuaned Jajai Jojpue ‘sainsesws Ayjjenb jesjuljd paepueys Jodsld ‘Ajuepl 03 swi9}sAs Bunuodal 2483 Yyjeay Jo Isn ssaSSY — | 8AR3IGO

UonUAAaIg S9jaqe|q Z adAL pue juswabeuely sejeqelq — v KioBejen

gl jo ¢ ebed
20801-81
Rasauopy Jo Ajunon

6L0Z ‘62 aunp 0} 6102 ‘I IMdY
| JeSA
NJOAA JO 2doag

Y 3qiyxyg




"uoissiugns 104 JeuLIc) pue
w0y epiaoud [jm HAaD
‘6102 ‘gz eunr Aq yeis
dd HdQQ ©} Wwnnojuno

wesbosd AAHO Yim
uoneziuefo Jo uonewoju
JOBJUOD pUE BLUBU JWqng L7

11 3sfjeuy
Jswebeuepy
pue j| JoBeuep
weiboid 43d

610z ‘6z sunp
- 6102 ‘) Judy

‘wnnoang wesboud

MHD B Um stuejsAs yyeay
Jo ‘suoneziueBio ‘suonnsul
[euoneanpe [euoiBal Auepi g

jeuoleN ul asn Jjay} puedxa

JuswasinquiRyANjgeueIsns

'ddd
Jo ysiiqelss 0} suesw
e Se (SMH9) sIoyIopA
yires Ayunwiwion Joj

uua-buo| syowold 'z

"UOISSILIGNS 10} JEULIC) pue
wioy epinoad jfim HAAD
'6102 ‘'8¢ sunf Aq yeis
4d Hdao 0} (s)uopesol

Aoeureyds(s)isioeuueyd
Jo uonewoui
JoBJUCD pue sweu Jwaqns 'L

11 3sAfeuy
Juswoabeuep
pue || Jebeuepy
wesbold 434

6L0¢ ‘6 sunp
— 6102 ‘| udy

‘Aanins

Aoeuneyd Jo uonejdwio? Joj
HdQO o kodal pue uopaipsun|
Ylesay [ed0] 8y Ut uoiReLLIoU]

JoBjUOD pue (S}uoijeoo)
AoeuLieydy(shsicewseyd

ire Ajuapj L'

iojpue (N.LiN) JuswaBeuepy

uoisiaoid ey ul sisiceuneyd

Ajjeuonru 03 suopipuos UCIYD L3Im sjusped Jejal pue ‘iojuow

‘swelbosd abueys ajfysay] paziubooas
‘eBeuew o} s[opow peseq-wies) Jo asn SSASSY ~ £ VA0

‘sejeqelp
Unm sjusied Joj STINSQ

Adelay] uopeoipajp Jo

1o Juswabebue aseaou; °|

‘uojssiwugns
40j JelIo) pue wioy
spiroid JIm HAAD ‘6102
‘8Z sunp Aq Yeis 4d Hdao
0} 10J0BIUOD Yum Jouped
0} Buim suoneziueBio
ddQ@ [euoieN jo uolewlojul
JOBJUOD pue sLUeU JIWgng |'Z

11 1sAjleuy

juswabeuep

610¢ ‘6z sune pue || JeBeuepy
- 8102 ') Iudy weibold 43d

‘suoljezivebio 44q JeuoneN

[e20] yum sdiysiauped dojorsq L'z

‘ddd [euoeN
u) Juswijjolus asea.ioul
o0} seiBajelis wewedwy -z

‘sbBuluies

pue saojAles aledyjeay
0] SS220B PajIuH|

BABY Woym sjuspIsal
pue ‘(ueipaw a)ejs

8l jo g ebed

g060L-8l
Aeusjuop Jo fjunon

610Z ‘62 sunr 0} 6102 | dy

L deaj
YI0AMn Jo adoog
v nquyx3




‘Hes
4d Hda9 Aq peisenbal se 111 1sAleuy ‘sanseawl
‘siseq Apapenb e uo sainseaw 6L02 wowebeuelpy | esueuLogad/suoljeneasysaniunyoddo
soueuLIopad/sucnenjeas/syodal ‘6z aunr — | pue || JobBeuep pue sabusjeys ‘sassaoons "suonen|eAs
uauum pejsenbel ejeidwon 1e | 6102 ‘L ludy welibold 434 | uo spodes Auapenb uspum ajoidwio) Lg pue sucday ¢
"JoJoBIUOD)
Yiim synsal AsAins aleys 111 1shAjeuy "Hddo Yam pateys aq o} sieuped
M Hdao "siejuad yjeay jes0] 6102 juawabeuey AJUnwwos pue sisjuas yjesy woll
pauiuap! sy} Suowe sheans ‘sz aunp — | pue || Jobeuepy uoljeuLIojul pue eep olqnd jo uonose|od "uoij09||o02
Hdao eu jo uopaidwos ainsug L'z | 6102 ‘L IMdy weiboid 4d3d | pue sAaains Hddo Jo uopejdwos aunsu3 L°g Bleq Jeuseixy 2
‘siseq Auauenb e uo yeis 4d
Hd@o 0} sssuped jo uoneuloju
J0BIUOD puUB SWeU Jwqns 2| | By ‘q 'x3 Jed |oned |
111 3sAleuy "S80USIQJU0D puE SIBUIaM Uo sisuped
'siseq Ausjenb e uo yeis dd 6L0Z Jewabeuepy Jojueo y)esy 0} ‘sieusjew [euonesnpa "§85UaI9Ju0d
Hdd? 0} §89Ua19juo2aja) pue ‘6z eunp — | pue || Jabeuep Buipnioul ‘uoiewojul 9jeulSSSIp pue sieuiqem
sleujgem pspusye Jo isij ywgng 'L | 6102 ‘) Iudy weibold d3d pue Jussaid ‘sjedipled AAlOY |°L palosuods-Hd@o 'L
[ 2P POIEPHBEIRIOD HAGD 8jeldwoD— ¥ aARdslan

| B | |
6402 ‘62 aunp 03 6102 ‘) Iudy

} Jea)
YIOpA JO 2doog
¥ 3qiyx3g
8} Jo 9 ebed
90601-81

AaJouopy jJo Aunon




apiaoud M HAAD 6102
‘gz eunr Aq Yeis 4d Hdao
0} Aoeulreydasioeuleyd
1O uonewIoUI

JOBJUOD puE SWEBU JWqns L7

6102 ‘6¢ sunp
= 6102 ‘} udy

Il 1sAjeuy
juswabeuepy
pue || JebBeuey
weibold 434

‘Aonins Aoeuueyd
ey} a)9jdwoo o3 uopoipsunl
Ujieay [edo] ayj UIjim SUoieao]

Aoewueydpasioeuueyd e Ajuspl L2

pue ‘jolajsaljoyod poojq
ybiy pue ainssaid poojq
ybiy Bubeuew jo asodind
ayy Jo} sueinisAyd pue
1sioeuleyd Usamiaq LN
Jo uondope ay) sjowold ¢

"UoISS|LIGNS JOJ JEULIO)

pue uLo} aplaoid [iIm HAAD

‘6102 ‘gZ aunr Aq yeis

dd Hda9 03 (uoidwieyd

18JUa9) YyeaH eye) Jauped

Jajus? yjeay jo uoljeuliojul
JoBJUO0D PUE aWeu Jwang L'|

6102 ‘6Z sunr
- 6102 ‘| ludy

1 ¥shfeuy
juawabeuely
pue || 18beuew
weiboid 43d

‘uonejuswaldwy [epous

paseq-ules) 10} S8OUB)SISSE [eo1ULoa)

epinold djpy 0} diysusuped
B YsI|qe1sa pue uoieloge|joa

10} sJa)uso yyesy [e00] Ajuspi ||

"sbBuiies [esulp
ul JusweBeuew |oss)sajoys
pue uoisuauadAy ul
(sieddom yyeay Ajunwiwios
pue ‘siayiom |BlooS
‘Isiucnunu ‘sysioeweyd
‘sasinu "69) siequaws
wes} uepisAyd-uou

10 Juswebebus poddng °|

‘SuUoRIPUOd JJuodyd Juara.d pue abeurw *

Jnuap) 03 suonezjuebio ared yjeey uIyum ssinpsdsoid pue

saivjjod Ajpuap| — Z sAn29lq0

‘UOISS|WIQNS 0} JBULIO)

pue wioj epiac.d |Im HAAD
'610¢ ‘8¢ sunr Aq yejg

dd Hdao o3 (uoidwey)
J8uan yyeoH eye) jsuped

"loleisejoyo poolq ybiy pue ‘axons
‘ainssaud poojq ybiy ypum sjuened

JO Jusunesi) pue jusweabeuews

ay} Jo} saunseaw Ajjenb

[eoiulo Hodal o) senoedes welsAs
Jeuoneziuefilo ssassy “diysiauped

‘(NLH) uoisuapadiy

Uim s)inpe jo justuabeuewl
pue (N1H/n) uoisuayadiy
pesoubeipun yum
S|enpialpul Jo uofyeayiuspl
0} pajejal SaLUo2IN0 yjesy
juened pue sswoonNo
Japiaoud aacadwi 03 (1iH)
ABojouyoe | uonewloju|
UjesH pue (4H3) plosay

JOISD YYeay JO UoHeLLIojU 610Z ‘62 aunp [| Jebeuep € USI|elSe pue uonelode||joo Y)eaH 21uo10a[g 4o 8sn
JOEJUCD PUB BWeU Jwang 1'L | - 6102 'L [udy weibold d3d 1o} sJejueo yyesy [800] Ayuep] |'L | pue uopdope sy} Sjowold |}
Ajed
ajqesdAljag aulaun) a)qisuodsoy Aagay ABajens

‘sweibosd aBuey2 ajh)sayl] peziubiosas Ajjeuoneu o3 SUCIHIPUOD IUCIYD YHM

sjuaned Jajas J0/puUe ‘sainseaw Aijenb [eaund piepue)s podal ‘Apuap) 03 swaysAs Bupuodas aseo yyeay Jo asn ssossy — | @ARoefgo

Juswaeuely pue uGjuaAald aseas|(] Je|naseaolpied — g Asobaje)

L ¥v3IA

8l Jo L abed
9060L-81
Aalsjuopy Jo Ajunon

6102 “6Z sunr 0} 6LOZ ‘I LAY

| Jea)

MIOM JO odoog

V HqIyxg




‘siseq Apapenb e uo syodad ‘HdaD
Ul UOIjRULIOJUI PRINQLIUOD pue N 1sAleuy | yim paseys 99 o} sieuped Ajunwiwiod
shanins oje|dwos oym sieuped Wwalebeuep pue sigjuad Ujeay WoJ) uoneLojul
Ajunwiwos pue Jajuad yyesy Jo 610zZ ‘6g sunr pue || JabBeuepy pue ejep aiqnd jo uonos|ioo pue "uoI08||02
uoneULIOI JoBILICD pUB SWeN |'Z | -6L0Z ‘| |udy welboid dad | shenins Hago jo uoneidwiod ainsug |'g eleq jewexg 'z
‘s|seq Apapenb e uo _
HdadD 01 s1suped jo uonew.Ioul
JOBJUOD pUB alueu Jwigns Z'| | 'BY ‘g X3 Jed |oARL] "S80USIBIU0D
(TRELE pue ‘sieulgem uo sieuped
‘siseq AJapenb Juswabeuely | J21us2 Yjleay 0} "S|eLsjew [euoljeanpe *SOOUDIDIUOD
B UO $22USI9jU029[9) pue 610z ‘6z sunr pue || jeBeuepy Buipnjoul uoleULIOI SJRUILUSSSID pue sieuiqam
sleuiqem pepusje Jo isit jwiqng L'} | -6102 'L Iudy weiboid d3d pue uasaid ‘ejedioiped AjoAnoy || psiosuods-Hdao 'L
"$9)JNp pajejar)oeuod Hdao aie|dwon- ¢ aanvaiqo
0
"UOISSIWNS 10} JEULIO)
pue wwuoy apiacid |IIm HdAaD "saiolod ‘uoisusyadAy yum synpe
‘6107 ‘gz sunp Ag yeis Il 3IsAreuy dgins J1ey) ssesse 0} diysieuped Buowe poddns |eoiulp
dd HdaD o} uoieziuetio wswobeuep | e ysigelse pue spaHo Buisn [spow yum (dgns) Buuojpuow
yjleay ayj jo uoneuLIoul 6102 ‘g¢ aunp pue || JebBeuep paseq-wes) e U0 uoneloge|joo ainsseaid poojg painsesw
JoejuoD pue sweu Jwgng L'z | — 6102 ‘| Ndy welboid d3d Joj Jejuad yjeay |eoo| e Ajjuap| L'Z -}|9s Jo asn |jeljey ‘g
"uoissiuqgns
10} JBULIO} PUB ULIO}
apiroid I HdAaD 6102 ‘gsaoo.d |Jolaiss|oyo pooiq
‘gz sunr Agq 4eis dd H3an 111 1sAjeuy Alealjep Buiutes; ‘WnnalLng yBiy pue uoisuspadAy
0} weubosd AAHD Yum Juswabeue wesboid pApHD B ypm swuejsis o usweabeuew
uoneziueblio Jo uoneuwLIoUI 610z ‘6z aunp pue || JoBeuepy | yyeay Jo ‘suopeziuefilo ‘suolniisul @jowoid pue spAHD
JOBJUOD pUB SwWeu Jwdng L'} | — 6102 ‘I |udy welbold d3d [euolyeanpa [euoifial Aipuapy |°| Joj Ajljiqeulelsns ajowoid °|

paziuBooal Ajjeuoijeu o} SUCHIPUOD JUCIYD YUm spuaned 1881 pue

‘swelboid abueys ajfisey]

‘jojiuow ‘eBeurw 0] S|9POLU Paseg-LEed) JO asn ssassy — € 9A1I8lqO

“UoISSILIQNS
J0} JeuLIC} PUB ULIO}

"uoleolipow
ojfiseyl Bunowo.d

g8} jo g aebed

90601-8}
Relsyuop jJo Aunon

6102 ‘62 aunr 0} 6102 ‘I indy

| Je@)

YoM Jo adoasg
v Hqlyxg




ey
Il 1sAleuY | 4d HAAD Aq pejsenbau se ‘sainseatl
‘siseq Aapenb e uo sainseal Jjuaweabeueyy | soueuuopad/suoneneas/sajunioddo
aouewLiopad/suoenieas/suodal 6102 ‘62 sunp pue || JeBeuepy pue ‘sabBusjjeys ‘sesse2ons ‘'suolen|eas
pelsenbal e)e[dwion L'e | -BLOZ ‘| udy weiboid 434 | uo spodal Apyspenb uspum sjedwod |L'g pue spyoday ¢
610Z ‘62 eaunf 03 6L0Z ‘} |HdY
L JedA
MOpA Jo adoog
V¥ Hqiyx3
gl jo g abed
90601-8)

Aelsjuo jo Aunon




ae|dwioD pue JusLuSSESSe
Ryoeded sweisAs Jo s)nsal

aleys |Iim HAaO -4els dd
HdQD 03 uojeuuiojul 1oejU0d

pue aweu s,ucidweyn 11§ 1sAjeuy ‘Ronins Ayoeded euonjeziuebio
Jsjuan YyyeeH ywgng €71 juswiabeuepy ue a)e|dwoo pue Jusuwissesse
0202 ‘ez aunp pue || JeBeuepy Ayoedes swejsAs a)a|dwod o)
‘ddQ leuoheN -6102Z ‘L AInp weiboid 43d | suoidweyd Jsiue) yyesH Aluep| €'}
0} sjeusjal pue sajeqeipaid
Upm sjusped Jo uoleoynuap) Idd@ reuoneN
aziwndo 0} J0joBIUOD YIMm 0} sjuaned Jejel pue sejaqelpaid
s)jnsal aleys pue papou yum spuaned Ajuspl 0} SLwajsAs
se siauyled aleayjesy yum suoneziuebio eseayjesy
JO SABAINS JONPUOI [IMm JelS 1 1sAleuy |  uypm peaes sjusfed jo tequinu
4d HdA9D ‘4eis 4d Hdan o uswabeue “B°a] sainseaw eoueuucyad
siseq Allapenb e uo siejued) 0z0Z ‘6z sunp pue || Jebeuepy | 40} BlEp JEUISIXE }98{|09.0} HAAD
UyesH Yim spoye Uonosijod -610Z ‘L Ainp weibold 43d Joj suojdo uoneloqe|joo isissy ¢ |
Bjep ainseaw souewoped
Aue uo ssaiboud epinoid 2L "dd{ JeuoneN
0} Wsy) Joyel pue sajeqeipaid
ynm sjusped Apuspi o}
"UOISSILUNS 10} JEeULIO) pue e[ge Si JaJuad yjesy os adue)sisse
uuo} apiacid |Im HAAD “Hers [e21uyo9) apiaoid o} diysisuped
4d HAaD o} siseq Auspenb B ysi|qe}s3 "uonesoqe)|od 'dd( [euolep 0}
B U0 Juawissasse sanoeded 10J sainseaw Ayjenb [eaiulo waly Jajel pue sajeqgeipaid
welsAs [euoneziuebilo Il IsAjeuy piepue)ls podal pue Ajjuepl yum sjusied Anuapl
apinoid 0) su9jua0 Juswabeuep 0} Ajoedes ey} yum WwalsAs 0} swe)sAs Bunuawaiduu
yjesy [eoo] Jo Juswijinioal 0Z0Z ‘6z sunr pue || 1ebeuep Buiodal a1eo yjesy e aaey u suopeziuebio
uo ssaiboud epinold L'L|  -6LOZ ‘L AInp welbold 43d 1ey; sisjuao yyeay [eso| Ajuap] L) aleoy)eay 1s1Ssy
Aued
ajqelaAlled aujawil o|qisucdsay Aanoy Abajens

swelboid abueys 9jfysay) paziubooau A|jeuoneu 03 SUOCRIPUOD JILOIYD YIM
sjuaned 19)31 Jo/pue ‘sainseaw Ayjenb [esiuo piepue)s podas fjpuap) 0) swaysAs Bupuodal aled 1pjeay Jo esn SSASSY — | aanaalqo
UOJUaAal Sa19qeiq Z adAL pue juswsbeuely sajaqelq — v Kiobejes

0202 ‘62 @unf 03 6102 ‘} AInf

Zdeap
MIOMA JO 2dODg
Vv Haux3a
g8l o 0l afed
90601-21

Aaseuop Jo AQunon




‘siseq Agsyenb e uo yels
4d HddD 01 pejeujwsssip
s|eusjeu jo sl jwugng L'}

6L0Z ‘62 aunp
- 6102 '} ludy

"SANSQ J9/pue WIW jo uoidope
ay} ejowoud 0} seaunosal azolgnd
pue sjeusjew eyeuiwessiq L'}

pue || s1o6euepy
wesbold 434

uoisiaoad ay) uj (sjuoneso|
Aseuneyds(shisipeuneyd
Jo uswabebus asealou| °|

paziubooai Ajjeuojeu oy suonip

U0 JUOIYD YIm sjuaned Jajal pue

‘swesBoid aBueys 8)f1s3j)]
‘Jojuow ‘obeuew 0} S|PPOLU paseq-WEea) JO 9SNh SSVSSY — § SA9SIqO

‘siseq Alsuenb

e uo suoneziuebio dda
[euoneN Aq ddq leuonen
up Juswijjoiue syueged
asealou| o) salfajens
pouIUSpP] pUe JUSWISSISSE
senioeden we)sAs
Jeucneziuellio jo Jojpenuod

‘dd( [eUCIEN U] jJuswujjolusd
Janed aseamul o) salbsjens
pajuswadw Auspl pue

uoneupaidde Jo adA}
pue sjueldioai Jo I8l Jwans Z°|

‘Hers

dd Hda? o} siseq Apspenb

B U0 uonoipsunifesie

JnoA ui sweiboud S3NISa
J0 18| pejepdn jjuqgng |°|

020¢ ‘6z sune
-610¢ ‘L Ainp

020¢ ‘62 eune
-6102 ‘L AIne

pue || JoBeuepy
weibold 434

0} e2ueisisse uoijelipalooe
apiroid pue Ajusp ‘sl ey wol4 Z'|

11 1sAfeuy
Juswabeuep ‘uonaipsuniesie
pue || Jabeuepn JnoA ul swelboid s3INSA
weibold 43d JO 1s1| pelepdn ue aonpoud 1°L

Uiim synsel eleys Ili 1IsfAleuy | sepioedes walsAs |euoneziueblio
M Yeis 4d HJdaD Hels Juswabeuepy ssassy "diysieuped e ysigejse 'dd( [euoleN
4d Hd@o ©} suopeziuebio 020z '6Z eunp pue || JeBeueyy | pue uojeloge||oo 1o} suoneziuesio Ul JusWjjoiue aseasoul
ddd [euOReN jo isi| jwqng |2 -6L0Z ‘) AInp weibold 43d ddd [BUOEN Ulim Jauled L'Z 0} se|Bajeyis swejdwi “Z
‘Pelpeisdy
‘HelS dd HdaO o) siseq 1 ¥sfjeuy -3avv/peziubodal-yay
Apspuenb e uo asuejsisse Juswebeuepy |  Buloosaq ul pajsamul swelboud

‘seale
paAJasispun ul swesboid
SIWSA PSIpalddy
-3QVvv/peziuboooy
“yQy ul uoyjedioiped

pue o} ssaooe sacsdw] |

"SUOIIPUOS 21UCIYD Juaaaid pue ‘eBeusw ‘Ajnuspi 0] suoieziuebio aied yjjeay ulypm seanpasosd pue samijod Ausp| - Z aAloelqO

‘siseq

Alauenb e uo Jojpenuon
0} suoidweyn Jsjue)
yyeeH Aq suodal Asains
Ayoedes [euoneziuebilo

g8l jo || ebed
90601-81
Aslejuop jo Ajunon

0Z0Z '6Z dunr 03 6102 ‘L AIne
Zieap
YIOAA JO 8dOog

Vv Hqiyx3




J2)uad Ujeay Jo uogeuLoul

020z '6g sune

pue || JeBeuepy

oljgnd jo uo1j08||02 pue sAaAns

pue sieuigom
pepuaje jo isif Jwgng ||

0202 ‘6z aunp
-610Z ‘L AInf

pue || JaBeuepy
weibold 43d

Buipnjoul ‘uoiEWIOUI SJEUILUSSSIP
pue ‘osaud ‘oredioued ApAgoy 'L

Jeuos pue sWEN |L'g 6102 ‘L Ainp welbold d3d Hdao jo uoje|dwos ainsuz g'g “uonoejiod Ejeq [Buwexy ‘g
‘s|seq Ajepenb e uo HAD
0} sJauped Jo uoneuLIoiUl
JPBIIOD pue SWeu Jugng ¢°| IRy
‘g 'x3 Jed |anel] saauiBu0s
‘siseq Auauenb [l11sAleuy | pue ‘sieuigem uo siouped Jsjuss
B UO S90USISJL0}9) wswebeuepy yjesy o} ‘sjeuajew [euonesnpe

"S9OURIRJU0D pue
sleulgam palosuods-Hdao 'L

"SNP pajele.-aeRUos Hd(D ee|dwan— ¥ eARdelu0

‘siseq Apauenb

B uo jyeis 4d Hddao

0} ssao0.ud Alaaijep Buiuiely
Jo ‘wnmnotung welboud
MHD B yim swig)sAs
yieay Jo ‘suoneziuetilo
‘suonniisul [euoieonpa

'ssao0.d AISAISP
Buiuiey Jo ‘winjnouno welboud

MHD © Upm swiajsAs yyeay

‘'ddd jeuolen ul asn
J18Y) puedxa 1o ysjjgelse
0} suealw e se Sp(\HD 10

gl Jo z| obed

90601-81
Kassuop jo Alunon

[euoifal paynuspl 0zZ0Z ‘6g eunp |1 tebBeuepy Jo ‘suoneziueblo ‘suonpnyisul WawesinquiRlANIqeuesns
Jo Isi| pejepdn ywgng L'¢ |  -6L0Z ‘L AInp welbold d3d [eucneanpe [euolfal Ajuap| |z uLR}-Buo| ajowold g
‘paisenbal ‘Aanins Aoewueyd Hdaon
se ‘siseq Aopenb e ay} ui sjedioiyed o} (s)uoneao|
uo Asains Aoeuweyd Hddo Aoewleyd/(s)isoeuwizeyd
ay1 ut syedioned o) pebebus 1 RELIE ey} puiwal
alom oym (s)uoiedo) uswabeuep J0 Jsisse 0} uosiel| se (s)uoeso]
foeuvueyd;(s)isioeuneyd 6102 ‘6Z sunr pue || Jobeuep Aoewueydy(s)isipeuueyd
joisiiywans gL | — 6102 ‘I judy we.bold 43d pauuapl e Yym obebus ¢'|
IHl ¥sAjeuy
‘siseq Asepenb e uo yeig Juswabeuep ‘Aenins Aoeuweyd e a)e|dwod
dd Hd@O 0} sepoeuueyd 6102 ‘62 sunp pue || 1eBeuep 0} UolioIpsHUN| Yieay [eao]
Jo 18l pejepdn pugng gL | — 6102 ‘) judy weiboid d3d oy} ulyim sateuleyd yniody Z'|
N1 REL TN ‘sajagelp yum sjusned
jswabeuepy JoJ SIS Jo/pue WA Jo
020Z ‘62 @unr 03 6102 ‘) AInf
Zdeap
MJOAA JO 2doog
v 3qiyx3




‘He1S 4d Hdao Aq
pajsanbal se ‘sainsesw aouew

g8l Jo g| ebed
90601-81
Asueuop Jo Quno)

"siseq Apauenb Il isAleuy | Jopad/suoneneasssaniunpoddo
B U0 Sainsesw asue juswsbeuepy pue ‘sabusjjeys
ulopadssuonenjeas/spodal 020Z ‘6g @unr | pue || JeBeuew ‘s9s5900Ns U0 spoded
peisenbal ajedwon L'e -610Z ‘L AInp welboid 43d Apapienb uspum sye|dwon g'e ‘suonenjeas pue syoday ‘¢
‘siseq Apapenb e uo suodal
Ul uojjeuriojul paingluod 'HdAd yim paleys aq 0]
pue sfaains a)e|duwod oym Ij1sAjleuy | sisuped Apunwiwiod pue sIsjua0
sisuped Ajunwiwos pue jawebeuepy | ey Wod) Uojeulojul pue ejep
020z ‘6Z aunr 03 6L0Z ‘L AInr
rA 1=
YIOM JO adoog
v uqipg




[euoneziuebic aje|dwios
pue juswssasse Ajoeded
swiaysAs Jo synsal aleys
™M HdQO -4e1S dd HAaD 11 1sAleuy ‘Aenins fyoedes
0] UOHEULIOHI JORILUOD juswabeuepy [euoneziuebio pue Juswssesse
pue sweu s uoidweys 020z ‘ez sunp pue || Jebeuep Ayoedes swieyshs e a9|dwiod 0}
JBus)d yjesH yuqng €71 -6102 '} Ainp weibolid d3d suoldwieys JejuaD yyesH Ausp| ¢
"10j0BIUOD ‘[raunssaud poojq
Yim synsal aleys ybiy yym sjuejjed jo justujeed) pue
pue pspeseu se sieuped Justusbeuel 1o0j sainseall Ajijenb
aieoyjeay jo sAenins jeoiulro pazipsepuejs jodad of
NPUGY ||m 4BlS dd HJdD swiejsAs yym swiejsAs eses yjesy
‘HEIS 4d HdQO 0} siseq i1l 1sAjeuy uiyym sjusied jo ebejusaied pue
Auapenb e uo siajuan juswebeuepy Jaquinu] sainsesw asueuLiopad
UlleeH Wiim SOy Uolo9|iod 020¢ '6¢ aunp pue ]| Jebeuey J10j E}ED [ELIBIXS JO9||0D
Bjep ainsesaw souewlopad -6L0Z ‘L AInp webold 43d 0} suondo uoneloqe||od Ul IsISsyY Z°1
Aue uo ssaiboid epincid Z'}
‘loJeysejoyn poojq ubiy pue ‘exyous
uoissiwgns ‘eanssaid pooiq ybiy yum syusned ‘NLH Yum sjnpe
10} JellIo} pue uuoc) JO Juswieal) pue Juswabeuetu Jo juswebeuew pue
apiaod [jim HJQD Yels ey} Joy seunsesw £}fenb jeojuljo NLH/N yim sjenplaipul
dd HdAD o} siseq Apuspenb yodal o} diysisuped e ysiqe;se JO uonEesyIuUep! 0}
B U0 Juswssasse sapioeded pue uoljeloge]jo2 1o} sainseall pajejal saWwooINe Yyjeay
wojsAs jeuoneziuebio 111 1sAjeuy Ajjenb [eajulfs prepue)s podal ened pue sawoono
apinoud 0} sisjua0 Jswabeuep pue Ajuapi 0} Ayoedes sy ypm Jopirold aacsdwi
Ueay |e20] Jo Juswijinoal 0202 ‘sz sunp pue || JoBeuepy | walsAs Buipodal aueo Yyesy e aney 0] 1|H pue YH3 0 asn
uo ssaiboud epiroid L -610Z ‘L AInr weiboid 43d Jey) siejua yyeasy jeso] Ajjuspl L'L| pue uondope ay) sjowold
Aued
a|qelsAleQg aujjewi] a|qisuodsoy Ajanoy Abajens

‘swesboid abueys 31s9))| paziubodas Ajjeuoneu 03 SUOCIIPUOS 2IUOIYD UM
sjusped 18jo1 Jo/pue ‘sainsesws Ajijenb [eoiujo piepuels podas ‘Ajpuapl 03 swiasAs Buniodal ases yjesy Jo asn ssassy — | aApRI3fqo
juswoabeuep pue uonusAalg esees|(q JE[NdSEACIpIE] — g Alofaje)

0Z0Z ‘6Z aunr 03 6L0Z ‘L AInp
Z lea)
MIopA Jo adoog
v 3qiyx3
gl Jo | abed

9060.-8L
Aeisjuow Jo fjunon)




‘g|seq AJepenb e uo

He1S 4d HdaD o} Aenins

Aoewreyd H4QD e ul

ajedionred o) pebeinosus

alom oym (S)uoieo]

1sioeuwreyd;(s)sioeuleyd
Jo I8l ywgng |2

0202 ‘6g aunr
-6L02 ‘L Ainp

0zZ0Z ‘6Z sunp
-6L0Z 'L AInp

pue || Jabeuepy
weibold 43d

L1i 1sAjeuy
swebeuely

pue || Jobeuepy
wesbold d3d

usamiaq W1W Jo uondope
ey} @jowoid 0} seainosal szpignd
pue sjeuajew ajeuIwassIqg

‘Aanins Aoceuweyd
ay) oyeidiuca o} uonoipsun{ yjeay
1e20] 8y} uIyum safoewleyd iniosy

[A4

|4

“uoiesyipoL

ajfysay) Bunowoud

pue ‘|joie)ssjoyo poojq

ybiy pue ainssaud poolq

ybiy Buibeuew jo asodind

au} Jo} sueisAyd pue

Isioeuteyd usamlad NIN
Jo uondope ay; ajowold 2

"JOJOBNUOD YIM

s)INsal aJeys pue pepasu

se siouped aieoy)esy

1o sAaAINS JONPUOD [[IM

YIS 4d HJAdO "#els dd

Haao o3 siseq Aspenb

B Uo SIajus’) yjesH

UM SUOYS UO[OS|0D BlEP

ainseaw asuelliopad
Aue uo ssaibouid spinocid 7L

‘siseq Auepenb

B Uo Jelg 4d Hddd

0} s|020}0.d pue s831nosal

‘sjeualewt pajnguisip pue
sjuaidoal jo 18! Jwgng ||

0202 ‘6z eunr
-6L0¢ ‘L AInp

020c ‘6¢ dunp
-5L02 ‘L AIhr

Il 1sAjBUY
uswaeuep
pue || 1obeuep
wesboid 43d

11l shjeuy
jusweabeuep

pue || JeBeuepy
welbold 43d

-uoddns jeaiuijo o} pejj

aunssaud poojq ybiy jo Buliojuowt
-jjos abeinoous 0} Sts)SAS

J0 sajoijod ypm swesAs aieo yjesy
uiypm suaned jo ebejueaiad pue
Jequinuj seinsesw ssuewlopad
10 BIEp [BUIS)IXS 198(|00

o1 suondo uogeloqe|o2 Ul }sissy

"slwes)

aseo Buowe Juswebebus ssaoid
anosdw o) sdiysieuped Jsjuseo
yyesy yim suswaslbe asnoeld
BAIJRIOJE||00 pUE ‘aied peseq-wes}
‘'ucisuapadAy ‘elwepidipadAy Joy
s]020}01d pue sa01hosal ‘sjeLejew
HdaD elowoud pue ejnquisia

¢l

Ll

‘sbunes [eoiuno
ui swabeuew |oJalseioyo
pue uojsusuadAy u
(sJexiom yjesy Ajunwiiod
pue ‘siayJom |[EID0S
“siuonunu ‘sysioeuneyd
‘sesinu ‘6 9) siaquiawl
wea} ueisAyd-uou

jo Juswebebus poddng 1

“SUORIPUOS 2IU0LYD Juserssd pue ‘aBeuew ‘Auap) o) suoyeziuebio aJed Yjjeay UM sainpasoad pue seioljod Aypuap| — Z aAl98i00

‘siseq AJepenb

B U0 10JoBAUOY) 0}
sucidweyn sejuad yijesH
Aq suodey Aeains Ajoedes

gl jo G| efed

80601-81
Aelejuo Jo Ajuno)

0Z0Z ‘6z a2unr 03 6L0Z ‘L AInp
rA L7 N
WIOM JO adoog

v Halyx3




HdaD o} AlaAlap adlnlas
QAD doddns jey; sapianoe
JOA0SS0ID SSBaSIp JIUoIYD

WIN[NDLUND JO )si] JWqQns €'}

"siseq Apapenb e uo yeys
Hddn o} juslussasse
Ayoedes jeuoneziuebio
HdQO 9y} ul sjedionied
0} pafiefius aiam Jey)
suoneziuefiio Jo isij Jwang gL

Wswssasse Ajoeden
Jeuoieziuelbio H4go eus Bunajdwos
ul ‘sseoold Asealsp Buiuiely
Jo winjnauuno welboid AAHD € Yum
sWwia)sAs yjeay Jojpue ‘suoneziuebio
‘suoinyisul [euoneanps

paiiuep] ey yym obebuz z'|

Il shjeuy
Juswebeuey

"suoljesyipow

alA1sayyj pue ‘|joJoysajoyo
pooiq Y61y pue

ainssaud poojq ybiy jo
Juswebeuew sy ajowold
0} senAloe awabeuew
aseasip 2luciyo uoddns

020¢ '6zZ aunp
-6L02 ‘L AInp

“UopEdlIPOW

0} ssa004d Buiuiel
‘wnjnalng welboud
MHD € yiim swialsAs
yyeey ‘suoneziueblio
‘suoinyysut [euoieonpe
[euoibai paynuap jo

alf)say pue ‘|oie)se|oyo poojq ybiy
‘ainssald poojq ybiy Jo Juswebeuew
8y} 9jowoud o} saAnoe uswabeuew
aseasip o1uciys Joddns 0)

sseoo.id Alaalep Bulules) ‘wWnNoLUIND
weiboid pAHD B UM swa)sAs

"uUoieaIpow
ojfysayy| pue
‘loseisejoy2 poojq ybiy

111 1sAjeuy yijeay ‘suopeziuebio ‘suonnyisul pue uojsusuadAy jo

JuawsBeuepy

siseq Alsuenb e uo geig
dd Hd@D 03 38l jugng |L°|

020z ‘6¢ aunr
-6102 ‘L Ainp

[euoieonpe [euoibal Ajjusp| | | Juswebeuew ajowold ")
‘sweiBoid er:m;u 9jf3sa}i| paziuBoaal
Ajjeuojeu o) suopipuo sluciys yIm sjusijed Jajes pue ‘Uojiuow ‘oBeUBW 0} S|SPOW POSE]-WES) J0 95N ssassy — ¢ 3AnRa2lqo

‘uoljeaiipow

s|fysay| Bunowoud pue ‘jossisajoyo
pooiq ybiy pue ainssaxd

I1i 1sA[euy poolq ybiy Buibeuew jo asodind
Jewoabeuely | sy Joj sueisAyd pue isioewleyd

‘siseq Allelenb

B uo jeis 4d Hdaod 93

pajeulwassip s|eusie pue
sjueidioal Jo Jsij Jwigns '

020Z ‘62 eunf 03 610Z ‘L Ainp

Z deap
NIOpA Jo odoag
v Hayxg
81 Jo 9 abed
9060.-81

Aasauop Jo fjunon




‘siseq

Adapenb e uo yers 4d
Hdao 0} saouaiajuodg|e}
pue sieujgam

papusye jJo isi| Juqng |1°4

020z ‘6z eunr
61,02 ‘) AInp

I 1sAjleuy
awsbeuey
pue || JeBeuep

wesbold 434

11 MY ‘g 'x3 1ed [eael |
"SJUSA9 UosJad-ul pue ‘s9o5Ualau0I9|s)
‘sieuigem palosuods-Hd4go uo sisuped

1e)uas yjeay O] UOHBULIOUI S)eUIISSSIP

pue ‘juesaid ‘ajedionpred Ajloaoy 'L

*$30U2J9jU029|8}
puE sJeuigem

paJosuods-Hdad ‘i

T'Sapnp Paje[esJIeiod Hd (o 83a|dWoD- b SARISIGO

"lojoenuo)

Yim sjjnsal aleys

pue papesu se sieuped
Jo sAaAins Jonpuod

M Je1s 4d Hddad

‘Hels 4d HdaO o} siseq
Aeuenb e uo seusbe
BIOJOWOI/AAHD PUE 21U1D
Uim sHoya UORoe||ov BlEp
einsesl souewioped
Aue uo ssaiboid epinoid

"siseq Ageyenb e uo yeis
4d H4aO o3 Boj eapusye

£c

‘sjeusjew ‘epuabe Jwang z'2

‘siseq

Auapenb e uo yeis Hdao
0} J9INS Wk seojowold

® SMHO Jo s|Is

oy} aacidwi 0} uoeossyY
HEeSH uesuawy

oy} Yim paleyo sbujujes
dgNS pue saousbe
SBI0JOWOI/MHD

[euolBau Jo isi| Jwugng L'g

0Z0Z ‘62 a2unp
-610¢2 ‘L Ainp

0zZ0zZ ‘sz sunp
-61L02 ‘) AIhe

1] 1sAeuy
owoabeuepy

111 1sAjeuy
Juswebeuep

‘[uswebeuetu

joiajssjoyo pue joiuod einssaid
poojq o3 yoroidde wea; Lreujdiasip
-j)jnw e abeIN0ouUs 0] SWBJSAS

1o saifod eAey jey) SWeISAS

a0 yyeay ul ale jey; syusyed

Jo ebejusaiad pue Jjequinu] seinsesw
soueloued o} ejep [eulaixa 108]j02

0} SUOdO UORBIOGE||02 Ul ISISSY Z°C

‘'dgWS Ul selojowold ' SMHO

Jo s|is sy} anoidw 0} UONEI0SSY

YesH ueduswy 8y} ypm Buiures)

dEINS 9leulpioos pue sajsusbe
eJojowold/MHD feuoiBas Ajnuapl 12

‘uoisuspedAiy

Upm synpe Buowe

yoddns jJeaiuio yjm
d9WS JO 8sn ajeljioe] ¢

‘HelS dd Hddd
Aq pelsanbal se ‘siseq

Aapenb e uo geis 4d

81 jo L1 ebed
90601-8l
Aalajuopy Jo Ajunon

0Z0Z ‘62 2unr 0} 6L0Z 'L AIne
ZAea)
NIOM Jo 2doog

v Hqiyx3y




‘Hels
4d Hdao Aq pejsanbal
se ‘siseq Apspenb

B Uo sainseaw asuew 111 1sAjeuy 'sainsesaw
Joped/suonenjeasssuodal swebeuepy eouewJopad/suonenjeas/salunpoddo
uapum 0202 'eg sunp pue | Jabeuepy pue sabusjjeys ‘sesseoons "SUOljEN|eAS
pajsenbey 9je|dwon L€ -6L0Z ‘i AInp welboid 43d | uo spodas Aapenb uspum sjeidwos | pue syoday ‘¢
"I0}oBIJUOD
yym synsal Aaains ‘Hdao
aleys [lim HddD 'sleua 11 1sAleuy yim paleys oq o} silsuped Apunwiwioo
yjleay [e20] papiuapl wswabeuep pue sia)ued y)ealy Wo.j UoljeuLIojul

oy} Buowre sfanins H4AQD
8y} Jo uopeiduwion aunsug 'z

0202 ‘6g aunp
-61L02 ‘L AInp

pue || JeBeuepy
weubold 434

pue ejep aignd JO UOIO8)|02 pue
shenins HdaD Jo uone[dioo aInsuy 'z

"UoI09|[09
ejed [ewelxd 'z

‘siseq AlJouenb

B uo je1s 4d Hdao

0} siauped Jo uolewlIoul
JoBjuOI pue sweu Jwqnsg 'L

8l jo g| ebed

90601-81
Aasajuop Jo Ajunon

0202 ‘6Z aunr 03 6L0Z ‘L Alnp
Z lea )
NI0pA JO odoag
v 3qiyxg




County of Monterey

18-10906
Exhihit B

Budget Detail and Payment Provisions

1. Invoicing and Payment

A. In no event shall the Contractor request reimbursement from the State for obligations entered
into or for costs incurred prior to the commencement date or after the expiration of this
Agreement.

B. For services satisfactorily rendered, and upon receipt and approval of the invoices, COPH
agrees to compensate the Contractor for actual expenditures incurred in accordance with the
Budget Line item amounts specified in Budget Attachments, of this Exhibit.

C. Invoices shall include the Agreement Number and shall be submitted not more frequently than
monthly in arrears to:

Myrna Lim .

California Department of Public Health
Prevention Forward

P.O. Box 997377, MS 7208
Sacramento, CA 95899-7377

Invoices shall:

1) Be prepared on Contractor letterhead. If invoices are not on produced letterhead invoices
must be signed by an authorized official, employee or agent certifying that the expenditures
claimed represent activities performed and are in accordance with Exhibit A.

2) Identify the billing and/or performance period covered by the invoice.

3) Itemize costs for the billing period in the same or greater level of detail as indicated in this
agreement. Subject to the terms of this agreement, reimbursement may only be sought for
those costs and/or cost categories expressly identified as allowable in this agreement and
approved by CDPH.

D. Amounts Payable

The amounts payable under this agreement shall not exceed:
1} $20,000 for the budget period of April 1, 2019 through June 29, 2018.
2) $23,000 for the budget period of July 1, 2019 through June 29, 2020.

2. Budget Contingency Clause

A. Itis mutually agreed that if the Budgst Act of the current year and/or any subssquent years
covered under this Agreement doss not appropriate sufficient funds for the program, this
Agreement shalt be of no further force and effect. In this event, the State shali have no liability
to pay any funds whatsoever to Contractor or to furnish any other considerations under this
Agreement and Contractor shall not be obligated to perform any provisions of this Agreement.

B. If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, the State shall have the option to either cancel this Agreement with no liability
occurring to the State, or offer an agreement amendment to Contractor to reflect the reduced
amount.
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County of Monterey
18-10906
Exhibit B

Budget Detail and Payment Provisions

Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government Code
Chapter 4.5, commencing with Section 927.

Timely Submission of Final Invoice

A

B.

Final undisputed invoice shall be submitted for payment no more than thirty (30) calendar days
following the expiration or termination date of this agreement, unless a later or alternate
deadline is agreed to in writing by the program contract manager. Sald invoice should be
clearly marked “Final Invoice”, indicating that all payment obligations of the State under this
agreement have ceased and that no further payments are due or outstanding. The State may, at
its discretion, choose not to honor any delinquent final invoice i the Contractor fails to obtain
prior written State approval of an alternate final invoice submission deadline.

The Contractor is hereby advised of its obligation to submit to the state, with the final invoice, a
completed copy of the “Contractor's Release (Exhibit H)",

Expense Allowability / Fiscal Documentation

A

Invoices, received from the Contractor and accepted for payment by the State, shall not be
deemed evidence of allowable agreement costs.

Contractor shall maintain for review and audit and supply to CDPH upon request, adequate
documentation of all expenses claimed pursuant to this agreement to permit a determination of
expense allowability.

If the allowability of an expense cannot be determined by the State because invoice detall, fiscal
records, or backup documentation is nonexistent or inadequate according to generally accepted
accounting principles or practices, all questionable costs may be disallowed and payment may
be withheld by the State. Upon receipt of adequate documentation supporting a disallowed or
questionable expense, reimbursement may resume for the amount substantiated and deemed
allowable,

Recovery of Overpayments

A.

‘Contractor agrees that claims based upon the terms of this agreement or an audit finding

and/or an audit finding that is appealed and upheld, will be recovered by the State by one of the
following options:

1) Contractor’s remittance to the State of the full amount of the audit exception within 30 days
following the State’s request for repayment:

2) A repayment schedule which is agresable to both the State and the Contractor,
The State reserves the right to select which option as indicated above in paragraph A will be

employed and the Contractor will be notified by the State in writing of the claim procedure to be
utilized.
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County of Monterey
18-10306
Exhibit B
Budget Detail and Payment Provisions

C. Interest on the unpaid balance of the audit finding or debt will accrue at a rate equal to the
menthly average of the rate received on investments in the Pooled Money Investment Fund
commencing on the date that an audit or examination finding is mailed to the Contractor,
beginning 30 days after Contractor's receipt of the State’s demand for repayment.

D. Ifthe Contractor has filed a valid appeal regarding the report of audit findings, recovery of the
overpayments will be deferred until a final administrative decision on the appeal has been
reached. If the Contractor loses the final administrative appeal, Contractor shall repay, to the
State, the over-claimed or disallowed expenses, plus accrued interest. Interest accrues from
the Contractor’s first receipi of State’s notice requesting reimbursement of questioned audit
costs or disallowed expenses.

7. Advance Payments
No advance payment s allowed under this Contract.
8. Travel and Per Diem Reimbursement

Any reimbursement for necessary trave! and per diem shall, unless otherwise specified In this
Agreement, be at the rates currently in effect, as established by the California Department of Human
Resources {(Cal HR). If the Cal HR rates change during the term of the Agreement, the new rates shatl
apply upon their effective date and no amendment to this Agreement shall be necessary. No travel
outside the state of California shall be reimbursed without prior authorization from the CDPH. Verbal
authorization should be confirmed in writing. Written authorization may be in a form including fax or
email confirmation. See CalHR website:

hitp:/iwww.calhr.ca.goviemployees/Pagesfravel-reimbursements.aspx
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Exhibit B, Attachment | County of Monterey
Budget Year 1 18-10906
(04/01/2019 - 6/29/2019)
Category A Category B
Ti
Dlabetes Heart ot
A. PERSONNEL
' Total %
Posltion Title Base Salary [ Months | Benefit % Cost %UFTE Cost %FTE FTE Total Costs
Public Health Program Manager || 128,652.00 3 4027%|Ss 2,782 8.65%] $ 2,782 8.65% 17%|% 5,564
Management Analyst 111 103,284.00 3 52.80%|§ 2,234 8.65%| 5 2,234 8.65% 17%1 S 4,467
5 - $ - 0%)| $ -
$ - $ - 0%| $ -
Total Salarles $ 231,537 46.54%| 5 5,016 s 5,016 ] 10,031
B. FRINGE BENEFITS Average 46.54% of Personnal** B 2,334 |$ 2,234 |'$ 4,668
**Manterey County employees receive benefits based upen their date of hire, retirement tier level, and job classification, Benefit rates vary based upon the length
of time and benefits received in a position and changas yearly with merit adjustments.

{Total Personnel Costs B 7,350 | $ 7,350 ['$ 14,689 |

B. OPERATING EXPENSES

Suppilies 5 21 5 215 41
3 -

Total Operating 5 21| 5 21) § 41

C. TRAVEL

Local travel to complete SOW deliverables (1200 miles at $.575/mile)

#Cat A, all Strategies; #Cat B, alf Strategies 3 3151 5 31515 630

Conferences/Trainings (hotel, per diem, parking, and mileage}

¢Cat A,all Strategies; #Cat B, all Strategies 3 3151 5 31505 630

Total Travel 5 6301 $ 630] 8 1,260

0. SUBCONTRACTS

Total Subcontracts s -l -1s .

E. OTHER COSTS

Total Gther Costs -~ — — —- - — = - =15 T 1 -

Toral Directs Costs E 8,000 [ $ 8,000 | $ 16,000

F. INDIRECT COSTS

Calculated at 25.00% of Total Allowable* Direct Costs or Total Persennel qs 2,000 [$ 2,000 | $ 4,000

TOTAL EXPENSES i$ 19,000 | § 10,008 } § 20,000

¢ Key: SOW Category (Cat A or Cat B)




Exhibit B, Attachment [l County of Monterey

Budget Year 2 18-10906
(7/01/2019 - 6/29/2020)

Category A Category B
Total
Diabates Heart
A. PERSONNEL
. Total %
Position Title Base Salary | Months | Benefit % Cost S%FTE Cost %FTE FTE Total Costs

Public Health Program Manager || 128,652.00 12 40.27%1 6 2,830 - 2.20%) § 2,830 2.20%| 4.40%j5 5,661
Management Analyst Ill 103,284.00 12 52.80%|s 2,272 2,205 5 2,272 2.20%| 4.40%|5 4,544

$ - $ - 0.00%} $ -

$ - $ -1 0.00%| $ N
Total Salartes 5 231,937 46.54%1 5 5,103 ] 5,103 ] 10,205
B, FRINGE BENEFITS Average 46.54% of Personnel** I's 2,374 |$ 2,374 | § 4,745
**Manterey County employees receive benefits based upon their date of hire, retirement tier level, and Job classification. Benefit rates vary based upon the length
of time and benefits received In a pasitlon and changes yearly with merit adjustrments.

{Total Personnel Costs B 7477 | $ 7477 | 8 14,954 |
B. OPERATING EXPENSES
Printing & Supplies 5 1,293 § 1,293) 5 2,585
§ -
Total Operating 5 1,293| $ 1,253 % 2,586
€. TRAVEL
Local travel to complete SOW deliverables (1200 miles at $.575/mile) $
#Cat A,all Strategies; $Cat B, all Strategies i
Conferences/Trainings {hotel, per diem, parking, and mileage)
#Cat A,all Strategles; #Cat B, all Strategies 3 430{ $ 43013 Eal
Total Travel 5 430! § 43018 860
D. SUBCONTRACTS
$ -
Total Subcontracts $ -1 $ -1$ -
E. OTHER COSTS
$ .
[ .
Total Other Costs S - 15 - 18 -
Total Directs Costs E 8,200 [ § 9,200 | $ 18,400
F. INDIRECT COSTS
Calculated at 25.00% of Total Allowable* Direct Costs or Total Personnel d $ 2,300 | $ 2,300 |$ 4,600
TOTAL EXSENSES 18 . 3isee]s 11,500 |$ 13,000

¢ Key: SOW Category (Cat A or Cat B}



Lounty ot Monteray
18-10806

Exhibit D
Speclal Terms and Conditions _

(For Subvention/Local Assistance Agreements)

The provisions herein apply to this Agreement unless the provisions are removed by reference, the
provisions are superseded by an altemate provision appearing elsewhere In this Agreesment, or the
applicable conditions do not exist,

Index of Special Terms and Conditions

1. Procurement Rules 11. Ofiicials Not to Benefit

2, Equipment Ownership / Inventory / 12. Prohibited Use of State Funds for Software
Disposition 13. Contract Uniformity (Fringe Benefit

3. Subcontract Requirements Allowability)

4. Income Restrictions 14. Cancellation

5. Site Inspection

6. Intellectual Properiy Rights

7. Prior Approval of Training Seminars,
Workshops or Conferences

8. Confidentiality of Information

9. Documents, Publications, and Whitten

Reports
10. Dispute Resolution Process
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Exhibit D
Special Terms and Conditians

1. Procurement Rules

{Applicable to all agreements in which equipment, property, commodities and/or supplies are
furnished by CDPH or expenses for sald items are reimbursed with stale or federal funds.)

a. Egufpment dafinitions
Wherever the term equipment /property is used, the following definitions shall apply:
{1) Major equipment/property: A tangible or intangible item having a base unit cost of $5.000
or more with a life expectancy of one (1) year or more and is either furnished by CDPH or

tha cost is reimbursed through this Agresment. Software and videos are examples of
Intangible ltems that meet this definition.

(2) Minor equipmentiproperty: A tangible item having a base unit cost of less than $5,000
with a life expectancy of one (1) year or more and is either furnished by CDPH or the cost is
reimbursed through this Agreement.

b. Government and public entities (Including state colleges/universities and auxiiiary
organizations), whether acting as a confractor, may secure all commodities, supplies,
squipment and services related to such purchases that are required in performance of this
Agreement. Sald procurements are subject to Paragraphs d through g of this provision.
Paragraph ¢ of this provislon shall also apply, if equipment purchases are delegated to
subcontraclors that are nonprofit organizations or commerclal businesses.

c. Nonprofit organizations and commerclal businesses, whether acting as a contractor andfor
subconiractor, may secure commoditles, supplies, equipment and services related to such
purchases for performance under this Agraement.

(1) Equipment purchases shall not exceed $560,000 annually,

To sacure equipment above the annual maximum limit of $50,000, the Contractor shall
make arrangsments through the appropriate CDPH Prograrh Gontract Manager, to have all
remalning equipment purchased through CDPH's Purchasing Unil. The cost of equipment
purchased by or through CDPH shall be deducted from the funds availabls in this
Agreement. Contractor shall submit to the CDPH Program Contract Manager a list of
equipment specifications for those ltems that the State must procure. The State may pay
the vendor directly for such arranged equipment purchases and ftitle to the equipment will
remain with CDPH. The equipment will be deliverad to the Contractor's address, as stated
on the face of the Agresment, unless the Contractor notifies the CDPH Program Contract
Manager, in writing, of an alternate delivery address.

(2) Al equipment purchases are subject to paragraphs d through g of this provision. Paragraph
b of this provision shall alsc apply, if equipment purchases are delegated to subcontractors
that are elther a government or public entity.

(3) Nonprofit organizations and commercial businesses, shall use a procurement system that
meets the following standards:

(=) Maintain a code or standard of conduct that shall govern the performance of its officers,
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Exhibit D
Special Terms and Gonditions

employees, or agents engaged In awarding procurement contracts. No employee,
officer, or agent shall parlicipate in the selaction, award, or administration of &
procurement, or bid contract in which, to his or her knowledge, he or she has a financal
interest,

{b) Procurements shall be conducted In a manner that provides, o the maximum extent
practical, open, and free competition,

(c) Procurements shall be cenducted in & manner that provides for all of tﬁe following:
[1] Avoid purchasing unnecessary or duplicate items.

{2} Equipment solicitations shall he based upon a clear and accurate dascription of the
technical requirements of the goods to be procured.

[3] Take positive steps to utilize small and veteran owned businesses.

d. Unless waived or otherwise stipulated in writing by CDPH, prior written authorization from the
appropriate COPH Program Contract Manager will be required before the Contractor will he
reimbursed for any purchase exceeding $2,500 or more for commodities, supplies, equipment,
and services related to such purchases. The Contractor must provide in its request for
authorization all particulars necessary, as specified by CDPH, for evaluating the necessity or
desirabllity of incurring such costs. The term "purchase” excludes the purchase of sefvices
from & subcontracior and public utilify services at rates established for uniform applicability to
the general public,

e. In special circumstances, determined by CDPH (e.g., when CDPH has a need to monitor
certain purchases, etc.), COPH may require prior written authorization and/or the submission of
pald vendor receipts for any purchase, regardiess of dollar amounl. CDPH reserves the right to
elther deny claims for reimbursement or to request repayment for any Contractor purchase that
CDPH delermines to be unnecessary in earrying out performance under this Agreement.

f. The Conlractor must maintain a copy or namative description of the procurement system,
guidelines, rules, or regulations that will be used to make purchases under this Agreement.
The State reserves the right fo request a copy of these documents and to inspect the
purchasing practices of the Contractor at any time.

g. For all purchases, the Contractor must maintaln copies of all paid vendor invoices, documents,
bids and other information used in vendor selection, for inspaction or audit. Jusiifications

supporting the absence of bidding (i.e., sole source purchases) shall also be maintained on file
by the Contractor for inspaction or audit.

2. Equipment Ownership / Inventory / Disposition

(Applicable to agreements in which equipment and/or property is furnished by CDPH and/or when
said items are purchased or reimbursed with state)

a. Wherever the terms equipment and/or property are used In this provision, the definitions in
provision 1, paragraph a., shall apply.

Unless otherwise stipulated In this Agreement, all equipment and/or property thet are
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Exhibit D
Special Terms and Conditlons

purchased/reimbursed with agresment funds or furnished by GDPH undsr the terms of this
Agreement shall ba consldered state aquipment and the property of CDPH.

(1) CDPH requires the reporiing, tagging and annual inventorying of all equipment andior
property that is fumished by CDPH or purchased/reimbursed with funds provided through
this Agreement.

Upon. recelpt of equipment and/or property, the Contractor shall report the receipt to the
CDPH Program Contract Manager. To report tha recelpt of sald items and to receive
properly tags, Conftractor shall use a form or format designated by CDPH's Asset
Management Unit. If the appropriate form (i.e., Contractor Equipment Purchased with
CDPH Funds) does not accompany this Agresment, Contractor shall request a copy from
the CDPH Program Contract Manager.

(2) If the Contractor entsrs info an agreement with a term of mors than twelve months, the
Contractor shall submit an annual inventory of state equipment and/or property to the CDPH
Program Contract Manager using a form or format designated by CDPH's Asset
Management Unit. If an inventory raport form {i.e., Inventory/Disposition of GDPH-Funded
Equipment) does not accompany this Agreament, Contractor shall request a copy from the
CBPH Program Contract Manager. Contractor shall:

(2} Includs in the inventory report, equipment and/or property in the Contractor's possession
and/or in the possession of & subcontractor (Including independent consultants).

(b} Submit the inventory report to CDPH according to the instructions appearing on the
inventory form or issued by the CDPH Program Centract Manager.

(c) Contact the CDPH Program Contrast Manager to learn how to remove, trade-in, sell,
transfer or survey off, from the inventory report, expired equipment and/or property that
is no longer wanted, usable or has passed its life expectancy. Instructions will be
supplied by CDPH's Asset Management Unit.

. Title to state equipment and/or property shall not be affected by Its incorporation or attachment
to any property not owned by the State,

. Unless otherwise stipulated, CDPH shafl be under no obllgation to paﬁr the cost of restoration,
or rehabllitation of the Contractor's and/er Subcontractor's facility which may be affected by the
removal of any state equipment and/or property, '

. The Contractor shall maintain and administer & sound business program for ensuring the
proper use, maintenance, repair, protection, Insurance and preservation of state equipment
and/or property.

(1) In administering this provision, CDPH may require the Centractor to repair or replace, to
CDPH's satlsfaction, any damaged, lost or slolen state equipment andfor proparty.
Contractor shall Immediately file a theft report with the eppropriate police agency or {he
Celifornta Highway Patrol and Contractor shall promptly submit one copy of tha theft repott
to the CDPH Program Contract Manager.

- Unless otherwise stipulated by the program funding this Agreement, equipment andfor proparty
purchased/isimbursed with egreement funds or furnished by CDPH under the terms of this
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Exhibit [
Special Terms and Conditions

Agreement, shall enly be used for performance of this Agreement or another CDPH agresment.

Within sixty (60) calendar days prior to the termination or end of this Agresment, the Contracior
shall provide a final inventory report of equipment and/or property to the CDPH Program
Contract Manager and shall, at that time, query CDPH as fo the requirements, including the
manner and method, of returning state equipment and/or property to COPH. Final dispoeition
of equipment and/or property shall be at CDPH expense and according to CDPH instructions.
Equipment and/or property disposition instructions shall be issuad by COPH immediately after
receipt of the final inventory report. At the termination or conclusion of this Agreement, CDPH
may at its discretion, authorize the continued use of state equipment and/or property for
performance of work under a different CDPH agreement.

. Wotor Vahicles

(Applicable only if motor vehicles are purchased/reimbursed with agreement fuihds or furnished
by CDPH under this Agreement.)

(1) If motor vehicles are purchased/réimbursed or furnished by CDPH under the terms of thie
Agreement, within thirty (30) calendar days prior to the termination or end of this
Agreement, the Confractor shall retum such vehicles to CDPH and shall deliver all
necessary documents of title or registration to enable the proper transfer of a marketable
title to CDPH.

(2) If motor vehicles are purchased/reimbursed or furnishad by CDPH under the terms of this

Agreement, the State of California shall be the legal owner of sald motor vehicles and

e _Contractor shall be_the registered owner. The Contractor shall only use sald
vehicles for the performance under the terms of this Agreement.

{3) The Contractor agree that all operators of motor vehicles, purchased/reimbursed or
fumished by CDPH under the terms of this Agreement, shall hold a valid State of California
driver's license. In the event that ten or more passengers are fo be transported in any one
vehicle, the operator shall alse hold a State of Califarnia Class B driver's license.

(4) If any motor vehicle is purchased/reimbursed or furnished by CDPH under the terms of this

. Agreement, the Contractor, as applicable, shall provide, malntain, and certify that, at g
minimum, the following type and amount of automabile liability insurance Is in effect during
the term of this Agreement or any extension period during which any vehicle remains in the
Contractor's possession:

Automohbile Liability Insurance

(a) The Contractor, by signing this Agreement, hereby certifies ihat it possesses or will
obtain automobile liabllity insurance in the amount of $1,000,000 per occurrence for
bodily injury and property damage combined. Said insurance must be obtalned and
made effective upon the dellvery date of any motor vehicle, purchased/reimbursed with
agreement funds or fumished by CDPM under the terms of this Agreement, to the
Contractor.

(b) The Contractor shall, as soon as practical, furnish & copy of the certificate of insurance

to the CDPH Program Contract Manager. The certificate of Insurance shall identify the
CDPH contract or agreement number for which the Insurance applies.
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Exhibit D
Special Terms and Conditions

(c) The Contractor agres that bodify injury and properly damage liabillty insurance, as
required herein, shall remain In effect at all times during the term of this Agreement or
until such time as the motor vehicle is returned to CDPH,

(d) The Contractor agree o provide, at least thirty (30) days prior to the explration date of
sald insurance coverage, a copy of a new certificate of Insurance evidencing continued
coverage, as Indicated herein, for not less than the remainder of the term of this
Agreament, the term of any extansion or continuation thereof, or for a period of not less
than one (1) yaar.

(s) Tha Contractor, if not a self-lhsured govemment and/or public entify, must provide
evidence, thal any required cerlificates of insurance contain tha following provisions:

[1] The Insurer will not cance! the insured's coverage without giving thirty (30) celendar
days prior written notice to the State.

[2] The State of Callfornia, Is officers, agents, employees, and servants are included ae
additional insureds, but only with respect to work performed for the State under this
Agreement and any extension or continuation of this Agraement,

[3] The insurance carrier shall notify CDPH, in writing, of the Contractor's failure to pay
premiums; its cancellation of such policies; or any other substantial change,
including, but not limited fo, the status, coverage, or scope of the required insurance,
Such nofices shall ¢ontaln a reference to each agreement number for which the
insurance was obtained.

(f} The Contractor Is hereby advised that coples of cerlificatas of Insurance may be subject
to review and approval by the Department of General Services (D@8), Cffice of Risk
and Insurance Management. The Contractor shall be notified by CDPH, In wrlting, If this
provislon is applicable to this Agreement, 1f DGS approval of the certificate of insurance
Is required, the Contractor agrees that no work or sarvices shall be performed prior to
obtaining said a2pproval.

(9) In the event the Contractor fails to keep insurance coverage, as required hereln, in
effect at all times during vehldle possession, COPH may, in addition to any other
remedies It may have, terminate this Agreement upon the occurrence of such event.

3. Subcontract Requirements

(Applicable to agreements under which services are to be performed by subcontractors including
independent consultants.)

a.

Prior written authorization will be required befors the Contractor entars into or is reimbursed for
any subcontract for services exceeding $2,500 far any artices, supplles, equipment, or services.
The Contractor shall obfain at least three competive quatations which should be submitted or
adequate justification provided for the abssncs of bidding.

CDPH reseives the right to approve or disapprove the selection of subcontractors and with

advance written notice, require the substitution of subcontractors and require the Gontractor o
terminate subconiracts entered into in support of this Agreement.
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Exhibit D
Special Terms and Conditions

(1) Upon receipt of a written notice from CDPH requiring the substitution and/or termination of a
subcontract, the Contractor shall take steps to.ensure the completion of any work in
progress and select a replacement, if applicable, ‘within 30 calendar days, unless a longer
period Is agreed fo by COPH.

c. Actual subcontracts (i.e., wrltten agreement between the Contractor and a subcontractor)
exceeding $2,500 are subject to the prior raview and written approval of CDPH.

d. Contractor shall maintain a copy of each subcontract entered into in support of this Agreement
and shall, upon request by COPH, make copies available for approval, inspection, or audit.

e. CDPH assumes no responsibility for the payment of subcontractors used in the performance of
this Agreement. Contractor accepts sole responsibillty for the payment of subcontractors used
in the performance of this Agreement,

f. The Contractor is responsible for all performance requirements under this Agroement aven
though performance may be catried out through a subcontract.

g- The Contractor shall ensure thai all subcontracis for services Include provision(s) requiring
compliance with applicable terms and conditions specified in this Agreement and shall be the
subcontractor's sole point of contact for all matters related to the performance and payment
during the term of this Agreement.

h. The Contractor agrees to inciude the following clause, relevant to record retention, in all
subcontracts for services:

“(Subconiractor Name) agrees to maintain and preserve, until three vears after
termination of (Agreement Number) and final payment from CDPH to the Contractor, to
permit CDPH or any duly authorized representative, to have access to, examine or audii
any pertinent books, documents, papers and records related to this subcontract and to
allow Interviews of any employees who might reasonably have information releted to
such records."”

. Income Restrictions

Unless otherwise stipulated in this Agreement, the Contractor agress that any refunds, rebates,
credits, or other amounts (including any interest thereon) accruing to or received by the Contractor
under this Agreament shall be paid by the Contractor to CDPH, to tha extent that they are properly
allocable to costs for which the Contractor has been reimbursed by CDPH under this Agreement,

. Site Inspection

The State, through any authorized representatives, has the right st all reasonable times to inspect
or otherwise evaluate the work performed or being performed hereunder including subcontract
supported activities and the premises in which it is being performed. If any inspection or evaluation
is made of the premises of the Contractor or Subcontractor, the Contractor shall provide and shall
require Subcontractors to provide all reasonable faciities and assistance for tha safety and
convenience of the authorized representatives in the performance of their duties. All inspections
and evaluations shall be performed in such a8 manner as will not unduly detay the services
performed.
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6. Intellsctual Property Rights
a. Ownership

(1) Except where COPH has agreed in a signed writing to accept a license, CDPH shall be and
remain, without additional compensation, the sole owner of any and all rights, title and
interest in all Intellectual Property, from the moment of creation, whether or not jointly
conceived, that are made, concelved, derived from, or reduced to practice by Contractor or
CDPH and which result directly or indirectly from this Agresment.

(2) For the purposes of this Agreement, Intellectual Praperty means recognized protectable
rights and interest such as: patents, {(whether or not issued) copyrights, trademarks, service
marks, applications for any of the foregoing, inventions, trade secrsts, trade dress, logos,
Insignia, color combinations, slogans, moral rights, right of publicity, author's rights, contract
and licensing rights, works, mask works, Industrial design rights, rights of priority, know
how, design flows, methodologies, devices, business processes, developments,
innovations, good will and ail other legal rights protecting Intangibla proprietary information
as may exlst now and/or here after come into existence, and all renewals and extensions,
regardiess of whether those rights arise under the laws of the United States, or any other
state, country or jurisdiction.

(a) For the purposes of the definition of Intellectual Property, “works” means all literary
works, writings and printed maiter including the medium by which they are recorded or
repraduced, photographs, art work, pictorial and graphic representations and works of a
similar nature, film, motion pictures, digital images, animation cells, and other
audiovisual works including positives and negatives thereof, sound recordings, tapes,
educational materials, Interactive videos and any other materlals or products created,
produced, conceptualized and fixed in a tangible medium of expression. 1 includes
preliminary and final products and any materials and information developed for the
purposes of producing those final products. Works does not include articles submitted
fo peer review or reference Journals or independent research projects.

(3) In the performance of this Agreement, Contractor will exercise and utilize certain of its
intellectual Property in existence prior to the effective date of this Agreement. In addition,
under this Agreement, Contractor may access and utilize certain of CDPH's Intellectual
Praperty in existence prior to the effective date of this Agreement. Except as olherwise set
forth hereln, Contractor shall not use any of COPH's intellectusl Property now existing or
hereafter existing for any purposes without the prior written permission of CDPH. Except
as otherwise set forth herein, nelther the Contractor nor CDPH shali give any
ownership Interest In or rights fo its Intellectual Property to the other Party. If during
the term of this Agreement, Contractor accesses any third-party Intellectual Property that is
licensed to CDPH, Contractor agrees 1o abide by ali license and confidentiality restrictions
applicable to COPH in the third-party’s license agreement.

(4) Centractor agrees to cooperate with CDPH in establishing or maintalning CDPH’s exclusive
fights in the Intellectual Property, and In assuring CDPH'’s sole rights against third parties
with respect to the Intellectual Property. If the Confractor enters into any agreements or
subcontracts with other parties in order to parform this Agresment, Contractor shall require
the terms of the Agreement(s) to inciude all Inieliectual Property provisicns. Such terms
must include, but are not limited to, the subcontractor assigning and agreeing to assign to
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CDPH all rights, {itle and Interest in Intellectual Property made, conceived, derivad from, or
reduced to practice by the subcantractor, Contractor or CDPH and which result direcily or
indirectly from this Agreement or any subcontract. .

{6) Coniractor further agrees to assist and cooperate with CDPH in &ll reasonable respects,
and execute all documents and, subject to reasonable avallabllity, give testimony and take
all further acts reasonably necessary to acquire, transfer, maintain, and enforce CDPH's
Intellsctual Property rights and interests.

b. Retained Rights / License Rights

{1} Except for intellectual Property made, concelved, derived from, or reduced to practice by
Contractor or CDPH and which result directly or indirectly from this Agresment, Contractor
shall retain title to all of its Intsllectual Property o the extent such Intsliectual Property is in
existence prior to the effective date of this Agreement. Contractor hareby grants to CDPH,
without additional compensation, a permanent, non-exclusive, royalty free, paid-up,
worldwids, irrevocabls, perpetual, nonterminable license to use, reproducs, manufacture,
sell, offer to sell, import, expart, modify, publicly and privately display/perform, distrihute,
and dispose Contractor's Intellsctual Property with the right 1o sublicense through muttiple
layers, for any purpose whatsoever, to the extent it is Incorporatad In the Intellectual
Property resulting from this Agreement, unless Contractor assigns all rights, title and
interest in the Intellectual Property as set forth hereln,

(2) Nothing in this provision shall restrict, limit, or otharwise prevent Contractor from using any
ideas, concepts, know-how, methodology or techniques related to its performance under
this Agreement, provided that Contractor's use does not infringe the patent, copyright,
trademark rights, license or other Intellectual Property rights of CDPH or third parly, or
result in a breach or defauli of any provisions of this Exhibit or result in a breach of any
provisions of law relating te confidentiality.

c. Copyright

(1) Contractor agrees that for purpases of copyright law, all works [as defined in Paragraph a,
subparagraph (2){a) of this provision] of authorship made by or on behalf of Contractor in
connection with Contractor's performance of this Agreament shall be daemed “works mads
for hire". Contractor further agrees that the work of each person utilized by Contractor in
connaction with tha parformance of this Agreement will be a *work made for hire,” whether
that persen is an employee of Contractor or that person has entered into an agresment with
Contractor to perform the work. Contractor shall enter into a written agreement with any
such person that: (j) all work performed for Contractor shall be deemed & “work rade for
hire” under the Capyright Act and (il) that person shall assign all right, title, and interest to
CDPH to any work product made, conceived, derived from, or reduced to practice by
Contractor or CDPH and which result directly or Indirectly from this Agresment.

(2) All matetials, Including, but not limited to, visual works or fext, reproduced or distributed
pursuant to this Agreement that include Intellectual Property made, conceived, derived
from, or reduced to practice by Contractor or CDPH and which result diractly or indirectly
from this Agresment, shall include CDPH's notice of copyright, which shall read in 3mm or
larger typeface: "© [Enter Current Year e.g., 2014, efc.], Department of Public Health. This
material may not be reproduced or disseminated without pror written permission from the
Department of Public Health.” This notice should bs placsd prominently on the materials
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and set apart from other matter on the page where It appears. Audio productions ehall
contain a similar audio notice of copyright.

d. Patent Rights

With respect to inventions made by Contractor in the performance of this Agreement, which did
not result from research and development specifically included in tha Agreement's scope of
work, Contractor hereby grants to CDPH a liceise as described under Section b of this
provision for devices or material incorporating, or made through the uss of such inventions. If
such inventions result from research and development work specifically included within the
Agreement’s scope of work, then Contractor agrees to assign to CDPH, without additional
compensation, all its right, title and interest in and to such inventions and to assisi CDPH In
securing United States and foreign patents with respect thereto.

e. Third-Party Intellectual Property

Except as provided herein, Contracter agrees that its performatice of this Agreement shall not
be dependent upon or includs any Intellectual Property of Contractor or third party without first:
(i) obtaining GDPH's prior written approval; and (ji) granting to or obtaining for CDPH, without
additional compensation, a license, as described in Section b of this provision, for any of
Contractor's or third-party's Intellectual Property in existence prior to the effective date of this
Agreement. If such a license upon the these terms is unattainable, and CDPH determines that
the Intellectual Property should be included In or is required for Contractor’s performance of this
Agreement, Contractor shall obtain a license under terms acceptable to CDPH.

f. Warranties
(1) Contractor represents and warrants that:
(a) Itis free to enter into and fuily perform this Agreement.

{b) It has secured and will secure all rights and licenses necessary for its performance of
this Agreement.

(c) Neither Contractor's performance of this Agreement, nor the exercise by either Party of
the rights granted In this Agreement, nor any use, repreduction, manufacture, sale, offer
ta sell, import, export, modification, public and private display/performance, distribution,
and disposition of the Intellectual Praperty made, conceived, derived from, or reduced to
practice by Contractor or CDPH and which result directly or indirectly from this
Agreement will infringe upon or violate any Intellectual Property right, non-gisclosure
obligation, or other proprietary right or interest of any third-party or entity now existing
under the laws of, or hereafter existing or issued by, any state, the United States, or any
foreign country. There is currantly no actual or threatenad claim by any such third paity
based on an alleged violation of any such right by Contractor.

(d) Neither Contractor's psrformance nor eny part of its performance will vielate the right of
privacy of, or constitute a libel or slander against any person or entity.

{e) It has secured and will secure all rights and licenses necessary for Intsllectuat Property

including, but not limited to, consents, waivers or releases from all authors of music or
performances used, and talent {radio, television and motion picture talent), owners of
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any interest in and to real estats, sites, locatlons, property or props that may be used or
shown, ‘

() It has not granted and shall not grant to any person or entity any right that would or
might derogate, encumber, or interfars with any of the rights granted to CDPH in this
Agreement.

(g) it has appropriate systems and controls in place to ensure that state funds will not be
used in the performance of this Agreement for the acqulsition, cperation or maintenance
of computer software in violation of copyright laws.

(h} It has no knowledge of any outstanding claims, liconses or other charges, lisns, or
encumbrances of any kind or nature whatsosever that could affect In any way
Gontractor's parformance of this Agreement.

(2) CDPH MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING
FROM THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK,
COPYRIGHT OR THE LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED.

g. intellectual Property Indemnity

(1) Contractor shall indemnify, defend and hold harmless CDPH and its licensees and
assigneas, and its officers, directors, employess, agents, representatives, successors, and
users of its products, (“lndemnitees™ from and agalnst all claims, actions, damages,
losses, liabilittes {or actions or proceedings with respect to any thereof), whether or not
rightful, arising from any and all actions or claims by any third party or expenses related
thereto (Including, but not limited to, all legal expenses, court costs, and aftorney's fees
incurred in investigating, preparing, serving as a witness in, or defending against, any such
claim, action, or proceeding, commenced or threatened) to which any of the Indemnitees
may be subject, whether or not Contractor is a party to any pending or threatened litigation,
which arise ‘out of or are related to () the incorreciness or breach of any of the
representations, warranties, covenants or agreemenis of Contractor pertaining 1o
intellectual Property; or (if) any Intellectual Property infringement, or any other type of actus
or alleged infringement claim, arising out of CDPH's use, reproduction, manufacture, sale,
offer to sell, distribution, import, export, modification, public and private
performance/display, license, and disposition of the Intellectual Property made, concelved,
derived from, or reduced to practice by Contractor or CDPH and which resuli directly or
indirectly from this Agreement. This indemnity obligation shall apply irrespactive of whether
the infringement claim is based on & patent, trademark or copyright registration that issued
after the effective date of this Agreement._CDPH . reserves the right fo participate in and/or
control, at Confractor's expense, any such infringement action brought against CDPH.

(2) Should any Intellectual Property licensed by the Gontracter to COPH under this Agreement
become the subject of an Intellectual Property infringement claim, Contractor will exercise
its authority reasonably and in good faith to preserve CDPH's right to use the licensed
Intellectual Property in accordance with this Agreement at no expense to CDPH. CDPH
shall have the right fo monitor and appear through its own counsal (at Contractor’s expenss)
in any such claim or action. In the defenss or settlement of the claim, Contractor may
obtain the right for CDPH fo continue using the licensed Intellectual Property; or, replace or
medify the licensed Intellectual Property so that the replaced or modified Inteflectual
Property becomes non-infringing provided that such replacement or modification is
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funciionally equivalent to the original llcensed Intellectual Property. If sush remedies are not
reasanably avalleble, CDPH shall be entitied to a refund of all monles paid under this
Agreament, without restriction or limitation of any other rights and remadies available at lawr
or in equity.

(3) Contractor agrees that demages alone would be inadequate o compensate CDPH for
breach of any term of thls Intellectual Proparty Exhibit by Contractor, Contractor
ackriowledges CDPH would suffer irreparable harm in the event of such breach and agrees
CDPH shall be entitled to obtaln equitable rellef, including without iimitation an injunction,
from a court of competent jurisdiction, without restriction or limitation of any other rights ang
remedies available at law or In eqLity.

Survival

The provislone set forth hereln shall survive any termination or expiration of this Agresment or
any project schedule.

Prior Approval of Training Seminars, Workshops or Conferences

Contractor shall obtain prior CDPH approvel of the location, costs, dates, agenda, instructors,
instructional materials, and atiendees at any reimbursable treining seminar, workshop, or
conference conducted pursuant to this Agreement and of any reimbursable publicity or educational
materials to be made available for distribution. The Contractor shall acknowledge the support of
the State whanever publicizing the work under this Agreement in any media. This provision does
not epply to necessary staff meetings or training sessions -held for the staff of the Contractor In
order to conduct routine business matters.

Confidentiality of Information

The Contractor and its employees, agents, or subcontractors shall:

Protect from unauthorized disclosure names and other identifying information concerning
persons either recelving services pursuant to this Agreement or persons whose names or
Identifying Information become available or are disclosed to the Contractor, its employees,
agents, or subcontractors as a result of services performed under this Agreement, except for
statistical information not identifying any such person.

Not use such identifying information for any purpose other than carrying out the Contractor's
cbligations under this Agreement.

Promptly transmit {o the CDPH Contract Manager all requests for disclosure of such fdentifying
Information not emanating from the client or psrson.

Not disclose, excepi as otherwise specifically permitted by this Agreement or authorized by the
client, any such Identifying information to anyone other than CDPH without prior written

authorization from the CDPH Confract Manager, except if disclosure is reqjuired by State or
Fadera! law,

For purposes of thia provision, identity shall include, but not be limited to name, identifying

number, symbol, or other identifying particular assigned to the individual, such as finger or voice
print or a photograph.

Page 12 of 16



Exhibit D
Special Terms and Conditions

f. As deemed applicable by CDPH, this provision may be supplemented by additional terms and
conditions covering personal health information {PHI) or personal, senslitive, and/ar confidential
information (PSCI). Said terms and conditlons will be outlined in one or more exhibits that will
either be attached to this Agreement or incorporated into this Agreament by referencs,

Documents, Publications and Written Reports

(Applicable to agreements over $5,000 under which publications, written reports and documents
are developed or produced. Government Code Section 7550.)

Any document, publication or written report {excluding progress reports, financlal reports and
normal coniractual communicetions) prepared as a requirement of this Agreement shall contaln, in
a separate section preceding the maln body of the decument, the number and dollar amounts of all
contracts or agreements and subcontracts relating to the preparation of such document or tenort, [f
the total cost for work by nonemployses of the State exceeds $5,000.

10. Dispute Resolution Process

a. A Contractor grievance exists whenever there is a dispute arising from CDPH's action In the
administration of an agreement. If there is a dispute or grievance between the Contractor and
CDPH, the Contractor must sesk resolution using the procedure outlined below,

(1) The Contractor should first informally discuss the problem with the CDPH Program Contract

Manager. if the problem cannot be resolved informally, the Contractor shall direct its
grievance together with any evidence, In writing, to the program Branch Chief. The
grievance shall state the issues In dispute, the legal authority or other basis for the
Contractor's position and the remedy sought. The Branch Chief shall render a declsion
within ten (10) working days after recelpt of the written grievance from the Contractor. The
Branch Chlef shall respond in writing to the Contractor indicating the decision and reasons
therefore. If the Contractor disagrees with the Branch Chief's decision, the Contractor may
appeal to the second level,

(2) When appealing to the second level, the Contractor must prepare an appeal indicating the

reasons for disagreement with Branch Chiefs declslon. The Contractor shall include with
the appeal a copy of the Cantractor's original statement of dispute along with any supporting
evidence and a copy of the Branch Chief's decision, The appeal shall be addressed to the
Deputy Director of the divislon in which the branch is organized within ten (10) working days’
from racelpt of the Branch Chief's decision. The Deputy Director of the division in which the

~ branch is organized or his/her designes shall meet with the Gontractor to review the issues

ralsed. A written decision signed by the Deputy Director of the division in which the branch
Is organized or hisfher designee shall be directed ta the Contractor within twenty (20)
working days of recelpt of the Contractor's second level appeal.

b. If the Contractor wishes to appeal the decision of the Deputy Director of the division in which
the branch is organized or hisfher designes, the Contractor shall follow the procedures set ferth
in Diviston 25.1 (commencing with Saction 38050} of the Health and Safety Code and the
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regulations adopted thereunder. (Title 1, Division 2, Chapter 2, Article 3 {commencing with
Saction 1140) of the California Cade of Regulations).

¢. Disputes arising out of an audit, examination of an agreement or other action not covered by
subdivisian (a) of Section 20204, of Chapter 2.1, Title 22, of the California Code of Regulations,
and for which no procedures for appeal are provided in statute, regulation or the Agreement,
shall be handled In accordance with the procedures Identified in Sections 51016 through 51047,
Tide 22, California Code of Regulations.

d. Uhless ctherwise stipulated in writing by CDPH, all dispute, grievance andior appeal
correspondence shall be directed to the CDPH Contract Manager,

e. Thare are organizational differences within CDPH's funding programe and the management
levala Identified in this dispute reeclution provision may not apply in every contractual situation.
When a grievance s recelved and organizational differences exist, the Contractor shall be
notified in writing by the CDPH Contract Manager of the level, name, and/or title of the
appropriate management official that is responsible for issuing a decision at a given level.

Officials Not to Benefit

No members of or delegate of Congress or the State Legislature shall be admiited to any share or
part of this Agreement, or to any benefit that may arise therefrom. This- provision shall not be
construed to extend to this Agreement If made with a corporation for its general benefits.

Prohibited Use of State Funds for Sofiware

Contractor cartifies that it haa appropriate systems and controls in place to ensure that state funds
will not be used In the performance of this Agresment for the acquisition, operation or maintenance
of computer software in violation of copyright laws.

Cantract Uniformity (Fringe Benefit Allowability)
(Applicable only to nonprofit organizations.)

Pursuant to the provisions of Article 7 (commencing with Sectioh 100525) of Chapter 3 of Part 1 of
Division 101 of the Health and Safety Code, CDPH sets forth the following policies, procedures,
and guidelines regarding the reimbursement of fringe bensfits.

g. As used hergin fringe benefits shall mean an employment benefit gliven by one's employer to an
employee In addition to one's regular ot normal wages or salary.

b. As used hereln, fringe benefits do not includs:

(1) Compensation for personal services pald currently or accrued by the Contractor for services
of employees rendered durlng the term of this Agreement, which Is identified as regular or
hormal salarles and wages, annual leave, vacation, sick leave, holidays, Jury duty andfor
military leaveltraining. :

(2} Director's and exscutive committee member's fees.

(3) Incentive awards and/or bonus incentive pay.

{4) Allowances for off-site pay.

(5) Logation allowances.
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(6) Hardship pay.
(7} Cost-of-living differentials

. Specific allowable fringe benefits include:

(1) Fringe benefits In the form of employer contributions for the employer's portion of payroll
taxes (Le., FICA, SUI, SDI), employee health plans (i.e., health, dental and vision),
unemployment insurance, worker's compansation insurance, and the employet’s share of
pensioniretirement plans, provided they are granted in accordance with established wrliten
organization policies and meet all legal and Internal Revenue Service requirements.

. To be an allowable fringe banefit, the cost must meet the following criterla;

(1) Be necessary and reasonable for the performance of the Agreement.

(2) Be determinad in accordance with generally accepted accounting principles.

(8) Be consistent with policies that apply uniformly 1o all activities of the Contractor.

. Contractor agrees that all fringe benefits shalf ba at achusal cost.

Earned/Acerued Compensation

(1) Compensation for vacation, sick leave and holidays is limited to that amount
eamed/accrued within the agreement term. Unused vacation, sick leave and helidays
earned from periods prior to the agreement term cannot be claimed as allowable costs,
See section f (3)(a) below for an example.

(2) For multiple year agreements, vacation and sick leave compensation, which is
earned/accrued but not paid, due to employee(s) not taking time off may be carried over
and claimed within the overall term of the multiple years of the Agreement. Holidays cannot
be carrled over from one agreemeant year to the next. See Provision f (3)(b) for an example,

(3) For single year agreements, vacafion, sick leave and holiday compensation that is
eamed/accrued but not paid, due to employee(s) not taking tirhe off within the term of the
Agreement, cannot be claimed as an aliowable cost. See Provislon f (3)(c) for an example.

(a) Example No. 1:

 an employee, John Doe, earns/accrues three weeks of vacation and twelve days of
sick leave each year, then that is the maximum amount that may be claimed during a
one year agreement. If John Doe has five weeks of vacation and eighteen days of sick
leave at the beginning of an agreement, the Contractor during a one-year budget period
may anly claim up to three weseks of vacation and twelve days of sick leave as actually
used by the employes. Amounts earned/accrued in periods prior to the beglnning of the
Agreement are not an allowable cost.

{b) Example No. 2:
if during a three-year (multiple year) agresment, John Doe doas not use his three weeks
of vacation In year one, or his three weeks in year two, but he does actually use nine
weeks in year three; the Contractor would be allowed to claim all nine weeks paid for in
year three. The total compensation over the three-year perlod cannotl exceed 156
weeks (3 x 52 weeks).
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(c) Example No. 3:
If during & single year agreemant, John Doe works fifty weeks and used one. week of
vaoation and one week of sick leave and all fifty-two weeks have been billed to CDPH,
the remaining unused two weeks of vacation and seven days of sick leave may not be
claimed as an allowable cost.

14. Cancellation

A

This agreement may be cancellad by COPH without cause upon 30 calendar days
advance wrliten notice to the Contractor.

GDPH reserves the right to cancel or terminate this agreement immediately for cause. The
Contractor may submit a written request to tarminats this agresment only if CDPH
substantially fails {o perform its responsbilities as provided hersein.

The term “for cause” shall mean that the Contractor fails to mest the-terms, conditions,
and/or responsibilities of this agreement. .

Agreamant termination or cancellation shall be effective as of the date indicated in CDPH's
hotification to the Contractor. The notice shall stipulate any final performance, invoicing or
payment requirements.

Upon recsipt of a notice of termination or canceliation, the Contractor shali take immediate
steps to stop performance and to cancel or reduce subssguent agreement costs,

In the event of early termination or canceilation, the Contractor shall be entitied to
compensation for services performed satisfactorily under this agreement and expenses
incurred up to the date of cancellation and any non-cancelable obligations incurred in
support of this agreement.
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Insurance Requirements
A.  General Provisions Appiying to All Policles
1) Coverage Teym — Coverage needs to be in force for the complete term of the Agreement.

2)

8)

4)

. 5)

8}

8)

If insurance expires during the term of the Agreement, a new certificate and required
endorsements must be received by the State at least ten (10) days prior to the explration
of this insurance. Any new insurance must comply with the original Apreement terms.

Policy Cancellation or Termination and Notice of Non-Renewa] — Contractor shall

provide to the CDPH within five (5) business days following recsipt by Contracter a copy of
any cancellation or non-renewal of Insurance required by this Contract. In the svent
Contractor falls to keep In effect at all times the specified insurance toverage, the CDPH
may, in addition to any other remedies it may have, termingate this Contract upon the
oceurrence of such event, subject to the provisions of this Contract.

remiums, Assessmen D bles ~ Contractor Is responsible for any premiums,
policy assessments, deductibles or self-insured retentions contained within thelr Insurance
program,

Primary Clause — Any required insurance contained in this Agreement shall be primary
and not excess or contributory to any other insurance carried by the CDPH.

Insurance Carrier Required Rating — All insurance companies must carry ah AM Best
rating of at least “A~" with a financlal category rating of no lower than VI. If Contractor is
self-nsured for a portion or all of its insurance, review of financial information including a
letter of credit may be required.

Endorsements — Any required endorsements requested by the CDPH must be physically
attached to all requested certificates of insurance and not substituted by referring to such
coverage on the certificate of insurance.

Inadequate Insurance — Inadequate or lack of insurance does not negate Contractor's
obligations urider the Agreement.

Use of Subcontractors - In the case of Contraclor's utllization of Subcontractors to
complete the contracted scope of work, Contractor shall Include all Subcontractors as
insured under Contractor's insurance or supply evidence of the Subcoriractor's insurance
to the CDPH equal to policies, coverages, and limits required of Contractor,

8. Insurance Coverage Regulrsments

Contractor shall display evidence of certificate of insurance evidencing the following coverage:

1) Commerglal General Liability — Contractor shall maintaln genaral llability with Umits not

less than $1,000,000 per accurrence for bodily injury and property damage combined with
a $2,000,000 annual policy aggregate. The policy shall include coverage for liabilities
arising out of premises, operations, indepsndent Contractors, products, completed -
operations, personal and advertising injury, and Fability assumed under an insured
Agreement. This insurance shalt apply separately to each insured against whem claim is
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6)
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mads or suit is brought subject to Contractor's limit of liability. The policy shall he
endorsad to include, "The State of California, its officers, agents, employees, and servants
as additional insured, but only insofar as the operations under this Agreement are
concarned.” This endorsement must be supplied under form acceptable to the Office of
Risk and Insurance Managemeit.

Automoblle Liability (when required) ~ Coniractor shall maintaln motor vehicle lablity
insurance with limits not less than $1,000,000 combined single limit per accldent, Such
insurance shall cover llability arlsing out of a mator vehicle including owned, hired and
non-owned motor vehicles, Should the scope of the Agreement involve trahsportation of
hazardous meterials, evidence of an MCS-80 sndorsement is required. The policy shail be
enxlorsed to include, “The State of Californla, its officers, fgents, employaes, and servants
as additional Insured, but only insofar as the operations under this Agresment are
concerned.” This endorsement must be supplied under form acceptable to the Office of
Risk and Insurance Management.

otker’s Compensation and E er's Liability (when required) ~ Contractor shall
aintain statutory worker's compensation and employer's liability coverage for all its
employses who will be engaged in the performance of the Agreement. Employer's liabllity
limits of $1,000,000 are required. When work is performed on State awned or controlled
property the policy shall contain a walver of subrogation endorsement In favor of the State.
This endorsemant must be supplied under form acceplable to the Office of Risk and
Insurance Managemsent,

Professional Liability (when required) ~ Gontractor shall maintain professional liability
covering any damages caused by a negligent error; act or omission with [irmits not less
than $1,000,000 per occurrence and $1,000,000 policy aggregate. The policy’s retroaclive
date must be displayed on the certificats of insurance and must be hefore the date this
Agreement was executsd or before the beginning of Agreement work.

Environmental/Pollution Liability (when required) — Gontractor shall maintain poliution
liabiity for limits not less than $1,000,000 per clalm covering Contractor's liabfiity for bodily
injury, properly damage and environmsntal damage resulting from pellution and refated
cleanup casts incurred arlsing out of the work or services to be performed under this
Agresment. Coverage shall be provided for both work performed on site as well s
transportation and proper disposal of hazardous materlals. The policy shall be endorsad
to Include, “The State of Califomia, its officers, agants, employses, and servants as
additlonal insured, but only insofar as the oparations under this Agreement are
concerned.” This endorsement must be supplied under form acceptable to the Office of
Risk and insurance Management.

Alrersft Libility (when required) - Contractor shall maintain aircraft liability with a limit not
less than $3,000,000. The policy shall be endorsed to inciude, “The State of Californila, its
officers, agents, employees and servants as additional insured, but only insofar as the
operations under this Agreement.” This endorsement must be supplied under form
acceptable to the Office of Risk and Insurance Management.
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. Exhibit F
Faederal Terms and Conditions

(For Federally Funded Subvention/Local Assistance Agresment)

The uze of headings or fitles throughout this exhibit is for convenlence only and shall not be used to interpret or to
govemn the meaning of any specific ferm or condition.

This Exhiblt contains provisions that require strict adherence to various contracling laws and shall be used for
agreement fundaed in whole or in part by Federal Funds.

Federal Contract Funds
Federal Equal Employment Opportunity Requirsments
Debarment and Suspension Csrtification
Covenant Against Contingent Fess
Lobbying Restrictions and Disclosure Certification
Additional Restrictions
Faderal Requirements
Air and Water Pollution Requirments
Smoke-Free Workplace Cerlification
. Usa of Small, Minority Ownsd and Women's Businesses
. Human Subjects Use Requirements
12. Financial and Compliance Audit Requirsments
13. Audit and Record Retentlon
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Exhlbit F
Federal Terms and Conditions

1. Federal Contract Funds

a. It is mutually understood betwaen the parties that this Agreament may have been written bafore
ascertaining the availability of congressional appropriation of funds, for the mutual benefit of both parties,
in order to avold program and fiscal delays which would oceur If the Agreement were executed after that
determination was made.

b. This agreement is valld and enforceable only i sufficient funds are made available to the State by the
United States Government for the fiscal years covered by the term of this Agreement. in addition, this
Agreement Is subject to any additional restrictions, limitations, or conditions enacted by the Congress or
any statute enacted by the Congress which may affect the provisions, terms or funding of this Agreement
in ahy manher,

c. It Is mutually agreed thal if the Congress does not approptiate sufficlent funds for the program, this
Agreement shall be amended to reflect any reduction In funds.

d. CDPH has the option fo invalidate or cancel the Agreement with 30-days advance wrliten notice or to
amend the Agreement to refiect any reduction In funds.

2. Faderal Equal Opportunity Requirements

‘a. The Contractor will not discriminate against any employee or applicant for empleyment because of racs,
color, religion, sex, national origin, physical or mental handicap, disability, age or slatus as a disabled
veteran or veteran of the Vietnam era. The Contractor will take affirmative action to ensure that qualifled
applicants are smployed, and that employses are freated during employment, without regard to their race,
color, religlon, sex, national origin, physical or mental handicap, disability, age or status as & disabled
veteran or veteran of the Vietham era. Such action shall include, but not be limited to tha following:
employment, upgrading, demotion or transfer; recrultment or recruitment advertising; layoff or termination;
rates of pay or other forms of compensation; and career development opporiunities and selection for
training, Including apprenticeship. The Contractor agrees to post In consplcuous plages, avallable to
employees and applisants for employment, notloes to be provided by the Federal Government or CDPH,
setting forth the provislons of the Equal Opportunity clause, Seatlon 503 of the Rehabiiitation Act of 1973
and the affimative action clause required by the Vietnam Era Veterans' Readjustment Assistance Act of
1974 (38 U.S.C. 4212). Such nofices shall state the Contraclors obligation under the law to teke
affirmative action to employ and advance in empioyment qualified applicants withoui discrimination bassd
on their race, color, religion, sex, national arigin physical or mental handicap, disability, age or status as
disabled veteran or veteran of the Vietnam era and the rights of applicants and employees.

b. The Contractor will, In all solicttations or advancaments for employees placed by or on behalf of the
Contractor, state that all qualified applicants will receive consideration for employment without regard to
race, calor, religion, sex, national arigin physical or mental handicap, disability, age or status as a disabled
veteran or veteran of the Vieinam era.

¢. The Contractor will send to each laber unlon or representative of workers with which % has a tollective
bargaining agreement or other confract or understanding a nollce, to be provided by the Fedaral
Govermment or the Stals, advising the labor union or ‘workers' representative of the Contraciors
commitments under the provisions herein and shall post coples of the notice in conspicuous places
avallable to employees and applicants for employment.

d. The Contractor wili comply with ali provisions of and furnish sl information and repor{s required by Section
5§03 of the Rehabllitation Act of 1973, as amended, the Vietnam Era Veterans' Readjustment Assistance
Act of 1974 (38 U.5,C. 4212) and of the Federal Exscutive Order No. 11246 ss amended, Including by
Executive Order 11376, ‘Amending Executive Order 11246 Relating to Equal Employment Opportunity,’
and as supplemented by regulation at 41 CFR part 60, "Office of the Federal Goniract Compliance
Programs, Equal Employment Opportunity, Department of Labor® and of the rules, regulations, and
relevant orders of the Secretary of Labor.
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e. The Contractor will furnish all information and reports reguired by Federal Executive Qrder No, 11246 as
amended, including by Executive Ordar 113785, ‘Amending Executive Order 11248 Relating to Equal
Employment Opportunity,' and as supplemented by reguiation at 41 CFR parl 60, "Office of the Federa}
Contract Compliance Programs, Equal Employment Qpportunity, Department of Labor" and the
Rehabilitation Act of 1973, and by the rules, regulations, and orders of the Secretary of Labor, or pursuant
thersto, and will permit access to its books, records, and accounts by the State and iis designated
reprasentalives and the Secretary of Labor for purposes of investigation to ascertain compliance with such
rules, regulations, and orders. .

f.  In the event of the Contractor's noncompllance with the requirements of the provisions herein or with any
federal rules, regulations, or orders which are refarenced hereln, this Agreement may be cancelled,
terminated, or suspended in whole or In part and the Contractor may be declared ineligible for further
federal and state conlracts in accordance with procedures authorized In Federal Executive Order No.
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in
Federal Executive Order No. 11246 as amended, Including by Executive Qrder 11375, ‘Amending
Executive Order 11248 Relating to Equal Employment Opportunity,' and as supplemented by regulation at
41 CFR part 80, "Office of the Federal Contract Compliance Programs, Equal Employment Opportunity,
Department of Labor,” or by rule, regulation, or order of the Secretary of Labor, or as otherwise provided
by law. f

g. The Contractor will include the provisions of Paragraphs a through g In every subcontract-or purchass
order unless exempted by rules, regulations, or orders of the Secrelaly of Labour issued pursuant to
Federal Executive Order No. 11246 as amended, including by Executive Order 11378, ‘Amending
Executive Order 11248 Relating to Equal Employment Opporiunity,” and &s supplemented by ragulation at
41 CFR part 80, "Offlce of the Faderal Contract Gompliance Progrems, Equal Employment Qpportunity,
Department of Labor,” or Sectlon 503 of the Rehabilitation Act of 1072 or (38 U.8.C. 4212) of the Vienam
Era Vetoran's Readjustment Assistance Act, so that such provisions will be binding upon each
subcontractor or vendor. The Contractor will take such aclion with respact to any subcontract or purchase
order as the Directar of the Office of Federal Contract Compliance Programs or CDPH may direct as &
means of enforcing such provisions Including sanctions for noncompliance pravided, however, that In the
event the Contractor becomes involved in, or Is threatened with litigation by a subcontractor or vendor as a
result of such direction by CDPH, the Contractor may request in writing to CDPH, who, in {urn, may
request the United States to enter into such lifigation to protect the interests of the State and of the United
States.

3. Debarment and Suspenslon Certification

a. By signing this Agreement, the Contractor agrees to comply with applicable federal suspension and
debarment regulations Including, but not limited to 7 CFR Part 3017, 45 CFR 76, 40 CFR 32 or 34 CFR
B5.

b. By signing this Agreement, the Contractor certifies to the best ofits knowledge and bellef, that it and its
principals:

(1) Are not presently debarred, suspended, proposed for debarment, declared Ineligible, or voluntarily
excluded by any federal department or agency;

(2) Have not within a three-year perled preceding this application/proposallagreement been convicted of
or had a clvll judgment rendered agelnst them for commission of fraud or a eriminal offenss in
connection with obtalning, atterpting to obtain, or performing a public (Federal, State or local)
transaction or contract under a public transaction; vinlation of Federal or State antitrust statutes or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
falsa statements, or receiving stolen property;

(3) Are not presently indicted for or otherwise criminally or civilly charged by a govemmental entity

{Federal, Stats or local) with commission of any of the offenses enumerated in Paragraph b(2) herein:
and
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(4) Have not within a three-year period preceding this application/proposalfagreement had one or more
public transactions (Federal, State or local) terminated for cause or default.

(6) Shall not knowingly enter into any lower fler coverad transaction with a persan who is proposed for
debarment under federal regulations (1.e., 48 CFR part 9, subpart 9.4), debarred, suspended, declared
ineligible, or voluntarily excluded from participation in such transaction, unless authorized by the State.

(6) Will include a clause entitled, "Debarment and Suspension Certification” that essentially sets forth the
provisions herein, In all lower tier covered transactions and in all solicitations for jower tier covered
transactions.

c. [f the Confracior is unable to cerlify to any of the statements in this certification, the Contractor shall
submit an explanation fo the CDPH Contract Manager.

d. The terms and dsfinifions herein have the meanings set out in the Definitions and Covarage sections of
the rules implementing Federal Executive Order 12549,

e. If the Contractor knowingly violates this certification, In addition to other remedies avallable to the Federal
Government, the CDPH may ferminate this Agreement for cause or default.

Covenant Against Contingent Fees

The Contractor warrants thal no person or selling agency has been employed or retained to solicit/secure this
Agreement upon an agreement of understanding for a commission, percentage, brokerage, or contingent fes,
except bona fide employees or bona fide established commerclal or selling agencies retained by the
Contractor for the purpose of securing business. For breach or violation of this warranty, CDPH shall have the
right to annul this Agresment without liability or in its discretion to deduct from the Agreement price or
consideration, or otherwise recover, the full amount of such commission, percentage, and brokerage or
contingent fee,

Lobhylng Restrictions and Disclosure Certification
(Applicable to federally funded agreements in excess of $100,000 per Section 1352 of the 31, us.c)
a. Certification and Pisclosure Requirsments

(1) Each person (or recipient) who requests or receives a contract or agreement, subconiract, grant, or
subgrant, which is subject to Sectlon 1362 of the 31, U.8.C., and which exceeds $100,000 at any fier,
shall file a cerfification (in the form set forth In Attachment 1, consisting of one page, entitled
*Certification Regarding Lobbying") that the reclplent has not made, and will not make, any payment
prohibited by Paragraph b of this provision.

(2) Each recipient shall file 2 disclosure (in the form set forth in Alachment 2, entitled *Standard Form-
LLL ‘disclosure of Lobbying Activities™) if such recipient has made or has agreed to make any
payment using nonappropriated funds (to include profits from any covered fedaral action) in
connection with a contract, or grant or any extenslon or amendment of that contract, or grant, which
would be prohibited under Paragraph b of this provision if pakd for with appropriated funds.

(8} Each recipient shall file a disclosure form at the end of each calendar quarter in which there occurs
any event that requires disclosure or that materially affact the accuracy of the information contained in
any disclosure form previously filed by such person under Paragraph a(2) herein. An event that
materially affects the accuracy of the information reported includes:

(2) A cumulative Increase of $25,000 or more In the amount pald or expected to be paid for
influencing or attempting to influence a covered federal action:

(b) Achange In the person(s) or individuals(s) influencing or attempting to influence a coverad federal
action; or

(Rev 04/46) Page 4 of 12



Exhibit F
Federal Terms and Conditicns

{¢) A change In the officar(s), employee(s), or membar(s) contacted for the purpose of influencing or
attampting fo influence a covered federal action.

(4) Each person {or reciplent) who requests or receives from a person referred to in Paragraph a(1) of
this provision a contract or agreement, subcontract, grant or subgrant exceeding $100,000 at any Her
under a contract or agreement, or grant shall file a certification, and & disclosure form, If required, to
the next tier above. '

(6) Al disclosure forms {but not certifications) shall be forwardad from Her to tier until received by the
person referred fo in Paragraph a{1) of this provision. That person shall forward all disclosure farms
to CDPH Program Contract Manager.

b. Prohibition

Section 1352 of Tie 31, U.S.C., provides in part that no appropriated funds may be expended by the
recipient of a federal confract or agresment, grant, loan, or cooperative agresment to pay any person for
infiuencing or attempting to influance an officer or employee- of any agency, a Membar of Congress, an
officer ar employee of Congress, or an employee of a Member of Congress in connection with any of the
following covered faderal actions: the awarding of any federal contract or agreement, the making of any
federal grant, the making of any federal loan, entering Into of any cooperative agreement, and the
extension, continuation, renewal, amendment, or modification of any federal coniract or agreement, grant,
loan, or cooperative agreement.

B. Additional Restrictions

(Applicable to all contracts funded in whole or in part with funding from the federal Departments of Labor,
Health and Human Services (including CDC funding), or Education.}

Contractor ghall comply with the restrictions under Division F, Title V, Seclion 5§03 of the Consalidated
Appropriations Act, 2012 (H.R. 2055), which provides that:

“8EC. 503.(a) No part of any appropriation contained in this Act or transferred pursuant to section
4002 of Public Law 111-148 shall be used, other than for normal end recognized executive-legislative
reletionships, for publicity or propaganda purposes, for the preparation, distributian, or use of any kit,
pamphlet, booklet, publication, electronic communication, radio, television, or video presentation designed
to support or defeat the enactment of legistation before the Gangress or any State or locat |egislaiure or
Isgislative body, except in presentation to the Congress or any State or local leglslature itself, or designed
to support or defeat any proposed or pending regulation, administrative action, or order Issued by the
executive branch of any State or local government, except in presentation to the executive branch of any
State or loca! government itseff.

{b) No part of any appropriation contained In this Act or transferred pursuant to secticn 4002 of
Public Law 111148 shall be useéd to pay the salary or expenses of any grant or contract recipient, or
agant acting for such reciplent, related to any activity designed to influence the enactment of legislation,
appropriations, regulation, administrative action, or Executive order proposed or pending befare the
Congress or any State government, State leglslature or local legislature or Isgislative body, other than for
normal and recognized executive-legistative relationships or participation by an agency or officer of a
Stats, local or fribal government in pollcymaking and admilnistrative progesses within the executive branch
of that government.

{c) The prohibitions In subsections (a) and '(b) shall include any activity to advocate or promote any
proposed, pending or future Federal, State or local tax Increase, or any proposed, pending, or future
requirement or restrlction on any legal consumer product, including its sale or marketing, including but not
limited to the advocacy or promotion of gun control.”

7.  Federal Requirements

Contractor agrees fo comply with and shall require all subconiractors, if any, fo comply with all apglicabie
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Federal requirements including but not Emited to the Unlted States Code, the Code of Federal
Regulations, the Funding Opportunity Announcement, the Notica of Award, the funding agreement, and
any memoranda or leter regarting the applicable Federal requirements,

Alr or Water Pollution Requirements

Any federally funded agresment andlor subcontract In excess of $100.000 must comply with the following
provisions unless sald agreement is exempt under 40 CFR 15.5.

a. Govemment contractors agree to comply with all applicable standards, orders, or Teqjuiremeants issuad
under section 3086 of the Clean Alr Act [42 U.8.C. 1867(h)], section 508 of the Clean Water Act (33 U.8.C.
1868), Executive Order 11738, and Environmsntal Protaction Agency regulations (40 CFR part 15).

b. institutions of higher education, hospitals, nonprofit organizations and commercial businesses agree fo
comply with all applicable standards, orders, or requirgments issued under the Clean Alr Act (42 US.C.
7401 el seq.), as amended, and the Federal Water Pollufion Gontroi Act (33 U.S.C. 1251 et 8eq.), as
amendad.

Smoke-Free Workplace Certification

(Applicable to agreements that provide heslth, day care, early chikdhood development services, education or
itbrary services to children under 18 directly or through local governments.)

8. Public Law 103-227, also known as ths Pro-Children Act of 1994 (Act), requires that smoking not be

" permitted in any portion of any Indoor facillty owned or leased or contracted for by an entity and used
routinely or regularly for the provision of haaith, day care, sarly chiidhood development services, education
or library services {o children under the age of 18, If the services are funded by federsl programs either
directly or through state or local governments, by federal grant, contract, loan, or loan guarantee. The law
alse applies to children's services that are provided in indoor facilties that are construcled, operated, or
maintained with such federal funds. The law doss not apply to children's services provided In private
resldences; portions of fachlities used for inpatient drug or alcohol treatment; service providers whose sole
solirce of applicable federal funds is Medlcare or Medicald; or facilities whare WIC coupons are
redeamed.

b. Failure to comply with the pravisions of the law may result In the Imposition of a civit monstary penalty of
up to $1,000 for each violation and/or the Imposition of an adminisirative compliance order on the
responsible party.

¢. By signing this Agreement, Contractor certifles that I wil comply with the requirements of the Act and wilt

not aliow smoking within any portion of any indoor facility used for the provision of services for children as
dafined by the Act. The prohibitions herein are effective December 26, 1894,

d. Contractor further agrees that It will insert this certification into any sutbawards eaubeamaets-apeubgmnts;
entered into that provide for children's services as described in the Act. :

Use of Small, Minority Ownad and Women's Businesses

Positive efforls shall ba made to use small businesses, minority-owned firms and women's business

enterprises, whenever possible {i.e., procurement of goods andfor sarvices). Confractors shall take all of the
following steps to further this goall. p

(1) Ensure that small buslnesses, minority-ownad firms, and womsn's business enterprises are used to the
fullest extent practicable.

{2) Make Information on forthcoming purchasing and contracting opportunities available and arrange time
frames for purchases and contracts to encourage and Facilitate parlicipation by small businesses, minority-
owned firms, and women's business enterprises.
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(3} Consider in the conlract process whether firms compsting for larger contracts Intend to subcontract with
small businesses, minority-owned firms, and women's business enlerprises.

{4) Encourage confracting with consertiums of small businesses, minorfty-owned firms and women's business
enterprises when a contract is too large for one of these firms to handle individually.

{6) Usa the services and assistance, as appropriate, of such organizations as the Federal Small Business
Administration and the U.S. Department of Commerce's Minority Business Development Agenoy in the
solicitation and utilization of small businessas, minority-owned firms and women's business enterprises,

Human Subjects Use Requirements

(Applicable only to agresments that Include any tests or examination of materlals derived from tha human
body.)

By signing this Agresment, Contractor agreas that If any performance under this Agreement or any
subcontract or subagresment Includes any tests or examination of materials derived from the human body for
the purpose of providing information, diagnosis, prevention, treatment or assessment of disease, impairment,
or health of a human being, all loccations at which such examinatfons are performed shall meat the
requirements of 42 L).8.C. Saction 263a {CLIA} and the regulations thereunder.

Financiat and Compliance Audit Requirements

By signing this Agi'aement. the Contractor/Subcontrac tor agrees i abide by all requirements spacified In 2
CFR 200 et saq., 2 CFR ef s5q., as applicable, including but not imited to obtaing an annuat audit, and any
subsequent federal regulatory additions or revisions.

a. The definitions used in this provision are contained in Section 38040 of the Health and Safety Code, which
by this reference Is made a part hereof,

b. Direct service contract means a contract or agreement for services contained In local assistance or
subvention programs or both (see Health and Safaty [H&S] Gode section 38020). Direct service contracis
shall not include contracts, agreements, grants, or subventions 1o other governmental agenales or units of
government nor contracts or agreements with reglonal centers or ares agencles on aging (H&S Cods
seclion 38030).

¢. The Coniractor, as indicated below, agrees to obtain ons of the following audits;

(1} I the Contractor 18 & nonprofit oraanization {as defined in H&S Code section 38040) and recalves

00 or morg from a te agen der a direct service contract re t; the Contractor

agrees to oklaln an anmual single, organization wide, financial and compliance audit. Said audit shall

be conducted according to Generally Accepted Auditing Standards. This audit does not fulfil the audit

raquirements of Paragraph c(3) below. The audit shall be completed by the 15th day of the fifth
month following the end of the Contractor's fiscal year, andior

{2) If ontractor Is a nonprofit organization (as defined in H&S Code section 38040) and raceives legs
than $25.000 per year from an fe under a_direct service contract or a nt, the
Coniractor agrees to obtain a hiennial single, organization wide financial and compliance audit, unless
there Is evidence of fraud or other violation of state law in connection with this Agreement. This audit
does not fulfill the audit requirements of Paragraph ¢(3) below. The audit shall be completed by the
16th day of the fifth month following the end of the Contractor's fiscal year, and/or

(3) If the Conira g State or | n entity or Nonprofit organization {as defined In 2CER
Part 200) and expends $750,000 or more in Feda ards, the Coniractor agreas to obtaln an
annual single, organization wide, financlal and compliance audit according to the requirements
specified in 2CFR Part 200. An audit conducted pursuant to this provision wili fulfill the audit
raquirements outfined in Paragraphs c{1) and ¢(2) above. The audit shall be complatad by the end of
the ninth month following the end of the audit period. The requirements of this provision apply if:
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(a) The Contractor Is a recipient axpsnding'Federal awards recelved directly from Faderal awarding
_agencies, or

(b) The Contractor Is a subrecipient expending Federal awards received from a pass-through entity
such as the State, County or community based organization.

(4} If the Contractor submits o CDPH a report of an audit other than & single audit, the Contractor must
also submit a certification indicating the Contractor has not expended $750,000 or more In federa!
funds for the year covered by the audit raport.

d. Two coples of the audit report shall be dslivered to the CDPH program funding this Agreement. The audit
report must identify the Contractor's legal name and the number assigned to this Agresment. The audit
report shall be due within 30 days after the completion of the audit. Upon receipt of said audit report, the
CDPH Program Contract Manager shall forward the audit report to CDPH's Audits and Investigations Unit
if the audit report was submitted under Section 16.6{3), unless the audit report is from a City, County, or
Speciel District within the Stata of Callfernla whereby the report will be retained by the funding program.

e. The cost of the audits described hereln may be included In the funding for this Agreement up fo the
proportionate amount this Agreement reprasents of the Contractor's total revenue. The CDPH program
funding this Agreement must provide advance written approval of the specific amount allowed for said
alidit expanses.

f.  The State or its authorized designee, including the Bureau of State Audits, Is reaponsible for canducting
agreement performance audits which are not financial and compliance audits. Performance audits are
defined by Generally Accepted Gavemment Auditing Standards.

g. Nothing in this Agraement limits the State's responsibility or authorily fo enforce State law or regulations,
procedures, or reporting requirements arising thereto.

h. Nothing In this provision limits the authority of the State to make audits of this Agraement, providad
however, that If independent audits arranged for by the Conlractor meet Generally Accepted
Governmental Audifing Standards, the State shall rely on those audite and any additiona) audit work and
shall build upon the work lready done.

L. The State may, at its option, direct its own auditors o perform either of the audits described above. The
Contractor will be given advance written notification, if the State chaoses to exercise iis option fo perform
said audits. '

). The Contractor shiall Include a clause In any agreement the Contractor enters into with the audit firm dolng
the single organization wide audlt to provide access by the State or Federal Government to the working
papers of the independent auditor who prepares the single organization wide audit for the Contractor.

k. Federal or siate audifors shall have "expanded scope auditing” authority to conduct specific program
audits during the same perlod in which a single organization wide audit Is being parformed, but the audit
report has not been issved. The federal or state auditors ehall review and have access to the current audit
work being conducted and will not apply any testing or review procedures which have not been satisfled by
previous audit work that has been completed.

The term "expanded scope auditing" Is applied and defined in the U.S. General Accounting Office (GAO)

issued Standards for Audit of Government Organizations, Programs, Aclivities and Functions, better
known as the "yellow book".

13. Audit and Record Retention
(Applicable to agreamanis in excess of $1 0,000.)

a. The Contractor shall maintain books, records, documents, and other evidence, ecoounting procedures
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and practices, sufficient to properly rafiect alt direct and indirect costs of whatever nature claimed to have
been incurred in the performance of this Agreament, including any matehing oosts and expenses. The
foragoing constltutes “records” for the purpose of this provislon,

b. The Contraclar's facllity or office or such part thereof as may be engaga& In the performance of this
Agreement and his/her records shall be subject at all reasonable times to Inspection, awdlt, and
repmduction,

¢. Contractor agrees that CDPH, the Department of General Services, the Bureay of State Audits, or their
designated representatives Inciuding the Comptroller General of the United States shall have the right to
review and to copy any records and supporting documentation pertaining to the performance of this
Agresment. Contractor agrees o allow the audifor(s) access to such records during normal business
hours and to allow interviews of any employees who might reasonably have Information related to such
records. Further, the Contractor agrees to include a similar right of the State to audit records and
interview staff In any subcontract refated to performarice of this Agreement. (GG 8548.7, CCR Title 2,
Section 1896),

d. The Contractor shall preserve and make available hisfher records (1) for a perlod of three years from the
date of final payment under this Agreemsnt, and (2) for such longer period, If any, as is required by
applicable statute, by any other provision of this Agreement, or by subparagraphe (1) or (2) below, '

(1) If this Agreement is compleialy or partially lerminated, the records relating to the work terminated shall
be preserved and made avallable for a periad of three years from the date of any resulting final
settioment.

(2) if any litigation, clalm, negotiation, audit, or other detion Involving the records has been started before
the explration of the three-year period, the records shall be retained unb completion of the action and
resolution of all issues whi¢h arise from it, or until the end of the regular three-year perlod, whichever
Is later.

e. The Contractor shall comply with the above requirements and be aware of the penaities for violations of
fraud and for abstruction of Investigation as set forth in Public Contract Code § 10115.10, it applicable,

f. The Cantractor may, at its discretion, following receipt of final payment under this Agreement, reduce its
accounts, books and records related to this Agresment fo microflm, computer disk, CD ROM, or other
data storage medium. Upon request by an authorized reprasentative to inspect, audit or obtain copies of
said records, the Contractor and/or Subcontractor must supply or make available applicable devices,
hardware, and/or software necessary fo view, copy and/or print sald records. Applicable devices may
include, but are not limited to, microfilm readers and microfilm printers, etc,

8. The Contractor shall, if applicable, comply with the Single Audit Act and the audit reporting reqquirements
set forth In Title 2 of the Code of Federal Regulations, Part 200 (2CFR Part 200).

(Rev 04/16) Page 9 of 12



Exhibit F
Federal Terms and Conditions

STATE OF CALIFORNIA
CALIFORNIA DEPARTMENT OF PUSLIC HEALTH

CERTIFICATION REGARDING LOBBYING
The undersigned certifies, to the best of his or her knowledge and hellef, that:

{1) No Federal appropriated funds have besn pald or will be pald, by or on behalf of the undersigned, to
any person for Influencing or attempting te infiluence an officer or employee of an agency, a Mamber of Congrass,
an officer or employse of Congress, or an employee of a Member of Congress In cotnection with the making,
awarding or entering Into of this Federal contract Feders! grant, or cooperative agreement, and the extension,
continuation, renewal, amendment, or modification of this Federal contract, grant, or cooperative agreement,

(2) If any funds other than Federal appropriated funds have besn pald or will be paid to any person for
infiuencing or attempting to influence an officer or employes of any agency of the United States Government, a
Member of Congrass, an officer or employee of Congress, or an employes of 8 Member of Congrees in
connection with this Faderal contract, grant, or cooperative agreament, the undersigned shall complete and submit
Standard Form LLL, “Disclosure of Lobbying Activities” In accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included In the awa
documents for all subawards at all tiers (including subcontractor's, subcontracts, and contracts under cooperative
agreemants) of $100,000 or more, and that all subrecipients shall certlfy and disclose accordingty.

Thie certification Is & material representation of fact upon which relience was placed when this frensaction was
made or entered Into. Submission of this certification is a prerequisite for making or entering Info this transaction
imposed by Saection 1352, Title 31, U.S.C., any person who fails to file the required certification shall be subject to
a civil penalty of not less than $10,000 and not more than $4 00,000 for each such failure.

Name of Goniraotor - Printad Name of Person Signing for Contractor
ContractNumber Signatune of Person &kning for Confraclor
Data e

After execution by or oh behelf of Contractor, please retum to;

Californta Department of Public Health

CDPH reserves the right o notifiy the Contractor in writing of an alternate submission address,
{Rev 04/18) Page 10 of 12



Exhibit F

Federal Terme and Conditions

CERTIFICATION REGARDING LOBBYING
Complete this form to disclose lobbying activities pursuani to 31 U.S.C, 1362

Appeoyed by OWB

(See reverse for public burden disclosure)

1. Type of Federal Action; 2. Status of Federat Action: 3. Report Type:
[]1 a conlract [1 a. bidioffer/application [1 a Initiatfiing
b. grant b. Initial award b. material change
c. Cooperative agreement c. post-award
d. loan For Material Change Only:
9, loan guarantee Year___  quarter
. loan insrance date of last report

4. Neme and Address of Reporling Entity:

[ Prime [ Subawardee

Tier ___, if known:

Cangreasional District, if known:

5. 1fReporting Enitty In No. 4 Is Subawardee, Enter Neme
and Address of Prime:

Congressional Distrlet, If known:

6. Federal Deparimeni/Agency

7. Fedaraf Program Nama/Description;

CODFA Number, if applicable:

8. Federal Actlon Number, ¥ known:

9. Award Amount, If known:
$

10.a. Name and Address of Lobbying Registrant

(¥ indfvidusl, last name, first name, Mi):

b.  Individuals Parforming Services (including addrass if different from
10a,
(Last name, First name, M):

11, Information requested through this form Is authorized by {ifle 81
U.5.C. saction 4352, This disclosure of labhying activitles ia a material
representation of facl upon which rellznce was piaced by the tier

abave when this fransaction was made or enlersd Mto, This
discloaure Is required purauant & 31 U.8.C. 1362, This information
will be avallable for public Inspection. reguired disciosure shall be
suhect 10 & ot more than $100,000 for each such Tallure,

{Rev 04/18})

Signature:

Print Nema:

Title:

Telaphone No.: Date:
Authorized for Local Reproduction

7t=5 Slandard Form-LLL (Rev. 7-97)
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Exhibit F
Federal Terms and Conditions

INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBRYING ACTIVITIES

This dlaciosure form shalt ba comploted by the raporiing entily, wheths: subawardea or prime Fadorzl reciplont, 6t the Initation or recelpt of & coverad Fedaral action, of a
maderlal change (o & previous fing, pirsuendt to Utle 31 US.C. suction 1352, Tha filing of a form Ie requirad for each Payment or agrasment tc make payment to any labbying
entily for Inluencing or agempling to Influence an officer or emplayee of any agency, a Mamber of Gongreas, an officer or empioyee of Congress, or an employee of a Member
of Gongress. in conneclion with & covesed Federal aclion, Complete al itams thal apply for xth the Initlal filing and material chengs repert. Refor fo the Implementing guidance
Ppublishad by the Offica of Menagement and Budget forgddluunal informaion. .

1. identily tha type of vovered Federal ection for which lobbying aatlvily Is andor has been seoured o tnfiuence tha cutcome of a covered Fedorsl action.
2. ldonity the status of tha covered Fedearal action,

3. |dentfy lhe :mupﬂdhehsalﬂeathn of this reporl. i this s & follow-up repor causad by & matefal chamge fo (he Mformation previously reporiet, enter the yaar and
quarter In the change cecurred, Enter tha date of the last proviously submitted report by this reporiing antty for ihfs covered Federal action,

4. Enier the lul name, address, oy, State and Zp cotla of te reporting ently, tclude Congresslonal Diskot, If known. Check the eppropriate claseilicelion of the
reporiing ankity tha deslgneles if # Is, or expecta (o be a piime or subaward reciplenl. \dently the ter of the subawardes, a.o., the first Subawardoe of the prime [
the 1t fier. Subawards include but sre not Amited fo subconiracts, suhgrants and contract awards under grants.

8 Ifthe organization fling the report It {ilem 4 chedks “Subawerdes,” then enler tha full name, address, cRy, Slale and zip code of the prima Fadaral reciplant. Include
Gangrasalonal Disirtod, If knowh.

8.  Entarihe name of tha Feders! Egeiigy making the award or loan rommitment. nolude a1 least one organizetional levat below agency name, If knoan, Far axampls,
Depariment of Transportation, Untted States Coast Guard,

7. Enfer the Fedaral program nama or descriplion for the coverad Federal action {lkern 1), If 'knum. enter the full Catalog of Federal Demeslic Asslgtance (CFDA)
ratmber for geants, coopsrabive agreements. loans, and loan cornmilmants.

8. Enfer the moal apprapriate Federal Ientifing number avallable for the Feders) action ldentified in iam { {e.g., Reques hrPromal {RFP) number; Invitation for Bld
(IFB) number; geant announcement number; the coniract, gra, or loan award number; the appiicalionroposal contro! nisn avsigned by te Federal agancy),
Inglude prefixes, e.g., “RFP-DE-90-001M

8. For a covered Fadesal action whers thera has been an award ¢or loan commitment by the Fedaral agency, enter the Federal amount of the awardfioan commiimant
for the prime enfity Meniified b Ham 4 or 5,

10, Enter tha full name, address, clly, State and Zip cade of the loibying reglstrant under Iha Loblying Disclosure Act of 1985 engaged by the raparfing antj
o In tiem 4 to Influenca the covared Fedesal aclion, N W

{®) ﬁdmer the ful names of the kdividual(s) perfarming services, and includs full address if difcrent from 10 (a), Enter Last Mame, Finst Name, and Middla Initial
.

Actording to the Paparwerk Reduslian Act, e amended, no persens an required to fespond 1a & collssilon of Information unlese it tisplays 2 valld
OMB Control Number, Tha valld OMB control number for thls Information coflestion is OMB No, 0348-0048. Public reporiing burden for this
collection of information Is estimated to average 10 minutes per rosponse, including time for raviewing Instructions, saarching exlsting dalo sources,
gatherng and malataining the data needed, and completing and reviowing tw colfection of Information, Send commortls regarding the burden
eslimale or any other aspect of this collection of Information, Inchiding suggestions for retlicing this burden, to the Office of Management and
Budget, Paperwork Reduction Project {D348-0048), Washington, DG 20503,

{Rew 04/15} Page 12 of 12
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HIPAA Business Associate Addendum

l. Recitals

A. The underlying contract (Agreement), to which this HIPAA Business Associate Addendum is attached

to and made a part of, has been determined to constitute a business associate relationship under the
Health Insurance Portability and Accountability Act of 1998, Public Law 104-191 ("HIPAA"), the Health
Information Technology for Economic and Clinical Health Act, Public Law 111-005 (‘the HITECH Act"),
42 U.8.C. section 17921 et seq., and their Implementing privacy and security regulations at 45 CFR Paris
160 and 164 (“the HIPAA regulations”).

The Department of Public Health (“CDPH") wishes to disclose to Business Associate certain information
pursuant {o the terms of the Agreement, some of which may constitute Protected Health Information
(*PHI"), including protected health information in electronic media ("ePHI’), under federal law, and
personal information ("Pi") under state law,

As set forth in the Agreement, Contractor, here and after, is the Business Associate of CDPH acting on
CDPH' behalf and provides services, arranges, performs or assists In the performance of functions or
activities on behalf of CDPH and creates, receives, maintalns, transmits, uses or discloses PH| and PI.
CDPH and Busincss Assoclate are sach a party to the Agresment and are coilectively referred to as the
"parties.”

The purpose of this Addendum is to protect the privacy and security of the PHI and Pl that may be
created, received, maintained, transmitted, used or disclosed pursuarnt to the Agreement, and to comply
with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulafions, including,
but not limited to, the requirement that CDPH must enter into a contract containing specific requirements
with Contractor prior to the disclosure of PHI to Cantractor, as set forih in 45 CFR Parts 160 and 164 and
the HITECH Act.

The terms used in this Addendum, but not otherwise defined, shall have the same meanings as those
terms have in the HIPAA regulations. Any reference to statutory or regulatory fanguage shall be to such
language as in effect or as amended.

Il. Definitions

A.

Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.

Business Assoclate shall have the meaning given to such term under HIPAA, the HITECH Act, and the
HIPAA regulations,

Covered Entity shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.

Electronic Health Record shalt have the meaning given to such term in the HITECH Act, including, but
not limited to, 42 U.8.C Section 17921 and implementing regulations.

Electronic Protected Health Information (ePHI) means individually identifiable health information
transmitied by electronic media or maintained in electronic media, including but not limited to electronic
media as set forth under 45 CFR section 160.103.

Individually Identifiable Health Information means health information, including demographic information
collected from an individual, that is created or received by a health care provider, health pian, employer
or health care clearinghouse, and relates to the past, present or future physical or mental health or

CDPH HiPAA BAA 8-i8
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cendition of an Individual, the provisicn of health ¢are to an Individual, or the past, bressnt, or future
payment for the provision of health care to an Individual, that identifles the individual or where there is a
reasonable basis to believa the Information can be used to identify the individual, as set forth under 45
CFR section 160,103,

G. Privacy Rule shall mean the HIPAA Regulation that is found at 46 CRF Parts 160 and 164,

H. Personal Information shall have the meaning given to such term in Galifornla Civll Code sectionS 1798.8
and 1798.29.. . ‘

I Protected Health Information means individually Identifiable health Information that Is transmitied by
electronic media, maintained in slectronic media, or Is transmitted or maintalned in any other form or
medium, as set far;h under 45 CFR section 180.103.

J. Required by law, as set forth under 45 CFR saction 164,103, means a mandate contained in law that
compels an enlity to make a use or disclosure of PHI that is enforceable in a court of law. This includes,
but is not limited to, court orders and court-ordered watrants, subposnas or summons lssued by a court,
grand jury, a governmental or tribal Inspector general, o an administrative body authorized fo require the
production of information, and a civil or an authorized investigative demand. It also includes Medicare
conditions of participation with respect to health care providers participating in the program, and statutes
or regulations that require the production of information, including statutes or regulations that require
such information if payment is sought under a government program providing public benefits,

K. Secretary means the Secretary of the U.S. Department of Health and Human Services {"HHS") or the
Secretary’s designes. - :

L. Security Incident means the attempted or successful unauthorized access, usge, disclosure, modification,

. or destruction of PHI or P, or confidential data that Is essential to the ongoing operation of the Business

Associate’s organization and intended for intemal use; or interference with system operations in an
information system.

M. Security Rule shall mean the HIPAA regulation that ls found at 45 CFR Parts 160 and 184,

N. Unsecured PHI shall have the meaning given fo such term under the HITECH Act, 42 U.S.C. section
17932(h), any guidance Issued pursuant to such Act and the HIPAA regulations.

lil. Terms of Agreement
A. Fermitted Uses and Disclosures of PHI by Business Associate

Permitted Uses and Disclosures. Except as otherwisa Indicated in this Addendum, Business Assoclate
may uss or disclose PHI only to perform functions, activities or services specified in the Agreement, for,
or on behalf of CDPH, provided that such use or disclosure would not violate the HIPAA regulations, if
done by CDPH. Any such use or disclosure must, to the extent practicable, be limited to the limited data
sef, as defined in 45 CFR saction 164.514(e)(2), or, if needed, to the minimum necessary to accomplish
the intended purpose of such use or disclesure, in compliance with the HITECH Act and any guldance
issued pursuant to such Act, and the HIPAA regulations.

1. Speclfic Use and Disclosura Provisions. Except as otherwlse indicated in this Addendum,
Business Associate may:

CDPH HIPAA BAA 6-18
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a. Use and disclose for management and administration. Use and disclose PHI for the proper
management and administration of the Business Assoclate provided that stich disclosures are
required by law, or the Business Asscclate obtalns reasonable assurances from the person to
whom the Information is disclosed that it will remaln confidential and wilt be used or further
disclosed only as required by law or for the purpose for which It was disclosed to the person, and
the person notifies the Business Assoclale of any Instances of which it Is aware that the
confidentiality of the information has beenh breached.

b. Provision of Data Aggregation Services. Use PHI to provide data aggregation services to
CDPH. Data aggregation means the combining of PHI created or recelved by the Business
Associate on behalf of CDPH with PHI received by the Business Assoclate in its capacity &s the
Business Associate of another covered entity, to permit data analyses that relate to the health
care operations of CDPH.

B. Prohlbited Uses and Disclosures

1. Business Associate shall not disclose PHI about an Individual to a health plan for payment or health
care operations purposes if the PHi pertains solely to a heaith care item or service for which the
health care provider Involved has been pald out of pocket in full and the individual requests such
restriction, in accordance with 42 U.S.C. section 179835(a) and 45 CFR section 164.522(a).

2. Business Associate shall not directly or Indirectly recelve remuneration in exchange for PHI, except
with the prior written consent of CDPH and as permitted by 42 U.S.C. section 17935(d)(2).

C. Responsibilities of Business Associate
Business Associate agrees:

1. Nendisclosure. Not to use or disclose Protected Health Information (PHI) other than as permitted
or required by the Agreement or as required by law.

2. Safeguards. To implement administrative, physical, and technical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of the PHI, including electronic PHI,
that It creates, receives, maintains, uses or transmits on behalf of CDPH, in compliance with 45 CFR
sections 164.308, 164.310 and 164.312, and to preven! use or disclosure of PH! other than as
provided for by the Agresment, Business Associate shall implement reasonable and appropriate
policies and procedures to comply with the standards, implementation specifications and other
requirements of 45 CFR section 164, subpart C, in compliance with 45 CFR section 164.318.
Business Associate shall develop and maintain a written informatlon privacy and security program
that Includes administrative, tachnical and physical safaguards appropriate to the size and complexity
of the Business Associate’s operations and the nature and scope of its activities, and which
Incarporates the requirements of section 8, Security, below. Business Assoclate will provide CDPH
with lts current and updated policies. :

3. Security. Tolake any and all steps necessary to ensure the continuous security of all computerized
data systems containing PHI and/or PI, and to protect paper documents coniaining PHI and/or Pi.
These steps shall include, at a minimum:

a. Complying with all of the data system security precautions listed In Attachment A, the Business
Associate Data Security Requirements;
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b. Achieving and maintalning compliance with the HIPAA Sacurity Rule (46 CFR Paris 160 and 164),
as necessary in canducting operations on behalf of CDPH under the Agreement;

c. Providing a level and scope of sscurity that is at least comparable to the level and scope of
security established by the Office of Management and Budgst in OMB Circular No. A-130,
Appendix |1l - Secutity of Federal Automated Information Systems, which sets forth guldelines for
automated information systems in Federal agencies; and .

d. Incase of a confiict betwesn any of the security standards cantalned in any of these enumerated
sources of security standarde, the most stringent shall apply. The most stringent means that
safeguard which provides the highest level of protection to PHI from unauthorized disclosure.
Further, Business Assoclate must comply with changes fo these standards that ocour after the
effective date of the Agreement.

©. Business Assoclate shall designate a Security Officer to oversee its data security program who
shall be responsible for carrying out the requirements of this section and for communicating on
security matters with CDPH.

D. Mitigation of Harmful Effects. To miltigate, to the extent practicable, any harmful effect that Is known
to Business Associate of & use or disclosure of PHI by Business Associate or its subcantractors in
violation of the requirements of this Addendum.

E. Business Associate's Agents and Subcontractors.

1. To enter into written agreements with any agents, Including subcontractors and vendors, to whom
Business Asgociate provides PHI or P} recelved from or created or received by Business Associate
on behealf of CDPH, that impose the same restrictions and conditions on such agents, subcontractors
and vendors that apply to Business Associate with respect to such PHI and Pl under this Addendum,
and that comply with all applicable provisions of HIPAA, the HITEGH Act and the HIPAA regulations.

2. In accordance with 45 CFR section 164.504(e)(1)(i), upon Businass Associate’s knowledge of a
material breach or vialation by its subcontractor of the agreement between Business Associate and
the subcontracior, Business Associate shall:

a. Provide an opporlunity for the subcontractor to cure the breach or end the violation and terminate
the agresment if the subcontractor does nol cure the breach or end the violation within the time
specified by CDPH; or

b. Immedistely terminate the agreement if the subcontractor has breached a material term of the
agresment and cure is not possible.

F. Availabiiity of Information to CDPH and Individuals. To provide access and information;

1. To provide access as CDPH may require, and In the time and manner deslgnated by CDPH (upon
reagonable notice and during Business Associate's normal business hours) to PHI in a Designated
Record Set, to COPH (or, as directed by CDPH), to an Individusl, In accordance with 45 CFR saction
164.524. Designated Record Set means the group of records malntalned for CDPH that includes
medical, dental and hilling records about individuals; snroliment, payment, claims adjudication, and
case or madical management systems maintained for CDPH health plans; or those records used to
make dacislons about individuals on behalf of CDPH. Business Asscciate shall use the forme and
processes developed by CDPH for this purpose and shall respond to reuasis for access to records
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transmitted by CDPH within fifteen (15) calendar days of recsipt of the request by producing the
records or varifying that there are none.

2. If Business Assoclate maintains an Electronic Health Record with PH, and an Individual requests a
copy of such Information in an electronic format, Business Asaociate shall provide such information
in an electronic format to enable CDPH to fulfill its obligations under the HITECH Act, including but
not limited to, 42 U.8.C. section 17935(e).

3. If Business Associate recelves data from CDPH that was provided to CDPH by the Soclal Security
Administration, upon request by CDPH, Business Assoclale shall provide CDPH with a list of all
employees, contractors and agents who have access fo the Social Security dats, including
employees, contractors and agents of its subcontractors and agents.

G. Amendment of PHI. To make any amendment(s) to PHI that COPH directs or agrees to pursuant {o 45
CFR section 164.526, in the time and manner designated by CDPH.

H. Internal Practices. To make Business Assaciate's intemal practices, books and records relating to the
uee and disclosurs of PHI recsived from CDPH, of created or received by Business Associale on behalf
of CDPH, available io CDPH or to the Secretary of the U.S. Department of Health and Human Services
in a time and manner designated by CDPH or by the Secretary, for purposes of determining CDPH'
tompliance with the HIPAA regulations. If any information nesded for this purpose Is in the exclusive
possession of any other entity or psreon and the other entity or person fails or refuses to furnish the
Information to Business Associale, Business Associate shall so certify to CDPH and shall set forth ihe
effoits It made to obtaln the information.

l. Documentation of Disclosures. To document and make avallable to CDPH or {at the diraction of
CDPH) to an Individual such disclosures of PHI, and information related to such disclosures, necessary
to respond to a proper request by the subject Individual for an accounting of disclosures of PHI, in
accordance with the HITECH Act and its implementing regulations, including but not limited to 45 CFR
section 164.528 and 42 U.8.C. section 17935(c). If Business Associale maintains electronic health
recards for CDPH as of January 1, 2009, Business Assoclate must provide an accounting of disclosures,
including those disclosures for freatment, payment or health care operations, effective with disclosures
on or after January 1, 2014. If Business Associate acquires elsctronic health records for CDPH after
January 1, 2008, Business Assoclate must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations, effective with disclosures on or after the
-date the electronic health record is acquired, or on or after January 1, 2011, whichever date is later. The
electronic accounting of disclosures shall be for disclosures during the three years prior to the request
for an acsounting.

J. Breaches and Security incidents. During the term of the Agreement, Business Assoclate agrees to
implement reasonable systems for the discovery and prompt reparting of any breach or sacurity incident,
and to take the following steps:

1. Notice to CDPH. (1) To notify COPH Immediately by telephone call plus ematl or fax upon the
discovery of a breach of unsecured PHI or Pl in electronic media or in any other media if the PH; or
Pl was, or is reasonably believed to have been, accessed or acquired by an unauthotized person, or
upon the discovery of a suspected security incident that Involves data provided to GDPH by the Social
‘Security Administration. (2) To notify CDPH within 24 hours by emall or fax of the discovery of any
suspected security incident, Intruslon or unauthorized access, use or disclosure of PHI or Pl in
violation of the Agreement and this Addendum, or potential loss of confidential data affecting the
Agreement. A breach shall be treated as discovered by Business Assoclate as of the first day on
which the breach Is known, or by axercising reasonable diligence would have been known, to any
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person (other than the person commitling the breach) who is an employse, officer or other agent of
Business Associate.

Notice shall be provided to the CDPH Program Contract Manager, the CDPH Privacy Officer and the
CDPH Information Security Officer. If the incident occurs after business hours or on a weekend or
holiday and involves slkectronic PHI, notice shall be provided by calling the CDPH ITSD Service Desk.
Notice shall be made using the “CDPH Privacy Incident Report” form, including all Information known
at the fime. Business Assoclate shall use the most current version of this form, which is posted on

the CDPH Privacy Office website (www.CDPH.ca.gov,

Upon discovery of a breach or suspected security incident, intrusion or unauthorized access, use or
disclosure of PH! or Pl, Business Associate shall take:

a. Piompt corractive action to mitigate any risks or damages involved with the breach and to protect
the operating environment; and

b. Any action pertaining to such unauthorized disclosure required by applicable Federal and State
laws and regulations.

2. Investigation and Investigation Report. To immediately investigate such security incident, breach,
or unauthorized access, use or disclosure of PHI or Pi. Within 72 hours of the discovery, Business
Associate shall submit an updated “CDPH Privacy Incident Report’ containing the information marked
with an asterisk and all other applicable information listed on the form, to the extent known at that
time, to the COPH Program Contract Manager, the CDPH Privacy Officer, and the CDPH Information
Security Officer:

3. Complete Report. To provide a complete report of the investigation to the CDPH Program Contract
Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer within ten (10)
working days of the discovery of the breach or unauthorized use or disclosure. The report shall be
submitted on the “CDPH Privacy Incident Report” form and shall include an assessment of 2ll known
factors relevant to a determination of whether a breach occurred under applicable provisions of
HIPAA, the HITECH Act, the HIPAA regulations and/or state law. The report shall also inciude a full,
detailed corrective action plan, including information on measures that were taken to halt and/or
contain the improper use or disclosure. If CDPH requests information in addition to that listsd on the
"CDPH Privacy Incident Report” form, Business Associate shall make reasonable efforts to provide
CDPH with such information. If necessary, a Supplemental Report may be used to submit revised or
additional information after the completed report is submitted, by submitting the revised or additional
information on an updated "“CDPH Privacy Incident Report” form. CDPH will review and approve the
determination of whether a breach occurred and individual notifications are required, and the
corrective action plan.

4. Notification of Individuals. if the cause of a breach of PHI or Pl is attributable to Business Associate
or its subcontractors, agents or vendors, Business Associate shall notify individuals of the breach or
unauthorized use or disclosure when notification is required under state or federal law and shall pay
any costs of such notifications, as well as any costs associated with the breach. The notifications
shall comply with the requirements set forth in 42 U.S.C. section 17832 and its implementing
regulations, including, but not limited to, the requirement that the notifications be made without
unreasonable delay and in no event later than 60 calendar days. The COPH Program Contract
Manager, the CDPH Privacy Officer, and the CDPH Information Security Officer shall approve the
fime, manner and content of any such notifications and their review and approval must be obtained
before the nofifications are made.
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5. Responsibility for Reporting of Breaches. !f the cause of a breach of PHI ar Pl is attributable to

Business Associate or its agents, subcontractors or vendors, Business Associate s responsible for
all required reporting of the breach as specified in 42 U.8.C. section 17932 and its implementing
regulations, including notification to media outlets and to the Secretary. If a breach of unsecured PHI
involves more than 500 residents of the State of California or its jurisdiction, Business Associate shall
notify the Secretary of the breach immediately upon discovery of the breach. If Business Associate
has reason to believe that duplicate reporting of the same breach or incident may occur because its
subcontractors, agents or vendors may report the breach or incident o CDPH in addition to Business
Assaciate, Business Associate shall notify COPH, and CDPH and Business Associaie may take
appropriate action to prevent duplicate reporting. The breach reporting requirements of this
paragraph are in addition to the reporting requirements sat forth in subsection 1, above.

. CDPH Contact Information. To direct communications to the above referenced CDPH staff, the
Contractor shall initiate contact as indicated herein. CDPH reserves the right to make changes to the
contact information below by giving written notice to the Contractor. Said changes shall not require
an amendment {o this Addendum or the Agreement o which it is incorporated.

CDPH Program CDPH Privacy Officer CDPH Information Security Officer
Contract Manager
See the Scape of Work Privacy Officer . Chief information Security Officer
exhibit for Program Privacy Office, c/o Office of Legal | Information Security Office
Contract Manager Serylces . California Department of Public
information California Department of Public Heatlth
Health 0 P.O. Box 897413, MS 6302
1415 L Street, 5% Floor Sacramento, CA £5888-7413
Sacramento, CA 95814
S o, Email: cdphiso@cdph.ca.gov
mail: privacy@cdph,.ca gov Telephone:! IT Service Desk
Telephone: (877) 421-9634 (916) 440-7000 or
(800) 579-0874
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K. Terminatlon of Agreement. In accordance with Ssciion 13404(b) of the HITECH Act and to the exteni

required by the HIPAA regulations, If Business Associate knows of a material breach or viclation by
CDPH of this Addendum, it shall take the follawing sleps;

1. Provide an opportunity for CDPH to cure the breach or end the violation and terminate the Agreement
if CDPH does not cure the breach or end the violation within the time spacified by Business Associate;
or

2, Immediately terminate the Agreement If CDPH has breached a material term of the Addendum and

cure is not possible.

Due Diligence. Business Associate shall exercise dua diligence and ehail take reasonable steps to
ensure that it remalns In compliance with this Addendum and Is In compliance with applicable provisions
of HIPAA, the HITECH Act and the HIPAA regulations, and that ils agents, subcontractors and verlors
are In compliance with their abligations as required by this Addendum.

- Sanctions and/or Penalties. Business Assoclate understands that g fallure to comply with the

provisions of HIPAA, the HITECH Act and the HIPAA regulations that are applicable to Business
Assoclate may result in the imposition of sanctions and/or penalties on Business Associate under HIPAA,
the HITECH Act and the HIPAA regulations.

Obligations of CDPH

CDPH agrees to:

Al

Notice of Privacy Practices. Provide Business Associate with the Notice of Privacy Pfacﬂoes that
CDPH produces in accordance with 45 CFR section 184,520, as well as any changes to such notice.

Permission by Individuals for Use and Disclosure of PHI, Provide the Business Associate with any
changes In, or revacation of, permission by an Individual to use or disclose PHI, if such changes affect
the Business Assaciate's permitted or required uses and disclosures,

Notification of Restrictions. Notify the Business Associate of any restriclion to the use or disclosure of
PHI that CDPH has agreed to In accordance with 45 GFR section 184.522, to the extant that such
restriction may effect the Business Assoclate's use or disclosure of PHL.

Requests Conflicting with HIPAA Rules. Not raquest the Business Assaciate to use or disclose PHI
In any manner that would not be permissible under the HIPAA regulations if done by CDPH.

Audits, Inspection and Enforcement

A. Fram time 1o time, CDPH may inapect the facliities, systems, books and records of Business Associate

to monitor compliance with the Agreement and this Addendum. Business Assoclate shall promptly
remedy any violation of any pravision of this Addendum and shall certify the same to the CDPH Privacy
Officer in writing. The fact that CDPH inspects, or fails to inspect, or has the right to inspect, Business
Associate’s facilities, systems and procadures does not ralieve Business Assoclate of Its responsibliity to
comply with this Addendum, nor doess CDPH"

GDPH HIPAA BAA 8-18
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1. Failure to delect or

2. Delection, bul fallure to notify Business Assatiate or require Businass Asscciate's remediation of any
unsatisfactory practices constitute acceptance of such practice or a waiver of CDPH' enforcement
righis under the Agreement and this Addendum,

B. If Business Associate is the subject of an audit, compliance raview, or complaint investigation by the
Secretary or the Office of Civil Rights, U.S. Dapartment of Health and Human Sevices, that is related to
the performance of its obilgations pursuant to this HIPAA Business Associate Addendum, Business
Associate shall notify CDPH and provide CDPH with a copy of any PHI or Pl that Business Associate
provides to the Secretary or the Office of Civil Rights concurrently with providing such PHI or Pl o the
Secretary. Business Associate is responsible for any civil penalties assessed due to an audit or
Investigation of Business Associate, in accordance with 42 U.S.C, section 17934(c).

Vi. Termination

A. Term. The Term of this Addendum shall commence as of the effective date of this Addendum and shall
extend beyond the termination of the Agreement and shali terminate when all ihe PHI provided by COPH
to Business Associate, or created or received by Business Associate on behalf of CDPH, is destroyed or
returnad to CDPH, in accordance with 45 CFR 1684.504(e)(2)(I){1).

B. Termination for Cause. In accordance with 45 CFR section 164.504(e)(1)(ii), upon CDPH' knowledge
of & material breach or violatian of this Addendum by Business Associate, CDPH shall:

1. Provide an opportunity for Business Assoclate to cure the breach or end the violation and terminate
the Agreement if Business Associate does not cure the breach or and the violation within the time
specified by CDPH; or

2. Immediately terminate the Agreement i Business Assoclate has breached a material term of this
Addendum and cure is not possible.

C. Judiclal or Administrative Proceedings. Business Assoclate will notify CDPH if it is named as a
defendant in a criminal proceeding for a violation of HIPAA. CDPH may terminate the Agreement if
Business Associate is found guilty of a criminal violation of HIPAA, CDPH may terminate the Agreement
if afinding or stipulation that the Business Associate has violated any standard or requirement of HIPAA,
ar other security or privacy laws is made in any administrative or civil proceeding in which the Business
Assoclate is a parly or has been joined.

D. Effect of Termination. Upon termination or expiration of the Agreement for any reason, Business
Assoclate shali return or destroy all PHI received from CDPH (or created or recsived by Business
Associate on behalf of CDPH) that Business Associate still maintalns in any form, and shall retain no
copies of such PHI. If retumn or destruction is not feasible, Business Assoclate shall notify COPH of the
conditions that make the return or destruction infeasible, and CDPH and Business Associate shall
determine the terms and conditions under which Business Associate may retain the PHI. Business
Associate shall continue to extend the protections of this Addendum to such PHI, and shall limit further
use of such PHI to those purposes that make the retumn or destruction of such PHI infeasible. This
provision shall apply to PHI that is in the passession of subcontractors or agents of Business Assoclats.

Vii.Miscelianaous Provisions
A. Disclaimer. CDPH makes no warranty or representation that compliance by Business Assoclate with
this Addsndum, HIPAA or the HIPAA regulations will be adequate or satisfactory for Business Associate’s
own purposes or that any information In Business Associate's possession or control, or transmitted or
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received by Business Assaclate, s or will be secure from unauthorized use or disclosure. Businass
Associate ls solely responsible for all decistons mads by Business Associate regarding the safaguarding
of PHI.

B. Amendment. The parties acknowledge that faderal and state laws relating to electronic data security
and privacy are rapidly evolving and that amendment of this Addendum may be required to provide for
procedures to ensure compflance with such developments, The partles specifically agree to take such
actlon as is necessary to Implement the standards and requirements of HIPAA, the HITECH Adt, the
HIPAA raguiations and other applicable iaws relating to the security or privacy of PHI. Upon CDPH'
request, Business Associate agrees to promptly enter into negotiations with CDPH concerning an
amendment to this Addendum embodying wriften assurances consistent with the standards and
requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws. CDPH may
terminate the Agreement upon thirty (30} days written notics in the event:

1. Business Associate does not promptly enter into negotiations tc amend this Addendum when
requested by COPH pursuant to this Section; or )

2. Businese Associate does not enter Into an ainendment providing assurances regarding the
safeguarding of PHI that CDPH in its sole discration, deems sufficient to satisfy the standards and
requirements of HIPAA and the MIPAA regulations,

C. Assistance In Litigation or Administrative Proceedings. Business Assoclate shall maks itself and
any subcontractors, employees or agents assisting Business Associate in the performance of lts
obligations under the Agreement, available 10 CDPH at no cost to CDPH fo testify as witnesses, or
otherwise, in the event of litigation or administrative proceedings being commenced against COPH, its
directors, officers or emplayees based upon claimed violation of HIPAA, the HIPAA regulations or other
laws relating to security and privacy, which involves inactions or actions by the Business Assoclate,
except where Business Associate or its subcontractor, smployes or agentis a named adverss party.

D. No Third-Party Beneficiaries, Nothing express or implied in the terms and conditions of this Addendum
is intended ta confer, nor shall anything herein confer, upon any person other than CDPH or Business
Associate and their respective successors or assignees, any rights, remedies, obligations or liabilities
whatsoever,

E. Interpretation. The terms and conditions in this Addendum shall be interpreted as broadly as necessary
to implement and comply with RIPAA, the HITECH Act, the HIPAA regulations and applicable state laws.
The partles agree that any ambiguity in the terms and conditions of this Addendum shall be resolved in
favor of a meaning that complies and is consistent with HIPAA, the HITECH Act and the HIPAA
regulations,

F. Regulatory References. A referenca in the tarms and conditions of this Addendum fo a section in the
HIPAA regulations maans the section as in effect or as amended.

G. Survival. The respective rights and obligations of Business Associale under Section VI.D of this
Addendum shall survive the termination or expiration of the Agreement.

H. No Waiver of Obligations. No change, waiver or discharge of any liabifity or obligation hereunder on

any one or more occasions shall be deemed a walver of performance of any continuing or other
obligation, or shalf prohibit enforcement of any obligation, on any other occasion,
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Attachmont A
Business Associate Data Security Reguirements

Personnel Controls

A. Employee Training. All workforce members who assist in the petformance of functions or activities

on behaif of CDPH, or access ar disclose COPH PHI or Pl must complete information privacy and
security training, at least annually, at Business Assoclate’s expense. Each workforce member who
receives information privacy and security training must sign a certification, indicating the member's
name and the date on which the training was completed. These certifications must be retained for a
period of six (€) years following contract termination.

. Employee Discipline. Appropriate sanctions must be applied agalnst workforce members who fail

to comply with privacy policies and procedures or any provisions of these requirements, including
termination of employment where appropriate.

Confidentiality Statement. All persons that will be working with CDPH PHI or Pt must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy Safeguards,
Unacceptable Use, and Enforcement Policies. The statement must be signed by the workforce
member pricr to access to CDPH PHI or Pl. The statement must be renewed annually, The
Contractor shall retain each person’s writien confidentiality statement for CDPH inspection for a
period of six (6) years following contract termination.

Background Check. Before a member of the workforce may access CDPH PHI or PI, a tharough
background check of that worker must be conducted, with evaluation of the results to assure that
there is no indication that the worker may present a risk to the security or integrity of confidential data
or a risk for theft or misuse of confidential data. The Contractor shall retain each workforce member's
background check documentation for a periad of three (3) years following contract temination.

Technical Security Controls

A.

Workstation/Laptop encryption. All workstations and laptops that process and/or store CDPH PHI
or Pl must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as
Advanced Encryption Standard (AES). The encryption solution must be full disk uniess approved by
the CDPH Information Security Office.

Server Security. Servers containing unencrypted CDPH PHI or Pl must have sufficient
administrative, physical, and technical controls in place to protect that data, based upon a risk
assesament/system security review.

. Minimum Necessary. Only the minimum necessary amount of COPH PHI or Pl required to perform

necessary business functions may be copied, downloaded, or exported.

Removable media devices. All electronic files that contain CDPH PHI or P data must be encrypted
when stored on any removable media or portable davice {i.e. USB thumb drives, floppies, CD/DVD,
Blackberry, backup tapes etc.). Encryption must be a FIPS 140-2 certified algorithm which is 128bit
or higher, such as AES.

Antivirus software. All 'ﬁgﬁgs‘t‘éiiohé,_ Iapto;;s -anc-l othe‘r sj;steﬁs' that -pf';:b.r'.:.eﬂés r.-:a;\dlor store CDPH
PHI or Pl must install and actively use comprehensive anti-virus software solution with automatic
updates scheduled at least daily.
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F. Patch Management. All workstations, Iaptops and other syatems that process andior store CDPH
FHI or Pl must have critical securlty paiches applied, with syslem rebaot if necessary. There must
be a documented patch imanagsment pracess which determines installation timeframe based on risk
assessment and vendor recommendations. At a maximum, all applicable pafches must be installed
within 30 days of vendor release.

G. User IDs and Password Controls. All'users must be issued & unigue user name for accessing
. CDPH PHI or Pl. Userniame must be promptly disabled, deleted, or the pasaword changed upon the
transfer or tarmination of an employee with knowledge of the password, at maximum within 24 hours,
Passwords are not to be shared. Passworde must be at least eight characters and must be a rion-
dictionary word. Passwords must not be stored in readable format on the computer, Passwords must
be changed every 90 days, preferably every 60 days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characiers from at least three of the following four
groups from the standard keyboard:

Upper cass letters (A-Z)

Lower case letters (a-2)

Arablc numeralis (0-8)

Non-alphanumeric characters (punctuation symbols)

H. Data Destructlion. When no longer needed, all CDPM PHJ or Pl must be wiped using the Gutmann
or US Department of Defense (DoD)) 6220.22-M (7 Pass) standard, or by degaussing. Media may
also be physically destroyed in accordance with NIST Special Pybiication 800-88, Other methods
require peior written permission of the CDPH Information Security Office.

l. System TImeout. The system providing access to CDPH PHI or Pl must provide an automatic
timeout, requiring re-authentication of the user session after no more than 20 minutes of inactivity.

J. Warning Banners. All systems providing access to COPH PH} or Pl must display a warning banner
stating that data is confidentlal, systems are logged, and system use is for business purposes only
by authorized users. User must be directed to log off the system if they do not agree with these
requirements. '

K. System Logging. The system myst maintain an automated audit trail which can identify the user or
system process which Initiates a request for CDPH PHJ or P, or which alters CDPH PHI or PI. The
audit trail must be date and time stamped, must log both successful and failed accesses, must be
read only, and must be restricted to authorized users, i CBPH PHI or Pl is stored in a database,
database logging funciionality must be enabled. Audit trail data must be archived for at least 3 years
after oceurrence. .

L. Access Confrols. The system providing access to CDPH PHI or Pl must use role based acecess
controls for all user authentications, enforcing the principle of least privilege.
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M. Transmisslon encryption. Al data transmissions of CDPH PHI or P! outside the secure Internal
network must be encrypted using a FIPS 140-2 certified algorithrn which is 128bit or higher, such as
"AES. Enacryption can be end to end at the network level, or the data files cantaining PHI ¢an ha
encrypted. This requirement pertains to any type of PHI or Pl in motion such as website access, file
transfer, and E-Mall,

N. Intrusion Detection. All systems involved in accsssing, holding, transporting, and protecting CDPH
PHI or P] that are accessible via the Intemet must be protected by a comprehensive intrusion
detection and prevention solution.

lli. Audit Controls

A. System Security Review. All systems processing andfor storing CDPH PHI or Pl must have at least
an annual system risk assessment/security review which provides assurance thal administrative,
physical, and technlcal controls are functioning effectively and providing adequate levels of
protection. Reviews should include vulnerabllity scanning tools.

B. Log Reviews. All systems processing and/or storing CDPH PHI or PI must have a routine procedure
in place to review system lags for unauthorized access.

C. Change Control, All systems processing and/or storing CDPH PHI or PI must have a documented
change control procedure that ensures separation of duties and protects the confidentiallty, integrity
and availabliity of data.

IV. Business Continuity / Disaster Recovery Controls

A. Emergency Mode Operation Plan. Contraclor must establish a documented plan to enable
continuation of critical business processes and protection of the security of electronic CDPH PHI or
Pl in the event of an emergency. Emergency means any circumstance or situation that causes
normal computer operations to become unavailable for use in performing the wark required under
the Agreement for more than 24 hours.

B. Data Backup Plan. Contractor must have established dogumented procedures to backup CDPH
PHI to maintain ratrievable exact coples of CDPH PHI or Pi. The plan must include a regular
schedule for making backups, storing backups offsite, an Inventory of backup media, and an
estimate of the amount of time needed to restore CDPH PHI or PI should It be lost, At a minimum,
the schedule must be a weekly full backup and monthly offsite storage of CDPH data.

V. Paper Document Controls

A. Supervision of Data, CDPH PHI or Pl In paper form shall nat be left unattended at any time, unless
it s locked in a file cabinet, file room, desk or office. Unattended means that information is not being
observad by an employee authorized to access the information. CDPH PHI or Pl in paper form shall
not be left unattended at any time in vehicles or planes and shall not be checked In baggage on
commercial aiplanes.

B. Escorting Visitors, Visitors to areas where CDPH PH! or Pl is contained shall be escorted and
CDPH PHI or Pl shall be kept out of sight while visitors are in the area.

C. Confidential Destruction. CDPH PHI or Pl must be disposed of through confidentlal means, such
as croas cut shredding and pulverizing.
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D. Removal of Data. CDPH PHI or Pl mugt not be removed from the premlses of the Conlracior except
with express written parmiesien of CDPH,

E. Faxing. Faxes contalhing CDPH PHI or Pl shall not be left unattended and fax machines shall bein
fecure areas. Faxes shell contain a confidentiality statement hotifying persons recaiving faxes in
error to destroy them. Fax numbers shall be verified with the intended reciplent before sending the
fax.
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Exhibit H
Contractor's Release

instructions to Contractor:

With final Involee{s) submit one (1) origtnal and one {1) copy. The orlginal must bear the origina! signature of a person
authortzed fo bind the Contractor. The additional copy may bear photocopled signaluras,

Submission of Final Involce

Pursuant to contract number 4. 10805 eitterad info between the State of Californla Depattment of Public Health
(CDPH) and the Contractor (identified below), the Contractor does admowtsdge that final payment has been requested via
involce number(s) » Inthe amount{s) of § and dated

If necessary, enter *See Affached” In the appropriate blocks and attach a list of invoice numbers, dollar amounts and invoice dates,

Release of all Obligations

By signing this form, and upan receipt of the amount specified In the Involce number(s) referenced above, the Contractor does
hereby release and discharge the State, its officers, agents and employees of and from any and all labilities, cbligations, claims, and
demands whatsosver arising from the above referencad contract.

Repayments Due to Audit Exceptions / Record Retention

By signing this form, Contractor acknowledges that expenses authorized for reimbursement does not guarantee final allowability of
sald expenses, Contracior agrees that the amount of any susiained audit exceptions resulting from any subsequent audit made
after final payment will be refunded to the State.

All expense and accounting recordls related to the ehove referenced contract must be malntalned for audit purposes for no less than
three years beyond the data of final payment, unless a longer term is stated in sald contract.

Recycled Product Use Certification

Reminder to Return State Equipment/Property (if Applicable)
{Applies only If equipment was provided by COPH of ptrchasad with or relmbursed by contract funds)

Unless CDPH has approved the continued uss and possession of State equipment {as defined In the above referenced confract) for
use [n connection with another GDPH agreement, Contractor agrees to pramplly Inillate arrangements to account for and return eaid
equipment to CDPH, at CDPH's expense, If sald equipment has not passed its useful life expectancy as defined In the above
referenced contracl,

Patents ! Other Issues

By signing this form, Gontractor further agrees, in connection with patent matters and with any clalms that are not specifically
released as set forth above, that it will comply with afl of the provisions contained in the above referenced contract, including, but not
limited to, those provisions relating to nobification to the State and related o the defense or prosecution of iitigation,

ONLY BIGN AND DATE THIS DOCUMENT WHEN ATTACHING TO THE FINAL iNVOICE

Contractor's Legal Name (as on contract);

Signature of Contractor or Officlal Designee: Date:
Printed Name/Title of Person Signing:

CODPH Distribution:  Accounting (Original) Program
COPH 2262 (7i07)



