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This Agreement is made by and between the County of Monterey, a political subdivision of the

State of California (hereinafier “County®) and:
L3Harris Technologies, Ine.

(hereinafter “CONTRACTOR”),

In consideration of the mutual covenants and conditions set forth in this Agreement, the parties

agree us follows:

1.0 GENERAL DESCRIPTION:

2.0

3.0

4.0

The County hereby engages CONTRACTOR to petform, and CONTRACTOR hereby agrees
to perform, the services described in Exhibit A in conformity with the terms of this Agreement.
The goods and/or services are generally described as follows:

Provide: _
NGEN Path Diversity from La Mesa Communications site

PAYMENT PROVISIONS:

County shall pay the CONTRACTOR in accordance with the payment provisions set forth in
Exhibit A, subject to the limitations set forth in this Agreement. The total amount payablo by
County to CONTRACTOR under this Agreement shall not exceed the sum of:$ 71,644,770

TERM OF AGRFEMENT:
3.01 The term of this Apreement s from Junol,2020 to
May 31, 2021 , unless sooner terminated purswant to the terms of this

Agreement. This Agreement is of no force or effect until signed by both CONTRACTOR
and County and with County signing last, and CONTRACTOR may not commence
work before County signs this Agreement,

3.02 The County reserves the right to cancel this Agreement, ot any exlension of this
Agreoment, without cause, with a thitty day (30) written notice, or with cause
immediately,

SCOPE OF SERVICES AND ADDITIONAL PROVISIONS:

The following attached exhibits are incorporated herein by reference and constitute a part of
this Agreement;

Exhibit A Scope of Services/Payment Provisions
Exhibit B Other; Addendum No. 1

L3Harris Technotogies, Inc
6/1/2020-5/31/2021 $71,644.70
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5.0 PERFORMANCE STANDARDS:

501

502

503

CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’s agents, employees,
and subcontractors performing services under this Agreement are specially trained,
experienced, competent, and appropriately licensed to perform the work and deliver the
services required under this Agreement and are not employees of the County, or immediate
family of an employee of the County,

CONTRACTOR, its agents, employees, and subcontractors shall perform all wotk in a safe
and skillful manner and in compliance with all spplicable laws and regulations. All work
performed under this Agreement that is required by law to be performed or supervised by
licensed personnel shall be performod in accordance with such liconsing requirements.

CONTRACTOR shall furnish, at its own expense, all materials, equipment, and personnel
necessary to carry out the terms of this Agreement, except as otherwise specified in this
Agreement. CONTRACTOR shall not use County premises, propetty (including equipment,
instruments, or supplies) or personnel for any purpose other than in the performance of its
obligations under this Agreement,

6.0 PAYMENT CONDITIONS:

6.01

6.02

6.03

6.04

Prices shall remain firm for the initial term of the Agreement and, thereafter, may be adjusted
annually as provided in this paragraph, The County does not gnarantee any minimum or
maximum amount of dollars to be spent under this Agresment.

Negotiations for rate changes shall be commenced, by CONTRACTOR, a minimum of ninety
days (90) prior to the expiration of the Agreement. Rate changes are not binding unless
mutually agreed upon in writing by the County and the CONTRACTOR,

Invoice amounts shall be billed directly to the ordering department.

CONTRACTOR shall submit such invoice periodically or at the completion of setvices, but in
any event, not later than 30 days after completion of services, The invoice shall set forth the
amounts claimed by CONTRACTOR for the previous period, together with an itemized basis
for the amounts claimed, and such other information pertinent to the invoice, The County

~ shall certify the invoice, either in the requested amount o in such other amount as the County

approves in conformity with this Agreement and shall promptly submit such invoice to the
County Auditor-Controller for payment. The County Auditor-Controller shall pay the amount
certified within 30 days of receiving the certified invoice.

7.0 TERMINATION:

7.01

Revised 877119

During the term of this Agreement, the County may terminate the Agreement for any reason
by giving writien hotice of termination to the CONTRACTOR at least thirty (30) days prior to
the effective date of termination. Such notice shall set forth the effective date of termination,
In the event of such termination, the amount payable under this Apreement shall be reduced in
propottion to the services provided prior to the date of termination.

L3Harris Technologies, Tnc
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8.0

9.0

7.02 The County may cancel and terminate this Agreement for good cause effective immediately
upon wriiten notice to CONTRACTOR. “Good cause” includes the failure of
CONTRACTOR to perform the required services at the time and in the manner provided
under this Agreement, If County terminates this Agreement for good cause, the County may
be relieved of the payment of any consideration to CONTRACTOR, and the County may
proceed with the work in any matmer, which County deems proper. The cost to the County
shall be deducted from any sum due the CONTRACTOR under this Agreement,

7.03 The County’s payments to CONTRACTOR under this Agreement are funded by local, state
and federal governments. If funds from local, state and federal sources are not obtained and
continued at a level sufficient to allow for the County’s purchase of the indicated quantity of
services, then the County may give written notice of this fact to CONTRACTOR, and the
obligations of the parties under this Agreement shall terminate immediately, or on such date
thereafter, as the County may specify in its notice, unless in the meanwhile the parties enter
into a written amendment modifying this Agreement,

INDEMNIFICATION:

CONTRACTOR shall indemnify, defend, and hold harmless the County, its officers, agents, and
eruployees, from and against any and sll claims, liabilities, and losses whatsoever (including
damages to property and injuries to or death of persons, court costs, and reasonable attorneys’ fecs)
occurting or resulting to any and all persons, firms-or cotporations furnishing or supplying work,
services, materials, or supplies in connection with the performance of this Agreement, and from any
and all claims, liabilities, and losses occurring or resulting to any person, firm, or corporation for
damage, injury, or death arising out of or connected with the CONTRACTOR's petformance of this
Agreement, unless such claims, liabilities, or losses arise out of the sole negligence or willful
misconduct of the County. “CONTRACTOR’s petformance” includes CONTRACTOR’s action ot
inaction and the action or imaction of CONTRACTOR’s officers, employees, agents and
subcontractors.

INSURANCE REQUIREMENTS:

9.01 Evidence of Coverage: Prior to commencement of this Agreement, the Contractor shall
provide a “Certificate of Insurance” certifying that coverage as required herein has been
obtained. Individual endorsements executed by the insurance cartier shall accompany the
certificate. In addition, the Contractor upon request shall provide a certified copy of the policy
or policies,

This verification of coverage shall be sent to the County’s Contracts/Purchasing Department,
unless otherwise directed. The Contractor shall not receive a “Notice to Proceed” with the
work under this Agreement until it has obtained all insurance required and the County has
approved such insurance. This approval of insurance shall neither relieve nor decrease the
liability of the Contractor,

9.02 Qualifying Inswrerss All coverage’s, except surety, shall be issued by companies which hold
a current policy holder’s alphabetic and financial size category rating of not less than A- VII,
according {o

L3Harris Technologies, [nc
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9.03

Revised 8/8/19 MRD 4 0of 10 Agreement ID:

the current Best’s Key Rating Guide or a company of equal financial stability that is
approved by the County’s Purchasing Manager.

Insurance Coverage Requirements: Without limiting CONTRACTOR’s duty to
indemnify, CONTRACTOR shall maintaih in effect throughout the term of this
Agreement a policy or policies of insurance with the following minimum limits of
liability:

Commerelal General Liabjlity Insurance: including but not limited to premises and

operations, including coverage for Bodily Injuty and Property Damage, Personal Injury,
Contractual Liability, Broad form Property Damage, Independent Contractors, Products
and Completed Operations, with a combined single Hmit for Bodlly Injury and Property
Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications to these general liability insurance requirements shall
be atftached as an Fxhibit herefo, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

Requestor must cheek the appropriate Automobile Insurance Threshold:

Requestor must check the appropriate box.

m Agreement Under $100,000 Business Automobile Liability Insurance: covering
all motor vehicles, including owned, leased, non-owned, and hired vehicles, vsed in
providing services under this Agreement, with a combined single limit for Bodily
Injury and Property Damage of not less than $500,000 per occurrence.

Agreement Over $100,000 Business Automobile Liability Insurance: covering
all motor vehicles, including owned, leased, non-owned, and hired vehicles,
used in providing services under this Agreement, with a combined single limit
for Bodily Injury and Property Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications fo these auto insurance reguirements shall be
attached as an Exhibit hereto, and the section(s) above that ave proposed as not
applicable shall be lined out in blue ink. All proposed modifications are SubJGCI to County
approval,)

Workers® nsation Insurance: if CONTRACTOR employs others in the
performance of this Agreement, in accordance with California Labor Code section 3700
and with Employer’s Liability limits not less than $1,000,000 each person, $1,000,000
each accident and $1,000,000 each disease.

(Note: any proposed modifications io these workers' compensation insurance
requirements shall be attached as an Exhibit hereto, and the section(s) above that gre
proposed as not applicable shall be lined out in blue ink. All proposed modifications are
subject to County approval,)

Professiopal Liability Insnrance: if requited for the professional services being

provided, (e.g., those petsons authotized by a license to engage in a business or profession
regulated by the California Business and Professions Code), in the amount of not less than
$1,000,000 per claim and $2,000,000 in the aggregate, to cover liability for malpractice or

L.3Harris Technologies, Inc
6/1/2020-5/31/2021
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9.04
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errors or omissions made in the course of rendering professional services. If profossional
liability insurance is written on a “claims-made” besis rather than an occurrence basis, the
CONTRACTOR shall, upon the expiration or earlier termination of this Agreement,
obtain extended reporting coverage (“tail coverage”) with the same fiability limits. Any
such tail covernge shall continue for at least three years following the expiration ot earlior
termination of this Agreement,

(Note: any proposed modifications to these insurance requirements shall be attached as
an Exhibit hereto, and the section(s) above that are proposed as not applicable shall be
lined out in blue ink. All proposed modifications are subject to County approval,)

Other Requirements:

All insurance required by this Agreement shall be with a company acceptable to the
County and issued and executed by an admitted insuter authorized to transact Insurance
busitess in the State of California. Unless otherwise specified by this Agreement, all such
insutance shall be written on an ocourrence basis, or, if the policy is not written on an
occurrence basis, such policy with the coverage required herein shall continue in effect for
a period of three years following the date CONTRACTOR completes its performance of
services under this Agreement.

Each liability policy shall provide that the County shall be given notice in writing at least
thirty days in advance of any endorsed reduction in coverage or limit, cancellation, or
intended non-renewal therecof. Each policy shall provide coverage for Contractor and
additional insureds with respect to claims arising from each subcontractor, if any,
performing work under this Agreement, or be accompanied by a certificate of insurance
from each subcontractor showing ench subcontractor has identical insurance coverage to
the above requirements.

ercial general liabili I jtomobile liahjli olicies shall provide an
(30} t naming the Countv of Mont ity officers, agents, and emplovees
Additional Insureds with respect to liability arising out of the CONTRACTOR’S work,
including ongoing and completed operations, furth ovid t s

insurance is primary insurance to any insurance or self-insurance maintained by the

ounty and that the jnsurance of the Additiona! Insureds shall noi be called upon to

ontribute to a loss covered by the CONTRACTOR’S insurance. The required
endorsement form for Commercial General Liability Additional Tnsured is ISO Form CG
20 10 11-85 or CG 20 10 10 01 in tandem with CG 20 37 10 01 (2000). The required
endorsement form for Automobile Additional Insured endotgement is ISO Form CA 20 48
02 99,

Prior to the execution of this Agreement by the County, CONTRACTOR. shall file
certificates of insurance with the County’s contract administtator and County’s
Contracis/Purchasing Division, showing that the CONTRACTOR has in effect the
insurance required by this Agreement, The CONTRACTOR shall file a new or amended
certificate of insurance within five calendar days after any change is made in any
insurance pelicy, which would alter the information on the ceriificate then on file.
Acceptance or approval of insurance shall in no way modify or change the indemnification
clause in this Agreement, which shall continue in full force and effect,

L.3Harris Technologies, Inc
6/1/2020-5/31/2021
{71 R4 7D
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CONTRACTOR shall always during the term of this Agreement maintain in force the
insutance coverage required under this Agresment and shall send, without demand by
County, annual certificates to County’s Contract Administrator and County’s
Contracts/Purchasing Division. If the certificate is not received by the expiration date,
County shall notify CONTRACTOR and CONTRACTOR shall have five calendar days to
send in the certificate, evidencing no lapse in coverage during the interim. Fatlure by
CONTRACTOR to maintain such insurance is a default of this Agreement, which entitles
County, at its sole discretion, to terminate this Agreement immediately.

10,0 RECORDS AND CONFIDENTIALITY:

10.1 Confidentiality: CONTRACTOR and its officers, employecs, agents, and subcontractors

10.2

10.3

10.4

10.5

shall comply with any and all federal, state, and local laws, which provide for the
confidentiality of records end other information, CONTRACTOR shall not disclose any
confidential records or other confidential information received from the County or
prepared in conncetion with the performance of this Agreement, unless County
specifically permits CONTRACTOR to disclose such records or information.
CONTRACTOR shall promptly transmit to County any and all requests for disclosure of
any such confidential records or information, CONTRACTOR shall not use any
confidential information gained by CONTRACTOR in the petformance of this Agreement
except for the sole purpose of carrying out CONTRACTOR'’s obligations under this
Agreement, ‘

County Records: When this Agréement expires or terminates, CONTRACTOR. shall
return to Ceunty any County records which CONTRACTOR used or received from
County to perform services under this Agreement.

Maintenance of Records: CONTRACTOR shall prepere, maintain, and preserve all
reports and records that may be required by federal, state, and County rules and
regulations related to services performed vnder this Agreement, CONTRACTOR shall
maintain such records for a period of at least three years after receipt of final payment
under this Agreement. If any litigation, claim, negotiation, audit exception, or other action
relating to this Agreement is pending at the end of the three-year period, then
CONTRACTOR shall retain said records until such action is resolved.

Access to and Audit of Records: The County shall have the right to examine, monitor
and andit all recosds, documents, conditions, and activities of the CONTRACTOR and its
subcontractors related to services provided under: this Agreement. Pursuant to Government
Code section 8546.7, if this Agreement involves the expenditure of public funds in excess
of $10,000, the parties to this Agreement may be subject, at the request of the County or
o8 patt of any audit of the County, to the examination and audit of the State Auditor
pertaining to matters connected with the performance of this Agreement for & period of
three years after final payment under the Agreement.

Royalties and Inventions: County shalt have a royalty-fiee, exclusive and irrevocable
license to reproduce, publish, and use, and authorize others to do so, all original computer
programs, writings, sound recordings, picterial reproductions, drawings, and other works
of similar nature produced in the course of or ynder this Agreement, CONTRACTOR
shall not publish any such material without the prior writien approval of County.

Revised 8/3/19 MRD 6of 10 Agreement [>; L3Hartis Technologies, Ine
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11.0

NON-DISCRIMINATION:

11,01 During the performance of this Agreement, CONTRACTOR, and its subcontractors, shall
not unlawfully discriminate against any person because of race, religious creed, color, sex,
national origin, ancestry, physical disability, mental disability, medical condition, marital
status, age (over 40), or sexual orientation, either in CONTRACTOR’s employment
practices or in the (urnishing of services to recipients, CONTRACTOR shall ensure that the
evaluation and treatment of ifs employees and applicants for employment and all persons
receiving and requesting services are free of such digcrimination. CONTRACTOR and any
subcontractor shall, in the performance of this Agreement, fully comply with all
federal, state, and local laws and regulations which prohibit discrimination, The provision
of services primarily or exclusively to such target population as may be designated in thig
Agreement shall not be deered to be prohibited discrimination.

12.0. COMPLIANCE WITH TERMS OF STATE OR FEDERAL GRANTS:

13.0

If this Agreement has been or will be funded with monies received by the County pursuant fo a
contract with the state or federal government in which the County is the grantee,
CONTRACTOR will comply with all the provisions of said contract, to the extent applicable to
CONTRACTOR as a subgrantes under said contract, and said provisions shall be deemed a part
of this Agreement, as though fully set forth herein, Upon request, County will deliver a copy of
said contract to CONTRACTOR, at no cost to CONTRACTOR.

INDEPENDENT CONTRACTOR:

In the performance of worlk, duties, and obligations under this Agreement, CONTRACTOR is
always acting and performing as an independent contractor and not as an employee of the
County. No offer or obligation of permanent employment with the County or County
department or agency is intended in any manner, and CONTRACTOR shall not become entitled
by virtue of this Agreement to receive from. County any fort of employee benefits including
but not limited to sick leave, vacation, retirement benefits, workers® compensation coverage,
insurance or disability benefits. CONTRACTOR shall be solely liable for and obligated to pay
directly all applicable taxes, including federal and state income taxes and social secority, arising
out of CONTRACTOR’s performance of this Agreement, In connection therewith,
CONTRACTOR shall defend, indemnify, and hold County harmless from any and all liability
which County may incur because of CONTRACTOR’s failure to pay such taxes.

L3Iarris Technologies, Inc
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I

14,0 NOTICES:

Notices required under this Agreement shall be delivered personally or by first-class, postage
pre-paid mail to the County and CONTRACTOR’S contract administrators at the addresses

listed below:
FOR COUNTY: FOR CONTRACTOR:
Steve Paxton, Radio Manager Degn Kelleher
Name and Title Name and Title
855 E. Laurel Drive 221 Jefferson Ridge Parkway
Salinas, CA 93905 Lynchburg, VA 24501
Address Address
831-796-1463 6.50-333-8323
Phone: Phone:

15.0 MISCELLANEOUS PROVISIONS.

Ravised 8/8/19 MRD 8§of 10

15.01 Conflict of Interest; CONTRACTOR represents that it presently has nc interest and agrees
not te acquire any interest during the term of this Agreement, which would directly, or
indirectly conflict in any manner or to any degree with the full and complete performance of
the services required to be rondered under this Agreement.

15,02 Amendment: This Agreement may be amended or modified anly by an instroment in writing
signed by the Connty and the CONTRACTOR.

15.03 Waiver: Any walver of any terms and conditions of this Agreement must be in writing and
signed by the County and the CONTRACTOR. A waiver of any of the terms and conditions
of this Agreement shall not be construed as a waiver of any other terms or conditions in this
Agreemment,

15.04 Contractor: The term  “CONTRACTOR” as used in this Apreement includes
CONTRACTOR’s officers, ageats, and employees acting on CONTRACTOR’s behalf in the
performance of this Agrecment.

15.05 Disputes: CONTRACTOR shall continue to perform under this Agreement during any
dispute.

15.06 Assignment and Subconivacting: The CONTRACTOR shall not assign, sell, or otherwise
transfer its interest or obligations in this Agreement without the prior written consent of the
County. None of the services covered by this Agreement shall be subcontracted without the
prior written approval of the County, Notwithstanding any such subcontract, CONTRACTOR
shall continue to be liable for the performance of all requirements of this Agreement.

. L3Harris Technologies, Inc
D: ?
AgmementID: 1 1202051312021
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15.07 Buccessors and Assigns: This Agreement and the rights, privileges, duties, and obligations of
the County and CONTRACTOR under this Agreement, to the extent assignable or delegable,
shall be binding upon and inure to the benefit of the parties and their respective successors,
permitted assigns, and heirs,

15.08 Compliance with Applicable Law: The parties shall comply with all applicable federal,
state, and local laws and regulations in performing this Agreement,

15.09 Headings: The headings are for convenience only and shall not be used to interpret the terms
of this Agreement.

15.10 Time is of the Essence: Time is of the essence in each and all of the provisiony of this
Apreement,

15.11 Governing Law: This Agreement shall be governed by and interpreted under the laws of the
State of California; venue shall be Monterey County.

15.12 Non-e¢xclusive Agreement: This Agreement is non-exclusive and both County and
CONTRACTOR expressly reserve the right to contract with other entities for the same or
similar services,

15.13 Construction of Agreement: The County and CONTRACTOR agree that each party has
fully participated in the review and revision of this Agreement and that any rule of
construction to the effect that ambiguities are to be resolved against the drafting party shall
not apply in the interpretation of this Agreement or any amendment to this Agreement,

15,14 Counterparts; This Agreement may be executed in two or mote counterparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same
Agreement.

15.15 Authority: Any individual executing this Agreement on behalf of the County or the
CONTRACTOR represents and warrants hereby that he or she has the requisite authority to
enfer into this Agreement on behalf of such party and bind the party to the ferms and
conditions of this Agreement,

15.16 Integration: This Agreement, including the exhibits, represent the entire Agreement between
the County and the CONTRACTOR with respect to the subject matter of this Agreement and
shall supersede all prior negotiations, representations, or agreements, either written or oral,
between the County and the CONTRACTOR as of the effective date of this Agreement,
which is the date that the County signs the Agreement.

15.17 Interpretation_of Cenflicting Provisions: In the event of any conflict or inconsistency
between the provisions of this Agreoment and the Provisions of any exhibit or other
attachment to this Agreement, the provisions of this Agreement shall prevail and control,

Revised 3/8/19 MRD 9 of 10 Agresment ID: [.3Harris Technologies, Inc
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16.0 SIGNATURE PAGE.

IN WITNESS WHEREOF, County and CONTRACTOR have executed this Agreement as of the day

and year written below.

COUNTY OF MONTEREY
By:

Contracts/Purchasing Officer

DocuSigned by:

SR Elatlam

CONTRACTOR

L3Harris Technologies, Inc.

Contractor’s Business Name#

Digitally signed by Andrew Wilson
ilson, o=13 Harris

., ou,
email=Drew Wilson@L3Harris.com, e=U5

Conltracts Manager

7B88s2c7BD04AE . : Andrew Wilson o m.
Department Head (if applicable) By: Dot 20200427 104031 9400
Date: (Signature of Chair, President, or
Vice-President) *

By: Andrew Wilson, Contracts Manager
Board of Supervisors (if applicable) Name and Title

Date: Date: _ 4/27/2020

Approved as to F

v (féun 5 éaﬁl}}
Date: %‘ A |'
Approved as to Fiscal Provisions?

5 /s

j_;_Auditor/Controllcr
Date: *3 / S Lo

Approved as to Liability Provisions®

By:

Risk Management
Date:

County Board of Supervisors’ Agreement Number:

Digitally signed by Chris Chaffee
DN: ecn=Chris Chaffee, o=L3Harris
Technologies, Inc,, ou,

Chris
C h a ffee sr:njélzchris.chaffee@Bharris.com.

By: Date: 2020.04.27 10:52:34 -0400°
(Signature of Secretary, Asst, Secretary,
CFO, Treasurer or Asst, Treasurc) *

Name and Title

Date:

, approved on (date):

*INSTRUCTIONS: If CONTRACTOR is a corporation, including non-profit corporations, the full legal name of the
corporation shall be set forth above together with the signatures of two (2) specified officers per California Corporations Code

4

Section 313. If CONTRACTOR is a Limited Liability Corporation (LLC), the full legal name of the LLC shall be set forth
above together with the signatures of two (2) managers. If CONTRACTOR is a partnership, the full legal name of the
partnership shall be set forth above together with the signature of a partner who has authority to execute this Agreement on
behalf of the partnership. If CONTRACTOR is contracting in an individual capacity, the individual shall set forth the name of
the business, if any, and shall personally sign the Agreement or Amendment to said Apreement.

'Approval by County Counsel is required
*Approval by Auditor-Controller is required

*Approval by Risk Management is necessary only if changes are made in paragraphs 8§ or 9

Revised 8/8/19 MRD
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| EXHIBIT A: SCOPE OF SERVICES / PAYMENT
’ PROVISIONS

700 MHZ PROJECT 25
NETWORK UPGRADE

MONTEREY COUNTY, CALIFORNIA

€5 L3HARRIS”

FAST. FORWARD.

221 JEFFERSOMN RIDGE PKWY | LYNCHBURG, VA 24501 | L3HARRIS.COM | #L3HARRIS
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700 MHZ Project 25 Netwaor ks Upgrade
Maonterey County, Cabfornia

Table of Contents
System Description

Acceptance Test Plan
Pricing
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700 MUZ Project 25 Network Upuarade
PA

Manterey County, Cahfornia

Monterey County Network

System Description

L3Harris is pleased to provide a firm fixed quote to add a new link that connects La Mesa 700MHz
LMR P25 site to the 911 Center and provide path redundancy over the radio system backhaul and
MPLS services. Monterey County has secured a connection through AT&T services for a fiber
backbone path to the Monterey County 911 Center. Monterey County will also provide a new
microwave link between La Mesa, Monterey County Court House and Mt Toro that replaces the
legacy TDM microwave radios with Ethernet microwave radios. A new 7705 SAR-8 will be added to
the La Mesa site with TIMOS 9.0. All existing 7705 SAR-8 units will remain with TiMOS 6.0 which is
compatible with TiMO0S 9.0.

This firm fixed quote includes the following items.

L. The new MPLS Network upgrade will comprise of:
a. Nokia 7705 SAR-8 with CSM 2 version modules (La Mesa Site)
b.  Network Optimization of Existing MPLS Network (5 Sites)

2. TestPlan

a.  Astandard functionality test plan to test the new redundant link

Statement of Work (SOW)

The overall scope of the project will include several phases of implementation once a purchase
order agreement is obtained. The phases will include design, procurement, planning, travel, on-site
work and completion. Several steps need to be performed to add a new MPLS router at the La
Mesa site.

Figure 1, Phased Responsibility Matrix

i e | L3Hamis | _ Monterey Golinty
X il i 2 PSS Network Bpdiade t,(por v no e O

R e e pbeBlghie s e :
. Determine the hardware and firmware compatibility required to X

perform the upgrade

Perform a complete system audit and verify current configurations X

of the existing equipm_er}t_ _

Provide a detailed plan for an on-site upgrade considering Monterey X

County maintenance windows and outage estimates

Coardination with Monterey County ITD team to determine all X X

requirements _

Agree on the upgrade plan - Design Review X X

€ L3HARRIS® e M
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00 MHZ Project 25 Network Upgrade
Monterey County, California

_LaHarris
Procurement ST 3 '

Create Customer éales Order for equiprhent B
Order equipment

Receive equipment

F're-conﬁgure equipment for field deplpyment

XX X X

i L el S Planning
Determine a time frame and schedule to perform the upgrade !
(Netwark Eng_ineering). |
Ag(eieron dat_t_as_tgﬂart the upg_r_aqe.mxw - X X

et il B e o R : S avel s
Implementation System Engineer and Network Engineer travel to X

| Monterey County to perform the upgrade ‘

| On-Site Work

Add a Nokia 7705 SAR-8 with CSM 2 version modules to the La X

Mesa _Sit_e in the space spet_:iﬁed by Mont_gr__t_—;'_y County.

Configure the CISCO site router such that it can be connected to

the 7705 SAR-8 via ethernet connection to the specified port on the X

7705 SAR-8.

Perform and verify bandwidth and performance measurements of X
the installed AT&T ﬁbgr network links.

Identify the connection point_from the fiber backhaul to the exléling

7705 SAR-8 routers in the 911 Center. The connection Is an ‘ X
existing AT&T aggregation switch ethernet port located in the 911

Center.

Provide connection to the 7705 SAR-8 router located in the NSC

Rack in the equipment room through existing structured cabling X
patch panels. _

Connect the La Mesa Site Router {SAR) to the new 7705 SAR-8

MPLS ports specified. Provide patches to existing 7705 network X
routers at the other sites to support addition of La Mesa 7705.

Configure the CISCO site router at La Mesa to allow connection to X
the specified gigabit ethernet port.

Verify network activity and ring protection is performing as designed

by testing the link by disabling the different links at the La Mesa X
Site.

>

Completion

Completion of the on-site upgrades and testing will signify X
completion of the scope of the project.

LL3Harris Installation

The following installation standards shall be adhered to:

* Al grounding shall be performed utilizing the proper wire size per the Contractor
Standards. It shall be GREEN colored insulated wire and used at all install location (except
for manufacture pre-built power cables which may have black ground wires). Proper size
split bolts, c-taps and/or Cad-Weld shall be used, as determined by the application. This
applies to all racks and each console position as well.
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* Al work shall be performed in a neat and professional workmanship-like manner with
safety measures adhered to.

* Al trash generated by L3Harris associated with the installation of assigned work scope
shall be removed from the work site daily by L3Harris and disposed of properly and legally.

" [Ifapplicable, all outside hardware supplied by the L3Harris shall be made of galvanized
steel or other acceptable non-rusting material and comply with L3Harris installation
standards.

Exclusions by L3Harris
The following are excluded from this Statement of Work and therefore not included in the L3Harris
budgetary quotation. All items listed below are assumed to be the responsibility of Monterey County.
*  Site Civils
" Site Connectivity (fiber backhaul)
®  Site Development Support

Rack Space

Standard Warranty
Warranty Support

L3Harris offers a standard one-year warranty on all proposed infrastructure equipment,

EQUIPMENT

Warranty provides that the hardware and installation services furnished by L3Harris shall be free
from defects in material and workmanship.

During the Warranty if any Hardware component or portion of the installation Services fails to
meet the warranty, L3Harris will remedy by: (1) repairing any defective component of the
Hardware, or (2) by furnishing any necessary repaired or replacement parts, or (3) by correcting
the faulty installation at no additional cost to the City.

All warranty labor will be performed by L3Harris at our facility, for mobile or portable equipment.

SOFTWARE

During the Software warranty, if the L3Harris licensed software does not successfully operate, the
error or defect will be corrected free of charge or replaced with a substitute program.

Software Warranty provides corrections to software defects and known issues reported to

L3Harris' Technical Assistance Center (TAC) during the warranty period at no additional cost to the
County.

&) L3HARRIS® A
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THIRD-PARTY WARRANTIES

L3Harris will ensure that warranty on any third-party Original Equipment Manufacturer (OEM)
equipment and services sold by L3Harris meets the same warranty requirements and we will act on
behalf of the County to coordinate and settle all warranty issues with any integrated third-party
equipment or software companies throughout the warranty period.

L3Harris will transfer third-party warranties provided directly from equipment manufacturers to
the County as part of the final acceptance. In the event that any third-party manufacturer warranty
period is greater than one-year, we will recognize the OEM warranty for the specified equipment.

WARRANTY RETURNS PROCESS

Once the determination is made that equipment is in need of repair or replacement, we will follow
these steps:

1. Technical Support creates a support case and will verify product part numbers, serial
numbers and reasons for return and forward the approved request for processing.

2. A Customer Care Representative reviews all requests. We will provide an RMA number,
required prior to return, along with a warranty replacement sales order number and
instructions for return of the equipment.

Defective equipment ships back to L3Harris Depot Repair and Return,

4. We will repair or replace any equipment under warranty free of charge unless there is
evidence of abuse or damage beyond the terms of the warranty.

5. Repaired or replaced unit ships back to the County.
6. We will close the RMA and update the tracking database

Requests for out of warranty repairs will require a purchase order. Out of warranty repairs are
subject to a flat rate per unit fee regardless of fault found with the equipment,
Turn-around time for equipment repair or replacement is generally 10 business days.

DEPOT LEVEL REPAIR AND RETURN

The Depot Repair and Return Facility in Lynchburg, Virginia maintains a staff of certified master
technicians and support personnel who have over four decades of experience providing high
quality repairs and fast turnaround times for public safety and commercial customers. This facility
is IS0 9001: 2008 certified and UL Listed. Master technicians using state-of-the-art test equipment
verify that all repairs meet or exceed prescribed specifications. The Depot Repair and Return
Facility utilize a stockroom of common repair parts to reduce repair time. Our technicians can
repair over 95% of radio and infrastructure equipment on-site, decreasing turn-around time.
Customers are encouraged to call in advance regarding equipment returns to verify inventory and
serviceability.

DEMAND SERVICES

Demand Services consists of those services not included in our Scope of Work and shall be invoiced
directly to the Customer on a time and materials basis. Such Demand Services include, but are not
limited to the following:
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“ Installation, updating, upgrading, maintaining, or removing software, hardware, or non-
L3Harris infrastructure after initial installation.

* Repair of equipment damaged by vandalism, abuse, neglect, or noncompliance to L3Harris
recommended practices, to the extent such equipment damage is not caused by L3Harris or
any of its agents.

® Damages due to acts of God or other uncontrollable events.
® Services that exceed 8 working days
EXCLUSIONS
Standard exclusions apply as referenced in the following documents:
®  Standard Conditions of Sale
® U.S. Equipment Warranty
® U.S. Battery Warranty

() L3HARRIS® Suiieil Biugeieiuns A
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ABOUT THIS DOCUMENT

This document was specifically prepared for the customer shown below, Each
section of this document is individually maintained in the L3Harris Document
Control System,

Customer: Monterey County

Prepared By: Craig Inouye

DOCUMENT USAGE

Many of the tests in this document wili need to be run on multiple pieces of
equipment. For tests that need to be run multiple times, log in the comment section
of the result box the identifier of the equipment tested, Although specific tests are
not included relating to electrical measurements or timing parameters of
equipment, these tests and levels are conducted and recorded as part of L3Harrig’
standard production and/or installation practices. These parameters include but
are not [imited to;

Transmit Frequency and Deviation
Output and Reflected Power

Receiver Sensitivity

Receiver Multicoupler Gain (if applicable)
Recelver Preamplifier Gain (if applicable)
Combiner Loss (if applicable)

Audio line out

Audioline in

2 © 4 & & 2 2 @
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FUNCTIONAL TEST ACCEPTANCE

This Functional Test Acceptance Procedure has been fully and successfully
completed with all Action Items resolved.

Customer Representative L3Harris Gorporation Representative
Signature Signature
Printed Name and Title Printed Name and Title
Date Date

L3HARRISM Contidential, Propriviary April 2040
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Introduction

This document describes required test procedures for characterizing a deployed microwave or
flber backhaul network for comparison with L3Harris WAN requirements. This document assumes
that either L3Harris or a customer has responsibility for providing the backhaul between sites to
establish connectivity back to the L3Harris VIDA Core.

VIDA Network WAN Requirements

To guarantee the quality of voice through the VIDA network, all WAN links will need to strictly
adhere to the requirements provided in the following sections. Conformance with these design
requirements is a necessary condition for L3Harris to meet the overall performance needs of the
VIDA system. All of these requirements are necessary to provide a guaranteed level of service for
voice quality. Failure to adhere to these requirements could resuit in poor audio quality.

Packet Loss Requirements

Due to the connectionless nature of UDP used in transimitting voice packets, minimal packet loss is
tolerable in the VIDA network. However, any packet loss could result in degraded voice quality or
loss of voice.

Minimum packet loss requirements per iink are as follows for meeting a minimum of 99,9599, two-
way availability:

» Frame loss shall be less than 0.001% per link
¢ Qut-of-Order packets shall be less than .001%

Perforimance testing to be measured based on the following:

s RFC 2544 standard to be used
o Length of test per link shall be 12 consecutive hours
¢ Length of end-to-end test shall be 12 consecutive hours in each direction

Evaluation of test results for a newly installed baclkhaul system witl show whether a link or multiple
links exhibit packet loss over time, This loss could result In noticeable degradation of voice quality.
The backhaul should be designed with a high availability figure and large fade margins so that the
total number of packets lost are minimized over a period of time instead of all at one instance,
Frame loss measurements overa 12-hour period will reveal fading condltlons in the microwave
design that can cause minimal packet loss or severe packet loss.

Therefore, a new microwave or fiber link should be designed to yield 99.999% availability or better
(per year) which will mean a certain numher of packets can be lost over time due to a microwave
link fade or other network conditions but 1ot all lost at one instance, For example; a link that
sustains a Layer 1 data rate of 1 Mbps with packets sized at 100 bytes over a 12-hour period could
lose up to 450 packets and meet the 99,999% target over a 12-hour perlod, However, if a large
percentage of the 450 packets are lost at one instance or multiple instances, this could indicate
conditions that need further investigation. '

L3HARR !su Cembuiential, Proprictary April 2020
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Multi-Site and Console Site Jitter (One-way)

Jitter is the variability of packet delays within the same voice packet stream (talk spurt), The
requirement is for the overall jitter to average near zero and to never build up to more than 60
msec one-way, Any streams with excesslve jitter will be considered to have packet loss causing
volce quality issues,

For example, if a volce packet were 60 milliseconds late, then it would be optimal for the next few
volce packets to be early to get the average fitter back near zero, This will allow the voice buffer to
build back to a stable point.

For allowable Simulcast Jittet, refer to the IP Simulcast Latency and Jitter section below.

Latency Requirements (One-way)

Some degree of latency, such as satellite links, can be supported within the VIDA network, Any
latency within the system will need to stay constant to avoid jitter. Latency requirement differ
based on the site type and traffic patterns. This section defines latency requirements for Multisite to
NSC, NSC to NSC, Simulcast Site to Control Point, and Control Point to NSC.

Latency is measured one-way, Asymmetric latency is permitted if ong-way measurements meet
specifications below, Satellite links can be supported after system timers are modified to account
for satellite delay.

» NSC Latency
; o NSCto NSC latency must be less than (150ms)
' s Multisite Latency
o Multisite to NSC latency must be less than (150ms - NSC Latency)
¢ Simulcast Latency
o Simulcast Tx/Rx site to Control Point
o Refer to the diagram and instruction in IP Simulcast Latency and [itter section
o Latency must be less than (35ms)
e Control Point Latency

o Control Pointto NSC latency must be less than [150ms - Simulcast Latencyme - NSC
Latency).

Bandwidth Requirements

All backhaul links that are provided will need to meet or exceed the bandwidth requirements
established by L3Harris, Typically, L3Harris designs the backhaul topology to form a loop protected
network so that ifa link falls, there is a diverse path back to the VIDA Core. In a loop topology for
this radio system, L3Harris recommends all links in a loop configuration to be a minimum of 155
Mbps (Ethernet based at 1518-byte packets) to support all bandwldth requirements for the
Locatfon HA VIDA Cove, simulcast RF sites, Multi-sites and dispatch consoles. [f a microwave spur
link 1s only available for a particular site, L3Harris recommends a minimum of 1.5 Mbps allotment
for the VIDA RF equipment. L3Harrls will provide a final assessment of all slte requirements during
the contract design review,

LgHARRIS"‘ Conlidenvial, Propnietary April 2020
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Backhaul Design Best Practices

Customer provided backhaul should use the following requirement recommendations. These
requirements will vary based on throughput requirements, link avallability, and fade margin
(microwave only) established by the customer.

1. Any new microwave or fber network should provide MPLS reuting for packet transport
between all VIDA sites that connect to the VIDA Core. The provider of the backhaul will be
responsible for meeting L3Harris’ WAN requirements and provide the demarcation points
for the VIDA equipment,

4. L3Harris’ design goals are to provide a loop network configured as non-protected (1+0).
The customer or L3Harris provided MPLS transport router will provide loop protection if
a link fails and reroute network traffic in an opposite direction back to the VIDA Core,

3. Allnon-looped path segments (e.g. spur links) should be configured with monitored hot
standby {1+1) radios that automatically switch over to a secondary radio If the primary
radio fails. This type of link may or may not be connected to a MPLS transport router at
the end of the spur and can be treated as a wireless Ethernet connection back to a MPLS
transport router located at the main network loop,

4. Public safety grade two-way path availability should be no less than 99.999%,
5. Microwave fade margin should be at least 30 dB.

6. Unfaded Bit Error Rate for a single microwave link should 1-10t be less than 10 <10, This
can include any point-to-point fiber links.

7. Faded BER for a microwave link should not be tess than 10 -6. This BER threshold is
typical for the set throughput of the microwave link which would be based on 99.999%4
availability at a minimum.

8 TX power at the microwave radio antenna port should be guaranteed by the microwave
vendor,

9. Minimum RX input signal threshold for 10-6 BER should be guaranteed and measured
from the microwave radio antenna port.

10, All microwave path calculations should be based on a fixed modulation rate for the
required throughput.

11, The microwave radio and fiber equipment should be capable of passing 1572-byte packet
sizes.

12. The microwave vendor’s maximum link throughput design should be based on either 64-
byte or 1518-byte packets to obtain the maximum Layer 2-bit rate,

Required Backhaul Characterization
Tests

Microwave vendors typically design link throughput based on either 64-byte frames or 151B-
byte frames. The following RFC 2544 based field tests and measurements are required to ensure
the provided backhaul meets L3Harris' WAN requirements and bandwidth requirements:

L3 H A R R I S " Contidential, Prapristary Aprdl 2020
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= Throughput tests based on pre-defined frame sizes (64, 128, 256, 512, 1024, 1280 and
1518 hytes) to simulate various traffic conditions without errors perlink and end-to-end.,

* Ethernet latency and jitter measurements of each link and end-to-end using pre-defined
frame sizes (64, 128, 256, 512, 1024, 1280 and 1518 bytes).

" Frame Loss Test - The test instrument wiil send traffic at maximum line rate for pre-
defined frame sizes (64, 128, 256,512, 1024, 1280 and 1518 bytes}. Observe if the link or
network dropped any frames,

* Back-to-Back Burst Test - a burst of back-to-back frames (maximum number of frames) is
transmitted across the network with minimum interframe gap without errors, This test
assesses the buffering capability of the network components.

RFC 2544 Base Test Procedures

1. Single Link Throughput Test Procedure using the Accedian MetroNID test set.

# This procedure can be continuously run at various time spans from 60 seconds, 12 hours
or days,

» Setup test generator unit at Site A with IP Address 10.10.10.1 and the Loopback unit at Site
B with IP Address 10.10,10.2 per test equipment procedures. Remove the MPLS router
connection to the microwave radio on each end and connect the Test Generator and
Loopback unit directly to the microwave radio Ethernet parts,

* Set the test generator starting with a 64-byte packet and the maximum known Layer 1 bit
rate designed for the link.

* Run a continuous test with fixed data to determine if there are any frame losses. Should
frame losses occur, step down the bit rate until no frame losses are detected, After the
correct bit rate is found with no frame losses, run test for at least 60 seconds for the final

validation,
" The following example of statistics should be recorded for each test frame size starting at
64 bytes,
w Conrfidential, Pruprictary April 2020
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Transmit statlstics:

Transmitbed packets: 47,748,194
Trangmiltted bytes: 4, 774,817,720

L1 Rake (Mbps): 1.000

L2 Rate (Mbps): 0.834

Statar Runiting

Waorking vate: Layer-|
Recelve statistics:

Recelved packets: 41,747,572 000 or duplicatas; 0

Received bytes: 4,774,757,200 Numlar of gaps: )

L1 Rats (Mbps); 1.000 Maximum gam q

L2 Rate (Mbps): 0.833
Iwo-way. delay:

Instantanaous (ps): 1038 Minimum {ps): 378
Average (us) 2842 Maximum {ps): 5087
Iwo-way delay variation:

Instantanaous (ps): 958 Mininmum (ps): 0

Averaga {psh 1430 Maximum (ps) 3136

Note 1: Tests should include at least a 64-byte or 1518-byte frame size test which
reflect typical microwave throughput specifications for vavious fixed maodulation
rates.

Note 2: The Accedian MetroNID test set has an automated RFC-2544 test called
TestSuite which can be setup to characterize the backhaul link before doing a 12-
hour link test. TestSuite will automate and record data that can be done within an
hour. Based on the results of this test, characterized measured throughput can be
used to setup the 12-hour test. The following tests are included in the Accedian RFC-
2544 TestSuite:

- Throughput Test

- Frame Loss Test

- Ethernet latency and jitter measurements

- Back-to-back frame test

2. Single Link Throughput and Frame Loss Test - 12 Hours per Link

Setup test generator unlt at Site A with IP Address 10,10.10.1 and the Loopback unit at Site
B with IP Address 10,10,10.2 per test equipment procedures, Remove the MPLS router
connection on each end to the microwave radio and connect the Test Generator and
Loopback unit directly to the microwave radio Ethernet ports,

Run the Accedian RFC-2544 TestSuite to obtain link characterization results and save
results as a text file, The results can be setup to characterize the maximum layer 1 and layer
2 rates at all of the frame sizes (64 - 1518-byte frames}, The results will show the
maximum Layer 1 Tx and Rx rate for each packet size. The maximum Layer 1 rate and
packet size of 64 bytes can be used for the 12-hour test,

Set the test generator using a 64-byte packet and maximum Layer 1 bit rate recorded from

Aprib202n
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the TestSuite throughput results. The 64-byte packet size is close to the 100-byte packet
size used in VIDA,

Run a continuous test with fixed data for 12 hours or 43,200 seconds using the maximum
Layer 1 bit rate for a 64-byte packet, ‘

Observe that the Average Latency does not grow over time. Growlng latency can mean the
bit rate is toc high and buffering is taking place, If the bit rate is not lowered when this is
observed, packets will start dropping over time and the test will have to be restarted at a
lower rate,

Observe and record the Layer 1 and Layer 2 bit rates at the start of the test.
The statistics should be recorded at the end of the 12-hour test.
Calculate Frame Error rate (FER): FER = Total Packets lost/Total Packets Sent

Calculate Avallability for the 12-hour test: Availability = Total Packets Received/Total
Packets Sent x 100 (Availability should be greater than 99.999%)

Note: The equivalent packet size for a VIDA system is 100 bytes. An alternate 12-
hour test can be run with packet size set at 100 bytes and Layer 1 bit rate setat 1, 5,
or 10 Mbps to determine if any packets are dropped over time.

3. End-to-End RFC-2544 Test Procedure

Setup test generator unit at NSC 1 location with IP Address 10.10.10,1 and the Loopback
unit at the farthest site at the other end of the loop with 1P Address 10,10.10.2 per test
equipment procedures. For 7705 based backhaul systems, setup a known path within the
7705 router at each end of the loop so that a straight end-to-end path is introduced
between point A and point B. This will insure connections between the Test Generator and
Loophack unit are directly connected on each end over a muitiple number of hops, VPLS
services on each MPLS router end can be setup that is dedicated for the Accedian only. Note
that ports 1 -4 on the 7705 SAR-8 are typically setup as a VPLS service for the LMR system
but are limited to 100 Mbps. If a SFP port is available on the SAR-8 Ethernet card, a VPLS
service can be temporarily setup specific for this test in order to test the full throughput
capability of the link above 100 Mbps. Al other sites in between will be connected via the
site MPLS router.

Note: An alternate way to test all microwave links without the MPLS inserted inan
end-to-end configuration is jumper all microwave radios together to form a Layer 2
relay connection from point A to point B. The Accedian generator unit will be placed
at peint A and the loopback unit placed at point B.

Make sure that filters on the Accedian units are setup to prevent a multicast broadcast to
the VIDA equipment.

Run the Accedian RFC-2544 TestSuite to obtain the link characterization results,

Once the RF(-2544 TestSuite results are complete and recorded, save the text file to be
used for setting up a 12-hkour link test.

4. End-to-End Frame Loss Test - 12 Hours per direction

" Setup test generator unit at NSC 1 location with IP Address 10.10,10.1 and the Loopback

3 LSHAR R'S"‘ - Unnlidential, Propristary April 2020
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7705 router at each end of the locp so that a straight end-to-end path is intraduced
between point A and point B. This will insure connections between the Test Generator and
Loopback unit are directly connected on each end over a multiple number of hops. VPLS
services on each MPLS router end can be setup that is dedicated for the Accedian only, Note
that ports 1~ 4 on the 7705 SAR-8 are typically setup as a VPLS service for the LMR system
but are limited to 100 Mbps. If a SEP port is available on the SAR-8 Ethernet card, a VPLS
service can be temporarily setup specific for this test in order to test the full throughput
capability of the link above 100 Mbps. All other sites in between will be connected via the
site MPLS router,

" Make sure that filters are setup to prevent a multicast broadcast.

* Ounce the previous RFC-2544 TestSuite results are complete and recorded, set up the test
generator using a 64-byte packet and the maximum known Layer 1 bit rate for the link.
This can be obtained from the recorded TestSuite results for throughput if unknown. The
results will show the maximum Layer 1 Tx and Rx rate for each packet size, The maximum
Layer 1 rate and packet size of 64 bytes can be used for the 12-hour test,

@ [nitiate the continuous throughput test and observe and record the Layer 1 and Layer 2 hit
rates at the start of the test,

* Runa continuous test with fixed data for 12 hours or 43,200 seconds.
* The statistics should be recorded at the end of the 12-hour test.
» Calculate Frame Error rate (FER): FER = Total Packets lost/Total Packets Sent

» Calculate Availability for the 12 hour test: Availability = Total Packets Received/Total
Packets Sent x 100 (Availability should be greater than 99.999%)

* Repeat test in the opposite direction.

L3 HA R R I S " Conftdewtial, Proprietary April 20120
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Acronyms and Definitions

ACl

Access Control ltem (used with respect to computer system sacurity)

Ack

Acknowledgemant

AD

Active Diractory

ADPCM

Adapiive Diffarentlal Pulse Code Modulation, a speech codec which can also dlgitize tones
sucoessfully

Advanced
P25 Radio

A L3Harrls radlo which supports proprietary advanced P25 features, such as provisioning and
amergancy auto PTT

AES

Advanced Encryption Standard

AFC

Automatic Frequency Control

AGID

Announcemant Group ID. The Announcement Group is a wider area talkgroup associated with the
priority talkgroup, The VNIC maintalns a database of GIDs and AGIDs, and during registration
sends the appropriate AGID to the subscriber device, corresponding to his prlority talkgroup, The
radlo then watches for volce calls addressed to the GID and AGID

ALGID

Algorithm 1D, an 8-blt fleld which Identifies the voice ancryptich algorithm

AM

Amplitude Modulation

AMBE

Advanced Multl Band Excltation Is a volce codec developad by Digital Voice Systems Inc {DVSI)
and used in P25

ANI

Autornatic Number ldentification

AQC

Agency Operations Center

APl

Application Programming Interface

ARP

Address Rasalutlon Pratocol

ARQ .

Automatic Repeat Requast

AVL

Automatic Vehlble Location

Basle P25
Radio

A P25 radlo which doas not support the L3Harris proprietary features such as registration on
conventional systams, provisloning and software download

BCH

A famlly of arror correctlon and detection codes invented by Bose, Ray-Chaudhuri and
Hocguenghem

CAFM

Compafible 4-lavel FM, an FM modulation tachnlque that Is similar to CQPSK modulation

CAD

Computer Alded Dispatch

CAl

Common Air Interface (usually In reference to P25)

CBGC

Cipher Block Chaining

GCIR

Comite Consullatif Internationale pour la Ratle, a forerunner of the ITU-R

CDPD

Cellular Digital Packet Data

CEB

Gonsole Etectronics Bank, a Motorola analog volce switch

Apell 2020
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CEC

Central Eleclronics Controller, a version of the L3Harris EDACS IMC which was used as a local
volee switch for dispatch consoles

CME

Gisco Monllity Exchange (Telco Interconneact)

CNM

Central Natwork Manager, a L3Harrls product

Canfirmed
Call

A confirmed call Is a speclal type of call where the call Is queuad until all sltes have resources
avallable, or until the confirmed call timer explras (configurable, typically one or twa seconds)

COR

Carrler Operated Relay

CoTS

Commercial Off The Shelf

CAPSK

Compatible QPSK, a form of QPSK modulation which is similar to C4FM madulation

CRC

Cyclic Redundanay Check, a form of ertar detection corling

CSMA

Carrler Sense Multiple Access, a means whare many subscriber devices can share access to a
racio channel ahd minimize the risk of collislons

CTCSS

Continuous Tene Coded Squelch System

DCOMP

Data Payloéd Compresslon, a four-bit fiefd in the P25 SNDCP header which spacifles the nature or
user payload data compression {presently no comptession is supportad)

DES

Digital Encrypticn Standard

diblit

Two bits which represent an analog channel symbol

DM

Davice Managar

bmz

‘Demllitarized Zone

DNS

Domaln Name Server

Dos

Denial of Service, a type of Internat aitack

DTMF

Dual Tone Muilti Frequency

BuID

Data Unit 113, a 4 bit flald of the NID which indlcates the format of the control channel packet

E&M

Ear and Mouth (& form of talephone signalling)

ECH

Electronic Code Book, a mode of AES operation

EDACS

Enhanced Digital Access Communications System, a propristary L3Harris system

ElA

Electronios Industry Assoclation

EIGRP

Enhanced Interior Gateway Protocol, a proprietary Clsco routing pretocol

ERTT

Emeargency Request To Talk

ES

Enaryptlon Syne Woerd (240 bits). This includes the 72-bit Message Indlcator (M), 8-blt Algarithm
1D (ALGID), and 16-blt Key ID (KID), which total 96 bits. A RS inner code adds 48 parity bits, then
a Mamming outer code adds 96 parlty bits for a total iength of 240 bits

ESN

Electronic Serial Number (64 bits)

ETDU

Extended Terminator Data Unit

FDMA

Frequency Divislon Multiple Access

FEMA

Federal Emergency Managemeant Systam (US Government)

Conlidewtial, Proprietary April 20020
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Federal Information Processing Standard, publication 140-2. The title is “Security Requirements for

FIPS 140-2

Cryptographic Modules”
FLA Four Letter Acronym (to be avoided ;pos.sil:;le) - N |
e FM Frequency Modulation ) = -
FMF Fuﬂil'&léssage Flag, in packet data- ur}It Header blocks - "

Fixed Network Equipment. In the P25 world, the FNE is the network infrastructure including the '

|
‘f
|

FNE base site and VNIC N
F;relgn A radio roaming to this site from another region or WACN
adio | :
7@ Frame Synchronization (a 48-bit field in the contral channel) )
R FSK Frequency Shift Keying | - ]
FTP File 'I%ﬁsfer Protocol - B
B FX A comprehensive software maintenance progran;aat provides semiannﬁéf u.pgrades ta I;3Harris

developed software applications

Group ID {16 bit). This corresponds to a talkgroup. The Group ID is unigue Within a V&IC, and can
GID be reused on other VNICs within the same WACN. Some of the older P25 documents refer to the
GID as a Talkgroup ID (TGID)

GMIM Gateway MASTR Ill Interface Module, an interface controller card that plugs into the EDACS IMC

Golay An error correcting code named in honor of Marcel Golay

Full Rate digital speech coding standard initially developed for'di_g_ii;I mobile phone systems with a

GSMEB10 | 455 ivs bit rate.

G-STAR A type of tone signalling used by GE radio

GVIU Gateway Voice Interface Unit, an interface controller card that plugs into the EDACS IMC

HA High Availability

H-CPM Harmonized Continuous Phase Modulation (used for the P25 Phase 2 inbound channel)

H-DQPSK Harmonized differential Quadrature Phase Shift Keying (used i;brhthe P25 Phase 2 outbound

channel) - B
HDU_ - Heé;ié;_t)”ata Unit, the first block trans;nitt;e_d:r: thié#Ci:AI ina ;;ce call
HIDPS 7H<73§.t”!;arse;1—lnlrusion Detection ha;d_F-’-rever;;ion Systemﬂ G_MEAfee product) B
IAVA Information Assurance Vulnerability Afert_. - -
ICMP | Intemet Control Message Protocol T
IFW Internet Fire;vrarailrr - n B
Ié_ gmlnterc}perabifity Gatew;c;:ly n 7
I-ISCH Information Inter-slot Control Channel (Phase 2) : o -
IMBE Impro'ved Multi Band Excitation, a voice codacu;:iuevefoped by Digital Voice S&siér};s Inc (DVSI) and
used in P25 L
‘—E\AC— 7 Integrated I-\;IuTtisite and Console controller, this is the EDACS voice switch

Individual | An individual call is a private call between one user and anather. It can be between two radios, or
Call | between one radio and a dispatch console

éﬁ‘:’:tlé L3HARRISI mu'llll.‘r“m““ \}ITI.‘”WAH
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105

Internetwork Operating System (a Clsco product)

P

Internet Protocol

iPs

Intrusion Pravention System

ISCH

Inter-slot Signaling Channel (Phase 2)

ISP

Inbound Slgnaling Packet (on the control channal)

188|

Inter Sub System Intetface, This Is the Intarface botween WAGNSs, In the L3Harris architecture an
Interface between a VNIC end a foreign P25 system

KEK

Key Encrypllon Key

Kig

18-bit Encryption Key (D

KMF

Key Managemant Facility

KMM

Key Management Message

LAN

Local Area Network

LG

Link Contrel word, transmitted In the LDU on the CAl

LCF

Link Gontrol Format, an B-bit fleld that specifies the format of the LG word

L.CH

Logleal Channel (Phase 2)

LDu

logical Link Data Unit, the blocks that follow the HDU on the CAl

LOUq

Contains the LC word

LDU2

Contains the ES word

LED

Light Emitting Dlode

LMR

Land Moblla Radia

LMS

LAN Managemant Selution

LRA

Location Registration Araa. "This defines the region of a Registration Area In which a subsadber
unit may roam without the need to indlcate a location tpdate to the natwork. The Reglstration Area
will typleally conslst of a number of LRAs, The LRA may be a single site or a collection of sitas of
&n RFS8, The octet's exact maaning Is a system dosign issue and explicit numerical asslanments
are to be made by the system designer.” For L3Harris an LRA is a trunked site or a conventional
channel (we generally set LRA, RFSS I and Sife ID to be the same value). Motorola has an
arohltectkurs where more than one RF site can be controlled by one RFSS controller (RFS3
basically equals LRA) so yau can roam from one RF site lo another withaut re-registaring

LSD

MASTRV

l.ow Speed Data

A .3Hairls base station product

MDIS

Moblle Data Intermediate System, a L3Haris data switch used in L3Harrs' CpenSky® Architecture

MES

Moblle End System, a subscriber radio

MFID

Manufacturer 1D, An 8-bit field identifying the manufacturer of the subscriber device. The defaull
value is zero, Indlcating conformance with the P25 specification. A non-zero value Indicates that
the message format deviates from the standard (for example a proprietary featuro)

w

Message Indleator, the 72-bit inltialization vector for the voice encryplion algorithm

MM

MASTR Il interface Madula, an Interface controller card that plugs fnto the EDACS IMC

Confidensial, Proprietary April 2020
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Miniature Mobllity Exchange, which consiats of L.3Harris software running on a StePro card at the

MME basa site, The MME runs the SNDCP layer of the data protocal and Is the equlvalent of the P25
RFG (RF Gateway)
MRC Mablle Routing and Control. In the P26 world, this is the device at the mobile radlo which spoaks
SNDCP (usually It is the mobile radio itself)
MTU Maximum Transmitted Unit, used In SNDGP
N(S} A 3-blt sequence number for the packet data unit
Nelwork Access Code. A 12-blt field in the control channel, used as a colour cads to identlfy co-
NAC channel interfarence from other sites. This eode can be unique to a site (RFSS) ar can be reused
within the reglon
Nack Negative acknowledgemant, a type of control message
NID Network Identifier, A 16-bit field In tha control channel, consisting of 8 12-bit Network Access Cade
and a 4-bit Data Unit ID, Exror correction coding expands the NID to 64 bits
NIDS Network Intruslon Detection
NOGC Network Ogerations Centar
NPQR New Product Quotation Request
NSAPI Network Sarvica Access Palnt Identifler, used In SNDCP
NSC Network Switching Center
LTS Network Switching Server
NWS Network Sentry
OF8 Output Feedback, a made of DES encryption
osp Outhound Signaling Packet (on the sontral channal)
OTAP Over The Alr Programming
OTAR Over Tha Alr Rekeyling
Project 25, a sulte of standards for digital radio communications, developed by the Assoclation of
P25 Public Safety Communications Officlals (APCQ) under the TIA TR-8 angineering committee, and
published as the TIA-102 set of documents
PCOMP IP Header Compresslon, a four-bit field In the P25 SNDCP header whish spacifies the nature of
TCP/IP header compression (presently only RFG1144 compressfon is supported)
PDU Packet Data Unit
PEMA Pennsylvanla Emergency Managemant System
Pers;:glalliy Provided by an advanced P25 subscriber device during registratlon, to inform the VNIC of ita
current personality. If necessery, the VNIC will provision the subscriber device with tha most recent
S;g;%lc;e personallty
PKI Public Key Infrastructure, related ta encryption and authentication
PN Pseudo random Nurnber, usually refers to a saquence of numbers that can be generated using a
shift register and exor gates
PPM Parts Per Milllon

&P L3HARRIS”
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Priority
Talkgroup

The priority talkgroup selected on the subscriber device, Usually this Is the talkgroup that the radio |
will transmit on when the user presses PTT :

ProFile

A L3Haris product used for conflguring radios over the P26 radio channel

ProScan

A L3Harris saftware aigarithm used for radio roaming

PSAP

Public Safaty Access Polnt, usually an agancy dispatoh center

PSP

Pannsylvanla State Polica

PSTN

Public Switched Telephone Network

PTT

Push To Talk

QAM

Quadrature Amplitude Modulation

QoS

Quality of Service

QPSK

Quadrature Phase Shift Keying

RA

Registraticn Area, home VNIC reglon

RADIUS

authorization, and accounting management

Remote Althentication Dial tn User, a networking protocal that provides centralized authentication,

RAM

Random Access Memory

RAR

Regional Access Router

RF

Radio Frequency

RFC 1661

The Point to Point Protacol (PPP) is defined in the Internat Request for Comment documents 1570,
1661 and 1862

RFp

Request far Proposal

RF&S

RF Sub-System. In the L3Marris architeclure an RFSS Is a single site (In the Motorola world an
RFSS Is a Motorola Zoha Controller, which can support a maximum of 32 channels spanning
several sites). In the larger P25 world the tarm RFSS Is amblguous and should be avoided If
possible

RFW

Reglonal Firewall

RAMS

Reglonal Management Server

RNM

Regional Network Manager

RNM

Regionaf Network Manager

RS

Reed Soloman, a form of error detection and correction coding

RSM

Regional Site Manager, a server which runs the RSM, Activity Warehouse and Device Manager
applications

RSSI

Racelved Signal Strength Indicatar

RTT

Request To Talk. This is @ mechanism whare a radio user in the fleld wanting to speak with a
dispatcher sends an inbound canned data message to the dispatcher, who later raspands with
{usually} an Indlvidual Call

RVM

SACCH

Slow Assoclated Control Channel (Phase 2)

Raglenal VIDA Manager, & server which runs the UAS and RNM applications

3 L3 HARRIS"‘ Lanfidential. Proprictary Aprit 2020
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Systam Asslgned ID. Used in Patch and Simulselect, whers the systam assigns a new 1D for the

SAID merged talkgroup and the radios monkor the new SAID instead of the old GIDs
SAN Storage Area Network
SAP Service Access Polnt, where the network provides a service
SEM Security Event Manager (a LogLogie® product)
SIA MeAfes Securlly Innovation Alllance
Unlt 1D, a 24-bit part of SUID, Note that SID is a L.3Marrls acranym, and the fleld Is referred to
Intarnally as elthier the SID or the Unit ID (SID was chosen as an acronym bacause UID wag
SID already used for Unlfied ID. SID sounds iike LID, which is an EDACS acronym for a similar
parameter). The 81D s a value which Is programmed Into the radlo for a WACN (customer system)
and will always be unigue within a WACN
SIEM Seaourlty, Infarmation, and Event Managament
S-18CH Synchronization Inter-slot Control Channe! (Phase 2)
Site Momt The Site Management Interface is a software entity which exists on the Network Sentry and is
Interfgce. responsible for downloading the SID/GID database from the UAS and Regional She Manager to
the Trafflc Controllar
SitePro A LaHarrls clrcult board that plugs into a MASTR it base stallon chassis and was used to generate
the contrel channal
SMS Site Management Services
sMs Short Massage Service
SMTP Simple Mall Transfer Protocol
SNocp Subnetwork Dependent Convergence Protocol
SOAP Simpla Object Access Protocol, a protocel based on XML and relying upon lower layers such as
BMTP, It provides a basic messaging framework upori which web services can be built
SOR Slgnal Operated Relay
Sourceflre®
DFG Defense Center
88 Status Symbol {a two-bit fleld in the control channel, used for channel access control signaling)
SSL Secura Socket Layers
Baoura Shsli is a program to log Inte ancther computer aver a network, to execute commands in a
8SH remote machine, and to move files from ane maghine to anather. It provides strong authentication
and secura communications over insecure channels, It Is a replacement for rlogln, rsh, rop, and
rdist.
su Subsoriber Unlf, in the P25 world, an 8U s a moblle or portable radio
sUID Subserlber Unlt ID. A 56-bit unigue-in-the-world permanent Identifier consisting of WACN, System
1D, and SID
SUMs Security Update Management Service {a L3Harris produst)
BUMSplus | Version of SUMS
System | | The System 1D is a 12-bit field of the network adtress which Identlfies the YNIC
TAC Tachnlcal Asslstance Center, a L3Harris service

(ED LIHARRIS"
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TACACS | Terminal Access Controller Access Control System
TDMA Time Divislon Multiple Acoess
TDU Tarminator Data Unit, usad to terminate a volce message
TEK Traffic Encryption Key
Telnet A terminal emulation program for TCP/IP networks such as the Internet, The Talinet program runs
on your camputer and connacts your PC {o a server on the network.
TGID Talkgroup 1D {(16-blt, equivalent to GID). The P25 documents usually use 31D but some of the
older documents use TGID
TIA Telecemmunioations Industry Asscclation
TLA Thrae Lettar Acronyrn (to be avolded if possible)
c;r;frfgﬁ or Software antity which resides In a base statlon at the site and generates the P25 control channe!
TRC Tone Ramata Control
Trunking :PS&'\B targer P26 world, this is the device at the si}e which genera}es the contral channel (In the
Gontroller arrls system Itls a plece of software called a "control channel”, which resides on a SitaPro carg
which plugs into a base station chassls)
TSBK Teunking Signaling Block (a 196-blt field in the control channel)
Tx Transmit
UAC Unifled Audio Card
UAS Unified Admilnlstration Sarver
uppP Usar Datégram Protocol
Uniflad 10, This is & L.3Harris specific agronym referring to an 1D composed of the System |D and
uip SiD. The UID is a ten-digit number n the form 604-415-4003, standing for region, agency, and
individual
UKEK Unique Kay Encryption Key
Unitrends | Enterprige backup for VIDA networks
upPs Uninterrupted Power Supply
VAS VIDA Applicaticn Server
VCE VIDA Console Exchange
VCH Voice Channal (Phase 2)
vDoG Volee and Data on Control (the cantrol chaninel can assign itseif as a traffic channel)
VIDA Volce, Interoperabllity, Data, Acce:;; (a L3Hartis system product)
VINI Volee Independent Network Identifier. This ts a L3Harvs speciflc acronym referrlng to a valug
consisting of ESN, User ID and password, required by the proxy for registration with the VNIC
VLAN Virtual Local Area Network
VM Virtual Machine
VME Versa Module Eurocard (IEEE 1014)

: LsHAR R I S‘" Conlilential, Proprisary Aprf) 2020
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VNIC

Volce Network Interface Controller, the L3Harris volce switch

YOX

Voloe Operated Switch

VPN

Virtual Private Nelworlc

VSWR

Voltage Standing Wave Ratlo

VTCH

Volce Transport Control Channel {Phase 2)

vTl

VIDA Telephone Interconnect

WACN

Wide Area Communication Network (20-bit network I3, part of SUID), This s & customer netwark
which can Include many VNICs )

WAR

Wide Area Router

WGID

Warking Group ID (16 bil, usually the same value as the GID). This is the value which is used on
the alrlink, When a foreign radio roams in from another System 1D (indicating a different VNIC} or
WACN, Its GID may confliot with GIDs used in this regfon. In this casa the VNIC will provide the
radio with a WGID which does nat conflict, effectively a temporary GID

wuIb

Worlking Unlt ID (24 bit, usually the same value as the SID). This Is the value which is used on the
alriink. When a forelgn radio roams In from another System ID (indicating a different VNIC) or
WACN, its SID may conflict with SiDs used In this reglon. In this case the VNIC will provids the
radlo with a WUID which does not conflict, effectively a temporary SID

XML

Extensible Markup Language, used for bullding websites

Zerolze

A P25 oontroi channet command which causes the mobile radlo to erase its encryption keys (but
then requires manual loading to restors encryption keys)

Contidential, Propristary April 2020
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Pricing
Networking Upgrade

L3Harris is pleased to provide Monterey County, California with the following firm fixed price proposal. Pricing is valid for
60 days from submittal date of April 20, 2020. Upon expiration of the pricing validity, L3Harris reserves the right to
provide an updated pricing proposal.

A, Infrastructure Components and
Installation

Qty List Price Disc. % Unit Price Total

Upgraded Router - 7705 1 $ 26,705.50 10% $ 24,034.95 | % 24,034.9
Engineering 1Lot |$ 47,610.00 0% $ 47,610.00 |$ 47,610.00
Total $ 71,644.95

Sales Taxes (if applicable) not Included

™
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ADDENDUM No. 1

TO AGREEMENT BY AND BETWEEN HARRIS CORPORATION, AND

THE COUNTY OF MONTEREY

FOR NGEN PATH DIVERSITY AT LA MESA COMMUNICATIONS SITE

This Addendurm No, 1 amends, modifies, and supplements the County of Monterey Agreement
for Setvices (hereinafter “Agreement”) by and between Harris Corporation (hereinafter
“CONTRACTOR?”) and the County of Monterey, on behalf of its Tnformation Technology
Department (hereinafter “COUNTY™). This Addendum #1 has the full force and effect as if set
forth within the Terms. To the exient that any of the terms or conditions contained in this
Addendum #1 may contradict or conflict with any of the terms and conditions of the Agroement,
it is expressly understood and agteed that the terms and conditions of this Addendum #1 shall
take precedence and supersede the attached Agrecment.

NOW, THEREFORE, COUNTY and CONTRACTOR agtec that the Agresment terms and
conditions shall be amended, modified, and supplemented as follows:

II.

Agreement paragraph 9.01, “Evidence of Coverage” shall be amended to:
Prior to commencement of this Agreement, the Contractor shall provide a “Certificate

of Tnsurance” as evidence that coverage as required horein has been obtained.
Individual required endorsements executed by the insurance carrier shall accompany
the certificate.

This verification of coverage shall be sent to the County’s Contracts/Purchasing
Department, unless otherwise directed. The Contractor shall not receive a “Notice to
Proceed” with the work under this Agreement until it has obtained all insurance
required and the County has approved such insurance. This approval of insurance shall
naither relieve nor decrease the liability of the Contractor.

The first paragraph in Section 9.03, “Insurance Coverage Requirements” shall be
amended fo:

Without limiting Contractor’s duty to indemnify, CONTRACTOR shall maintain in
effect throughout the term of this Agreement a pohcy or policies of insurance with the
following limits of liability.

Commercial General Liability Insurance, including but not limited to premises and
operations, including coverage for Bodily Injuty and Property Damage, Personal
Injury, Coniractual Liability, Broad form Property Damage, Independent Contractors,
Products and Damage of $1,000,000 per occurrence.
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IV.

V1.

(Note: any proposed modifications to these general liability insurance requirements
shall be attached as an Exhibit hereto, and the section(s) above that are proposed as
not applicable shall be lined out in blue ink. All proposed modifications are subject to
County approval,)

The second paragraph in Section 9.04 “Other Reguirements” shall be amended
to:

Each policy shall provide coverage for CONTRACTOR and each subcontractor, if
any, performing work under this Agreement, or be accompanied by a certificate of
insurance from each subcontractor showing each subcontractor has identical insurance
coverage to the above requirements,

The third paragraph in Section 9.04, “Other Requirements” shall be amended to:
Commetcial general liability and autornobile Hability policies shall ability and
automobile liability policies shall provide an endorsement including the County of
Monterey, its officers, and employees as Additional Insureds with respect to
fiability caused, in whole ot in part, by the Contractor’s work, including ongoing and
completed operations, and shall further provide that such insurance is primary
insurance to any insurance or self-insurance maintained by the County and that the
insurance of the Additional Insureds shall not be called upon to contribute to a
loss covered by the Contractor’s insurance, The required endorsement form for
Commercial General Liability Additional Insured is ISC Form CG 20 10 or CG 20 10
in tandem with CG 20 37. The requited endotsement form for Automobile Additional
Insured endorsement is ISO Form CA 20 48 or equivalent form,

The fourth paragraph in Section 9.04, “Other Requirements” shall be amended to:
Prior to the exscution of this Agreement by the County, Contractor shall file
cettificates of insurance with the County’s contract administrator and County’s
Contracts/Purchasing Division, showing that the Contractor has in effect the insurance
required within fifteen (15) calendar days after any change is made in any insurance
policy, which would atter the information on the certificate then on file. Acceptance or
approval of insurance shall in no way modify ot change the indemnification clause in
this Agreement, which shall continue in full force and effect,

The tifth paragraph in Section 9.04, “Other Requirements” shall be amended to:
Conttactor shall at all times during the term of this Agreement maintain in force the
insurance coverage required under this Agreement and shall send, without demand by
County, annyal certificates to County’s Contract Administrator and County’s
Contracts/Purchasing Division, If the cextificate is not received by the expiration date,
County shall notify Contractor and Contractor shall have fifteen (13) calendar days to
send in the certificate, evidencing no lapse in coverage during the interim, Faiture by
Contractor to maintain such insurance is a default of this Agreement, which entitles
County, at its sole discretion, to terminate this Agrecment immediately.
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Section 15,18 titled “Future Purchases” shall be added to read as follows;

For the term of this Agreement, the County may purchase additional training and
services from CONTRACTOR. County shall specify to CONTRACTOR the nature
of the additional trainings required, CONTRACTOR shall thereafter issue a quote to
COUNTY, If County concurs in writing, the quote shell be attached to any resultant
Purchase Order as the agreed upon scope of work and price.
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MINDDIYYYY)
04/03/2020

. THIS GERTIFICATE 15 ISSUED AS A MATTER OF INFORMATION

REPRESENTATIVE OR PRODUCER, AND THE CERTIFIGATE HOLDER,

ONLY AND CONFERS NO RIGHTS UPDN THE CERTIFIGATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE GOVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANGE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE 1SSUING INSURER(S), AUTHORIZED

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy{ies) must have ADDITIQNAL INSURER provisions or be endorsed,
If SUBROGATION 15 WAIVED, subijoct to the tarms and conditions of the polley, certalh poflcles may tequire an sndorsement, A statament on
this certificate does not confer rights to the certificate holdar in leu of such endorsement(s).

PRODUGER CONTACT
Mavsh USA, lna. —”“Q‘E'E FAX
Two Alllanog Conter E}g‘mm I i@gu
3560 L.enox ftoad, Suite 2400 Al e
Aflanla, GA, 30326 +
Alin: Atlanta.CertRequest@marsh.com / Fax: 212-948-4321 INBURER(S} AFFORDING COVERAGE NALC #
CN102522200-STND-GAWL-20-21 INSURER A : Tha Insurance Cempany of the Stala of PA 19429
INBIE’:F!EI%?M Tachnologles, I, INSURER B : Now Hampshlre Insurance Company 23841
Alfn: Risk Management INSURER € : Amarloan Home Assurance Co 18360
;d [ZTE&NDA%\ Bivdl, INSURER D : Ilinols Mationel [nsurance Gompary 2817
Melbaume, FL 32019 INSURER B : N/A NA
INSURER F s
COVERAGES CERTIFICATE NUMBER: AT4.-005051608-01 REVISION NUMBER: 2

THIS IS TO CERTIFY THAT THE PCLICIES OF INSURANGE LISTED BELQW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CCONDITION OF ANY CONTRACT OR OTHER DOCUMENT \WITH RESREGT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANGE AFFCRDED 8Y THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED 8Y PAID CLAIMS.

INSR EUBR]
JR

PO}.IG\" EFF | FOLIGY EXP

TYPE OF INBURANGE INSD | WD POLIGY NUMBER IMMHDDIYYYY) LivITs
A | X | COMMERGIAL GENERAL LIABILITY GLAYIN U 0200112020 02012021 | pacH ocoURRENGE 3 2,000,000
| oLaims-mace m QOCUR Eﬁgﬁ%gogeﬁﬂui?ame) $ 1,006,000
| X |Contrastual Liablily applies, MED EXP (Aty one perser) | $ 10,000
. PERSCMNAL & ADV IMJURY | § 2,000,000
| GENT. AGGREGATE LIMIT ARPLIES PER; GENERAL ACGREGATE § 6,000,000
X | poey || FB% Loc PRODUCTS - COMPIOP AGG | $ 2,000,000
QTHER: ¥
[ | AUTOMORILELIABILITY CAG631196 (ADS) 02/01/2020 e2/01208 %%hég{l}ll‘l e?t;SINGLE LTI $ 000,000
A X any auto CAGBI1167 (MA) U2/04/2020  [0#012021 | BODILY INJURY (Por person) | $
A : RLVIVT%ESDONLY . gﬁ_rrlgguwp CABB31108 (VA) 02A1/2020  [02/0d/200 BOBILY INJURY (Per aceldort)| 5
¥ | HIRED % | NOH-OWNED PROPERTY DAMAGE s
|2 | AUYGS anLy AUTOS GNLY _!Emnﬂ_mﬁ?_.ﬁ_,ﬁ_
| |usBRELLALIAE | [ oeaup EAGH OCOURRENCE ]
FHGESS LiAB CLAIMS-MADE ABBREGATE $
DED | |RETENTION$ - 3§
B mx‘éﬁﬁf g&ﬁg@gﬁgm{ WE0Z3096006 (305) Uerni2nae 10210 X B e | | o
€ | shveroPmIETORPARTNERIERGOUTIVEE [l wral | CU23066008 (CA) e L B [ — 3 1,000,000
D Chandlon Ry o0 WIG023006008 (L) Tl R T s 730000
T o8 e RATIONS bofow Gontiued on Adctfona! Page EL DISEASE - POLIGY LiniT | § 1,006,500

DESCRIPTION OF OPERATIONS / LOGATICNS { VEWICLES (AGORD 101, Aduitiona: Boniarks Sahedule, may be attached If moro spaceis reculeed)
County of Manteray, (fs afficers, agents, and employess are are included as Additonal insvred (excapt Warkers' Compensation} where required by wiitlen contracl,

CERTIFICATE HOLRER

CANGELLATION

Gounly of Montorey
168 West Allsal Strget
Ballnag, CA 93901

SHOULD ANY OF THE ABOVE DESCRIBED POLIGIES BE GANCELLED BEFQRE
THE EXPIRATION DATE THEREQF, NOTIGE WILL BE DELIVER ED N
AGCORDANCE WITH THE POLICY PROYISIONS.

AUTHORIZED REPRESENTATIVE
of Marsh USA Ine,

Manashl Mukherjes Manimahi Slutenerdes

ACORD 25 (2016/03)

© 19882016 ACORD CORPORATION. Allrights resetved.

The ACORD naine and logo are regiatared marks of ACORD
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Page 1 of 1
- N @ DATE (MM/DDIYYYY
A|CORD CERTIFICATE OF LIABILITY INSURANCE 04}03/2020)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NC RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S);-AUTHORIZED—
REPRESENTATIVE OR PRODUGER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certaln policias may require an endorsement. A statement on
this certificate does not confor rights to the cortificate holder in lisu of such endorsement(s),

PRODUCER ggmy«cr Willis Towers Watson Certificate Center

1111 W . fki 1114 £ P i !
FIT;O 8 Towars Watson Northeast, Inc a Willis o enngylvania, pﬁg,pro i 1-B77-94507378 Fﬁﬁﬂo]: 1-888-467-2378
o/o 26 Century Blvd ﬁ#p‘?{léssf vartificates@willis.aom
.0, Box 305181 INSURER(S) AFFORDING COVERAGE NAIC #
Nashville, 79 372305191 UsA INSURER A ; ACE American Insurande Company 22667
INSURED . INSURER B :
L3Harris Technolegies, Ing.

Corperate Risk Management INSURERC ;

1025 W. NABA Blvd. INSURER D :
ot B 919

albourne, EFhL 32 INSURER E :

INSURER F :
COVERAGES CERTIFICATE NUMBER; W16124420 REVISION NUMBER;

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TG THE INSURED NAMED ABOVE FOR THE PCLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

i ADDLISUBR] POLICY EFF | FOLICY EXP
i TYPE OF INSURANCE 1 WVD POLICY NUMBER (MM/DDAYYY) | (MMIDDIYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE $
DAMAGE TO RENTED
T CLAIMS-MADE |:| OCCUR PREMISES (Ea oceurrence) | $
MED EXP (Any one parsen) %
PERSONAL & ADV INJURY | §
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3
POLICY D i D LOG PRODUCTS - COMP/OP AGG | §
OTHER: §
AUTOMOBILE LIABILITY FOMBINED SINGLE LIMIT — T'g
ANY AUTO BODILY INJURY (Per person) | §
OWNED SCHEDULED
| Biowr []580e Co a3
- R
| AUTeS oLy AUTOS ONLY | (Per accident) 8
$
UMBRELLA LIAB CCCUR EACH OCCURRENGE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED l F RETENTIONS$ $
WORKERS COMPENSATION FER OTH-
AND EMPLOYERS' LIABILITY YIN Sraruze || 8%
ANYPROPRIETORIPARTNER/EXECUTIVE EL. EACH ACCIDENT $
CFFICER/MEMBEREXCLUDED? NIA
{Mandatory [n NH) E.L, DISEASE - EA EMPLOYEE| §
If yes, describe under
DESCRIPTION CF CPERATIONS below E.L. DISEASE - POLICY LIMIT | §
A |Cyber / Professional Liability G70159260 001 01/01/2020|0L/01/2021 |Limits $10,000,000
{Including Tech Z&O) Retention $1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additlonal Remarks Schedule, may be aitached if more space Is requived)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION BATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE
County of Monteray

168 West Alisal Street
Salinas, CA 93501 Aka\b\\e. Aedaar b
© 1988-2016 ACORD CORPORATION. All rights reserved,
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD

SR ID: 19475036 BATCH: 1638725
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POLICY NUMBER: GL  693-91-34

COMMERCIAL GENERAL LIABILITY
CG 201004 13

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ADDITIONAL INSURED - OWNERS, LESSEES OR
CONTRACTORS - SCHEDULED PERSON OR
ORGANIZATION

COMMERCIAL GENERAL LIABILITY COVERAGE PART

This endorsement modifies insurance provided under the following:

SCHEDULE

Name Of Additional Insured Personis}
Or Organization(s}

Lacation{s) Of Covered Operations

THE COUNTY OF MONTEREY, ITS OFFICERS,
AGENTS AND EMPLOYEES

PER THE CONTRACT OR AGREEMENT

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

CG 20100413

A. Section Il - Who Is An Insured is amended to

include as an additional insured the person{s) or
organization{s) shown in the Schedule, but only
with respect to liability for "bodily injury"”,
"property damage" or "personal and advertising
injury” caused, in whole or in part, by:

1. Your acts or omissions; or

2. The acts or omissions of those acting on
your behalf;

in the performance of your ongoing operations
for the additional insured{s) at the location(s}
designated above,

However:

1. The insurance afforded to such additional
insured only applies to the extent permitted
by law; and

2. If coverage provided to the additional
insured is required by a contract or
agreement, the insurance afforded to such
additional insured will not be broader than

@ Insurance Services Office, Inc., 2012

that which you are required by the contract
or agreement to provide for such additional
insured.

B. With respect to the insurance afforded to these

additional insureds, the following additional
exclusions apply:

This insurance does not apply to "bodily injury”
or "property damage" oceurring after:

1. Al work, including materials, parts or
equipment furnished in connection with such
work, on the project (other than service,
maintenance or repairs} to be performed by
or on behalf of the additional insured{s) at
the location of the covered operations has
been completed; or

2. That portion of "your work" out of which
the injury or damage arises has been put to
its intended use by any person or
organization other than another contractor or
subcontractor engaged in  performing
operations for a principal as a part of the
same project.

Page 1 of 2

3
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C. With respect to the insurance afforded to these
additional insureds, the following is added to
Section HI - Limits Of Insurance:

2. Available under the applicable Limits of
insurance shown in the Declarations:

whichever is less.
If coverage provided to the additional insured is

required by a contract or agreement, the most This. endorger.nent shall  not increasg the
we will pay on behalf of the additional insured applicable Limits of Insurance shown in the
is the amount of insurance: Declarations.

1. Required by the centract or agreesment: or

Page 2 of 2 ® Insurance Services Office, Inc., 2012 CG20100413 O
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POLICY NUMBER: GL  693-91-34

CONMMERCIAL GENERAL LIABILITY
CG 20370413

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ADDITIONAL INSURED - OWNERS, LESSEES OR
CONTRACTORS - COMPLETED OPERATIONS

This endorsement modifies insurance provided under the following:

COMMERCIAL GENERAL LIABILITY COVERAGE PART
PRODUCTS/COMPLETED OPERATIONS LIABILITY COVERAGE PART

SCHEDULE

Name Of Additional Insured Person{s}
Or Organization(s}

Location And Description Of Completed Operations

THE COUNTY OF MONTEREY, ITS
OFFICERS, AGENTS AND EMPLOYEES

PER THE CONTRACT OR AGREEMENT

Information required to complete this Schedule, if not shown above, will be shown in the Declarations.

CG 20 37 04 13

A. Section Il - Who Is An Insured is amended to

include as an additional insured the person{s) or
organization(s) shown in the Schedule, but only
with respect to liability for "bedily injury” or
"property damage"” caused, in whole or in part,
by "your work" at the location designated and
described in the Schedule of this endorsement
performed for that additional insured and
included in the "products-completed operations
hazard™.

However:

1. The insurance afforded to such additional
insured only applies to the extent permitted
by law; and

2. If coverage provided to the additional
insured is required by a contract or agree-
ment, the insurance afforded to such addi-
tional insured will not be broader than that

which you are required by the contract or
agreement to provide for such additional
insured.

B. With respect to the insurance afforded to these
additional insureds, the following is added to
Section Il - Limits Of Insurance:

If coverage provided to the additional insured is
required by a contract or agreement, the most
we will pay on behalf of the additional insured
is the amount of insurance:

1. Required by the contract or agreement: or

2. Available under the applicable Limits of Insu-
rance shown in the Declarations;

whichever is less.

This endorsement shall not increase the appli-
cable Limits of Insurance shown in the Decla-
rations.

© Insurance Services Office, Inc., 2012 Page 1 of 1

O



|
§ DocuSign Envelope ID: CEAD281C-0864-40C7-89E3-AF91E17FB78B

IMPORTANT NOTICE TO OUR CUSTOMERS

Article 83 of the New York Insurance Code and Regulation 86 of the New York
Rules and Regulations exempt certain risks from rate and policy form filing
requirements. We used the regulations to price and/or create coverage forms and
endorsements attached to your policy. The regulations require us to attach this
notice to your policy or to endorsements issued subsequent to the issuance of
your policy,

NOTICE:

THESE POLICY FORMS AND THE
APPLICABLE RATES ARE EXEMPT FROWM
THE FILING REQUIREMENTS OF THE NEW
YORK STATE INSURANCE LAW AND
REGULATIONS. HOWEVER, THE FORMS
AND RATES MUST MEET THE MINIMUM
STANDARDS OF THE NEW YORK
INSURANCE LAW AND REGULATIONS.

Policy No.: GL 693-91-34
Issued to:  L3HARRIS TECHNOLOGIES, INC.

By: THE INSURANCE COMPANY OF THE STATE OF PENNSYLVANIA

NYFTZ Classification Code: 14180

91250 (06/18)
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|

FORMS SCHEDULE

NAMED INSURED: L3HARRIS TECHNOLOGIES, INC.

POLICY NO: GL 693-91-34

EFFECTIVE DATE: 02/01/2020

91250 (0518) NDTICE TO NY CUSTOMERS

CHGOO4 AMENDATORY ENDORSEMENT

CG2010 (0413) OWNERS, LESSEES, CONTR LIAB
CG2037 (0413) ADD’L INSD-OWN/LESS/CONTR-C OPS
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ENDORSEMENT # CHGOO4

This endorsement, effective 12: 01 A.M. 02/01/2020 forms a part of

policy No. GL  693-91-34 issued to  L3HARRIS TECHNOLOGIES, INC,
BY  THE INSURANCE COMPANY OF THE STATE OF PENNSYLVANIA

AMENDATORY ENDORSEMENT
IT IS HEREBY AGREED THE POLICY 1S AMENDED AS FOLLOWS:

- CG2010 AND CG2037 ARE ADDED PER ATTACHED FORMS

qﬁ%
04/09/2020 / 72'/
1803 Yo A

Authorized Representative
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ENDORSEMENT

This endorsement, effective 12:01 A.M. 02/01/2020 forms a part of

Policy No.CA 663-11-96 issued to L3HARRIS TECHNOLOGIES, INC.

by THE INSURANCE COMPANY OF THE STATE OF PENNSYLVANIA
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ADDITIONAL INSURED - WHERE REQUIRED UNDER CONTRACT OR AGREEMENT

This endorsement modifies insurance provided under the following:
BUSINESS AUTO COVERAGE FORM

SCHEDULE

ADDITIONAL INSURED:
THE COUNTY OF MONTEREY, ITS OFFICERS, AGENTS AND EMPLOYEES

I. SECTION Il - COVERED AUTOS LIABILITY COVERAGE, A. Coverage, 1. - Who Is Insured, is
amended to add:

d. Any person or organization, shown in the schedule above, to whom you become obligated
to include as an additional insured under this pelicy, as a result of any contract or agreement
you enter into which requires you to furnish insurance to that person or organization of the
type provided by this policy, but only with respect to liability arising out of use of a covered
"auto". However, the insurance provided will not exceed the lesser of:

(1) The coverage and/or limits of this policy, or

{2) The coverage and/or limits required by said contract or agreement,

Nt

/1 AUTHORIZED REPRESENTATIVE

87950 {9/14) Includes copyrighted information of Insurance Services Office, Inc., Page 1 of 1
with its permission,
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FORMS SCHEDULE

EFFECTIVE DATE: 02/01/2020
NAMED INSURED: L3HARRIS TECHNOLOGIES, INC.

POLICY NO: CA 663-11-96

CHGOO2 AMENDATORY ENDORSEMENT
87950 (0914) ADD INSRD-WHERE REQ UNDER CONTRA
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ENDORSEMENT # CHGOG2

This endorsement, effective 12: 01 A.M. 02/0172020 forms a part of

policy No. CA  663-11-96 issued to  L3HARRIS TECHNOLOGIES, INC.
BY THE INSURANCE COMPANY OF THE STATE OF PENNSYLVANIA

AMENDATORY ENDORSEMENT
IT 1S HEREBY AGREED THE POLICY IS AMENDED AS FOLLOWS:
- 87950 1S ADDED PER ATTACHED FORM

/)fZ
04/09/2020 Vi 72'—/
1803 77

Authorized Representative
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