COUNTY OF MONTEREY STANDARD AGREEMENT

This Agreement is made by and between the County of Monterey, a political subdivision of the
State of California (hereinafter “County”) and:
IPKeys Power Partners, Inc.

(hereinafter “CONTRACTOR?).

In consideration of the mutual covenants and conditions set forth in this Agreement, the parties
agree as follows:

1.0 GENERAL DESCRIPTION:

The County hereby engages CONTRACTOR to perform, and CONTRACTOR hereby agrees
to perform, the services described in Exhibit A in conformity with the terms of this Agreement.
The goods and/or services are generally described as follows:

Provide:

Design, integration, implementation and optimization services for the County's enterprise
network, radio and microwave systems.

2.0 PAYMENT PROVISIONS:

County shall pay the CONTRACTOR in accordance with the payment provisions set forth in
Exhibit A, subject to the limitations set forth in this Agreement. The total amount payable by
County to CONTRACTOR under this Agreement shall not exceed the sum of's 225,000.00

3.0 TERM OF AGREEMENT:

3.01 The term of this Agreement is from October 1,2020 to
September 30, 2023 , unless sooner terminated pursuant to the terms of this
Agreement. This Agreement is of no force or effect until signed by both CONTRACTOR

and County and with County signing last, and CONTRACTOR may not commence
work before County signs this Agreement.

3.02 The County reserves the right to cancel this Agreement, or any extension of this

Agreement, without cause, with a thirty day (30) written notice, or with cause
immediately.

4.0  SCOPE OF SERVICES AND ADDITIONAL PROVISIONS:

The following attached exhibits are incorporated herein by reference and constitute a part of
this Agreement:

Exhibit A Scope of Services/Payment Provisions
Exhibit B Other: ny/a

IPKeys Power Partners, Inc
Term: 10/1/2020-9/30/2023
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5.0 PERFORMANCE STANDARDS:

501

502

503

CONTRACTOR warrants that CONTRACTOR and CONTRACTOR’s agents, employees,
and subcontractors performing services under this Agreement are specially trained,
experienced, competent, and appropriately licensed to perform the work and deliver the
services required under this Agreement and are not employees of the County, or immediate
family of an employee of the County.

CONTRACTOR, its agents, employees, and subcontractors shall perform all work in a safe
and skillful manner and in compliance with all applicable laws and regulations. All work
performed under this Agreement that is required by law to be performed or supervised by
licensed personnel shall be performed in accordance with such licensing requirements.

CONTRACTOR shall furnish, at its own expense, all materials, equipment, and personnel
necessary to carry out the terms of this Agreement, except as otherwise specified in this
Agreement. CONTRACTOR shall not use County premises, property (including equipment,
instruments, or supplies) or personnel for any purpose other than in the performance of its
obligations under this Agreement,

6.0 PAYMENT CONDITIONS:

6,01

6.02

6.03

6.04

Prices shall remain firm for the initial term of the Agreement and, thereafter, may be adjusted
annually as provided in this paragraph. The County does not guarantee any minimum or
maximum amount of dollars to be spent under this Agreement.

Negotiations for rate changes shall be commenced, by CONTRACTOR, a2 minimum of ninety

days (90) prior to the expiration of the Agreement. Rate changes are not binding unless
mutually agreed upon in writing by the County and the CONTRACTOR.

Invoice amounts shall be billed directly to the ordering department.

CONTRACTOR shall submit such invoice periodically or at the completion of services, but in
any event, not later than 30 days afier completion of services. The invoice shall set forth the
amounts claimed by CONTRACTOR for the previous period, together with an itemized basis
for the amounts claimed, and such other information pertinent to the invoice. The County
shall certify the invoice, either in the requested amount or in such other amount as the County
approves in conformity with this Agreement and shall promptly submit such invoice to the
County Auditor-Controller for payment. The County Auditor-Controller shall pay the amount
certified within 30 days of receiving the certified invoice.

7.0 TERMINATION:

7.01

Revised 8/7/19

During the term of this Agreement, the County may terminate the Agreement for any reason
by giving written notice of termination to the CONTRACTOR at least thirty (30) days prior to
the effective date of termination. Such notice shall set forth the effective date of termination.
In the event of such termination, the amount payable under this Agreement shall be reduced in
proportion to the services provided prior to the date of termination.

1PKeys Power Partners, Inc
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8.0

9.0

Revised 8/8/19 MRD 30f10

7.02 The County may cancel and terminate this Agreement for good cause effective immediately
upon written notice to CONTRACTOR. “Good cause” includes the failure of
CONTRACTOR to perform the required services at the time and in the manner provided
under this Agreement. If County terminates this Agreement for good cause, the County may
be relieved of the payment of any consideration to CONTRACTOR, and the County may
proceed with the work in any manner, which County deems proper. The cost to the County
shall be deducted from any sum due the CONTRACTOR under this Agreement,

7.03 The County’s payments to CONTRACTOR under this Agreement are funded by local, state
and federal governments. If funds from local, state and federal sources are not obtained and
continued at a level sufficient to allow for the County’s purchase of the indicated quantity of
services, then the County may give written notice of this fact to CONTRACTOR, and the
obligations of the parties under this Agreement shall terminate immediately, or on such date
thereafter, as the County may specify in its notice, unless in the meanwhile the parties enter
into a written amendment modifying this Agreement,

INDEMNIFICATION:

CONTRACTOR shall indemnify, defend, and hold harmless the County, its officers, agents, and
employees, from and against any and all claims, liabilities, and losses whatsoever (including
damages to property and injuries to or death of persons, court costs, and reasonable attorneys’ fees)
occurring or resulting to any and all persons, firms or corporations furnishing or supplying work,
services, materials, or supplies in connection with the performance of this Agreement, and from any
and all claims, liabilities, and losses occurring or resulting to any person, firm, or corporation for
damage, injury, or death arising out of or connected with the CONTRACTOR’s performance of this
Agreement, unless such claims, liabilities, or losses arise out of the sole negligence or willful
misconduct of the County., “CONTRACTOR s petformance” includes CONTRACTOR’s action or
inaction and the action or inaction of CONTRACTOR’s officers, employees, agents and
subcontractors.

INSURANCE REQUIREMENTS:

9.01 Evidence of Coverage: Prior to commencement of this Agreement, the Contractor shall
provide a “Certificate of Insurance” certifying that coverage as required herein has been
obtained. Individual endorsements executed by the insurance carrier shall accompany the
certificate. In addition, the Contractor upon request shall provide a certified copy of the policy
or policies.

This verification of coverage shall be sent to the County’s Contracts/Purchasing Department,
unless otherwise directed. The Contractor shall not receive a “Notice to Proceed” with the
work under this Agreement until it has obtained all insurance required and the County has
approved such insurance. This approval of insurance shall neither relieve nor decrease the
liability of the Contractor,

9.02 Qualifying Insurers: All coverage’s, except surety, shall be issued by companies which hold
a current policy holder’s alphabetic and financial size category rating of not less than A- VII,
according to

1PKeys Power Partners, Inc
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the current Best’s Key Rating Guide or a company of equal financial stability that is
approved by the County’s Purchasing Manager.

9.03 Inmsurance Coverage Requirements: Without limiting CONTRACTOR’s duty to
indemnify, CONTRACTOR shall maintain in effect throughout the term of this
Agreement a policy or policies of insurance with the following minimum limits of
liability:

Commercial General Liability Insurance: including but not limited to premises and

operations, including coverage for Bodily Injury and Property Damage, Personal Injury,
Contractual Liability, Broad form Property Damage, Independent Contractors, Products
and Completed Operations, with a combined single limit for Bodily Injury and Property
Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications to these general liability insurance requirements shall
be attached as an Exhibit hereto, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

Requestor must check the apprepriate Automobile Insurance Threshold:
Requestor must check the appropriate box.

D Agreement Under $100,000 Business Automobile Liability Insurance: covering

all motor vehicles, including owned, leased, non-owned, and hired vehicles, used in
providing services under this Agreement, with a combined single limit for Bodily
Injury and Property Damage of not less than $500,000 per occurrence.

J | Agreement Over $100,000 Business Automobile Liability Insurance: covering
all motor vehicles, including owned, leased, non-owned, and hired vehicles,
used in providing services under this Agreement, with a combined single limit
for Bodily Injury and Property Damage of not less than $1,000,000 per occurrence.

(Note: any proposed modifications to these auto insurance requirements shall be
attached as an Exhibit hereto, and the section(s) above that are proposed as not
applicable shall be lined out in blue ink. All proposed modifications are subject to County
approval.)

H ensati surance: if CONTRACTOR employs others 'in the
performance of this Agreement, in accordance with California Labor Code section 3700
and with Employer’s Liability limits not less than $1,000,000 each person, $1,000,000
each accident and $1,000,000 each disease.

(Note: any proposed modifications to these workers’ compensation insurance
requirements shall be attached as an Exhibit hereto, and the section(s) above that are
proposed as not applicable shall be lined out in blue ink. All proposed modifications are
subject to County approval.)

Professi iabili : if required for the professional services being
provided, (e.g., those persons authorized by a license to engage in a business or profession
regulated by the California Business and Professions Code), in the amount of not less than
$1,000,000 per claim and $2,000,000 in the aggregate, to cover liability for malpractice or
Revised 8/8/19 MRD 4 of 10 Agroement ID: 1oy power Partners, Inc
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9.04

errors or omissions made in the course of rendering professional services. If professional
liability insurance is written on a “claims-made” basis rather than an occurrence basis, the
CONTRACTOR shall, upon the expiration or earlier termination of this Agreement,
obtain extended reporting coverage (“tail coverage™) with the same liability limits, Any
such tail coverage shall continue for at least threc years following the expiration or earlier
termination of this Agreement.

(Note: any proposed modifications to these insurance requirements shall be attached as
an Exhibit hereto, and the section(s) above that are proposed as not applicable shall be
lined out in blue ink. All proposed modifications are subject to County approval, )

Other Requirements:

All insurance required by this Agreement shall be with a company acceptable to the
County and issued and executed by an admitted insurer authorized to transact Insurance
business in the State of California. Unless otherwise specified by this Agreement, all such
insurance shall be written on an occurrence basis, or, if the policy is not written on an
occurrence basis, such policy with the coverage required herein shall continue in effect for
a period of three years following the date CONTRACTOR completes its performance of
services under this Agreement.

Each liability policy shall provide that the County shall be given notice in writing at least
thirty days in advance of any endorsed reduction in coverage or limit, cancellation, or
intended non-renewal thereof. Each policy shall provide coverage for Contractor and
additional insureds with respect to claims arising from each subcontractor, if any,
performing work under this Agreement, or be accompanied by a certificate of insurance
from each subcontractor showing each subcontractor has identical insurance coverage to
the above requirements.

end : amin : oun Dn s of ents a
Additional Insureds with respect to liability arising out of the CONTRACTOR’S work,

including ongoing and completed operations, MMLWM@
L A d D 8 d S l L L ALE (
ontri loss e C 'S insurance. The required
endorsement form for Commercial General Liability Additional Insured is ISO Form CG
20 10 11-85 or CG 20 10 10 01 in tandem with CG 20 37 10 01 (2000). The required
endorsement form for Automobile Additional Insured endorsement is ISO Form CA 20 48

02 99.

Prior to the execution of this Agreement by the County, CONTRACTOR shall file
certificates of insurance with the County’s contract administrator and County’s
Contracts/Purchasing Division, showing that the CONTRACTOR has in effect the
insurance required by this Agreement. The CONTRACTOR shall file a new or amended
certificate of insurance within five calendar days after any change is made in any
insurance policy, which would alter the information on the certificate then on file.
Acceptance or approval of insurance shall in no way modify or change the indemnification
clause in this Agreement, which shall continue in full force and effect.

IPKeys Power Partners, Inc
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CONTRACTOR shall always during the term of this Agreement maintain in force the
insurance coverage required under this Agreement and shall send, without demand by
County, annual certificates to County’s Contract Administrator and County’s
Contracts/Purchasing Division. If the certificate is not received by the expiration date,
County shall notify CONTRACTOR and CONTRACTOR shall have five calendar days to
send in the certificate, evidencing no lapse in coverage during the interim. Failure by
CONTRACTOR to maintain such insurance is a default of this Agreement, which entitles
County, at its sole discretion, to terminate this Agreement immediately.

10.0 RECORDS AND CONFIDENTIALITY:

10.1 Confidentiality: CONTRACTOR and its officers, employees, agents, and subcontractors
shall comply with any and all federal, state, and local laws, which provide for the
confidentiality of records and other information. CONTRACTOR shall not disclose any
confidential records or other confidential information received from the County or
prepared in connection with the performance of this Agreement, unless County
specifically permits CONTRACTOR to disclose such records or information.
CONTRACTOR shall promptly transmit to County any and all requests for disclosure of
any such confidential records or information. CONTRACTOR shall not use any
. confidential information gained by CONTRACTOR in the performance of this Agreement
except for the sole purpose of carrying out CONTRACTOR’s obligations under this
Agreement.

10.2 County Records: When this Agreement expires or terminates, CONTRACTOR shall
return to County any County records which CONTRACTOR used or received from
County to perform services under this Agreement.

10.3 Maintenance of Records: CONTRACTOR shall prepare, maintain, and preserve all
reports and records that may be required by federal, state, and County rules and
regulations related to services performed under this Agreement. CONTRACTOR shall
maintain such records for a period of at least three years afier receipt of final payment
under this Agreement. If any litigation, claim, negotiation, audit exception, or other action
relating to this Agreement is pending at the end of the three-year period, then
CONTRACTOR shall retain said records until such action is resolved.

10.4 Access to and Audit of Records: The County shall have the right to examine, monitor
and audit all records, documents, conditions, and activities of the CONTRACTOR and its
subcontractors related to services provided under this Agreement. Pursuant to Government
Code section 8546.7, if this Agreement involves the expenditure of public funds in excess
of $10,000, the parties to this Agreement may be subject, at the request of the County or
as part of any audit of the County, to the examination and audit of the State Auditor
pertaining to matters connected with the performance of this Agreement for a period of
three years after final payment under the Agreement.

10.5 Royalties and Inventions: County shall have a royalty-free, exclusive and irrevocable
license to reproduce, publish, and use, and authorize others to do so, all original computer
programs, writings, sound recordings, pictorial reproductions, drawings, and other works
of similar nature produced in the course of or under this Agreement. CONTRACTOR
shall not publish any such material without the prior written approval of County,

; : IPKeys Power Partners, Inc
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11.0 . NON-DISCRIMINATION:

11.01 During the performance of this Agreement, CONTRACTOR, and its subcontractors, shall
not unlawfully discriminate against any person because of race, religious creed, color, sex,
national origin, ancestry, physical disability, mental disability, medical condition, marital
status, age (over 40), or sexual orientation, either in CONTRACTOR’s employment
practices or in the furnishing of services to recipients. CONTRACTOR shall ensure that the
evaluation and treatment of its employees and applicants for employment and all persons
receiving and requesting services are free of such discrimination. CONTRACTOR and any
subcontractor shall, in the performance of this Agreement, fully comply with all
federal, state, and local laws and regulations which prohibit discrimination, The provision
of services primarily or exclusively to such target population as may be designated in this
Agreement shall not be deemed to be prohibited discrimination.

12.0  COMPLIANCE WITH TERMS OF STATE OR FEDERAL GRANTS:

If this Agreement has been or will be funded with monies received by the County pursuant to a
contract with the state or federal government i which the County is the grantee,
CONTRACTOR will comply with all the provisions of said contract, to the extent applicable to
CONTRACTOR as a subgrantee under said contract, and said provisions shall be deemed a part
of this Agreement, as though fully set forth herein. Upon request, County will deliver a copy of
said contract to CONTRACTOR, at no cost to CONTRACTOR.

13.0 INDEPENDENT CONTRACTOR:

In the performance of work, duties, and obligations under this Agreement, CONTRACTOR is
always acting and performing as an independent contractor and not as an employee of the
County. No offer or obligation of permanent employment with the County or County
department or agency is intended in any manner, and CONTRACTOR shall not become entitled
by virtue of this Agreement to receive from County any form of employee benefits including
but not limited to sick leave, vacation, retirement benefits, workers’ compensation coverage,
insurance or disability benefits. CONTRACTOR shall be solely liable for and obligated to pay
directly all applicable taxes, including federal and state income taxes and social security, arising
out of CONTRACTOR’s performance of this Agreement. In connection therewith,
CONTRACTOR shall defend, indemnity, and hold County harmless from any and all liability
which County may incur because of CONTRACTOR’s failure to pay such taxes,

[PKeys Power Pariners, Inc
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14.0 NOTICES:

Notices required under this Agreement shall be delivered personally or by first-class, postage
pre-paid mail to the County and CONTRACTOR’S contract administrators at the addresses

listed below:
FOR COUNTY: FOR CONTRACTOR:
Steve Paxton, Radio Manager Mike Hoover,
Corp. VP, Sales and Business Development
Name and Title ' Name and Title
855 E. Laurel Drive 11031 Via Frontera Drive, Ste. B
Salinas CA 93901 San Diego, CA 92127
Address Address
(831) 796-1463 (847) 875-3700
Phone: Phone:

15.0 MISCELLANEOQOUS PROVISIONS.

15.01 Conflict of Interest: CONTRACTOR represents that it presently has no interest and agrees
not to acquire any interest during the term of this Agreement, which would directly, or
indirectly conflict in any manner or to any degree with the full and complete performance of
the services required to be rendered under this Agreement.

15.02 Amendment: This Agreement may be amended or modified only by an instrument in writing
signed by the County and the CONTRACTOR.

15.03 Waiver: Any waiver of any terms and conditions of this Agreement must be in writing and
signed by the County and the CONTRACTOR. A waiver of any of the terms and conditions
of this Agreement shall not be construcd as a waiver of any other terms or conditions in this

*Agreement,

15.04 Contractor: The term “CONTRACTOR” as wused in this Agreement includes
CONTRACTOR’s officers, agents, and employees acting on CONTRACTOR’s behalf in the
performance of this Agreement.

15.05 Disputes: CONTRACTOR shall continue to perform under this Agreement during any
dispute.

15.06 Assignment and Subcontracting: The CONTRACTOR shall not assign, sell, or otherwise
transfer its interest or obligations in this Agreement without the prior written consent of the
County. None of the services covered by this Agreement shall be subcontracted without the
prior written approval of the County. Notwithstanding any such subcontract, CONTRACTOR
shall continue to be liable for the performance of all requirements of this Agreement.

I[PKeys Power P rtners,
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15.07 Successors and Assigns: This Agreement and the rights, privileges, duties, and obligations of
the County and CONTRACTOR . under this Agreement, to the extent assignable or delegable,
shall be binding upon and inure to the benefit of the parties and their respective successors,
permitted assigns, and heirs,

15.08 Compliance with Applicable Law: The partics shall comply with all applicable federal,
state, and local laws and regulations in performing this Agreement.

15.09 Headings: The headings are for convenience only and shall not be used to interpret the terms
of this Agreement,

15.10 Time is of the Essence: Time is of the essence in each and all of the provisions of this
Agreement.

15.11 Governing Law: This Agreement shall be governed by and interpreted under the laws of the
State of California; venue shall be Monterey County,

I5.12 Non-exclusive Agreement: This Agreement is non-exclusive and both County and
CONTRACTOR expressly reserve the right to contract with other entities for the same or
similar services.

15.13 Construction of Agreement: The County and CONTRACTOR agree that each party has
fully participated in the review and revision of this Agreement and that any rule of
construction to the effect that ambiguities are to be resolved against the drafting party shall
not apply in the interpretation of this Agreement or any amendment to this Agreement.

15.14 Counterparts: This Agreement may be executed in two or more countetparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same
Agreement.

15.15 Authority: Any individual executing this Agreement on behalf of the County or the
CONTRACTOR represents and warrants hereby that he or she has the requisite authority to
enter into this Agreement on behalf of such party and bind the party to the terms and
conditions of this Agreement,

15.16 Integration: This Agreement, including the exhibits, represent the entire Agreement between
the County and the CONTRACTOR with respect to the subject matter of this Agreement and
shall supersede all prior negotiations, representations, or agreements, either written or oral,
between the County and the CONTRACTOR as of the effective date of this Agreement,
which is the date that the County signs the Agreement.

15.17 Interpretation of Conflicting Provisions: In the event of any conflict or inconsistency

between the provisions of this Agreement and the Provisions of any exhibit or other
attachment to this Agreement, the provisions of this Agreement shall prevail and control.

Revised 8/8/19 MRD Qof 10 Agresment ID: IPKeys Power Partners, Inc
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16.0 SIGNATURE PAGE.

IN WITNESS WHEREOF, County and CONTRACTOR have executed this Agreement as of the day

and year written below.

COUNTY OF MONTEREY

By:
Contracts/Purchasing Officer
Date:
By:
Department Head (if applicable)
Date:
By:
Board of Supervisors (if applicable)
Date:

Approved as to Form'

By:

County Counsel
Date:

Approved as to Fiscal Provisions®

By:

Auditor/Controller
Date:
Approved as to Liability Provisions’
By:

Risk Management
Date:

County Board of Supervisors’ Agreement Number:

By:

Date:

By:

Date:

CONTRACTOR

1PKeys Power Partners, Inc.

Contractor’s Business Name*

Digitally signed by Robert Nawy
Robert Nawy orezoons 13357 oxo0

Robert Nawy CEO

Aug3l, 2020

Mike Hoover

{Signature of Secretary, Asst. Secretary,
CFO,\’}l:lscasurer or Asst. Treasure) *

Name and Title
BB)/EROmber 3

, approved on (date):

*[NSTRUCTIONS: If CONTRACTOR is a corporation, including non-profit corporations, the full legal name of the
corporation shall be set forth above together with the signatures of two (2) specified officers per California Corporations Code
Section 313. If CONTRACTOR is a Limited Liability Corporation (L1.C), the full legal name of the LLC shall be set forth
above together with the signatures of two (2) managers. If CONTRACTOR is a partnership, the full legal name of the
partnership shall be set forth above together with the signature of a partner who has authority to execute this Agreement on
behalf of the partnership. If CONTRACTOR is contracting in an individual capacity, the individual shall set forth the name of
the business, if any, and shall personally sign the Agreement or Amendment to said Agreement,

'Approval by County Counsel is required
Approval by Auditor-Controller is required

3Approval by Risk Management is necessary only if changes are made in paragraphs 8 or 9
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1PKeys Power Partners, Inc

Agreement ID: Term: 10/1/2020-9/30/2023

NTE: $225,000



@IP

EXHIBIT A
SCOPE OF WORK/PAYMENT PROVISIONS

1. SCOPE OF WORK

IPKeys will provide Professional Engineering Services and Support for design work, integration,
implementation and optimization services the County. IPKeys engineering and support services
examples:

° Review existing County TDM transport network architecture
® Provide a MPLS Network Design, including system diagrams

e Provide implementation, transition, cutover plan and field acceptance test plan of
Network Design

¢ Write and provide minimum technical/performance specifications and equipment list
based on Network Design, including mandatory, optional and valued added items
including recommended spares

® MPLS Configuration Services

° Stage, configure and test equipment

e Provide testing methodology and documentation
e MPLS Field Installation Services

¢ Install, cable and integrate at County Facilities

e Implement, interconnect, cutover and test equipment that has been installed and
powered-on by The County based on Implementation Plan

© Documentation - as-installed MPLS equipment drawings
® Provide field acceptance test documentation
¢ Provide system technical documentation

® Provide Harris network upgrade planning, implementation and cutover oversight
services

e Network Design

e Staging: Test Validation Data

¢ Implementation: Link Test Data Y.1564

e Project Completion: As-Builts Documentation

Engineering Services Available from IPKeys, our professionals demonstrate the qualifications
with the following:

® Land Mobile Radio P25 Communication Network Support:
o Motorola Solutions application enablement such as APX Next
o Interop engineering and integration including CSSI and I5SI
o FirstNet interface design, engineering and implementation

IPKEYS POWER PARTNERS
11031 VIA FRONTERA DRIVE, SUITE B, SAN DIEGO, CA 92127 VOICE: 858 345-2950
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Cisco CCIE services

Enterprise Transport Networks Design, Integration and Implementation (Optical and
Wireless IP/MPLS Transport or Mix Mode)

Systems Integration- example systems are LMR, CAD, Logging Recorder, AVL and Video.
Remote Access and Virtual Private Network Configuration and Administration
Performance monitoring and tuning

Network Assessments

Wireless with Cisco ACS/ISE integration
Cisco Firewall Configuration and Administration

Cisco Router and Switch programming/reconfiguration & remediation

Cisco ACS with radius and Cisco ISE

Multiple network integration and security

DoD level Cyber Security/Information Assurance

Data Center Services and Consolidation

Project Management

Software Development

Systems Engineering

Computer Technical Services Support

Disaster Recovery infrastructure planning

Network Operations Center (NOC) Management and Support

Telephone and Email Support:

Telephone and e-mail support will be billed at the appropriate hourly engineering rate, with a
two-hour minimum. Telephone support is available between 8:30 a.m. and 5:00 p.m. Pacific
Standard Time, Monday through Friday, excluding IPKeys’ holidays. IPKeys follows the Federal

Holida

y schedule to include New Year's Day, Birthday of Martin Luther King, Jr., Washington's

Birthday, Memorial Day, Independence Day, Labor day, Columbus Day, Veterans Day,
Thanksgiving Day and Christmas Day.

IPKeys Network Engineer will record and maintain records that identify the date and the task
order request. Service times charged to the County shall be recorded in units of one hour.

IPKeys POWER PARTNERS
11031 VIA FRONTERA DRIVE, SUITE B, SAN DIEGO, CA 92127 ¢VOICE: 858 345-2950
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2. ENGINEERING ON-SITE SERVICES - “AS-NEEDED” TIME & EXPENSES

IPKeys is proposing Engineering Services that references it’s established GSA IT70
Labor Categories.

2.1 LABOR CATEGORY RATES
These rates are as listed in the GSA IT70 Schedule for IT Engineering Services.

Julyd13 " July 13

July 13:2022-

Labor Category 2020-July 12 |\ 2021-July July 12 2023

2021 12 2022

Harware/SofareInHation Tecnicin T 6.70 $70.1 % 513 e
Information Assurance | %127.98 $130.59 |  $133.26
Network Systems Engineer Lead $139.18 $142.02 $144.92
Program Manager Ill $161.97 $165.28 $168.65 |
Senior Engineer | $176.28 $179.88 $183.55
Principal Systems/Software Engineer $182.06 | $185.78 $189.57 |
Senior Engineer || $197.64 $201.67 $205.79
;_s—em}?e"é} m- $251.06 $256.18 $261.41

2.2 LABOR CATEGORY DESCRIPTIONS

IPKeys IT70 schedule has the relevant Professional Engineering services Labor Category
Descriptions listed in the following table.

Years

Labor Category Eunctional Responsibility ' Education ExnacaTen

Hardware/Software | Installs monitors and services more complex | Bachelors 4
Installation systems and equipment at off-site locations
Technician Lead or customer sites. Investigates and resolves
complex problems. Provides on-going
preventive maintenance, repair and
calibration services after installation.
Resolves most questions and problems and
refers only the most complex issues to higher
levels. Provides guidance to less experienced
installation technicians. Can supervise lower
level technicians.

IPKEYS POWER PARTNERS
11031 VIA FRONTERA DRIVE, SUITE B, SAN DIEGO, CA 92127 »VOICE: 858 345-2950
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Labor Category

Information
Assurance Engineer

Functional Responsibility

Develops and recommends technical
solutions to support client requirements in
solving moderately complex network,
platform and system security problems.
Typical focus areas include analytical and
engineering solutions based on federal and
industry INFOSEC policy, doctrine and
regulations. Responsibilities include identity
management, secure system engineering and
development, biometrics, system/security
requirements analysis, secure system
definition, as well as, specification
development of INFOSEC policies and
procedures utilizing technical and analytical
skills. Also designs test beds for the
Developmental Test & Evaluation (DT&E) of
advanced INFOSEC hardware and software
solutions.

Education

Bachelors

Years

Experience

Network Systems
Engineer Lead

Analyzes, designs, documents requirements,
tests requirements, networks and network
hardware and software. May supervise
personnel engaged in the operation and
support of network operations, including all
communications equipment. Assigns
personnel to various projects and directs
their activities; reviews and evaluates their
work and prepares performance reports.
Confers with and advises subordinates on
policies and procedures, technical problems,
priorities and methods. Can supervises
complex operations that involve two or more
additional functions such as, but not limited
to, network operations, network systems
security, systems software support, and
production support activities.

Bachelors

12

Principal
Systems/Software
Engineer

Establishes system information requirements
using analysis of the information engineer(s)
in the development of enterprise-wide or
large-scale information systems. Designs
architecture to include the software,

Bachelors

14
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Years

Education

Functional Responsibility HExpar e

|
|

rdare, and communications to suppr
the total requirements as well as provide for
present and future cross-functional
| requirements and interfaces. As appropriate,
ensures these systems are compatible and in
compliance with the standards for open
systems architectures, the Open Systems
Interconnection (OSI) and International
Standards Organization (ISO) reference |
' models, and profiles of standards - such as |

Institute of Electrical and Electronic Engineers |
(IEEE) Open Systems Environment (OSE) !
reference model - as they apply to the
implementation and specification of an
Information Management (IM) solution of
the application platform, across the
application program interface (API), and the [
‘ external environment/software application. |
Evaluates analytically and systematically
' problems of workflows, organization, and
planning and develops appropriate corrective
action. May provide daily supervision and
direction to staff.

Program Manager | Responsible for and leads team on large IT Bachelors 12
] complex projects. Translates customer
requirements into formal agreements and
plans to culminate in customer acceptance or
| results. Possesses expert knowledge of

' business processes. Responsible for
performance, cost, scope, schedule, quality,
and appropriate business measurements for

| their project, according to their project

| charter. Has extensive professional

' knowledge of market

i’ segment/industry/technology/discipline

|

| trends. Works with client to identify business
requirements and develops the proposal.
Subsequently leads a team in the initiating,
planning, controlling, executing, and closing i
’ tasks of a project (or segment of a project) to ‘
| produce the solution deliverable. Executesa | |

IPKEYS POWER PARTNERS
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Labor Category

Functional Responsibility Education | ;
| EXperience

processes.

wide range of process activities beginnin
with the request for proposal through
development, test, and final delivery.
Anticipates future customer, industry, and
business trends. Applies this understanding
to complex problems to meet project
objectives. As appropriate, challenges the
validity of given procedures and processes
with a view toward enhancement or
improvement. Analyzes information and
situations and implements actions
independently and or through the
management team, to ensure project
objectives are met. Analyzes new and
complex project related problems and
creates innovative solutions involving
finance, scheduling, technology,
methodology, tools and solution
components. Possesses significant breadth of
knowledge in business matters, finance,
planning, and forecasting and personnel in
order to manage team and business

Years

Senior Syst'ems
Engineer 11l

Applies an enterprise-wide set of disciplines | Bachelors
for the planning, analysis, design and
construction of information systems on an
enterprise-wide basis or across a major
sector of the enterprise. Develops analytical
and computational techniques and
methodology for problem solutions. Performs
enterprise wide strategic systems planning,
business information planning, business and
analysis. Performs process and data modeling
in support of the planning and analysis efforts
using both manual and automated tools; such
as Integrated Computer-Aided Software
Engineering (I-CASE) tools. Applies reverse
engineering and re-engineering disciplines to
develop migration strategic and planning

documents

12
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Labor Category Functional Responsibility Education |

1

Years
Experience

Performs complex analysis, design, Bachelors | 10
development, integration, testing and
debugging of computer software. Activities
range from operating system architecture
integration and software design to
recommendation of products. Expert
knowledge of Operating Systems, LANs,
WANSs, VPNSs, PKI, routers, firewalls, network
protocols, data encryption, and key
management. Provides functional and
empirical analysis related to the design,
development and implementation of
software operating systems for products
including, but not limited to, IA utility
software, |A development software, and IA
diagnostic software. Expert knowledge of
Common Operating Environment (COE).
Develops system level scripts in various
common languages (e.g., Bourne shell on
UNIX). Analyzes network and computer
communications hardware characteristics for
IA requirements. Assists and coordinates with
communications network specialists in the
area of communications hardware.

ss Eineer [

Systems Engineer Analyzes information requirements. Bachelors 8
Lead | Evaluates problems in workflow,
organization, and planning. Develops
appropriate corrective action. Provides daily
supervision and direction to staff. Must be
capable of analyzing information technology
i requirements. Evaluates IT system problems ,
. of workflow, organization, and planning. r
| Develops appropriate corrective action.

| S o

2.3 TIME AND EXPENSES

IPKeys will perform technical work on a Time and Expenses basis. The work will be
scheduled and approved by appointed Point of Contact from the County as
projects move forward. IPKeys Network Engineer will record and maintain records
that identify the date and the task order request. Service times charged to the

IPKEYS POWER PARTNERS
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County shall be recorded in units of one hour. County and IPKeys agree that
IPKeys shall be reimbursed for travel expenses during this Agreement. IPKeys shall
receive compensation for travel expenses as per the Monterey County Travel and
Business Expense Reimbursement Policy. The policy is online

at https://www.co.monterey.ca.us/home/showdocument?id=69364. IPKeys will
provide a detailed breakdown of authorized expenses, identifying what was
expended and when.

2.4 PRICE AGREEMENT:

The work will be performed by IPKeys on a Time & Expenses basis. The time &
expenses Engineering Services of this agreement has a not to exceed of $75,000
per year.

Signature: Mike tHoovey

Mike Hoover (Sep 3, 2020 09:57 EDT)

Email: mhoover@ipkeys.com
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