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Introduction and Our Understanding
Thank you for requesting a Statement of Work (SOW) from tw-Security to evaluate Natividad Medical Center’s
(NMC) ability to demonstrate compliance with the HIPAA Security Rule, Privacy Rule, and Breach Notification
requirements, and provide professional services as needed. This SOW describes how tw-Security will provide the
requested services. If our understanding does not match your expectations, we would be pleased to work with
you in reaching a mutually acceptable agreement on the service offerings.
tw-Security Introduction/Overview
Since 2003, tw-Security has been a recognized leader and trusted advisor in cybersecurity, privacy, and
compliance. Our company is dedicated solely to helping healthcare organizations (covered entities and business
associates) protect their information resources. Using branded methodologies and tools, tw-Security’s certified
consultants have a proven track record of reliably delivering high-value services.

Multiple healthcare customers have relied on tw-Security’s risk analysis, HIPAA programs evaluation, and our
tailored Virtual Security/Privacy Officer (VSPO) solution provided through hands-on support and ongoing
advisory services for several years, some for almost a decade.

All of tw-Security’s customers that have undergone an audit by the Office for Civil Rights (OCR) or Figliozzi and
Company (contractor to The Centers for Medicare & Medicaid Services (CMS)) have passed the core measure
for risk analysis.

Our services are grounded in the guiding principles that data privacy is achieved through security. Information
security is the cornerstone to maintaining the public trust, is primarily a business issue – not just a technology
issue, should be risk-based and cost-effective, and aligned with your priorities, industry-prudent practices, and
government requirements.

The combination of our experience in cybersecurity, data privacy, healthcare, and HIPAA make us an ideal
partner for NMC to provide the requested services. We have the skills to connect with the board of directors,
executives, physicians, PhDs, to technical staff. Leveraging lessons learned, we assist our customers to guide
and develop, monitor and maintain, and improve their HIPAA and cybersecurity/privacy programs.

What differentiates us from other consulting firms?
 Leadership. A nationally recognized leader in providing healthcare cybersecurity, privacy, and compliance.
 Stability. A privately held, partner-owned company that has been in business since 2003.
 Vendor neutral. We are not a reseller of products or services.
 We are results driven. We follow an ‘outcomes’ driven methodology for defining, measuring, and

reporting project progress that drives on-time, on-budget results.
 We value your time. We minimize the time investment required of our customers by keeping the

questions linked to threats and focusing on the critical few rather than the trivial many.

Please see Appendix A: Why tw-Security and for quotes, articles, publications, podcasts, etc., please visit
www.tw-security.com, Trusted Advisor, In the News.

Our customers evaluation of our services can be accessed at this hyperlink: KLAS Research
(Copyright ©2020 KLAS Research. All rights reserved.)
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Services Description

HIPAA Security Rule, Privacy Rule, and Breach Notification Requirements Programs Evaluation
Under the Health Information Technology for Economic and Clinical Health Act (HITECH Act), the Centers for
Medicare and Medicaid (CMS) and Office for Civil Rights (OCR), mandated periodic audits of covered entities
and business associates to assess their compliance with HIPAA. Therefore, an evaluation is an effective way to
understand your compliance posture with the Health Insurance Portability and Accountability Act of 1996
(HIPAA), Privacy and Security Rules, and the Breach Notification requirements under the HITECH Act.

The scope of this evaluation is to evaluate compliance with the HIPAA Security and Privacy Rules, and Breach
Notification requirements. Our evaluation is intended to present a high-level summary of NMC’s HIPAA
programs and their key attributes.

Our HIPAA compliance evaluation process is based upon the audit test procedures in the OCR’s HIPAA Audit
Program Protocol, the same audit test procedures used by the Office for Civil Rights (OCR) – the agency
responsible for HIPAA enforcement. Proof of compliance is primarily evidence-based.

The HIPAA security rule is comprehensive, flexible, scalable, and technology neutral; however, emerging
technologies and privacy regulations require diligence to know if you are complying with the intent of the
Rules.

We will get an understanding of NMC’s current environment and pertinent organizational practices. We will
review documentation (evidence) – policies, procedures, plans, etc. regarding your current safeguards controls.

Based upon our experience from examining the Resolution Agreements and Corrective Action Plans posted on
the Department of Health and Human Services (HHS) website, we know which criteria and circumstances
resulted in the OCR assessing a fine on a healthcare provider or business associate. Therefore, this HIPAA
programs evaluation is to focus on the critical few versus the trivial many to determine if reasonable care is
being taken to secure your protected health information (PHI) and meet the HIPAA rules.

tw-Security’s approach to the requested services are based on our experience with:
 The HIPAA Privacy and Security Rules and the Breach Notification requirements
 Criteria included in the HIPAA Audit Program Protocol used by HHS Office for Civil Rights (OCR) auditors

and investigators as audit test procedures for assessing compliance
o The OCR’s HIPAA Audit Program Protocol analyzes processes, controls, and policies of selected

covered entities and business associates pursuant to the HITECH Act audit mandate
 Firsthand experience in dealing with OCR investigators and contract auditors for CMS
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Cybersecurity Maturity Program Evaluation
Using our methods and tools we will evaluate NMC’s cybersecurity program, its key attributes and maturity.
During the evaluation we will be mindful of other pertinent regulations / standards and identify gaps where
apparent. Respective to COVID 19 and to manage costs, services will be provided remotely.

We will incorporate the HHS Office for Civil Rights’ (OCR) expected practices, methods, procedures, and
processes by using Health Industry Cybersecurity Practices (HICP), created as part of the Cybersecurity Act of
2015, Section 405(d) “Aligning Health Care Industry Security Approaches” as guidance for best/prevailing
practices. HICP recognized the uniqueness of healthcare organizations, complexity of cybersecurity threats, and
that there is no simple method to combat them all. We appreciate HICP’s guidance as it is consistent with our
historical approach – to focus on the critical few.

Using tw-Security’s methods and tools, we will base our cybersecurity program evaluation on criteria defined in
Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP) technical volume for
medium healthcare organizations. HICP, the primary publication of the Cybersecurity Act of 2015, Section
405(d) is aligned with existing information and guidance (e.g. National Institute of Standards and Technology
(NIST) Cyber Security Framework and the Center for Internet Security’s Top 20 Cyber Security Controls.)

HICP, a joint Health and Human Services (HHS) and industry led initiative aims to increase awareness and
foster consistency with cybersecurity practices recognizing the criticality of uninterrupted care delivery and
patient safety to serve as a resource for cost-effectively reducing cybersecurity risks for health care
organizations. HHS continues to institutionalize cybersecurity as a key priority and is actively advocating the
culture shift to treat cybersecurity as an enterprise issue.

HICP’s collaborative process defines an appropriate common set of voluntary, consensus-based, and industry-
led guidelines, best practices, methodologies, procedures, processes and suggested metrics for measuring
practice effectiveness for “like” organizations. The following table identifies the cybersecurity program
evaluation criteria of the key threats and practices.

Cybersecurity Program Evaluation Criteria
Key Threats Practices (Tailored for a large organization.)

1. Email phishing attacks
2. Ransomware attacks (or other malware)
3. Loss or theft of equipment or data
4. Insider, accidental or intentional data loss
5. Attacks against connected medical devices that may

affect patient safety

Beyond the five threats addressed in HICP, we will also
address:

 Hacking
 Vendor vetting/supply chain security

1. Email protection systems
2. Endpoint protection systems
3. Access management
4. Data protection and loss prevention
5. Asset management
6. Network management
7. Vulnerability management
8. Incident response
9. Medical device security

10. Cybersecurity policies

Maturity expectations and targets - Keeping with NMC’s current framework, we will measure maturity based
on the Capability Maturity Model (CMM). Definitions for each maturity level could be slightly modified to meet
NMC’s needs. The maturity of controls is one measure we use to inform our recommendations.
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Prioritized Recommendations - We identify the maturity gap between current and desired state. The
recommendations for improvement are presented with an associated level of effort to focus measurable
improvements in NMC’s security program maturity and capability posture to minimize risk. Also, we profile
organizational and operational practices to focus on people and processes to address risks and areas of
noncompliance.

Worth noting - While organizations try their best to prevent a cyberattack – no organization is perfect or
operates risk free. Adversarial forces are constantly evolving to avoid detection and to improve their chances of
a successful attack. This is why tw-Security also closely examines the organization’s readiness to respond
(incident response capability) and to quickly recover (business continuity and disaster recovery) from a cyber
incident or attack. Most importantly, at the end of the day it’s all about taking care of patients and the business
of healthcare.

HIPAA and Cybersecurity Programs Evaluation Engagement Approach
The HIPAA and cybersecurity programs evaluation engagement steps, work products, and deliverables are
outlined in the table below.

HIPAA Compliance and Cybersecurity Programs Evaluation Approach
Engagement Steps Deliverables or Work Products

1. Initiate engagement  Engagement Plan
 Telephone Interview Schedule (Listing interview topic, objective, and

suggested attendee by job title.)
 Document request list (Existing documentation and relevant policies,

procedures, standards, plans, and forms to support compliance.)
(Initiation includes planning, preparation, kickoff, and coordination.)

2. Gather data  Feedback and recommendations on reviewed documentation
(We will review documentation and conduct interviews to gain an
understanding and validate alignment of the current environment of select
safeguards, controls, and organizational / operational practices focused on
risk, HIPAA compliance, and, urgent threats and practices to mitigate those
threats. Review screenshots and documentation that support the validation
of select controls.)

3. Establish maturity
expectations and
targets

 Target Profile
(Determine realistic maturity targets based upon the NIST Cybersecurity
Framework and Capability Maturity Model (CMM))

4. Analyze data (Identify gaps between the regulations and existing documentation,
practices, and perceptions.)
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HIPAA Compliance and Cybersecurity Programs Evaluation Approach
Engagement Steps Deliverables or Work Products

5. Create reports
[Drafts and Finals]

 HIPAA Security Rule – Report of Findings and Recommendations
 HIPAA Privacy Rule and Beach Notification – Report of Findings and

Recommendations
(Findings and recommendations highlighting strengths, weaknesses, and
citing any significant compliance gaps with HIPAA.)
 HICP Cybersecurity Report)
(The Report includes a summary of findings, metrics, and prioritized
improvement initiatives. The Draft report is amended based on feedback.
The Final report will serve as a roadmap to decrease risk (key threats) and
increase NMC’s Cyber Security Program maturity.)

6. Create action plan  Prioritized Action Plan

7. Provide knowledge
transfer

 Executive presentation
(Create and deliver a presentation of NMC’s HIPAA compliance status and
cybersecurity program findings, recommendations, engagement
methodology and metrics.)
 Additional handouts (samples) to support knowledge transfer

8. Conclude
engagement

 Meeting to review and accept deliverables
 Final deliverables and SAMPLES

Notes:
1. Steps #1 Initiate engagement and #4 Create reports [Drafts AND Finals] all require deliverable acceptance

for tw-Security to proceed to the next step.
2. During the evaluation assessment we will be mindful of other pertinent regulations and standards

identifying gaps where apparent.
3. Services will be conducted remotely.
4. We will evaluate the existing risk analysis documentation, including assessments of biomedical devices.
5. During the evaluation, if our findings support creating new documentation, such as a policy/procedure, we will

provide NMC with an estimate of the number of hours to complete. We anticipate this activity would occur after
the evaluation during ISPS services.

6. The evaluation does not include a technical evaluation (vulnerability scanning/penetration testing.)
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Cybersecurity, Data Privacy, and Compliance Program Support
Our information security/privacy support (ISPS) service is highly customizable; from providing advisory services
to conducting strategic and tactical initiatives. Serving as your trusted advisor, we will provide support as
needed with a deliverable focused “hands on” approach tailored for NMC.

The purpose of tw-Security’s ISPS support service is to provide NMC with:
 An independent and broader view of information security, cybersecurity, and data privacy through the

experience of a nationally known healthcare consulting firm and would now be familiar with NMC’s
programs, once we completed the evaluation as previously described

 Guidance to keep your security and privacy programs moving forward
o Aid ongoing compliance efforts (The HIPAA Security Rule and the Payment Card Industry Data

Security Standard (PCI DSS) all require organizations to maintain their information security
programs by periodically assessing risks and compliance gaps.)

o Risk remediation/risk management assistance to help manage risk to an acceptable level
o A holistic approach to safeguarding protected health information (PHI) and personally identifiable

information (PII) through evaluation, coordination, communication, and enhancement of the data
privacy program

o Support NMC’s cybersecurity and data privacy strategy and program maturity
 Accountability to the corporate compliance committee and executive management
 Documentation of ongoing information security efforts (Compliance and risk management are ongoing

processes)
 Knowledge to stay abreast of changes that impact your security program
 Cost effective, responsive access to experienced, certified professionals who are familiar with your

organization, security and privacy program when needed
 Services inclusive of quality processes, oversight, methods and tools, supported by certified security

and privacy professionals

Our approach is summarized below:
 We prioritize tasks: Our methodology assures that your limited resources are being applied where they

are most needed: to address risk or compliance issues
 We provide expertise when needed: Through our ISPS services, we provide help as needed through

emails or scheduled calls
 Our tools are designed to be efficient and effective: We have developed policies, procedures, and plans to

align with multiple industry and regulatory requirements, tailored for each organization

Our process includes scheduled meetings (agenda and minutes) to document evidence of risk management. For
each meeting, we track agreed to action items to ensure commitments are kept and progress is being made.
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Approach Highlights
Communications: tw-Security will work closely with Ari Entin, Chief Information Officer, our point of contact
and NMC’s engagement liaison. If NMC desires, we will also work with NMC’s law firm to ensure attorney-client
privilege. tw-Security will maintain open communications to ensure that the services delivered meet your
needs. We will notify you as soon as possible if we find any significant risks.

Confidential and sensitive information: Because our reports may document vulnerabilities and compliance
gaps, these documents should be considered confidential and/or sensitive information. Also, these documents
provide proof of compliance with HIPAA and therefore must be retained for six years. Our Report of Findings
with recommendations will inform a prioritized action plan.

Project efficiency, discipline, and results: This engagement will be conducted in an efficient, cost-effective
manner that does not compromise the quality of the engagement. tw-Security consultants are skilled at
providing remote services. Our data gathering goes beyond checking a box on a checklist. We focus on the
critical few rather than the trivial many. Some engagement activities require approval from NMC in order for
tw-Security to proceed with the next step in this engagement. As such, NMC plays an important role in
achieving a successful and efficiently managed engagement. Our methods and proprietary tools guided by
tw-Security trusted advisors result in actionable deliverables which result in lower costs.

Project management: Regardless of the process being managed, the practice of good project management is a
discipline. tw-Security aligns our project management practices and standards with the principles and
methodologies of the Project Management Institute (PMI). Status progress and reporting, formal
communications, and metrics are incorporated in our project management methodology.

Quality program: tw-Security monitors and measures the overall quality of our engagement delivery and
customer satisfaction. We utilize our engagement management methodology to plan, deliver, verify, and
conclude every engagement through a formal delivery oversight process. We monitor adherence to contractual
obligations and quality standards to provide the highest level of service and customer satisfaction. Our quality
processes are tightly integrated with tw-Security’s Project Management methodology.
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Deliverables and Timeline
Deliverables will be formally submitted for final review and approval. To avoid delays in the schedule and
the associated increased cost due to slow deliverable review, deliverables not reviewed and approved or
formally rejected with a cause in writing within a review period of five (5) business days from delivery
will be considered accepted.

Based on the scope and approach outlined above, we estimate the HIPAA risk assessment engagement to be
completed over a six to eight (6-8) week duration. tw-Security would be available to start the engagement
within 15 days of contract signature provide SOW is signed before January 1, 2021. An engagement work plan
will be developed and submitted for approval as part of the initiation activities.

The estimated engagement elapsed time is based on reasonable expectations of tw-Security and NMC's
resource availability. (Based on the actual availability of these resources, the schedule may be adjusted
during the engagement.)

Staffing
Our ‘high availability’ staffing model eliminates a single point of failure with multiple assigned resources and
ensures a reliable crossover and participation in engagement activities. Our assignment process incorporates a
weekly review to detect and resolve any staffing issue or challenge, in a seamless manner as we work behind
the scenes on activities as an extension of your workforce.

All tw-Security consultants are skilled and experienced in following our risk assessment methodology, using
propriety tools and templates. Qualified consultant(s) will be assigned based on consultant availability. Our
consultants average more than 25 years of relevant experience and maintain critical certifications that best
prepare them to provide our customers with superior service.

tw-Security reserves the right to utilize multiple resources to deliver a quality engagement. tw-Security stands
behind all its work meeting or exceeding contractual obligations and customer expectations. Please see profiles
of our team at https://www.tw-security.com/about-us/our-leadership-team.

Tom Walsh, Founder and Managing Partner, tw-Security, will serve as the Project Executive Sponsor. As the
Project Executive, Tom is responsible for championing the engagement and ensuring that all tw-Security
resources are available to ensure that the engagement is a success. The Project Executive is the final escalation
point and decision-maker for all engagement issues.

Additional Projects and Change Order Process
Projects, remediation activities, or tasks can be addressed throughout the term of the contract as needed when
mutually agreed upon through a separate SOW, Change Order or a Professional Services Agreement
documenting our good faith estimates associated with those changes for consideration and approval.

tw-Security’s projects have a defined scope with clear start/finish and tasks/deliverables and generally, require
a level of effort of 10 or more hours. Work effort on any change or new project will not begin until the request
is reviewed with NMC and mutually agreed upon in writing.
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Critical Success Factors
A successful engagement depends on trusting relationships and mutual considerations.

tw-Security will:
 Work with NMC to determine the engagement plan, specific tasks, resource estimates, schedule and

coordination of any activities; NMC’s engagement liaisons will have final approval authority
 Submit deliverables for customer review and approval
 Provide timely responses to emails and calls, typically within one to two business days
 Ensure that the quality of work provided meets the standards set by NMC (Any rework required to

resolve unacceptable work will be done at no additional cost.)
 Periodically assess NMC’s overall satisfaction with the engagement

NMC will:
 Assign a liaison to serve as a focal point with the responsibilities of reviewing and providing feedback of

documentation submitted and resolution of engagement issues
 Provide tw-Security with all relevant policies, procedures, standards, plans, forms, etc. for review
 Ensure timely and effective communication will occur between NMC key personnel and tw-Security
 Send meeting invites to engagement participants and participate in scheduled meetings/calls
 Remain actively engaged and make the appropriate commitment of time necessary to keep the

engagement moving forward according to the engagement plan
 Provide feedback and maintain open communications with tw-Security as the engagement progresses so

that adjustments can be made as needed
 Provide access to internal resources which would reasonably be required to successfully carry out this

SOW, including the documents requested, names and contact information of staff, etc.
 Provide administrative assistance if needed (tw-Security will try to minimize the need for administrative

assistance from NMC staff.)

Other assumptions:
 tw-Security cannot guarantee or certify that NMC will be HIPAA compliant as a result of this

engagement (Only the US Federal government can officially declare an organization “compliant.”)
 The management of NMC is responsible for establishing and maintaining effective internal control over

compliance with the requirements of laws, regulations, contracts, and grants applicable to programs
funded through the federal government

 Actual changes to processes and systems will not be formally made as part of this engagement
(Recommendations will be made to those responsible for the affected processes and systems. Where
feasible, the action plan will have rough estimates of the resources and time commitments required.)

 tw-Security will not be held responsible for the accuracy of information provided to tw-Security by any
of the interviewees

 Beyond HIPAA, there is other confidential information vital to the organization that also needs to be
protected. A “HIPAA centric” approach would likely not include other types of confidential information
in a risk analysis. Therefore, just meeting the HIPAA Security Rule does not translate to a secure
environment.



HIPAA and Cybersecurity Programs Evaluation Services

Prepared by tw-Security for Natividad Medical Center 10
Copyright © 2020 tw-Security. ALL RIGHTS RESERVED. Confidential materials. Duplication or disclosure is prohibited without permission.

Professional Fees and Expenses
Our philosophy is to establish long-term relationships with our customers. We believe the best way to do this is
to provide consulting services that not only provide value but also are delivered with concern for your budget.
We provide only those services that you specifically require, with professional fees that reflect our consultants’
experience and ability to produce results. In addition, we make a conscious effort to keep out-of-pocket
expenses to a minimum.

Professional Fees
We are providing good faith estimates (GFE) of hours and fees. We track actual hours worked, plus any out of
pocket expenses. Hourly rates are rounded to the nearest quarter hour. Professional services will be billed
according to the schedule below:

 $250/hr. for offsite discretionary time (DT) which are tasks that are not constrained by a specific
deadline for completion, rounded to the nearest quarter hour

 $275/hr. for onsite, emergency, afterhours, and On-Demand support
Note: Because incidents and cyber-attacks can occur at any time, emergency and afterhours support by our

team of certified security professionals falls within the On-Demand support model.
Note: Meeting ‘no-shows’ will result in a 15-minute professional fee charge.

Services Estimated Hours Estimated Fees
HIPAA and Cybermaturity Programs Evaluation 125 – 135 $31,250 – $33,750

Information security/privacy support 100 “bucket of hours” $25,000

Notes:
1. Amount not to exceed of $68,750, including travel for contract term January 1, 2021 through December 31,

2021.
2. There is no minimum or retainer for Information security/privacy support services
3. If NMC establishes a budget of hours or cost, we will prioritize activities and monitor the usage to ensure that

we stay within those parameters. We will work with NMC to determine the appropriate schedule that will best
meet your needs and budget.

4. If travel is involved, our preference is to provide a minimum of two consecutive days when onsite.

Expenses
In addition to the professional fees, tw-Security shall invoice for all reasonable out-of-pocket expenses incurred
by tw-Security personnel. Out-of-pocket expenses are any reasonable expenses incurred in the performance of
the services as described in the Master Agreement. tw-Security will make every effort to reduce expenses when
possible throughout the course of the engagement.
All travel expenses shall be reimbursed by NMC to tw-Security in accordance with the County of Monterey
Travel and Business Expense Reimbursement Policy (Exhibit B).
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Confidentiality and Non-Disclosure
NMC acknowledges that, while performing work with tw-Security, its employees and other members of its
workforce may acquire knowledge or information considered by us to be confidential or proprietary. tw-Security
confidential information means information we disclose to NMC either orally or in electronic or written forms
identified as “confidential” or “proprietary.” NMC will not publish or disseminate to any party, other than its
employees or independent contractors with a need to know any tw-Security Confidential Information. NMC agrees
that tw-Security may acknowledge that NMC has engaged tw-Security for consulting services.

Ownership of Materials
All materials, including any documentation and reports created under the SOW, will belong to both parties. Each
party retains the right to copy and use the materials developed during this engagement in its business without the
other party’s consent if no such use violates the confidentiality provision stated in the SOW.

Any materials first produced by tw-Security outside of this engagement, even if the materials were incorporated
under the SOW, remain the exclusive property of tw-Security, but may be used by NMC as incorporated in the
materials, but not separately. Further, tw-Security may create for itself or others materials which, are like those
materials created for NMC under the SOW if no such use violates the confidentiality provision.

Thank you!
We appreciate the opportunity to submit our SOW and look forward to the possibility of working with you on
your information security initiatives. We are hopeful that you find the approach articulated in this SOW
responsive to your needs and expectations. If you have any questions regarding the specifics of our SOW, we
can be reached by telephone at 913-696-1573 or by email at tom.walsh@tw-Security.com.

Acceptance
Natividad Medical Center and tw-Security acknowledge that this statement of work for HIPAA Programs
Evaluation and support services is executed in accordance with and is subject to the terms and conditions of
the Master Agreement. In the event of a conflict between the provisions of the Master Agreement and the
provisions of this statement of work, the provisions of the tw-Security Standard Agreement shall control.

Upon authorization, tw-Security will schedule staff to begin this engagement based on mutually acceptable
schedules. Unless executed by signature below, this proposal will expire in 45 days. Natividad Medical Center’s
acceptance of this proposal is indicated by signing below and returning the Acceptance of Proposal section,
becomes the complete and binding Agreement.

Sincerely,

Thomas R. Walsh
Founder and Managing Partner, tw-Security
Date: December 1, 2020
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Appendix A: Why tw-Security?

 Experienced consultants: All of our consultants have either served as a healthcare Chief Information
Security Officer (CISO), Privacy Officer (PO), or have functioned (or are currently functioning) in an interim
CISO or PO for a large healthcare system or academic medical center. We are experienced with
implementing regulatory requirements and industry standards. In contrast to firms who only provide
assessments, tw-Security actively assists multiple customers to guide and develop, monitor and maintain,
and improve their HIPAA and cybersecurity programs through hands-on support and ongoing advisory and
managed services. There are no junior consultants on our staff.

 Experience and approach: We understand the ‘intent’ of the HIPAA Security Rule having the good fortune
to work side by side for multiple years with John Parmigiani, the former Director of Enterprise Standards,
Health Care Financing Administration (HCFA), currently known as The Centers for Medicare & Medicaid
Services (CMS), immediately after he left the USA federal government. John was directly instrumental in
the creation of the HIPAA Security Rule. We have conducted hundreds of risk assessments and risk analysis;
therefore, our processes are well-defined.

 Performance excellence: In January 2020, an impartial healthcare research firm announced cybersecurity
advisory vendors rankings across customer experience pillars. In the report, tw-Security came in second!
narrowly missing the top spot with a scored 95, we try harder! Representing data collected since 2018, we
received an A-plus rank in loyalty (would buy again, overall satisfaction, and likely to recommend.) We also
received A-grades in operations, relationship, and value, and an A-minus in services.

 Methodology: Our risk analysis methodology is based upon the guidance from National Institute of
Standards and Technology (NIST) and documents created by the Department of Health and Human Services
(DHHS) and/or the Centers for Medicare and Medicaid Services (CMS). All of tw-Security’s customers that
have undergone an audit by the Office for Civil Rights (OCR) or Figliozzi and Company (contractor to CMS)
have passed the core measure for risk analysis, the most critical requirement of the HIPAA Security Rule.

 Tools and deliverables: Our tools scale and are tailored to accommodate small providers to a large health
system, academic medical center, and business associates. Our method for compliance assessments is to
focus on those critical items repeatedly cited in the OCR settlement agreements and the corrective action
plans (CAPs) as a means for prioritizing efforts to close compliance gaps. Our deliverables are easy to read
and follow and we provide mentoring on how to use the tools, making our customers more self-sufficient.

 Relationships: We strongly believe in long term relationships with customers; the majority of our customers
have been working with us for seven or more years.

 Staffing model: We balance onsite and offsite activities for efficiency and productivity. We assign multiple
resources to eliminate a single point of failure. Our staff are experienced credentialed consultants
committed to this engagement who are trained on and use tw-Security’s methods and tools. We
incorporate a weekly review to detect and resolve any staffing issue or challenge.

 Project management: tw-Security aligns our project management practices and standards with the
principles and methodologies of the Project Management Institute (PMI).

 Stability: tw-Security is a privately held, vendor-neutral, partner-owned company with a solid balance sheet
and a track record of controlled growth that has enabled it to nurture its customer relationships over the
long term.
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I. PURPOSE 
 

The purpose of this policy is to establish uniform travel and business expense 
reimbursement policies, rules and claim procedures for persons authorized to conduct 
County business. 

 
II. SCOPE 
 

The County travel and business expense reimbursement policy applies to all County 
employees, members of legislative bodies established by the Board (salaried or not), non-
County employees (such as contractors who receive  travel and/or business expense 
reimbursements)  and volunteers traveling on County business. 

 
III. DEFINITIONS 
 

Unless the context otherwise requires, the definitions contained in this part govern the 
construction of this policy.  They do not necessarily apply in other County contexts. 

 
A. Accountable Expense Reimbursement Plan 
  

Reimbursements of travel and other business expenses to a County employee, 
contractor or volunteer will be considered to be made under an “Accountable Expense 
Reimbursement Plan” if the following three requirements are met:  

 The person substantiates his or her expenses by submitting an expense report with 
1) the amount of the expenditure,  
2) the time and place of the travel or business entertainment,  
3) the business purpose of the expenditure, and  
4) the names and business relationship of any persons entertained.  

  The person documents the expenses with supporting receipts, paid bills, etc. 
within 60 days after the expense is paid or incurred, and  

 Excess advances, if any, are repaid to the County within 120 days after the 
expense is paid or incurred.  

"County" means the County of Monterey. 
 

B. County Business 
 

"County business" means the activity directly related to the ordinary, necessary and/or 
required business functions of the County of Monterey (“County”).  It does not include 
travel or expenses related to an employee’s participation in the County’s Educational 
Assistance Program or commuting expenses (a non-reimbursable expense). 
 

C. County Employee 
 

"County employee" means any County officer or employee, whether elected or 
appointed, filling a budgeted position approved by the Board of Supervisors.  
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Independent contractors and their employees are not County employees. 
 

D. County Traveler 
  
   "County traveler" means any County employee, authorized non-County employee (such 

as a contractor) or volunteer traveling on County business.  Agency temporary 
employees are not covered by this policy and are not reimbursable for travel. 

 
E. County Volunteer 

 
"County volunteer" means a person, other than a County employee, who performs 
volunteer work authorized by a department or the Board of Supervisors for the County, 
such as a department volunteer, a commissioner or a member of an interview panel. It 
does not include agency temps, inmates, wards or probationers working for the County. 

 
F. Home 

 
"Home" means the actual dwelling place of the County traveler without regard to any 
other legal or mailing address. 
 

G. Main or Regular Place of Work 
 

"Main or regular place of work" means the principal place of business for the County 
employee or the principal location to which the County volunteer/contractor is assigned 
to work for the County. This may be the place at which s/he spends the largest portion 
of his/her regular County workday or working time or, in the case of field workers, the 
assigned location/headquarters to which s/he returns upon completion of regular or 
special assignments. 

 
 H.  Meals 
 

 Meals that are 1) directly related or associated with bona fide County business matters 
and 2) approved for reimbursement by a member of the Board of Supervisors or a 
department head (or his or her designee) will be considered a reimbursable County 
business expense, if incurred in connection with out-of-County business travel or while 
conducting in-County business. Also, reimbursement for the provision of in-kind meals 
to employees on the business premises of the County will only be allowed if there is a 
substantial non-compensatory business reason for providing such meals to employees.   

 
I. Temporary Work Location 

 
"Temporary work location" means the place where the County employee, volunteer or 
contractor is assigned on an irregular or short-term basis.  If an employee is assigned to 
a work location for no more than 35 work days during a calendar year, then the location 
is considered temporary.  Attending conferences, meeting or training sessions away 
from the main or regular place of work by County employees or volunteers, or field 
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workers conducting fieldwork at off-site locations, does not normally constitute 
assignment to another site.    If the employee is assigned for more than 35 work days 
during the calendar year, the new location has become the main or regular place of 
work. 

 
J. Vehicle 

 
"Vehicle" means a motor vehicle, which can be legally operated on public highways. 

 
IV. AUTHORIZATION TO TRAVEL 
 

A. General Conditions 
 

1. Travel will be authorized only when the travel is necessary and in the best interest 
of the County. 

 
2. Advance authorization is required for all County travel, as specified in B & C. 

 
3. Advance written authorization from the County Administrative Officer is required 

for all County travel by County volunteers, except as follows: 
 
a) Travel by appointed members of County boards, commissions, or advisory 

committees to and from the official meetings of their respective boards. 
  
b) Travel to and from the County for members of personnel interview panels, 

subject to authorization by the Human Resources Department. 
 
c) Travel to and from meetings, conferences and training covered by the County 

MHSA plan, subject to authorization by the Behavioral Health Program 
Manager or designee. 

 
B. In-County Travel 

 
County employees are authorized to travel within the County when said travel is 
required by the department and is considered a part of the routine, day-to-day official 
duties of the employee as defined and authorized by the department head or his/her 
designee.  All other in-County travel requires advance authorization by the department 
head or his/her designee. 

 
C. Out-of-County Travel 

 
1. All travel outside of the County, but within the State of California, requires advance 

authorization by the department head, or his/her designee. Travel by immediate 
staff of a member of the Board of Supervisors requires the advance authorization of 
the respective Board member. 
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2. All travel outside of the State of California requires advance written authorization 
by the department head, or his/her designee.  Travel by immediate staff of a 
member of the Board of Supervisors requires the advance authorization of the 
respective Board member. 

 
3. Authorization for out-of-state travel by current members of the Board of 

Supervisors is subject to the guidelines established by the Board. 
 

D. Travel Requests 
 

Travel requests that require department head authorization shall be submitted to the 
department head pursuant to department policy. If the traveler is requesting a travel 
advance, an approved "County of Monterey Travel Request" form (usually in the form 
of a “white claim” or “GAX”), accompanied by all documentation relative to the 
request, shall be forwarded to the Auditor-Controller. 

 
V. TRAVEL EXPENSES 
   

A. General Conditions 
 

1. County travelers are entitled to submit a claim for actual and necessary expenses for 
transportation, meals, lodging, and incidentals for authorized travel, subject to the 
conditions set forth in this Travel and Business Expense Reimbursement Policy 
(“Policy”), whenever the expenses are incurred as part of his/her official duties and 
authorized because the County traveler is required to work, attend a school, 
training, meeting or convention overnight at a location sufficiently distant from 
main or regular place of work to qualify under this policy for meal per diem and 
overnight lodging. 

 
2. Notwithstanding Section 1 above, claims shall be paid subject to the rules set forth 

in this Policy and statutory law.  Eligibility to submit a claim does not automatically 
entitle the claimant to reimbursement for any and all expenses. 

 
3. County travelers receiving reimbursement from an outside source for travel on 

County time shall forward said reimbursement to the County Auditor-Controller for 
handling and deposit if the traveler intends to submit an expense claim to the 
County or use County resources to travel.  Said travelers shall then be entitled to 
submit a claim for actual and necessary expenses for transportation, meals, lodging, 
and incidentals, subject to the conditions set forth in this travel policy. 

 
4. Arrangements for transportation, lodging or registration fees that have cancellation 

or change penalties shall be carefully monitored by the department.  If 
cancellation/change occurs due to direction by the County traveler's department 
head, or his/her designee, or the County Administrative Officer, the County 
department will cover the penalty cost.  If the cancellation/change occurs due to a 
traveler's personal request or obligations, the traveler will be required to pay the 
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penalty.  Exceptions shall be made when a traveler is unable to travel because of 
hospitalization, serious sickness or death of self or an immediate family member or 
when the department head certifies that the reason for the employee's absence was 
legitimate and authorized.   

 
B. Transportation Expenses 

 
1.  General Conditions 

  
a) Transportation expenses are the direct costs related to movement of the County 

traveler from authorized point of departure to destination of travel and back to 
the authorized point of return.  
 

b) All transportation expenses incurred shall be based upon the most efficient, 
direct, and economical mode of transportation required by the occasion. 

 
c) Whenever a time frame is established as criteria for eligibility for claiming, 

such as the requirements set forth for meals in Section V, subsection C. 1. d., 
estimated travel time shall be based upon legal vehicle speed limits, volume of 
traffic, and weather conditions in effect at the time of travel.   

 
2. Vehicle Transportation  

  
Vehicle use (both County-owned and private) by authorized County travelers 
during the conduct of official County business is subject to the County Vehicle Use 
Policy.   
 
a) Private Vehicle 
 

(1) Travel by private vehicle will be reimbursed at the IRS rate for business 
use of a personal vehicle in effect in the County at the time of travel. 
  

(2) Authorized County travelers who travel in a vehicle other than their own 
may not claim mileage for business use of a private vehicle but may claim 
reimbursement of actual fuel expenses necessary for the trip and expended 
by the traveler.  Receipts are required and should be claimed by the 
employee actually paying the expense. 

 
(3) Authorized County travelers may not claim mileage for business use of a 

private vehicle in the following instances: 
 

(a) when the County traveler is riding with someone who will be claiming 
reimbursement for the vehicle's use from the County or another 
source; 

 
(b) when the County traveler is traveling in a County or other government 
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agency vehicle; 
 
(c) when the County traveler is traveling in a rented vehicle (paid by 

County); 
 

(d) when the County traveler has been assigned a County Vehicle for 
home retention, is receiving an allowance or lump sum for mileage, 
unless specifically provided for in the terms of their agreement or 
contract with the County or by Board resolution. 

 
(4) County employee mileage to the regular or main place of work from 

home, and back, is considered commuting and may not be claimed. 
 

(5) County employee mileage to the temporary work location from home, and 
back, is considered commuting and may not be claimed except in the 
following cases: 

 
(a) if the County employee is required to report to the regular or main 

place of work before reporting to the temporary work location, s/he 
is eligible for mileage from the regular or main place of work to the 
temporary work location; 

 
(b) if the County employee is required to report to the regular or main 

place of work after working at the temporary work location and 
before going home, s/he is eligible for mileage from the temporary 
work location to the regular or main place of work.  

 
(6) Mileage in conjunction with authorized County travel to and from a 

school, training, convention or meeting shall be based on the distance to 
the destination from the traveler's home or the regular or main place of 
work, whichever is less, except in the following cases: 

 
(a) if the traveler is required to report to his/her work location before  

leaving, s/he is eligible for mileage to the school, training, 
convention/meeting from the work location. 

 
(b) if the traveler is required to report to his/her work location before 

returning home, s/he is eligible for mileage based on the distance 
from the school, training, convention/meeting to the work location. 

 
(7) Appointed volunteer members of County boards, commissions, or 

advisory committees may claim mileage to the official meetings of their 
respective boards from home, and back. 

 
(8) Members of personnel interview panels may claim mileage to the panel 

location from their regular or main place of work, and back. 
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(9) When two or more County travelers from the same department are 

traveling to the same site by vehicle, they should use only as many 
vehicles as are required to accommodate the number of travelers and 
business needs of the County.  If a County traveler chooses to use a 
separate private vehicle because of personal preferences or obligations, 
h/she shall not be eligible for mileage or fuel reimbursement for the travel 
unless the department head determines that reimbursement is appropriate 
and justified. 

 
(10) If a County traveler chooses to use a private vehicle instead of an 

alternative mode of transportation chosen by the department head because 
of personal preferences or obligations, his/her mileage reimbursement 
shall not exceed the cost of using the alternative mode of transportation 
unless the department head determines that the additional reimbursement 
is appropriate and justified.  

  
b) County Vehicle Transportation 

 
(1) County travelers using a County vehicle for traveling shall not be eligible 

for reimbursement for mileage. 
 
(2) County travelers required to fuel a County vehicle at their own expense 

should claim the actual fuel costs expended by them.  Receipts must 
accompany the claim.  Vehicle license number and the odometer reading 
should be written on the receipts. 

 
(3) If the County vehicle experiences mechanical failure, the County traveler 

shall follow the rules set forth in the "Mechanical Failure" section of the 
"Vehicle Operator's Handbook" located in the glove compartment of  
each County vehicle.  

 
c) Rental Vehicle Transportation 
 

(1) Vehicles may be rented for transportation at the destination point when the 
County traveler travels to the destination via commercial common carrier 
and the cost of the rental will be less than the charge for shuttle or taxi 
service to and from the carrier termination point to the function or hotel 
accommodations. 

 
(2) Vehicles may be rented for transportation to the destination point when 

the cost of the rental will be less than other reasonable and available 
modes of transportation. 

 
(3) If more than one County traveler from the same department is traveling to 

the same function, only one rental vehicle may be claimed and then only if 
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it is available for use by all of the County travelers. 
 
(4) The County traveler shall choose the least expensive size and mileage 

limits appropriate to the use required.  Rental expenses for luxury cars, 
motorcycles and recreational vehicles may not be claimed. 

 
(5) Rental cars shall be refueled prior to return to the rental agency to reduce 

cost to the County.  Rental cars should be returned to the renting location 
and on time to avoid additional charges.  

 
(6) When traveling domestically the County traveler shall waive additional 

vehicle insurance (except for additional driver and coverage for drivers 
under 25 years of age), provided that the employee has his/her own 
vehicle insurance coverage.  When traveling internationally additional 
insurance should be accepted if the traveler lacks other similar coverage. 

 
(7) An original car rental receipt showing the number of days and type of 

vehicle rented is required for vehicle rental claims.  A copy of the receipt 
or a credit card receipt alone is insufficient. 

 
d) Commercial Carrier Transportation 

 
(1) County travelers shall seek and attempt to use the lowest rates available 

for the type of commercial carrier service being utilized.  Whenever 
possible, travelers should take advantage of flight arrangements that 
minimize County cost (for example, purchasing a round trip ticket may be 
less expensive than two one-way tickets).  Reservations should be made as 
far in advance as possible to take advantage of available discounts and 
special offers.  Travel agents that have added ticket handling charges 
should be avoided. 

 
(2) Claims for travel via commercial carrier shall be limited to the cost of 

travel at economy rates for the same day and time of travel or actual cost, 
whichever is less.  County travelers may upgrade tickets, provided that the 
traveler and not the County pay for the difference in cost for such upgrade.  
The County will not reimburse any type of travel insurance unless the 
Department Head requests the traveler to purchase cancellation coverage.  
Reasonable baggage charges, if imposed by the airline, on the first 
checked bag are reimbursable. 

 
(3) Claims for commercial carrier tickets shall be substantiated by an original  

ticket document (such as an e-ticket or passenger receipt ticket copy) 
showing the price, date, date/time of travel and class of travel.  A copy of 
the credit card receipt or statement from a travel agency alone is 
insufficient. 
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(4) County business traveler may retain frequent flyer/hotel rewards and 
similar program benefits.  However, participation in these programs must 
not influence flight/hotel/etc. selection, which would result in incremental 
cost to the County beyond the lowest available airfare/hotel cost unless the 
difference is paid by the traveler.  Free tickets or cash allowances for 
volunteering to be denied timely boarding may be retained by the traveler 
but no additional cost to the County or interruption of County work is 
allowed and any additional time required to complete the trip is to be 
personal time. 

 
 

(5) Should a Saturday night stay reduce the cost to the County of a ticket 
more than the total of any additional hotel/meal/parking cost, the costs to 
do so are reimbursable to the traveler but should be well-documented with 
a clear savings to the County. 

 
e) Private Aircraft Transportation 

 
(1) Traveling by private aircraft which is flown by a County employee may be 

authorized if it will be the most efficient means of travel and the flight is 
incidental to the purpose of the County travel.  Said use shall require the 
advance written approval of the County Administrative Officer.  If 
approved, the following must be provided to the Auditor-Controller's 
Office in advance of the travel: 

   
(a) a copy of the pilot's Federal Aviation Administration (FAA) pilot's 

certificate and instrument rating for the category and class of aircraft 
to be flown and the type of flying to be performed; 

  
(b) a copy of the pilot's current medical certificate; 

 
(c) a copy of the FAA Pilot Proficiency Award Program certificate 

issued to the pilot within the twelve months prior to the flight; 
 
(d) a copy of the pilot's flight log showing a minimum of 250 hours of 

flight time within the twelve months prior to the flight; 
 
(e) a certificate of public liability and property damage insurance of not 

less than $1,000,000 naming the County as an additional insured. 
 

(2) Traveling by private aircraft, which is flown by a non-County employee, 
except for flights conducted by members of the Sheriff's Air Squadron in 
the performance of their official duties, is normally prohibited. 

 
(3) County travelers who operate a private aircraft in connection with 

approved County travel may be reimbursed the actual cost paid by the 
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   traveler for fuel used by the aircraft on the trip or the County's     
   mileage rate for each air mile at the travelers option. 

 
f) Other Transportation Expenses 

  
(1) The following necessary transportation expenses may be claimed at actual 

cost (receipt required) when directly related to transporting the County 
traveler to and from the business destination point: 

 
(a) taxi, shuttle, or public transit fares; 
 
(b) parking fees (airport long-term parking is required for travel 

exceeding 24 hours); 
 
(c) bridge, road or ferry tolls; 
 
(d) other actual transportation expenses determined to be reasonable and 

necessary by the department head and the Auditor-Controller. 
 

(2) The following transportation expenses may not be claimed: 
 

(a) traffic and parking violations; 
 
(b) emergency repairs or non-emergency repairs on non-County 

vehicles; 
 
(c) personal travel while at an out-of-County location; 
 
(d) other actual transportation expenses determined to be unreasonable 

or unnecessary by the department head or the Auditor-Controller. 
 

C. Meal Expenses 
 

1. Eligibility for Meals 
 

a) County employees, contractors and volunteers may be reimbursed for in-County 
meal costs that are 1) ordinary (not extravagant) and necessary, 2) directly 
related or associated with bona fide County business matters and 3) approved 
by a member of the Board of Supervisors or a department head (or his or her 
designee). County business discussions associated with a meal must be 
conducted in a “clear business setting”.  

 
b) County travelers involved with in-County travel that does not require an 

overnight stay away from their home are not eligible to claim for meals taken 
outside the County, unless the requirements of paragraph a) above are met, or 
unless provided for in  a Board of Supervisor-approved written County policy. 
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c) County travelers on out-of-County business travel that requires an overnight 

stay away from their home are eligible to claim for meals taken out-of-County. 
 
d) County travelers  are eligible to claim  the meal reimbursements noted below  

for  travel requiring overnight lodging   if the total travel time (work time, plus 
the lunch period plus round-trip travel time) is estimated to equal or exceed 12 
hours. 
 
(1) Breakfast may be claimed if the County traveler must reasonably be away 

from home because of County business travel at or before 7:00 a.m.   
 

(2) Lunch may be claimed if the County traveler must reasonably be away from 
home because of County business travel at or before Noon.  

 
(3) Dinner may be claimed if the County traveler must reasonably be away from 

home because of County business travel at 7:00 p.m. or after.  
 
e) Snacks are a personal expense, not reimbursable. 
 
f) Claims for meals purchased by a County employee or volunteer on behalf of 

federal, state or local public officials or employees is prohibited, including any 
other Monterey County employees, unless provided for under other Board of 
Supervisor approved written County policies. 

 
g) County travelers are not eligible to claim meals or other expenses for those 

persons who are not otherwise eligible to file a claim themselves for County 
reimbursement.   

 
h) County travelers are not eligible to keep or claim per diem allowances for anyone 

other than themselves. 
 

2. Meal Claims 
 

a) The County maximum full day meal and incidental expenses rate shall be equal 
to the maximum federal per diem meal and incidental expenses (M&IE) rate 
established by the GSA.  Said maximums include taxes and gratuities. 

 
b)  Meal expense amounts shall be calculated by the Auditor-Controller for first and 

last partial days of travel based on the maximum federal per diem meal rate for 
the appropriate meal(s). 
 

c) Claims for out-of-County meals taken in conjunction with travel that includes 
an overnight stay away from the traveler's home shall be reimbursed in the form 
of a "per diem allowance", which means the traveler is eligible to be reimbursed 
at the maximum rate allowed and receipts are not required (except for Board of 
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Supervisor Members).  Partial days shall be reimbursed at the appropriate meal 
rate. 

 
d) Allowable meal costs may only exceed the prescribed per diem rates if the meal 

is being served at a conference or workshop and the costs of the speaker, 
conference, and/or registration are included in the price.  The agenda/brochure 
or other documentation describing the event and the price must accompany the 
claim to the Auditor-Controller's Office. 

 
e) A County traveler may not claim a per diem allowance or reimbursement for 

any meal which is provided, or otherwise available, to the County traveler with 
the lodging or function, whether or not there is an actual charge for the meal.  
For example, if lunch is provided at the function or breakfast is included in the 
cost of lodging, the traveler may not claim a per diem allowance or request 
reimbursement for eating elsewhere.  For purposes of this section, continental 
breakfast and meals provided during airline or other commercial carrier travel 
do not constitute provided meals and do not need to be deducted from the per 
diem allowance.  A County traveler may not claim a per diem allowance for a 
meal that was paid for by someone else. 

 
f) If a breakfast is included in the cost of lodging, the traveler may not claim for a 

breakfast meal; however, s/he may apply the next day's breakfast allowance 
amount towards the maximum lodging amount.  For example, if the maximum 
lodging amount is $79.00 and the breakfast allowance is $8.00, the employee 
may claim up to a maximum of $87.00 for lodging which includes a continental 
breakfast. (For purposes of this section, continental breakfast does not constitute 
a provided breakfast meal.) 

 
g) Claiming for alcoholic beverage expenses are prohibited in all cases. 
 
h) As required by California Government Code 53232.2 Board of Supervisors 

members must provide receipts for all meals and will be reimbursed at the lower 
of the appropriate per diem amount or the actual expense. 

 
 
 

D.  Lodging Expenses 
 

1. Eligibility for Lodging 
 

a) County travelers are not eligible to claim for lodging for in-County functions. 
 

b) For out-of-County business that is conducted on one business day, if the County 
traveler’s actual time for the day is estimated to equal or exceed 12 hours 
(including work time, the lunch period and round-trip travel time), then the 
County traveler will have the option of securing one night’s lodging at either the 
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front-end or back-end of the trip. Illustration: A member of the County Board of 
Supervisors who resides in Monterey County is required to attend a one-day 
business meeting in Sacramento. The Board member estimates that his total 
time for the day without obtaining lodging would be 14 hours (8 hours of 
meetings, 1 hour for lunch and 5 hours for round-trip travel). The Board 
member will have the option of securing one night’s lodging in Sacramento, 
either the night before the meeting, or after conclusion of the meeting.  

 
c) For out-of-County business that requires multiple business days, if County 

travelers are eligible to claim lodging for the first and last evenings of an out-of-
County trip, they are also eligible to claim lodging for any evenings that fall in 
between the first and last evenings of the trip. 

 
d) County travelers are not eligible to claim reimbursement of lodging costs when 

staying overnight as a guest of friends or relatives. 
 

2. Lodging Claims 
 

a) Lodging expenses shall be claimed at either the actual cost of the lodging 
(limited to the single occupancy rate for a single room) or the County's 
maximum lodging rate (Federal Per Diem Rate), whichever is less.  Receipts are 
required.  Taxes are in addition to the Federal Per Diem Rate. 

 
b) Lodging costs may exceed the County's maximum lodging rate only when a 

conference, meeting or convention is being sponsored by an organization of 
which the County, the department or employee is a member, the lodging may be 
claimed at the actual cost if seminars or meetings are to be held at the particular 
hotel and/or events are scheduled for evening hours, and the department head 
has given advance written authorization. 
 

c) An original room folio receipt, showing the number of days and the number of 
occupants, is required for lodging claims.  A copy of the receipt, travel agency 
statement or a credit card receipt alone is insufficient. 

 
 

d) When a room is shared with a fellow County traveler, the expense may either be 
prorated, and the prorated amount claimed by each County traveler, or one 
County traveler may claim the total expense at the multiple occupancy rate. 

 
e) When a room is shared with a person other than a County traveler and said 

person will also be claiming reimbursement from the County or another source, 
the amount shall be prorated between the two travelers. 

 
f) Lodging expense may not be claimed for guests of the County traveler.  Where 

expense for a family member or friend is included in the receipt, the claim must 
not exceed the single occupancy rate. 



 
  

Monterey County Travel Policy Page 14    Revised December 11, 2012 

 
g) Special lodging, such as accommodations in apartments, RV parks, 

campgrounds or other semi-permanent lodgings, shall require advance written 
authorization of the County Administrative Officer and the Auditor-Controller. 

 
h) County travelers should inquire when making lodging arrangements whether the 

County is exempt from Transient Occupancy Taxes (TOT) in the locale where 
they are staying and should provide the necessary form to the lodging facility, if 
required to do so to obtain the waiver. 

 
h) Except when registering for lodging at a pre-arranged group rate in conjunction 

with a conference or meeting, County travelers shall request the government 
rate or lowest available eligible rate when making lodging arrangements.  
 

i) Travelers are responsible for canceling hotel rooms before the cancellation 
period ends and should record the cancellation number in case of disputes. 
Travelers will not be reimbursed for “no-show” hotel charges unless there are 
unavoidable reasons for not canceling the room. 

 
j) When multiple country travelers are traveling together and the rooms are put on 

one invoice, one traveler may take care of the invoice but should provide the 
details on who stayed in each room on the invoice. 

 
E.  Registration Fees 

 
Conference, convention and seminar registration and tuition fees may be claimed at the 
actual cost, provided that the agenda/brochure or other documentation describing the 
event, including the price, accompanies the approved claim to the Auditor-Controller's. 

 
F. Other Travel Expenses 

 
1. County travelers are eligible to claim a per diem incidental allowance, limited to the 

maximum federal per diem incidental rate established by the IRS, for each day of 
travel requiring an overnight stay away from the traveler's home.  Said allowance 
covers fees and gratuities for persons who provide services, such as food servers 
and luggage handlers, and does not require receipts (Except for Board of 
Supervisors Meals).  If applicable (such as a Board of Supervisor meal), gratuities 
are limited to not exceed 15% of the service costs unless billed by a provider’s 
standard policy at a higher rate. 

 
2. County travelers are eligible to claim the following expenses at actual cost, even if 

they also qualify for a per diem incidental allowance.  Receipts are required.  
 

a) County business calls (traveler must annotate purpose of call on the bill) 
 
b) fax machine charges incurred to send or receive documents for County use. 
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c) copy machine charges incurred to copy documents for County use. 
 
d) Internet access connection and/or usage fees away from home not to exceed 

$15.00 per day, if Internet access is necessary for county related business. 
 
e) other business related expenses determined to be reasonable and necessary by 

the department head and the Auditor-Controller. 
 
VI.   OTHER COUNTY BUSINESS EXPENSES 
 

A. General Guidelines 
 

In the course of conducting County business, employees, contractors or volunteers may 
incur business expenses (including meal expenses pursuant to Section V.C) on behalf 
of the County. Such expenses will be approved for reimbursement if the disbursement 
meets the following requirements:  

 The disbursement is for an ordinary (not extravagant) and necessary expense of 
conducting County business, or is an expense that is required by the County,  

 The expense is approved by a member of the County Board of Supervisors, or 
a County department head (or his or her designee), and  

 The payee accounts for the expense in accordance with the rules for a 
“Accountable Expense Reimbursement Plan”, as set forth in the Internal 
Revenue Code and related regulations. 
 

B.   Taxation of Business Expense Reimbursements 
 

If a reimbursement to an employee, contractor or volunteer meets the requirements of 
an “Accountable Expense Reimbursement Plan”, then such reimbursement will not be 
reportable for federal or California income tax purposes.  

 
 
 

VII. CLAIMING PROCEDURES FOR OUT-OF-COUNTY TRAVEL 
 

A. Travel Advance Claims 
 

1. Authorizations and Eligibility 
 

a) Travel advances are strongly discouraged and are only available to County 
employees. The issuance of travel advances creates double work for 
departmental and auditor-controller staff and should only be used if a County 
travel card cannot be used or the employee does not have a personal credit card. 
Board of Supervisors Members are not eligible for travel advances. 

 
The first choice is for travelers to use their personal credit cards to pay for their 
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travel expenses and be reimbursed before their monthly statement arrives.  
Secondly, the County has arranged for the use of the Travel Card to pay many 
travel related expenses.  Departments may use their Travel Cards to pay for 
airline tickets and conference registration expenses for all of their employees, 
not just the cardholder.  Commercial carrier and conference registration 
expenses should not be considered in the advance calculation.  The third choice 
would be a cash advance, if necessary. 

 
b) Travel advances require the authorization of the department head or his/her 

designee, and the Auditor-Controller or his/her designee.  
 

c) The net amount of the travel advance shall not exceed the following: 
 

(1) 75% of the total estimate for the following travel expenses, exclusive of 
payments made payable directly to the vendor: 

 
(a) lodging (documentation, including at least the confirmation number 

and hotel name should be provided), including hotel parking 
 
(b) rental vehicle transportation; 
 
(c) per diem meal allowances; 
 
(d) long-term airport parking; 

 
(e) other out-of-pocket expenses deemed necessary and reasonable by                        

the Auditor-Controller.  
 

  (2) 50% of the total estimate of reimbursement for mileage for business use of 
a private vehicle. 

 
 
d) A travel advance shall not be issued for a net amount less than $100.00 nor 

more than $2,000.00. 
 
e) A travel advance shall not be issued more than thirty (30) calendar days in 

advance of the commencement of travel. 
 
f) Travelers are not eligible for an additional travel advance if they have an   

unsettled advance, unless the advances are for travel taken consecutively.  In 
such case, the sum total of the travel advances shall not exceed $2,000.00. 

 
2. Travel Advance Requests 

 
a) Requests for travel advances involving travel shall be submitted by the 

department head to the Auditor-Controller's Office on a completed and signed 
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"County of Monterey Travel Request" form, accompanied by all documentation 
relative to the request, at least ten (10) working days in advance of the 
commencement of travel. 

 
b) After a completed and approved "County of Monterey Travel Request" form is 

received by the Auditor-Controller's Office, a warrant payable to the County 
traveler for the amount requested shall be issued, up to the 100% maximum 
amount allowed pursuant to this County travel policy.  

 
3. Travel Advance Settlements 

 
a) Within five (5) working days of completion of travel, the County traveler shall 

submit all receipts for allowable travel expenses to the Department and within 
fifteen (15) working days of completion of travel to the Auditor-Controller's 
Office on a completed County claim form.  Credit for the travel advance shall 
be subtracted from the amount owed to the County traveler. 

 
b) In the event that allowable expenses are less than the amount of the travel 

advance, the County traveler shall submit the difference in the form of a check 
or money order made out to the "County of Monterey" with the claim form.   

 
c) County travelers who cannot provide a required receipt shall reimburse the 

County for the amount of the money advanced to them for that expense. 
 
d) Travelers who do not submit the required documentation by the time frames set 

forth above may lose their eligibility for future travel advances. 
 
e) Department heads are responsible for ensuring that their employees settle their 

travel advance claims within the time frames set forth in subsection a) above.  
Non-compliance may jeopardize advances for the entire department.  

 
 
B. Prepaid Vendor Claims 

 
1. Vendor Claim Requests 

 
a) Once travel has been authorized, claims to the vendor may be submitted for 

lodging and registration fees when there is sufficient time for the check to be 
processed before the authorized County traveler commences travel.  

 
b) If the travel requires a "County of Monterey Travel Request" form, the 

approved form shall be submitted with the claim.  If the original has been 
submitted with a previous claim, then that shall be noted on the claim form and 
a copy of the form attached. 

 
c) Whenever possible, the County shall be named as registrant for events to allow 
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transfer of attendance privilege when conflicts prevent the original registrant 
from attending. 

 
d) The County will mail the warrant directly to the vendor unless the traveler 

requests that the warrant be returned to them to hand carry to the vendor. 
 

2. Vendor Claim Settlements 
 
a) Each vendor claim must have an original receipt attached in order to settle the 

claim.  The required receipts for vendor claims that have been prepaid shall be 
forwarded to the Auditor-Controller's Office within thirty (30) calendar days 
after completion of travel. 

 
b) Claims paid directly to vendors that are not substantiated by receipts within 

thirty (30) calendar days of the completion of travel shall be considered to be 
unsettled travel advances to the County traveler. 

 
c) Department heads are responsible for ensuring that their employees return their 

receipts within the time frames established by this policy.  Non-compliance may 
jeopardize the department's ability to have travel expenses paid in advance.  

 
d) In the event that all or a portion of the prepaid cost to a vendor is reduced after 

the check has been processed, the County traveler is responsible for ensuring 
that the entire difference is returned to the County within the time frames 
established for settling the claim. 

 
C. Travel Reimbursement Claims    

 
1. After completion of travel, the County traveler shall submit a completed County 

claim form to the department head for authorization.  After review and 
authorization, the department head shall submit the authorized claim, together with 
any required receipts, to the Auditor-Controller's Office.  Said claim shall be 
received by the Auditor-Controller's Office within thirty (30) calendar days of the 
completion of travel.   

 
2. The traveler shall not be reimbursed until s/he has signed the certification for the 

claim that is required by the Auditor-Controller's Office. 
 
3. The Auditor-Controller's Office shall review the claim for compliance with 

applicable County policies and procedures.  If approved by the Auditor-Controller's 
Office, the claim shall be processed and a check sent to the claimant within ten (10) 
working days.  If denied, or denied in part, the department's contact person will be 
notified immediately. The Auditor-Controller has the final decision on allowable 
expenses. 

 
4.   No reimbursement for travel shall be paid to the employee until all required receipts 
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for the travel claim have been filed with the Auditor-Controller's Office. 
 
5.  Travel reimbursements are to be paid via checks and not to be paid via petty cash. 

 
D. Mileage Claims 

 
1. Whenever travel requires advance authorization of the department head, or his/her 

designee, the resulting mileage expense shall be claimed on the same claim form as 
the other expenses that apply to that travel.  The only exception is if mileage is the 
only expense of the trip, in which case the traveler may claim the mileage on the 
monthly "Mileage Reimbursement" claim form.  

 
2. Whenever travel does not require advance authorization of the department head, or 

his/her designee, the resulting mileage expense shall be claimed on the "Mileage 
Reimbursement" claim form.  

 
3. Mileage claims shall be submitted monthly, unless the total for the month is less 

than $50.00, in which case the claim may be held for an additional month.  
However, the claim must not be held over to the next month more than twice, 
regardless of the dollar amount. 

 
4. All mileage claims for the last month of the fiscal year must be processed by year-

end close. 
 
5.   Mileage Claims are to be paid via warrants and not to be paid via petty cash. 

 
E. Reimbursement by Outside Source 

 
1. County travelers receiving reimbursement from an outside source for travel on 

County time shall forward said reimbursement to the Auditor-Controller for 
handling and deposit if the traveler intends to submit an expense claim to the 
County or use County resources, including a County vehicle, to travel.  In such 
cases, the traveler shall then be entitled to submit a claim for actual and necessary 
expenses for transportation, meals, lodging, and incidentals, subject to the claiming 
conditions set forth in this travel policy.  Said reimbursement shall be delivered to 
the Auditor-Controller's Office within thirty (30) days of the receipt of the funds. 

 
2. If a County volunteer or non-employee will be receiving a per diem or other 

reimbursement of travel expenses from a source outside of the County, the 
volunteer shall not be eligible to claim or receive any additional reimbursement 
from the County for the same expenses. 
 

F. Late Claims 
 

If a claim for reimbursement or settlement of a travel claim is submitted after the 
allowed time frames, the payment to the employee shall not be made until the claim has 
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been reviewed and approved by the Auditor-Controller or his/her designee. 
 

G. Travel Card Use 
 

Subject to the rules contained in the Travel Card Policy, travel expenses (airline, hotel, 
vehicle rental, gas, emergency repair of county vehicles and airport parking) may be 
charged to County of Monterey Travel Cards.  Prohibited items include employee 
meals, room service, movies, cash advances, gift cards of any kind, liquor, tobacco and 
other items prohibited by the Travel Card Policy.  Under no circumstances should 
personal items (even if reimbursed to the county) be charged to the travel card.  
Expenses paid on the travel card should not be included on a claim for reimbursement. 

 
VII. INTERPRETATIONS 

 
The Auditor-Controller, or his/her designee, shall be responsible for interpretations of this 
policy. 
 

VIII. EXCEPTIONS 
 

Exceptions to this policy require the approval of the Auditor-Controller or his/her designee.  
 
IX. CONFLICT WITH RULES 

 
 In the event that this County Travel policy is in conflict with another County policy, the 

policy with the strictest application shall prevail. 
  
























